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HTOTP: Honey Time-Based One-Time Passwords
Zixuan Ding and Ding Wang

Abstract—One-Time Passwords (OTPs) play a crucial role in
Two-Factor Authentication (2FA) and Multi-Factor Authentica-
tion (MFA) by adding an additional layer of security. OTPs
effectively reduce the risk of static passwords being intercepted
and reused. Nevertheless, both academic schemes and industrial
solutions face security threats stemming from server/device com-
promises and OTP factor forgery. Chain-based asymmetric OTP
schemes are a promising approach to addressing the problem of
server compromise but still face threats from device compromise
and pre-generated chain leakage. We emphasize that since devices
directly store the OTP seed, OTP authentication is essentially
equivalent to verifying device possession. This means that in
existing OTP schemes, OTP forgery and device compromise
remain prevalent and difficult to overcome. In this work, we
propose a brand new scheme to address OTP factor forgery
and server/device compromises. For the first time, our scheme
constructs a tightly coupled architecture between the password
factor and the OTP factor. The OTP seed is derived from
a password and a device-stored salt, preventing OTP seed
extraction and OTP forgery even in the event of a device
compromise. Through the integration of “honeywords” with the
tightly coupled OTP architecture, the server stores decoy OTP
seeds generated by decoy passwords, providing resistance against
server compromises and partial password guessing from devices.
We conduct a comprehensive evaluation of our OTP schemes.
The computational overhead is correlated with the number of
honeywords, and with the recommended set size of 20, the total
verification overhead is approximately 0.24 ms. Additionally, we
propose formal security properties and application metrics, and
rigorously prove our scheme’s resistance against server/device
compromise attacks and guessing attacks. Our scheme is the
first to achieve comprehensive OTP security with low overhead.

Index Terms—One-time passwords (OTP), honeywords, two-
factor authentication, two-factor security.

I. INTRODUCTION

PASSWORD authentication, long relied upon for its sim-
plicity, faces security challenges due to users’ difficulty in

remembering complex or multiple passwords. Human-chosen
passwords follow certain patterns [1], and Wang et al.’s
research [2] further reveals that the entropy of passwords
typically ranges from 20 to 22 bits, with the distribution
adhering to Zipf’s law. Moreover, password reuse and sim-
ilarity heighten the risk of credential stuffing attacks [3]
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once a password is compromised. One-Time Password (OTP)
significantly addresses static passwords’ limitations. OTPs add
an extra layer of security by ensuring that each authentication
code is unique, unpredictable, and cannot be reused.

Lamport [4] first proposed the OTP scheme, named S/KEY
[5]. Due to inherent flaws, such as the risk of OTP leakage
from pre-generation and storage, S/KEY [5] faces challenges
in achieving widespread adoption in the subsequent digital
environment. Subsequently, the HMAC-based One-Time Pass-
word (HOTP) algorithm was proposed as a new standard in
RFC 4226 [6]. In this algorithm, the server and the client share
an OTP seed and a counter, using a one-way hash to generate
readable OTPs. The Time-based One-Time Password (TOTP)
algorithm replaces the counter in HOTP with a timestamp,
addressing the issue of desynchronization attacks. HOTP and
TOTP are currently the most widely used. However, following
the industrial standards of HOTP [6] and TOTP [7], the server
stores the OTP seed in plaintext, allowing an adversary who
compromises the server to impersonate the user.

To counter potential server compromise, the strategy shifts
from symmetric to asymmetric secret sharing. T/Key [8]
improves upon S/KEY [5] by making the user device pre-
generates a hash chain according to specifically predefined
time intervals, and the server stores the tail node of the
chain. During verification, the device computes the OTP
for the current time by hashing the seed multiple times,
and the server hashes the received OTP and compares it
with the stored node. However, asymmetric TOTP has its
limitations. For instance, it does not protect against device
compromises due to the restorable pre-generated chain, and the
OTP generation and verification times are long due to iterative
hash operations. There is a need for regular regeneration of
OTP chains. Also, as OTPs are generated through iterative
hashing, used OTPs can be linked and potentially tracked by
adversaries.

In addition to security threats of compromises, we high-
light crucial issues that affect all OTP schemes. First, the
integration of the OTP factor as an additional security layer
is loosely coupled with other factors. This loose coupling
allows adversaries to independently compromise each factor,
thereby simplifying attacks. Second, the device possession
represented by OTPs is vulnerable to forgery, such as channel
hijacking and OTP (or OTP seed) leakage. A typical example
is Google Authenticator [9] and Microsoft Authenticator [10]
using HOTP [6] and TOTP [7] standards. These systems
implement OTP as a supplementary authentication factor in
a loosely coupled manner but do not resolve the issues of
loose coupling and vulnerability to forgery.

A. Motivations and Challenges
Although OTP authentication enhances security for iden-

tity verification, numerous unresolved issues persist. These
problems not only compromise the security of OTP but also
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limit its reliability in applications. In this subsection, we
discuss the motivations for proposing a new scheme and the
challenges in tackling existing issues.

1) Emphasizing the Possession of the Second Factor: The
password combined with OTP is a widely adopted Two-Factor
Authentication (2FA) method to enhance authentication secu-
rity, where the OTP represents the possession of the device.
However, this “possession” can be easily forged, and the
verifier cannot determine whether the user holds the device or
the secret has been disclosed. We aim to transform the loosely
coupled password and device possession (in the form of OTP)
into a tightly coupled architecture. This architecture ensures
that the knowledge provided by the password is maintained
while highlighting the user’s possession of the device. The
challenge lies in constructing a tightly coupled architecture
for passwords and OTP without altering the user’s habit in
password-OTP authentication, while ensuring that the verifier
recognizes the OTP as proof of the user’s possession of the
device. The construction of a tightly coupled architecture for
2FA has received little attention but urgently needed in existing
OTP academic schemes and industrial solutions, and for the
first time, this work makes a construction attempt.

2) Resistance to Secret Compromises: In the currently
prevalent loosely coupled 2FA framework, the server holds
complete knowledge for verifying both factors separately
(e.g., in password-OTP 2FA [10], [11], the service provider
holds the password hash and the OTP seed). Loosely coupled
authentication factors only add an extra security layer and
cannot offer stronger protection. This allows an adversary who
compromises one factor to separately attack other authentica-
tion factors. In addition to server compromises, other forms of
secret leaks should also be taken seriously. In HOTP, TOTP,
or SMS-based OTP, the service provider distributes OTPs (or
OTP seeds) to the device. Due to numerous attacks on SMS
[12], [13], [14], it is not recommended for OTP distribution
[15]. Meanwhile, HOTP and TOTP involve the server dis-
tributing OTP seeds in the form of QR codes [11], making
it possible for terminal recording attacks to compromise both
the OTP seed and the password simultaneously. Trusting the
login terminal poses risks to the user, and it is safer for users
to rely solely on their own device.

We aim to construct a tightly coupled architecture for pass-
word and OTP. The challenge is to prevent an adversary who
compromises the server from compromising all authentication
factors. Specifically, for the coupled two factors, the server
should not independently possess the knowledge to verify
them. Moreover, the task is to modify the OTP seed dis-
tribution method without changing password-OTP two-factor
authentication method, ensuring that powerful adversaries,
such as those intercepting channels or controlling terminals,
cannot obtain the secrets. Users only need to trust their own
devices, eliminating additional trust assumptions.

3) Detecting Leaks and Guessing Attacks: It is challeng-
ing for both service providers and users to detect server
data breaches, device compromises, and guessing attacks.
We combine honeywords [16] with the tightly coupled OTP-
password architecture to construct an alert mechanism for
server compromises and guessing attacks. Specifically, the
server stores both the real OTP seed and decoy OTP seeds.
These seeds are generated by combining salt with honeywords.

To ensure security, the server itself cannot distinguish the real
OTP seeds unless it interacts with the honeychecker. When
an adversary compromises the server and tries to log in with
honey seeds, or compromises the device to guess passwords,
the honeychecker will detect the breach and guessing attempts,
alerting the system to the attacks.

B. Contributions
In this work, we first analyze OTP academic schemes and

industrial solutions, highlighting security issues and shortcom-
ings related to secret derivation and leakage in symmetric OTP
authentication (e.g., HOTP [6] and TOTP [7]). Asymmetric
schemes (e.g., S/key [5] and T/key [8]) have drawbacks such
as low usability, especially in terms of unfriendly OTP length,
limited lifespan, and extended registration and authentication
times. For the first time, we identify the issues caused by the
loose coupling of OTP with other authentication factors: the
server authenticates these factors separately and holds all the
knowledge for independent verification, meaning that a breach
compromises all factors. Furthermore, OTP cannot be used as
a proof of the possession of a device.

We construct a tightly coupled two-factor architecture that
combines passwords and OTP. The OTP seed is derived from
the password and salt, and the user device stores the salt rather
than the OTP seed. Consequently, a correct OTP simultane-
ously indicates the knowledge of the password and user’s
possession of the device without forgery. The combination
of passwords and OTP resolves issues such as device-side
leaks and identity forgery associated with OTP authentication.
Inspired by honeywords, we supplement the OTP seeds stored
on the server with decoy OTP seeds generated based on
honeywords. Honeywords include decoy passwords generated
from the original password as well as popular passwords.
Therefore, if an attacker tries to log in by compromising the
server, or guess passwords online by compromising the device,
alerts will be triggered.

In summary, our contributions are four-fold:
• Tightly coupled password-OTP two-factor architec-

ture. We transform the loosely coupled architecture of
password and OTP (indicating device possession) into
a tightly coupled one. The coupling is achieved by
converting the two independent factors into a mechanism
where the OTP seed is generated from a salt stored
on the device and the user’s password together. The
combination of device storage and user password knowl-
edge reinforces the user’s possession of the device. The
tightly coupled architecture not only prevents adversaries
from simultaneously compromising both authentication
factors, but also prevents adversaries from separately
compromising each factor or gaining access to both
factors in sequence through a breach. The tightly coupled
architecture addresses issues of factor compromise and
impersonation inherent in loosely coupled architectures.

• Unforgeability and loss resistance of the second factor.
The device receives OTPs from the service provider or
stores OTP seeds. The user’s possession of the device
signifies possession of the second factor. However, this
possession is susceptible to forgery. We change the
approach in previous schemes (including standards [5],
[6], [7] and popular schemes [8], [17]) to store only a
salt instead of the entire OTP seed on the device. In our
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construction, the OTP seed is generated by combining the
salt with the password. An adversary who compromises
the salt without the password cannot generate correct
OTPs, thus preventing the adversary from impersonating
the user after compromising the device. Additionally,
the salt stored on the device is easy to back up, and
the compromise of the salt is far less harmful than
compromising an OTP seed. Converting the stored OTP
seed to a separate salt improves the second factor’s
resistance to forgery and protects against device-side
compromises.

• Resistance to server compromises and password guess-
ing. We integrate honeywords into the tightly coupled
password-OTP architecture to create a decoy OTP seed
mechanism that defends against server compromises and
(partial) password guessing attacks. The server stores
decoy seeds generated from decoy passwords, alongside
the real OTP seed. Since the salt is stored independently
on the device, the salted hash stored on the server cannot
be used for offline password guessing. Logging in with
compromised OTP seeds or guessing the password online
post-device compromise will trigger a honeychecker alert.
The honey OTP mechanism mitigates password guessing
attacks resulting from server breaches and partial1 guess-
ing attacks originating from the device.

• Some insights. The entropy of human-chosen pass-
words is 20-22 bits, while the entropy of a 6-digit
OTP is 19.93 bits, and that of an 8-digit OTP is 26.58
bits. Converting a password into a 6-digit OTP does
not significantly reduce entropy in practical authentica-
tion scenarios, and thus does not lower the collision
difficulty. Variable OTP lengths balance security and
user-friendliness. In contrast to the original honeyword
mechanism where the server stores salts and salted
hashes, storing salts on the device prevents server-
compromised adversaries from brute-forcing hashes and
semantically recognizing the real password. Meanwhile,
incorporating popular passwords into decoy passwords
is effective in defending against online guessing attacks
from the device. In our honey OTP mechanism, it can
achieve a flatness of 1/k, with k being the number of OTP
seeds.

II. PRELIMINARIES AND RELATED WORKS

A. Preliminaries

1) Honeywords: Honeywords is a method that enhances the
security of password-based authentication systems by mixing
multiple decoy passwords [16]. The system stores both the real
and decoy passwords for an account, and the honeychecker
stores the index of the real password. As a result, it becomes
challenging for an adversary who compromises the server to
distinguish between the real and decoy passwords. During
authentication, the honeychecker verifies the validity of the
password index. If an adversary uses a decoy password, the

1The server stores decoy seeds generated from decoy passwords to alert
against online guessing attacks from devices. Decoy passwords are typically
composed of popular passwords and variations of the real password. We
describe online guessing attacks from the device as partially resisted because
the number of decoy passwords is limited.

TABLE I
TERMS AND DEFINITIONS RELATED TO HONEYWORDS

honeychecker detects the discrepancy and triggers an alert.
Next, we introduce the implementation steps of honeywords
and the variant applied in this work.

Assume the i-th user in the authentication system is denoted
as ui, with the password being pwi. The authentication server
maintains a verification table as (ui,H(pwi)), which generally
includes the username and the hashed password (or salted hash
H(pwi, r); the server holds the salt r).

For the password pwi, the system generates honeywords.
The honeywords and the real password pwi form the sweet-
words listWi = (pwi,1, pwi,2, . . . , pwi,k), where k is the number
of elements in the list. Let Ic denote the index of the real
password in Wi, that is pwi,Ic = pwi. The correct password is
called sugarword, and the remaining k − 1 passwords in Wi
are referred to as honeywords. The server stores the hashed
sweetwords list Wi as (ui,Hi), where for the elements in Hi,
hi, j = H(pwi, j). Flatness is used to measure the expected
probability that an adversary can guess the real secret from
the candidate set. When the probability is 1/k, it indicates
that the elements of the candidate set are flat.

The honeychecker is set up as an auxiliary server that stores
the index Ic. Its purpose is to ensure that unless an adversary
compromises both servers simultaneously, it is impossible to
know which sweetword hash corresponds to the real password.
Compromising both servers simultaneously is challenging for
the adversary. Note that in the worst-case scenario, if the
honeywords system is compromised, password security will
only degrade to the level without honeywords. The brief terms
and definitions are shown in Table I.

We make the following adjustments to the honeywords
architecture to suit this work. The salted hashes stored on
the server are no longer used for password authentication but
rather as seeds for generating OTPs. Additionally, the salt is
stored on the device side instead of the server. In this case,
even if an adversary compromises the honeywords system in
this work, she can obtain the OTP seed but does not have an
advantage in offline password guessing.

2) Time-Based One-Time Password (TOTP): TOTP is
widely used in 2FA, generating a temporary password using
the current time and a shared secret key [7]. OTPs are gener-
ated based on fixed time intervals (e.g., 30 seconds) and the
HMAC-SHA-1 algorithm. This method enhances security by
providing an additional security layer beyond passwords and
is convenient, as OTPs can be generated on various devices.
However, OTPs require accurate time synchronization and are
valid only for a short period. TOTP generation function is rep-
resented as follows: TOT P(K,T ) = Truncate(HMAC−S HA−
1(K,T )), where K is the pre-shared secret, T = (Tc − T0)/X,
X is the time step, Tc and T0 are the current time and initial
time, respectively. The output of HMAC − S HA − 1 [18] is
truncated into a user-friendly value (e.g., a 6-digit number).
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B. Related Works of OTP

In 1981, Lamport first proposed the scheme [4] of con-
structing One-Time Passwords (OTPs) based on one-way hash
functions. The terminal pre-stores the result of 1000 iterations
of hash computations for authentication. In 1995, Lamport’s
scheme was standardized as the S/KEY OTP system [5] and
adopted as an Internet standard [19]. S/KEY suffers from
multiple drawbacks. First, the quantity of available OTPs is
constrained. Unused OTPs are valid for a long time, leaving
them exposed to the risk of being stolen. Additionally, the
S/KEY scheme is vulnerable to a “small n” attack [20]. In
such an attack scenario, an attacker can impersonate a server
to trick the client into leaking unused OTPs. Moreover, the
hash function within the S/KEY hash chain is static, making
it vulnerable to pre-computation attacks.

Eldefrawy et al. [21] proposed a scheme that constructs two
nested hash chains, one for seed updates and the other for OTP
generation. The use of multiple hash chains overcomes the
limited lifespan of hash chains in S/KEY [4], thus eliminating
the necessity for resetting. In Eldefrawy et al.’s scheme, OTP
generation and verification involve 4 rounds of challenge-
response interactions. Gong et al. [22] constructed an OTP
verification scheme based on sub-passwords. During the regis-
tration phase, the device stores the lists of random permutation
functions and sub-passwords generated by the server, and the
verification involves 4 interaction rounds. Park [23] proposed
an OTP scheme using multiple short hash chains to address
the limitations of hash chain length and OTP generation in
S/KEY. However, the seeds for multiple chains still require
a pre-shared secret and a counter for generation. Each OTP
consists of three different digits and hash values, rendering the
scheme less user-friendly compared to short OTPs. Moreover,
this scheme still requires online interaction.

In 2005, HMAC-based One-Time Password (HOTP) algo-
rithm was published as RFC 4226 [6]. The HOTP algorithm
provides an authentication method where the client and
server share a secret and a counter to symmetrically generate
human-readable OTPs. The counter increments after each OTP
generation, introducing a potential risk of losing synchroniza-
tion. Time-based One-Time Password (TOTP) algorithm [7]
is an improvement on HOTP. TOTP replaces the counter in
HOTP with the current timestamp, and the client and server
must keep their clocks synchronized. By using the timestamp,
TOTP avoids counter desynchronization in HOTP.

There is an asymmetric TOTP method named T/Key [8].
The idea is based on the hash chain structure of Lamport’s
scheme (S/Key) [4], but each chain node consists of a times-
tamp and a salt. The salt ensures that each node in the chain
produces unique hash values. The device generates a time
seed and then builds a hash chain, and the tail node of the
chain is stored by the server. For verification, the device
sends the node corresponding to the current timestamp to
the server, and then the server calculates the hash from the
received node to the tail node to verify. Adversaries who
try to crack the asymmetric TOTP public key cannot infer
any unused passwords. The chain’s lifespan is limited, and
excessively long chains can lead to uncontrollable verification
times. Additionally, the device must regenerate a new chain
and interact with the server regularly to initialize the chain.

Yang et al. proposed a scheme called Group TOTP (GTOTP)
[24], which allows users to prove their group membership
without revealing their real identities. The scheme can trans-
form an asymmetric TOTP scheme into a GTOTP scheme
based on permutation schemes and Merkle tree. The root of the
Merkle tree serves as the group’s public key, and the leaf nodes
bind the verification points of group members. Anonymity
is achieved through the randomization of the leaf nodes.
However, the GTOTP structure has limitations in dynamic
group management. Additionally, members in the group incur
significant storage overhead, posing challenges to scalability
and efficiency in large-scale deployments.

Cao et al. [25] further improved GTOTP’s dynamic group
management [24], reducing the storage and computation over-
head for group members. As an alternative, the proposed
Dynamic GTOTP (DGTOTP) introduces a third-party Reg-
istration Authority (RA) to handle part of the storage and
computation. RA uses virtual verification points as leaves to
create a Merkle tree, and then dynamically issues independent
secret seeds to joining group members. Each member’s secret
seed serves as the key for the chameleon hash, allowing the
real verification points of the TOTP instances to be dynam-
ically bound to the Merkle tree leaves during authentication.
Similarly, DGTOTP still maintains a high overhead.

Erdem and Sandikkaya proposed an OTP service called
OTPaaS [17], which introduces an additional OTP provider
between the user and the server. The user first registers with
the OTP provider, which stores the pairing table of the user,
service provider, and OTP provider. OTPaaS transforms the
authentication process into a three-party interaction, requiring
five rounds of communication. However, the password verifi-
cation is independent, and OTP as the second factor cannot
mitigate the threat to the password if the server is compro-
mised. Additionally, the service provider must trust the OTP
provider, and the uncertainty and trust costs associated with
the third party are also challenges that hinder implementation.

Sun et al. proposed an OTP strengthening scheme called
TrustOTP [26] based on additional hardware ARM TrustZone.
All code and data in TrustOTP are securely isolated from
the mobile operating system running in the normal domain.
This secure isolation ensures that actions in the operating
system do not compromise the confidentiality and integrity
of the generated OTP or seeds. The OTP or seeds can only be
accessed in the secure domain.

Peeters et al. proposed a SMS OTP Security (SOS) scheme
[27], aiming to improve the security of SMS-based OTP
against message rerouting attacks via Signaling System 7
(SS7) and SIM Swap attacks. During the registration phase, the
server and the user’s device agree a session key based on the
DH key agreement protocol and store the derived keys. During
authentication, the server sends a random, 256-bit string to
the device via SMS. The device generates an OTP based on
the string and the pre-shared key, and returns the OTP to the
server for verification through the client. Even if an adversary
intercepts the SMS, they cannot generate the correct OTP.

A representative hardware-based OTP service provider is
Yubico [28], with its OTP server adopted by companies such
as Okta [29], Ping Identity [30], and Secret Double Octopus
[31]. Yubico OTP is a 44-character long secret encrypted by a
hardware device and verified by a central server, YubiCloud.

Authorized licensed use limited to: NANKAI UNIVERSITY. Downloaded on September 18,2026 at 13:45:20 UTC from IEEE Xplore.  Restrictions apply. 



4442 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 20, 2025

The verification server pre-stores the user ID and the AES
keys, and maintains a counter of OTPs. The server verifies
OTPs by decrypting them. YubiKey also supports OATH-
HOTP/TOTP [32], providing feedback for the HOTP token
when touched. However, since YubiKey does not have a built-
in clock and power, an application (Yubico Authenticator)
needs to be installed for TOTP authentication. It may not
be practical for users to carry an additional hardware device.
In addition, if the device lacks strong security measures, the
hardware is vulnerable to attacks if compromised.

In HOTP [6], the user device and the server pre-share a
counter for generating OTPs, which is incremented accord-
ingly after each generation. However, if the counters lose
synchronization (i.e., exceeding the look-ahead window which
is usually set to 5), the OTPs will not match unless the
counters are reset. In terms of specific implementation, HOTP
[6] is suitable for scenarios involving specific hardware devices
and low-frequency authentication requirements. TOTP [7] is
widely adopted in mobile applications and online services due
to its simplicity and high security derived from time-based
synchronization mechanisms. Google Authenticator [9], [33]
and Microsoft Authenticator [10] are popular software-based
authenticators. These applications use both HOTP [6] and
TOTP [7] algorithms to generate correct OTPs, even when
the mobile device is offline. During registration, the server
generates a key for the user’s device, which the user saves by
scanning a screen-displayed QR code.

Additionally, there are implementations that further enhance
HOTP and TOTP. Authy [34] employs the same OTP gen-
eration method as Google Authenticator and offers device
synchronization and backup features, enabling users to
utilize the same OTP across multiple devices. LastPass
Authenticator [35] and 1Password [36] integrate TOTP with
password managers, enhancing password management ser-
vices. Besides TOTP, Duo Mobile [37] further introduces
push notification-based verification. Duo Push streamlines the
verification process by sending real-time notifications to the
user’s device, where users simply accept or reject the login
request with a single tap.

Above implementations use the OTP-generating/receiving
device as a second factor for authentication. However, the
second factor and other factors are independent and loosely
coupled. An adversary who compromises the server can
potentially access both the user’s password and the OTP
seed. Device loss, secret leakage, and server compromise are
all devastating to OTP security. Additionally, untrusted login
terminals pose a threat to usernames and passwords, and the
leakage of users’ long-term keys is extremely dangerous.

C. Related Works of Honeywords
Juels and Rivest first proposed a method named honeywords

at CCS’13 to detect password leaks [16]. Honeywords, as
decoy passwords, are stored on the server together with the
users’ real passwords. The index of the real password is stored
on an additional server, named honeychecker. The server
cannot distinguish the real password from the honeywords
and can only interact with the honeychecker to verify the
password. An adversary who compromises the server must
distinguish the real password from the other k−1 honeywords
(e.g., the recommended k = 20 [16]). Attempting to log in

with honeywords indicates a server compromise, triggering an
alert from the honeychecker.

Juels and Rivest [16] divide honeyword generation meth-
ods into two categories: methods based on the legacy User
Interface (UI) and methods based on the modified UI. The
former does not require modifying the client or user behavior,
while the latter requires the user to input a password that
meets specific requirements. However, the cost of changing
behavior is usually high. Chakraborty and Mondal [38] point
out that the generation of honeywords by Juels-Rivest is based
on random substitution and essentially cannot resist semantic-
aware adversaries. Erguler [39] presented a heuristic method
named “Honeyindex”, which utilizes the real passwords of
other users as honeywords.

Wang et al. [40] use empirical experiments to reveal that
four honeyword generation methods of Juels-Rivest [16] fail
to reach the claimed security. Wang et al. suggest combining
different generation models together to overcome the short-
comings of each model. Additionally, Akshima et al. [41]
point out that the honeyword generation methods of Juels-
Rivest [16] and Chakraborty-Mondal [38] cannot achieve the
purported security level. Then, Akshima et al. proposed three
methods for legacy UI and modified UI.

Wang et al. [3] point out that there are security and
deployment issues in “Honeyindex” [39] and the two legacy UI
methods of Akshima et al. [41]. Then, Wang et al. [3] proposed
a series of theoretical models based on various capabilities
available to the adversary. These models use real-world data
sets to design effective experiments to evaluate the flatness
of the generation methods, thereby addressing the unresolved
issues left by Juels and Rivest [16]. In addition, Wang et al. [3]
proposed four honeywords generation methods based on the
existing probabilistic password cracking models, and provided
a method to re-adjust the cracking model to construct flat
honeywords to adapt to future model fusions and deployments.

Research on honeywords provides guidance for genera-
tion and application. Li et al. [42] applied honeywords to
Password-Authenticated Key Exchange (PAKE) based on the
well-known OPAQUE [43] of asymmetric PAKE (aPAKE),
and proposed the concept of Honey PAKE (HPAKE). For
external adversaries, HPAKE realizes protection based on
honeywords. For internal adversaries, the principle of HPAKE
is similar to that of aPAKE, and the server stores the one-way
value of the password instead of plaintext.

III. SECURITY MODEL

A. Evaluation Criteria
Wang and Wang [44] propose an evaluation set for 2FA

schemes in general environments. Erdem and Sandikkaya [17]
then extend these criteria to OTP schemes in cloud environ-
ments. However, we find that the updated evaluation criteria
are still not suitable for general OTP schemes. Therefore, we
propose evaluation criteria suitable for the widely used and
popular OTP schemes.

S1. Resistance to device loss: The device serves as an
authentication factor and is used to generate or receive
OTPs. Loss or capture of the device means that this
factor may be compromised. We aim to ensure that
an adversary’s acquisition of the device does not allow
them to impersonate the user. In other words, it is hard
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for an adversary who compromises the device to forge
the user’s login.

S2. Resistance to server compromise: Generally, the server
stores parameters for verifying authentication factors.
Server compromise means that the adversary may be
able to break the authentication factors offline. Addi-
tionally, a server compromise may go undetected, so we
aim to ensure that even if the server is compromised, the
adversary cannot break all of the authentication factors.
Furthermore, it should be tough for an adversary who
compromises the server to impersonate a user.

S3. Resistance to channel hijacking: In SMS-based OTP
authentication, adversaries can capture OTPs by various
means [45]. Therefore, we aim to ensure that even
if an adversary hijacks the channel and intercepts the
communication, she should not be able to obtain or
compute the OTP or other authentication factors.

S4. OTP unlinkability: The correlation between OTPs is
unknown to the adversary. That is, even if the adversary
masters a large number of used OTPs, she cannot recover
the previous or subsequent OTPs.

S5. Resistance to replay attacks: An adversary who inter-
cepts legitimate communication messages or OTPs and
resends them later cannot impersonate a legitimate user
to gain unauthorized access.

S6. Two (multi)-factor security: Authentication involves
two or more factors, and the user cannot successfully
log in unless she possesses all the required factors.

S7. Secret leakage alert: Generally, server data compromise
can go unnoticed. However, when an adversary attempts
to log in using a leaked secret, the service provider can
detect the breach and respond by issuing alerts.

S8. Guessing attack alert: Should the second factor (e.g.,
user devices) be compromised by adversaries, they might
launch brute-force password-guessing attempts to gain
unauthorized access. In such a case, the server can detect
these attempts and respond with alerts.

In addition to security evaluation criteria, we also develop
usability evaluation criteria. These criteria allow for a com-
prehensive evaluation of the OTP system’s user experience,
ensuring it provides convenient and reliable identity authenti-
cation services while maintaining security.

C1. No verifier table: Devices and servers do not store
pre-generated OTP lists, as OTPs are generated in real-
time for each authentication. This method eliminates the
need for a verifier table, reducing both storage space
requirements and the risk of leakage.

C2. No online interaction: During the verification phase,
both OTP generation and verification processes function
offline, eliminating the need for device-server interaction
and the demands on equipment and network.

C3. Easy to back up and restore: The device’s secret
enables effortless backup and restoration on a new
device. Additionally, it resists direct exploitation by
adversaries. This ensures that users can still log in even
if the original device is lost.

C4. Password/OTP friendly: The length and characters of
OTPs should balance usability and security, making
them user-friendly and convenient for manual input.

C5. Resistance to keyboard/screen recording attacks:
OTP schemes should be designed to withstand potential
threats at the login terminal, including shoulder surfing,
screen logging, and keylogging. This resistance ensures
that long-term secrets, such as passwords and OTP
seeds, remain secure and are not leaked.

C6. No additional expenses: Beyond registration and ver-
ification, there is no additional overhead required for
devices and servers to maintain the OTP scheme.

C7. No periodic synchronisation: Post-registration, the
device operates with an unlimited lifespan. It eliminates
the need for periodic online server interactions to syn-
chronize parameters, thereby ensuring the validity of
stored parameters.

C8. No additional third party: Besides the user (with the
device) and the service provider, the OTP authentication
does not require the participation of additional third
parties, that is, the two parties do not need to bear
additional trust costs.

Table II shows the comparison between OTP implemen-
tations and popular schemes under the above criteria. Our
proposed HTOTP has advantages in resisting device loss (S1),
server compromise (S2), and subsequent attacks (S7, S8).

B. System Model
In the setup phase, the service provider initializes and

publishes public parameters. The user registers the password
on a device (e.g., a smartphone), which generates honeywords
and calculates corresponding decoy seeds. The device stores
the salt and sends the decoy seeds along with the encrypted
index of real password to the service provider. In the ver-
ification phase, the device generates an OTP based on the
entered password. The service provider verifies the OTP and
determines, based on the decoy seeds, whether the server has
been compromised or subjected to online guessing attacks.
The process of the verification phase is shown in Figure 1.
The algorithms of HTOTP are as follows:
• {G, g, kHC , PKHC ,H(),HOT P()} ← Setup(): The service

provider executes Setup() to initialize. Setup() generates
a private key kHC for the honeychecker, and returns the
public parameters {G, g, PKHC ,H(), HOT P()}, where G
is a cyclic group, g is a generator of G, PKHC is the
corresponding public key of kHC , H() and HOT P() are the
hash function and OTP generation function, respectively.

• {rc,T1, EIc,Q} ← Registration(pw): The user (with the
device) interacts with the server and the honeychecker
to execute Registration(pw). The device processes the
password offline to generate salted hashes containing the
real password and honeywords. The device then sends
the salted hashes list Q and the index EIc encrypted with
PKHC to the server. Finally, the device stores the salt rc
and the registration timestamp T1. The server stores the
salted hash list Q and T1, and the honeychecker stores
the index EIc of the real password hash within Q.

• {0, 1,NULL} ← Verification(pw′): The user enters the
candidate password pw′ on the device and then inputs
the generated OTP into the login terminal. The server
interacts with the honeychecker to determine whether the
OTP is correct, incorrect, or a generation result of guessed
passwords or leaked OTP seeds. The server ultimately
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TABLE II
COMPARISON OF SECURITY ATTRIBUTES AND APPLICATION REQUIREMENTS OF OTP SCHEMES

receives one of three results {0, 1,NULL} and responds
accordingly with an alert, login, or re-login action.

• EIc ← EncPKHC (Ic), Ic ← DeckHC (EIc): The user side
encrypts the index Ic using the honeychecker’s public key
PKHC , and the honeychecker decrypts the ciphertext EIc
using the private key kHC . The encryption and decryption
algorithms are variants of ElGamal.

• {0, 1}l ← H({0, 1}∗),OT P ← HOT P({0, 1}∗,T ): H(.) is a
one-way hash function that hashes an input of arbitrary
length into a fixed-length output. HOT P(.) is an OTP gen-
eration function that takes an OTP seed and a timestamp
as inputs and outputs a six-digit OTP. HOT P(.) consists of
two functional components responsible for hashing and
truncating, respectively.

C. Threat Model and Security Definition
In HTOTP, the adversary’s goals are to obtain the user’s

password and forge the user’s login respectively. The adver-
sary may compromise any one of the user device, the server,
or the honeychecker, but it is difficult to compromise more
than one components simultaneously [44]. According to the
Dolev-Yao threat model [46], the adversary may intercept and
store the communication content (e.g., OTP in this scheme).
The adversary may be insider in [47] the service provider and
obtain the data stored by the server and the honeychecker.

The adversary’s objectives are divided into guessing pass-
word and forging login. We formally define the adversary
games to measure the advantage of attacking HTOTP under
different capabilities. Here, “advantage” refers to the difference
between the success probability and the random probabil-
ity, measuring the extent to which the attack’s effectiveness
exceeds random guessing. When the advantage is negligible,
the guessing approximates randomness.

1) Password/Login Security Under Device Compromising:
In this scenario, we assume that the adversary compromises
the user’s device, with the goal of guessing password and
impersonating the user for login. For the sake of discussion,

we refer to the service provider composed of the server
and the honeychecker collectively as the server. Here, we
define two threat models for password guessing and login
impersonation, which are used in Section V to demonstrate
the adversary’s advantage in launching above attacks after
compromising device.

First, we define a game to measure the adversary’s advan-
tage in guessing password. In HTOTP, the user’s device stores
only the salt rc and the timestamp T1 after registration, without
storing the hashed password. Therefore, the adversary cannot
guess password offline after compromising the device. This
game is denoted as PS-DC and involves two phases. In the first
phase, an honest device D and an honest server S interact for
registration, with D and S referred to as challenger RD and
RS , respectively. In the second phase, the server continues
from the first phase, but the device becomes malicious, denoted
as adversary A.The game proceeds as follows:
• Setup: RS initializes the system by executing Π.Setup,
RS can access the oracle O ← { Π.Setup, Π. <
RD,RS >X , X ∈ {reg, ver f }}. A generates two different
passwords, pw0 and pw1, and sends them to RD. RD
randomly selects one of the passwords, the corresponding
password is recorded as pwb, b ∈ {0, 1}. RD executes
Π. < RD(pwb),RS >reg.

• Challenge: The adversary A inherits the challenger RD’s
parameters, and possesses the passwords pw0, pw1, the
salt rc, and the timestamp T1. A is allowed only one
verification interaction to determine the guess, that is, A’s
goal is to guess the bit b selected by RS .

• Output: A selects the password pwb′ and executes Π. <
RD(pwb′ ),RS >ver f . b′ = b represents A wins the game.
The advantage is defined as

AdvAPS−DC(λ) = |Pr[b′ = b] −
1
2
|. (1)

Definition 1 (Password Security under Device Compro-
mising): If for an OTP scheme, an adversary cannot achieve
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advantage AdvAPS−DC(λ) greater than a negligible function
negl(λ) in Probabilistic Polynomial Time (PPT), the scheme
satisfies password security under device compromising.

Second, we define a game to measure the adversary’s
advantage in impersonating login. There are two scenarios
in which the adversary can successfully log in: one is by
guessing the password after compromising the device and
thereby generating the correct OTP, and the other is colliding
the dynamic OTPs. The adversary’s advantage in achieving
the former is AdvAPS−DC(λ). Next, we define a two-phase game
C-OTP to assess the advantage of colliding OTPs. In the first
phase, an honest device D and an honest server S interact for
registration, with D and S referred to as challenger RD and
RS , respectively. In the second phase, the server continues
from the first phase, but the device becomes malicious, denoted
as adversary A. The game proceeds as follows:
• Setup: RS initializes the system by executing Π.Setup,
RS can access the oracle O ← { Π.Setup, Π. <
RD,RS >X , X ∈ {reg, ver f }}. RD generates a password
pw, and then executes Π. < RD(pw),RS >reg. RD deletes
pw, stores the salt rc and the timestamp T1.

• Challenge: The adversary A inherits the challenger RD’s
parameters, including the salt rc and the timestamp T1.
RS generates a correct OTP OT Pb (b ∈ {0, 1}) based
on the registration record and simultaneously generates
another different random OTP OT P1−b. RS sends both
OTPs to A. A is allowed only one verification interaction
to determine the guess. A’s goal is to guess which OTP
is correct.

• Output: A selects the OTP OT Pb′ and executes Π. <
RS (OT Pb′ ,OT Pb) >ver f . b′ = b represents A wins the
game. The advantage is defined as

AdvAC−OT P(λ) = |Pr[b′ = b] −
1
2
|. (2)

Definition 2 (Login Security Under Device Compromising):
If for an OTP scheme, an adversary cannot achieve attack
advantages AdvAPS−DC(λ) and AdvAC−OT P(λ) greater than neg-
ligible function negl(λ) within PPT, then we say the scheme
satisfies login security under device compromising.

2) Password Security Under Server Compromising: When
the server is compromised in the OTP authentication system,
the adversary gets access to crucial verification parameters like
OTP seeds and password hashes. This enables the adversary
to bypass the login verification and log in as a legitimate
user, making login security unachievable. So, we focus on
password security instead. For the purpose of analysis, we
postulate an enhanced adversary capability scenario where the
adversary compromises both the server and the honeychecker
maintained by the service provider. The honeychecker stores
the index of the real password. By making this assumption,
we can conduct a more comprehensive and stringent evaluation
of the adversary’s advantage in guessing the user’s password
after obtaining the real secret stored on the server. If the
password security can be effectively ensured under such an
extreme assumption, it implies that in real-world scenarios,
when facing more common attack situations, the security of
this OTP scheme will be more reliable, and it can better protect
users’ passwords and account security.

This game is defined as PS-SC and comprises two phases.
In the first phase, an honest device D and an honest server S
interact for registration, with D and S referred to as challenger

RD and RS , respectively. In the second phase, D continues
from the first phase, but the server becomes malicious, denoted
as adversary A. The game proceeds as follows:
• Setup: RS initializes the system by executing Π.Setup,
RS can access the oracle O ← { Π.Setup, Π. <
RD,RS >X , X ∈ {reg, ver f }}. A generates two different
passwords, pw0 and pw1, and sends them to RD. RD
randomly selects pwb (b ∈ {0, 1}) and executes Π. <
RD(pwb),RS >reg.

• Challenge: The adversary A inherits the challenger RS ’s
parameters, including the salted hash qc ← H(pwb ‖ rc)
and the timestamp T1, where rc is the salt stored by RD.
A’s goal is to guess the bit b selected by RD. A can
access the oracle O← {Π.Setup, Π. < RD,RS >ver f }.

• Output: A determines the password pwb′ . b′ = b repre-
sents A wins the game. The advantage is defined as

AdvAPS−S C(λ) = |Pr[b′ = b] −
1
2
|. (3)

Definition 3 (Password Security Under Server Compro-
mising): If for an OTP scheme, an adversary cannot achieve
an attack advantage AdvAPS−S C(λ) greater than a negligible
function negl(λ) within PPT, then we say the scheme satisfies
password security under server compromising.

IV. THE PROPOSED HTOTP
In this Section, we first discuss the construction idea of

the tightly coupled two-factor OTP and describe in detail the
specific steps of the scheme.

A. Construction Overview
In addition to password authentication, OTP serves as the

second factor, representing the device in the authentication
process. Device loss or OTP secret leakage pose significant
threats to the security of authentication factors. Therefore, it is
crucial to strengthen the security of these factors. Additionally,
in the event of a leak, it is essential to resist offline guessing
attacks and potential threats to password security.

The design goals and construction ideas are as follows:
1) Unforgeability of the Second Factor: Devices are uti-

lized as the second factor, typically generating [7], [18] or
receiving OTPs [12] in the 2FA architecture. However, we
observe that in the specific implementation of Google 2FA
(device and password) [9], OTPs don’t necessarily equate to
device possession, and adversaries can steal OTPs through var-
ious means (such as SMS interception, screen capture to obtain
OTP generation seeds, server/device compromise), thereby
bypassing the device. Our objective is to establish a robust
correlation between OTPs and the user’s possession of the
device. The correlation ensures that even if adversaries acquire
the device, they cannot impersonate the user to generate OTPs.

2) Tightly Coupled Two Factors: The loosely coupled 2FA,
such as Google 2FA, has independent password and device
authentication. The main challenge is that when adversaries
compromise the server, they can simultaneously breach both
the password and OTP seed. More generally, adversaries can
compromise one factor while the other factor fails to provide
the necessary obstruction. Our goal is to tightly couple two
factors of password and device, making it difficult for adver-
saries to bypass one factor to attack the other. An additional
objective is to make it difficult for adversaries to compromise
the other factor even if they have already obtained one factor.
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Fig. 1. Overview of OTP verification. The user device first calculates OTP,
where OT P = Hotp(H(pw, s)T ), with Hotp() and H() are hash functions.
After receiving the OTP, the server generates OTPs using the stored salted
honeyword hash value and compares them with the received OTP. The index Is
obtained from the comparison is sent to the honeychecker. The honeychecker
compares Is with the real password index Ic and returns the verification result
to the server.

3) Resisting Offline Password Guessing Attacks/Key Com-
promise Impersonation (KCI) Attacks: In the existing imple-
mentation of 2FA that relies on passwords and OTPs,
adversaries can steal OTP seeds and launch offline password
guessing attacks after compromising server data, thereby ini-
tiating KCI attacks. Our goal is to prevent adversaries from
guessing user passwords or directly obtaining OTP seeds after
compromising the server.

4) Secret Leakage/Online Password Guessing Alert: Server
data leakage and user device loss are typically difficult for
servers to detect and pose significant threats to user authentica-
tion. Our goal is for the server to identify and alert when there
is a server data breach or offline guessing based on devices.

To achieve Goals 1 and 2, it is essential to ensure the
security of the OTP seed shared between the device and the
server, thereby preventing adversaries from obtaining the seed.
We enhance security by shifting the secret-sharing approach
from server-driven distribution to device-driven distribution.
The OTP seed consists of a user password and the salt value
generated by the device. After registration, the device stores
a salt value, ensuring that only the user with the device can
generate correct OTPs. Moreover, adversaries cannot verify
the other factor offline after obtaining one factor.

Furthermore, to prevent offline password guessing as out-
lined in Goal 3, the server and the user device store the
password salted hash and the salt separately. Additionally, the
server stores multiple honey password salted hashes for each
account simultaneously. Consequently, even if the adversary
compromises the server, they cannot distinguish the real OTP
seed from other decoy seeds, and cannot verify the correctness
of the guessed passwords without knowing the salt.

To achieve Goal 4, Honeywords incorporates popular pass-
words and decoy passwords derived from user personal
information. When an adversary generates an OTP based on
decoy OTP seeds after compromising the server or generates
OTPs based on guessed passwords after compromising the
device, the honeychecker can compare these OTPs to detect
data leakage or password guessing, thereby triggering an alert.

Next, we introduce the specific scheme steps.

B. Scheme Description
1) Setup Phase: The service provider selects a cyclic group

G of order q with a generator g. H : {0, 1}∗ → {0, 1}l

represents a one-way hash function. HOT P({0, 1}l, {0, 1}32) =

Fig. 2. The main operations of setup phase.

Fig. 3. The main operations of registration phase.

Truncate(HMAC − S HA − 1({0, 1}l, {0, 1}32)) represents the
OTP generation function [7], where HMAC − S HA − 1 :
({0, 1}l, {0, 1}32) → {0, 1}160 is a one-way hash function
[18], and Truncate is a truncation function that reduces
the hash value to a 6-digit number. Honeychecker gen-
erates a public-private key pair, denoted as (PKHC , kHC).
The authentication server and honeychecker server commu-
nicate over a secure channel. The public parameters pp =

{G, g,H(),HOT P(), PKHC} are embedded in the authentication
application downloaded by users.

The setup phase is illustrated in Figure 2.
2) Registration Phase: The verification phase is illustrated

in Figure 3, with the corresponding description as follows:
R1: The user U inputs a password pw on the device D.

Afterwards, D randomly selects a salt value rc from Zq and
computes the salted hash qc ← H(pw ‖ rc) of the password.
D generates a honeywords list W, for each honeyword wi
in the list, D computes the corresponding salted hash qi ←

H(wi ‖ rc). The list composed of the salted hash qc of the
real password and the salted hashes qi of honeywords is
referred to as sweet-hashes list Q ← qc ∪ qi. D disrupts Q
and generates an index Ic to indicate qc. Then, D encrypts
Ic to EIc ← EncPKHC (Ic) using honeychecker’s public key
PKHC , the encryption is based on a variant of ElGamal. During
encryption, D selects e ← $ Zq, and calculates E ← ge and
M ← PKe

HC ⊕ Ic, EIc = {E,M}, where ⊕ is XOR operation.
Finally, D generates these current Unix timestamp T1 and
sends {EIc,Q,T1} to the server S through a secure channel.
Note that the device can conveniently initiate a secure channel
establishment using the server’s public key. D stores {rc,T1}.

R2: On receiving {EIc,Q,T1}, the server S first verifies
the freshness of T1. Specifically, S generates the current
timestamp T ′1 and verifies if | T ′1 − T1 |< 4T , where 4T is the
maximum delay. If the clocks of S and D are synchronized,
S sends EIc to the honeychecker C and stores {Q,T1}.
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Fig. 4. The main operations of verification phase.

R3: On receiving EIc, the honeychecker C decrypts EIc by
calculating Ic = DeckHC (EIc) = EkHC ⊕ M.

The server and the honeychecker are independent entities
that interact through a secure channel. They store the honey
list and the index of the real secrets, respectively. Compro-
mising both the server and the honeychecker is difficult for
adversaries. Furthermore, even if an adversary compromises
the real salted hash qc = H(pw ‖ rc), they cannot guess the
password offline without knowing the salt rc.

The registration process of HTOTP differs from Google
Authenticator in that the shared keys are distributed from the
device to the server rather than the server distributing keys.
In the case of Google Authenticator, the server generates a
shared key and converts it into a QR code, which users scan
to obtain the key. On the one hand, upon decoding, we discover
that the QR code contains the username and secret in plaintext.
Since the QR code remains static, any adversary can capture
the user’s identity and long-term secret through methods like
screen capture or shoulder surfing attacks. On the other hand,
strengthening the method of secret sharing doesn’t appear to be
the optimal solution. If the server initiates to establish a secure
channel, it would require the device to maintain and share
a public key, incurring additional storage and computational
overhead for both the device and the server. More importantly,
secret generation and distribution by the server always remain
vulnerable to attacks caused by server breaches.

3) Verification Phase: The verification phase is illustrated
in Figure 4, with the corresponding description as follows:

V1: The user U first enters a candidate password pw′ into
the device D, then D computes the corresponding salted hash
q′c ← H(pw′ ‖ rc). Note that D does not store password
verification information, so even if an adversary obtains D,
she cannot use it for offline password guessing. Afterward,
D generates the current Unix timestamp T2 and calculates
the time difference TS ← (T2 − T1)/X with the registration
timestamp T1, where X represents the time step, typically set
to 30 seconds, meaning that within a 30-second window, both
parties generate the same OTP based on the same secret. D cal-
culates OT P← HOT P(q′c,TS ) using the time difference TS and
the salted hash q′c, where HOT P(q′c,TS ) = Truncate(HMAC −
S HA − 1(q′c,TS )), Truncate represents the truncation function
[7], truncating the hash value HMAC − S HA − 1(q′c,TS ) to a
6-digit number. U inputs the OTP on terminal.

V2: On receiving OTP, the server S generates the current
Unix timestamp T3 and calculates the time difference T ′S ←
(T3 − T1)/X. Then, S calculates the corresponding OTPs for
hashes in the sweethashes list Q. If the received OTP does
not match any of the calculated candidate OTPs, the user’s
login attempt fails, and the server terminates the process. If the
received OTP matches one or more candidate OTPs, the server
sends the index(s) of the matching OTP(s) to the honeychecker
C via a secure channel.

V3: On receiving index(s), the honeychecker C first verifies
whether the received index(s) match(es) the correct index Ic. If
there is no match, honeychecker returns 0, indicating a warning
that the server may have leaked data or that an adversary
is guessing the password on the device. If the single index
matches the correct index, honeychecker returns 1, indicating
successful login. If there is a match among multiple indexes,
indicating an OTP collision, honeychecker returns a blank
message, prompting the server to re-authenticate the user.

Please note that the server first generates the current times-
tamp T3 upon receiving the message and then proceeds with
OTP calculation and comparison. The time difference between
T3 and T2 is primarily due to transmission delay. The server’s
computation and comparison overhead do not cause delays
that would affect the accuracy of OTP verification.

During the verification phase of HTOTP, the user inputs
the OTP generated offline into the login terminal. The usage
of OTP aligns with the user’s accustomed usage of Google
Authenticator. We modify the underlying logic of Google’s
2FA, transitioning from loosely coupled to tightly coupled
factors. Two factors refer to the password and the device. The
server authenticates the device by verifying the OTP derived
from the secret stored on the device. Loosely coupled 2FA
means that password authentication and OTP authentication
are independent, with Google Authenticator separately (step-
by-step) authenticating the password and OTP. Therefore, it
is easier for adversaries to compromise individual factors
separately than to compromise both factors simultaneously.

In HTOTP, the device integrates stored salt and passwords
to derive OTPs, transforming the OTP from solely repre-
senting the device to simultaneously representing both the
password and the device. It is challenging for adversaries to
compromise the tightly coupled password-device combination.
Moreover, the introduction of honeywords prevents adversaries
compromising the server from discerning the real secret and
guessing the password without knowing the salt. Adversaries
who attempt to generate OTP directly after compromising
the server, or who guess the password to generate OTP after
obtaining the device (salt), may trigger alerts from the honey-
checker, leading to an account freeze. In terms of practicality,
users can back up the salt on other clock-synchronized devices
to enhance availability.

4) Password Change Phase: In the event of device loss
or a honeychecker alert, account security can be restored by
rotating the passwords. The steps are as follows:

PC1: The user U inputs the previous password pw and the
new password pwn on the device D. D selects a random salt
rn

c from Zq and computes the salted hash qn
c ← H(pwn ‖ rn

c ).
D generates a new honeywords list Wn, for wn

i ∈ W
n, D

computes qn
i ← H(wn

i ‖ rn
c ), Qn ← qn

c ∪ qn
i . D disrupts Qn

and generates an index In
c to indicate qn

c . Then, D encrypts In
c
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to EIn
c ← EncPKHC (In

c ) using honeychecker’s public key PKHC .
D computes qc ← H(pw ‖ rc). Finally, D generates the current
Unix timestamp Tn and sends {qc, EIn

c ,Q
n,Tn} to the server S

through a secure channel.
PC2: S sends qc, EIn

c ,Q to the honeychecker. If the veri-
fication of qc is successful, S replaces Q with Qn, and the
honeychecker replaces EIc with EIn

c . D replaces rc with rn
c .

V. SECURITY ANALYSIS

In this section, we formally prove the adversary’s advantage
in launching attacks when compromising the user device or
the server, and heuristically discuss the probability of the
adversary’s successful attacks.

A. Formal Security Proof
The hash functions in this work are assumed to possess

the properties of pre-image resistance, second-pre-image resis-
tance, and collision resistance. Pre-image resistance means
that given a hash value h = H(x), it is computationally
infeasible to find an input x such that H(x) = h. Second-
pre-image resistance implies that given an input x1, it is
computationally infeasible to find a different input x2 , x1
such that H(x1) = H(x2). Collision resistance ensures that it is
computationally infeasible to find two different inputs x1 , x2
such that H(x1) = H(x2).

1) Password Security Under Device Compromising:
Theorem 1: Let AdvAT LS represents the adversary’s advan-

tage in breaking TLS to obtain the content, and AdvACS
represents the adversary’s advantage in compromising the
server to obtain the stored content. then the adversary’s
advantage in determining the password after compromising
the device can be represented as:

AdvAPS−DC(λ) ≤ max(AdvAT LS , AdvACS ) (4)

Proof: The validity of this theorem is established through
the formalization of the game, where the advantage lies in
identifying the bit b ∈ {0, 1}, representing the adversary’s
determination of which of the two passwords is the registered
one. When the adversary’s advantage is negligible, she has no
significant advantage in determining the password.

To break down the proof, we analyze the adversary’s actions
through a series of games. Each game incrementally reveals
more information to the adversary, allowing us to measure
their advantage in different scenarios.
• Game0: This game is identical to the game PS-DC

described in Section III-C. The adversary’s advantage is
quantified as the absolute difference between the prob-
ability that the adversary correctly identifies the bit b.
The adversary’s goal is to determine which of the two
passwords (pw0 or pw1) is the registered one. Formally,
we have:

AdvAPS−DC(λ) = |Pr[b′ = b] −
1
2
|.

• Game1: In this game, the adversary A has access to the
passwords pw0, pw1 and the salt rc, but not the salted
hash qc ← H(pwb ‖ rc) stored on the server. Since the
adversary lacks the salted hash, they cannot directly verify
which password is correct. The adversary’s probability of
correctly determining b is 1

2 , implying that:

AdvAPS−DC(λ) = |Pr[b′ = b] −
1
2
| ≤ negl(λ).

• Game2: Here, we consider the adversary having access to
the compromised device’s state, including nonces or inter-
mediate values used during the OTP generation process.
However, without the salted hash qc, the adversary still
cannot effectively distinguish between the two passwords.
Unless the adversary intercepts the message during regis-
tration and has the ability to break the TLS to obtain the
message. Otherwise, the security properties of the hash
function H ensure that any attempt to guess the password
is no better than random guessing. Consequently, the
probability is:

AdvAPS−DC(λ) ≤ AdvAT LS .

• Game3: In this final game, we account for any addi-
tional auxiliary information that the adversary might
obtain from the compromised server, such as partial state
leakage, the advantage is AdvACS . Thus, the adversary’s
advantage can be expressed as:

AdvAPS−DC(λ) ≤ max(AdvAT LS , AdvACS ).

By analyzing the adversary’s advantage through these
games, we demonstrate that even with access to significant
amounts of information from the compromised device, the
adversary cannot gain a significant advantage in determining
the user’s password. This proof establishes that the adversary’s
advantage in determining the user’s password after compro-
mising the device is bounded by a negligible function, ensuring
robust security.

2) Login Security Under Device Compromising:
Theorem 2: The adversary’s advantage in distinguishing

OTPs can be represented as:

AdvAC−OT P(λ) = AdvAPS−DC(λ) (5)

Proof: The adversary’s advantage in distinguishing OTPs
when compromising the device is the same as the advantage
in distinguishing passwords. The proof is similar to Proof 1.

3) Password Security Under Server Compromising:
Theorem 3: Let AdvAHash(λ) represent the adversary’s advan-

tage in reversing the hash to obtain the original value, negl(λ)
represent a negligible function. Then, the probability of the
adversary obtaining the password after compromising the
server can be represented as:

AdvAPS−S C(λ) ≤ AdvAHash (6)

Proof: The theorem’s validity is shown through the formal-
ization of the game, where the advantage lies in identifying
the bit b ∈ {0, 1}, representing the adversary’s determination
of which password is correct after compromising the server.
When the adversary’s advantage is negligible, she has no
significant advantage in guessing passwords.

To prove it thoroughly, we consider a series of hypothetical
games, each building on the previous one to establish the
password’s security under the condition of server compromise.
• Game0: This game is identical to the game PS-SC

as described in Section III-C. In this scenario, the
adversary’s advantage is measured by their ability to
correctly identify the bit b, which indicates whether
a given password guess is correct. The adversary’s
advantage is defined as:

AdvAPS−S C(λ) = |Pr[b′ = b] −
1
2
|.
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• Game1: In this game, the adversary A makes a direct
guess at the bit b ∈ {0, 1}. Without any additional infor-
mation, the best strategy for the adversary is to guess
randomly. Therefore, the probability of the adversary
correctly determining b is 1

2 , resulting in:

|Pr[b′ = b] −
1
2
| ≤ negl(λ).

• Game2: In this game, the adversary A has access to
both candidate passwords pw0 and pw1, the salted hash
qc ← H(pwb ‖ rc), and the timestamp T1. However, she
do not have the salt rc. Without the salt, the adversary
cannot generate the correct salted hash to compare
against qc. Unless the adversary can recover the pass-
word pwb from the hash qc, its advantage in this game
remains the same as in Game1. The adversary’s ability
to reverse the hash to obtain the password is denoted
as AdvAHash.
Combining the results of these games, we can conclude:

AdvAPS−S C(λ) ≤ AdvAHash.

This means that the adversary’s advantage in guess-
ing the password after compromising the server is at
most as large as their advantage in reversing the hash
function. Since modern hash functions resist inversion,
recovering the password from the hash is negligible,
thereby ensuring the security of the password under server
compromise.

In conclusion, by formalizing the adversary’s advantage
through these games, we demonstrate that the probability of
an adversary successfully guessing the password after a server
compromise is effectively bounded by their ability to reverse
the hash function. This strongly ensures password security,
provided the underlying hash function resists inversion attacks.

B. Further Security Discussion

In this subsection, we heuristically analyze the satisfaction
of HTOTP for the security criteria involved in Section III-A,
and informally discuss the resistance of the scheme against
real-world attacks.

1) Resistance to Device Loss: The device stores the salt
of the password hash. An adversary compromising the device
cannot directly obtain the other authentication factor (pass-
word) or generate the correct OTPs for login unless online
guessing is performed. According to the research of Wang et
al. [2], the password set conforms to the Zipf distribution. The
probability of correctly guessing the password after obtaining
the device is no more than C′ ·qs′

guess, where qguess is the number
of guesses, C′ and s′ are the linear regression parameters
of the password set D that conform to Zipf’s law. The
probability of the adversary guessing the OTP correctly is
qguess/2lOT P , where lOT P is the bit length of OTP. To summarize,
the probability that the adversary forges the user’s login
with qguess times online guesses after obtaining the device is
max(qguess/2lOT P ,C′ ·qs′

guess), and the probability of breaking the
user’s password is at most C′ · qs′

guess.
2) Resistance to Server Compromise (and Insider Attack):

The server stores the salted hashes of the passwords, while
the corresponding salt is retained on the device. Even if an

adversary manages to compromise the server’s data (and this
adversary can also be regarded as an insider attacker), they
are unable to conduct offline password guessing verification
without knowing the salt. In addition to the salted hash of
the real password, the server also stores the salted hashes
of k − 1 honeywords. Unless the original content of the
hashes is recovered, the adversary cannot distinguish the salted
hashes according to the semantics. The probability that the
adversary distinguishes the real OTP seed is 1/k. That is to
say, the adversary’s login attempt has a probability of (k−1)/k
of being recognized by the honeychecker, which issues a
warning.

Assume that the adversary is an insider attacker within
Honeychecker. They can obtain the index of the correct
password among the honeywords, but they are unable to learn
the user’s password or the salted hash corresponding to the
index. Therefore, the insider attacker within Honeychecker
cannot launch subsequent attacks.

Assume that the adversary is an insider attacker within
the service provider and can compromise both the server
and Honeychecker. In this scenario, it is simplistic for the
adversary to forge user logins. At this point, the adversary
has already obtained the salted hash of the user’s actual
password, and their objective is to crack the user’s pass-
word. However, since the salt is stored on the user’s device,
the adversary is unable to verify their password guesses.
In summary, the above analysis clearly demonstrates that
our proposed scheme is effective in withstanding insider
attacks.

3) Resistance to Channel Hijacking: In general, the regis-
tration stage is initiated by the device leveraging the service
provider’s public key, and the established TLS channel ensures
the secrecy of the transmitted messages. Without the the salt
used in the salted hash mechanism, even if the adversary
hijacks the registration channel, she cannot break the user’s
password. In addition, at the verification stage, both OTP
generation by the device and user OTP input occur offline,
rendering channel hijacking ineffective.

4) OTP Unlinkability and Resistance to Replay Attacks:
A one-way hash function has an avalanche effect, and a
slight difference in input will lead to completely different
results. Unless the adversary can restore the input of the hash
function from the truncated hash value, it is impossible to
judge whether there is a correlation between OTPs. In addition,
time-based OTP is only valid within a time window. The basis
for replaying an expired OTP to be valid is that the replayed
OTP is the same as the current OTP, with a probability of
1/2lOT P , where lOT P is the bit length of OTP.

5) Two (Multi)-Factor Security: The authentication factors
consist of the password and the device. The adversary cannot
forge the user login if she obtains only one of factors. When an
adversary possesses the user’s device, she must attempt online
password guessing via login attempts, and such actions can be
detected and trigger the guessing alert. When the adversary
obtains the user password, she lacks the device (where the
salt is stored), and thus cannot calculate OTP seed to generate
correct OTPs. Therefore, the proposed HTOTP has two-factor
security.

6) Secret Leak and Guessing Attack Alert: The server
stores the list of honey hashes composed of decoy passwords.
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TABLE III
OVERHEAD OF BASIC OPERATIONS

When the adversary employs leaked secrets or guessed popular
passwords for login attempts, the honeychecker can detect
decoys in the list and activate alerts.

VI. EVALUATION

We now evaluate the efficiency of the pro-
posed HTOTP, and make comparisons among
related schemes in terms of overhead and
usability.

Deployment of the Experimental Environment: The server
is built on Ubuntu (Version: 22.04.3 LTS), and the hardware
specification is Intel Xeon Gold 6320R @ 2.10GHz, 256GB
of RAM, NVIDIA RTX 3090 GPU. In the server program, we
use the Mac class under the javax.crypto package to implement
the HMAC-SHA-1 algorithm, and the construction of the
Truncation function refers to RFC4226 [6]. The login interface
is a web page written in Python that connects to the server.
The deployment of honeychecker is the same as that of the
server.

The device program is written in JAVA and deployed
on Android devices with the specification (Version: Android
13, Hardware: MediaTek Dimensity 8100 @ 4 × 2.85
GHz, 8GB of RAM, Mali-G610 MC6 GPU). The algo-
rithms such as key generation, hash, and encryption
involved in the setup and registration stages are pro-
vided by the JCA (Java Cryptography Architecture) library.
The channel between the device and the server, and
the channel between the login terminal and the server,
are based on the TLS protocol under the javax.net
package.

In Table III, we evaluate the overhead of basic operations
across devices with varying performance levels. While the
overheads measured on different platforms and hardware vary,
we believe that the comparisons between schemes under the
same conditions still offer valuable insights, and the variation
in overhead does not significantly affect the comparative
analysis of the schemes’ performance.

In the verification protocol, the server immediately obtains
the current timestamp after receiving the OTP, so the delay
in generating the OTP between the device and the server
does not include the operations involved in verifying the OTP.
We set the time step X to 30 seconds, which is the same
as the step of common OTP authentications such as Google
Authenticator and Microsoft Authenticator. The time step
aligns with user habits and does not affect the implementation
of the scheme. In the given hardware environment, we measure

the communication latency between the terminal and the
server to be approximately 1 ms in a Local Area Network
(LAN) and 90 ms in a Wide Area Network (WAN). OTP
schemes’ communication latency mainly originates from the
aforementioned interaction, specifically the transmission of
OTP. Since the process of generating the OTP on the user
device is offline and only one round of communication con-
tributes the overhead latency, the evaluation primarily focuses
on the computational overhead of the scheme. In practical
applications, the time step X can be appropriately adjusted
according to the communication latency and the length of the
OTP to provide redundancy.

A. Performance of HTOTP
1) Setup Phase: The cost in the setup phase mainly lies in

the generation and distribution of key pairs. We select public
parameters based on the common elliptic curve P-256. The
lengths of the public and private key of honeychecker are
both 256 bits. The hash function is selected as SHA-256, and
the output is 256 bits. We truncate HMAC-SHA-1 to a 6-
digit OTP, with an entropy of approximately 19.93 bits. At
this point, the entropy is approximately equal to that of the
password chosen by humans (according to the study by Wang
et al. [2], [48], the entropy of the human chosen passwords is
20-22 bits). If the OTP specification is set to an 8-digit number,
then the entropy value is 26.58 bits, which is higher than the
human chosen passwords. Consequently, users do not need
to worry about the OTP being more vulnerable to collision
attacks by adversaries.

2) Registration Phase: The registration phase involves the
interaction between the user’s device and the server. The
device establishes a TLS channel based on the server’s public
key and TLS is considered secure. Here, the server’s public-
private key pair is only used for establishing the channel, so we
omit its detailed elaboration. The device generates honeywords
according to the user’s password. The number of honeywords
follows the recommended k = 20 [3].

Taking the 32M Rockyou password data set as an exam-
ple, the training is based on the hybrid model of 1

3 TarList
+ 1

3 TarMarkov + 1
3 TarPCFG, and a common computer only

needs 1.17 ms to generate 20 honeywords. The total num-
ber of generated honeywords and popular passwords is 20.
The device calculates 20 hashes and an asymmetric encryp-
tion of the index. The time cost of single hash (SHA-256)
and an asymmetric encryption based on ECC (P-256) is
approximately 0.9961 µs (microseconds, 1 µs = 10−3 ms =

10−6 s) and 71.87 µs respectively. The computational cost
of the device is approximately 1.121 ms. The device con-
structs a TLS channel using the server’s public key to
send messages, and the total cost of the registration stage
is 1.310 ms.

3) Verification Phase: In the verification stage, the device
generates OTP offline based on the password without inter-
acting with the server. The device computes hash and
HMAC-SHA-1 and truncates them into OTP. The time cost
of a single HMAC-SHA-1 is approximately 2.999 µs. After
the user inputs the password, the total time cost for the
device to generate the OTP is approximately 4.1524 µs. On
the server side, the server generates OTPs for 20 candidate
OTP seeds and verifies them with the honeychecker. The
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TABLE IV

COMPARISON OF OVERHEADS

Fig. 5. The relationship between server overhead and the number of honey-
words (X-axis shows exponential growth). When the number of honeywords
is no greater than 100, the overhead is less than 0.3 ms.

relationship between the number of candidate OTPs and server
overhead is shown in Figure 5. The time cost from receiv-
ing OTP to verifying OTP on the server is approximately
stored by the device and the server. 0.2376 ms.

B. Comparison

In this subsection, we compare HTOTP with OTP
implementations and the popular schemes in terms of
performance and cost, and the comparison is shown
in Table IV.

In the implementations of HOTP [6] and TOTP [7], we
take the default registration steps of Google Authenticator and
Microsoft Authenticator as examples. The device scans the QR
code generated by the server to obtain the OTP seed, and both
the device and the server generate an OTP for the successful
verification of synchronization. In verification, the device
generates an OTP based on the stored OTP seed combined
with the counter (timestamp), and the cost is the same as that
of registration. In addition, the OTP seeds and the counters
(timestamps) are symmetrically stored by the device and the
server.

In scheme T/Key [8], the device generates a hash chain of
k nodes (k is 2 × 106 in [8]), while each node consists of
a timestamp and a salt, and the server stores the tail node
of the chain. In the verification stage, the device performs
t1 hashes according to the difference between the current
time and the initialization time, and the server performs t2
hashes according to the difference between the tail node and

the current time. Both the device and the server store the
user identity, the initial (tail) node hash, and the timestamp.
During the initial verification, t1 + t2 = k. Subsequently,
t1 + t2 is k minus the time point indicated by the previous
verification.

The scheme OTPaaS [17] introduces an additional OTP
provider beyond the user’s device and the server, thus
requiring additional interaction rounds during registration and
verification. Except for the interaction framework, OTPaaS
does not provide a specific implementation algorithm, so it
is unfair to discuss the computational overhead in table IV.
In terms of storage overhead, the device stores the user name
and the information of the OTP provider. The OTP provider
keeps a verification table with three-party info (username, OTP
seed, service provider). The service provider stores details like
username, password, and the OTP provider. Here, we combine
and count their storage.

In the scheme GTOTP [24], during the registration stage,
the server constructs a Merkle tree according to the device
nodes and encrypts the user information as the verification
token, and the relationship between the generation cost of
the Merkle tree and the number of devices d is (2d − 1)HZ .
We show that the time for the AES-128 algorithm to sym-
metrically encrypt a block is 215.4 µs. In addition, for
fairness, here we equivalently replace the modular expo-
nentiation multiplication of all schemes with ECC point
multiplication based on P-256, a single ECC point multipli-
cation takes 35.94 µs. At the verification stage, the server
decrypts the token submitted by the user to generate the
OTP.

DGTOTP [25] builds upon GTOTP [24] and incorporates a
Registration Authority (RA) to dynamically manage device
nodes, and we combine the overheads of the RA and the
server. A series of Pseudo-random Functions are defined
in DGTOTP for generating keys, and in the simulation
we use SHA-256 instead. RA pre-generates keys and the
Merkle tree for the virtual device nodes, and records the
mapping relationship between the joined devices and the
virtual nodes. The device generates verification credentials
(passwords). In the verification stage, the server obtains
records from RA, and then verifies the Merkle tree and
the OTP.
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Fig. 6. Comparison of verification overhead between OTP schemes (HOTP
[6], TOTP [7], T/Key [8], GTOTP [24], DGTOTP [25], our HTOTP). Figure
6(a) shows the overhead of the solution when handling multiple requests
under a single verification condition. Figure 6(b) shows the overhead of the
solution when handling multiple requests under their respective recommended
deployments. The abscissa represents exponential growth.

In our HTOTP, a variant of ElGamal encryption and
decryption is involved during registration, with an over-
head of 2 ECC point multiplications. Additionally, in Table
IV, we use w to represent the size of honeywords, which
generally takes the values of 20 [16] or 40 [3]. From
the simulation results, even if the value of w is rela-
tively large, the overheads of registration and verification
still remain at a low level. According to the parameter
specifications in this section, the overheads are not higher
than 0.5 ms. Therefore, the deployment of honeywords can
obtain higher security guarantee while not introducing high
overhead.

We summarize the overheads of devices and servers during
the verification phase. In Figure 6(a), we present the basic
overheads. In our HTOTP, the size w of the honeyword is set
to 1. In GTOTP [24] and DGTOTP [25], the number d of user
devices is set to 1. In T/key [8], t1 + t2 is set to the number
of requests required for each test, and the abscissa grows
exponentially. From the overhead curves, it can be seen that the
overhead of our scheme for a single operation is comparable
to that of the basic HOTP/TOTP [6], [7]. In addition, t1 + t2
represents the total number of blocks set, which is related to
the verification overhead. Therefore, the slope of its overhead
curve is higher than that of other curves as the abscissa
increases.

Figure 6(b) shows the comparison of the scheme costs under
deployments based on recommended settings. In HTOTP, the
size w of the honeyword is set to 20. In GTOTP [24] and
DGTOTP [25], the number d of user devices is set to 32 (the
average value obtained during the evaluation). In T/key [8],
t1 + t2 is set to k = 2 × 106. The overhead in the initial
verification is approximately 2 seconds, which exceeds the
range of the coordinate system. Subsequently, the overhead
will decrease as the chain length reduces. The overhead of our
solution increases as the honeyword grows, and the overhead
curve is in line with Figure 5.

VII. CONCLUSION

In this work, we first revisit academic OTP schemes and
industrial solutions, demonstrating that the current schemes
and solutions are unsatisfactory due to several vulnerabili-
ties, including security threats arising from loosely coupled
OTP architectures, device compromises, and OTP forgery.
Subsequently, we construct a tightly coupled password-OTP

two-factor architecture to address device compromises and
OTP forgery. Additionally, we incorporate honeywords into
this tightly coupled architecture to counter server compro-
mises and online password guessing attacks. For the first
time, our scheme extends the security of OTP schemes to
provide resistance against server/device compromises and OTP
factor forgery. Specifically, we present a comprehensive set
of security attributes and application metrics to analyze OTP
schemes. We provide proofs and probabilistic analyses of the
scheme’s security. This work is expected to contribute to the
development of more secure OTP authentication in 2FA/MFA.
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