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Abstract—Mobile devices enable the widespread adoption of
One-Time Passwords (OTPs) as a crucial component of Two-Factor
Authentication (2FA). The impact of OTP leakage is often consid-
ered less severe than that of static passwords. However, existing
OTP standards, such as S/key, HOTP, and TOTP are vulnerable
to key-compromise impersonation attacks, desynchronization at-
tacks, and “small n” attacks. These vulnerabilities allow adver-
saries to bypass 2FA by exploiting pre-shared symmetric keys
once either the device or the server is compromised. Furthermore,
asymmetric (chain-based) OTP schemes incur high computational
overhead and require periodic initialization, which limits their
usability. In this work, we propose HP-OTP, a challenge-response
OTP scheme that achieves password hardening without modifying
password-OTP implementation architectures. Password hardening
on the device side allows the server to store only a non-reversible
verification credential used to generate challenges. The device’s
response OTP integrates the candidate password, possession factor,
and a random salt. By redefining OTPs in 2FA from a standalone
possession factor to a joint function of the password and the device,
HP-OTP prevents adversaries from bypassing the possession factor
or exploiting compromises of either the device or the server. Com-
prehensive security and performance evaluation results demon-
strate the security and efficiency of HP-OTP, with verification
taking less than 5 milliseconds.

Index Terms—One-time password, password authentication,
provable security, two-factor authentication.

I. INTRODUCTION

ONE-TIME passwords (OTPs) are designed for single login
to minimize the risk of fraudulent attempts. Typically,

OTPs are a series of characters or numbers received or generated
by a user’s device. The most common form is a six-digit number
sent via Short Message Service (SMS) to the mobile device.
However, relying solely on SMS for OTP-only authentication
introduces significant security risks, as the SMS communication
channel has repeatedly been shown to be insecure [1]. Attackers

Received 13 April 2024; revised 18 November 2025; accepted 21 November
2025. Date of publication 9 December 2025; date of current version 12 March
2026. This work was supported in part by the National Natural Science Foun-
dation of China under Grant 62222208, the Tianjin Natural Science Foundation
Project under Grant 25JCJQJC00230, and in part by the Fundamental Research
Funds for the Central Universities, Nankai University under Grant 63253229.
(Corresponding author: Ding Wang.)

The authors are with the College of Cryptology and Cyber Science, Nankai
University, Tianjin 300350, China, also with the Key Laboratory of Data and
Intelligent System Security, Ministry of Education, Nankai University, Tianjin
300350, China, and also with the Tianjin Key Laboratory of Network and
Data Security Technology, Nankai University, Tianjin 300350, China (e-mail:
dingzixuan@mail.nankai.edu.cn; duanyihe@mail.nankai.edu.cn; wangding@
nankai.edu.cn).

Digital Object Identifier 10.1109/TDSC.2025.3641892

can redirect OTP messages [2] or intercept SMS-based OTPs
through SS7 network attacks [3]. The National Institute of Stan-
dards and Technology (NIST) discourages transmitting OTPs
using SMS since 2017 [4].

In addition to SMS-based distribution, the HMAC-based
One-Time Password (HOTP) algorithm [5] and the Time-based
One-Time Password (TOTP) algorithm [6] are widely used OTP-
generation methods that typically rely on a pre-shared symmetric
secret and a synchronized counter or timestamp. However, the
parameters of these synchronization mechanisms (e.g., counters
and timestamps) are often predictable or observable to an at-
tacker. Once the pre-shared secret is compromised, adversaries
can precompute future OTP values. Moreover, adversaries may
deliberately desynchronize client and server counters, prevent-
ing successful verification.

Service providers typically integrate OTPs with other au-
thentication factors to implement Two-Factor Authentication
(2FA). For example, Google Authenticator [7] necessitates a
separate additional authentication mechanism, such as password
authentication. However, the verification processes of these au-
thentication mechanisms are typically conducted independently,
without cryptographic binding. An adversary who compromises
the server can obtain the symmetric OTP seeds and perform
offline password guessing. Similarly, compromise of the client
device or the associated symmetric secret enables adversaries
to generate valid OTPs. Consequently, OTP schemes relying on
long-term symmetric keys are vulnerable to Key-Compromise
Impersonation (KCI) attacks [8].

An approach to mitigating KCI attacks in OTP systems is
to replace long-term symmetric secrets with public-key mech-
anisms or one-way hash chains. In these designs, the server
stores a credential generated from the secret, ensuring that a
server-side compromise does not allow an adversary to com-
pute valid OTPs. A prominent example of an asymmetric OTP
scheme is T/key [9]. In the T/key construction, the user’s de-
vice pre-computes a hash chain derived from an initial secret
seed and indexed by time, while the server stores only the tail
nodes of this chain. During authentication, the server computes
backward from the received current-time node to the stored tail
node for verification. However, such chain-based OTP schemes
have inherent limitations. They require strict clock/counter syn-
chronization, impose substantial registration and verification
overhead, and must periodically regenerate the entire chain due
to its finite length, further increasing the computational burden.

Moreover, merely incorporating OTP as an additional authen-
tication factor does not necessarily enhance the overall security if
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the verification mechanisms of different factors operate indepen-
dently. Such a disjointed authentication approach may introduce
security gaps, as adversaries can exploit vulnerabilities in either
the password or OTP verification process to bypass authenti-
cation. For example, adversaries can exploit symmetric keys
to generate OTPs, thereby undermining the intended security
guarantees of the possession factor and invalidating the OTP as a
second factor [10]. To strengthen security, one idea is to integrate
the verification of both factors in a manner that reinforces each
other’s resilience against attacks. Such integration ensures that
compromising one factor alone does not significantly weaken the
overall authentication security, thereby providing a more robust
defense against unauthorized access attempts.

After identifying weaknesses in existing OTP schemes, in-
cluding compromise risks and loose coupling between authen-
tication factors, we consider an asymmetric OTP architecture
based on the existing device-server interaction model used in
Password Hardening Service (PHS). Hardened passwords can
serve as asymmetric keys for generating OTPs when the device
does not leak the salt. Furthermore, password-based mechanisms
do not require additional hardware or clock synchronization.
We transform the intrinsic logic of OTP in 2FA: existing OTP
implies that the user possesses the device, and additionally, the
user needs to authenticate another factor. In our scheme, OTP
represents the user’s possession of knowledge and the device.
For 2FA, the authentication factors are not changed, but by
constructing an inherent combination, adversaries who have
compromised the server cannot directly impersonate the user
by exploiting any single factor independently.

A. Motivations

Current OTP applications primarily include SMS OTP [1],
HOTP [5], and TOTP [6]. Existing chain-based OTP
schemes [9], [11] and challenge-response OTP schemes [12],
[13] have seen limited adoption, in part due to design limitations
such as high computational overhead and fragile synchroniza-
tion requirements. SMS OTP is not recommended for continued
use in transmitting OTPs because of the channel hijacking
attacks [14]. Meanwhile, deployments of HOTP/TOTP may
become insecure under device or server compromise, as their
long-term symmetric keys can then be exposed.

Taking HOTP/TOTP-based Google Authenticator as a widely
adopted representative example, OTP authentication and pass-
word authentication operate simultaneously but independently.
An adversary who compromises the server can easily generate
OTPs and guess passwords offline. Consequently, the device as
a second factor is easily bypassed. Additionally, in asymmetric
(chain-based) OTP schemes, the device incurs significant
computational overhead during the registration phase to generate
a hash chain, and this process must be periodically repeated due
to the finite length of the hash chain. During authentication,
both the device and server require substantial computational
resources to repeatedly iterate hash operations.

In addition, existing OTP schemes [5], [6], [9], [11] share
a common flaw: they cannot withstand device compromise
attacks. We argue that a well-designed challenge–response OTP

framework can effectively mitigate these weaknesses. This ap-
proach requires only one interaction rounds: the server issues
a challenge, and the user device responds with an OTP. The
randomness and freshness of challenge generation eliminate the
need for synchronization mechanisms. Additionally, the server
can verify the device’s response without storing any long-term
symmetric secret, thereby resisting server-side compromise at-
tacks. The flexibility of the challenge–response OTP framework
further allows the device to integrate other authentication factors
to counter device compromise attacks.

In this work, we propose HP-OTP, a challenge-response
OTP scheme that resolves limitations of existing OTP methods
by mitigating SMS interceptability [1], reducing key-exposure
risks in HOTP/TOTP [7], [10], avoiding the computational and
synchronization burden of hash-chain designs [9], [11], and
preserving security even under device or server compromise.

B. Contributions

This work investigates the shortcomings of current OTP
schemes and implementations, highlighting the vulnerabilities
and limitations that impede their security, particularly the high
computational overhead of chain-based designs, the exposure
risks of long-term symmetric keys, and the loose coupling that
enables authentication-factor bypass. In response, we propose
the construction of a novel challenge-response OTP scheme
named HP-OTP. By adopting asymmetric password-hardening
principles, HP-OTP introduces enhanced security properties
and improved resilience against device and server compromise.
Specifically, our key contributions are summarized as follows:

Identifying security issues in OTP implementations: We first
identify the deficiencies of current OTP schemes, particularly
emphasizing the security risks inherent in symmetric secret
sharing. The deficiencies include susceptibility to KCI attacks
and desynchronization attacks. For the first time, we show that
several widely deployed OTP implementations still suffer from
desynchronization vulnerabilities and scenarios in which the
second factor (device) can be bypassed.

Constructing a challenge-response OTP scheme: Without
altering the existing implementation architecture, we construct
an challenge-response OTP scheme named HP-OTP based on
hardened passwords. The device employs an Oblivious Pseudo-
Random Function (OPRF) to harden the password into a one-
way authentication credential.The credential stored on the server
ensures that neither a server compromise nor a device compro-
mise exposes the password or enables the computation of valid
OTPs. The server and the device negotiate OTPs based on the
hardened password and random numbers.

For the first time, we demonstrate that OTP verification can
jointly attest to the user’s knowledge of the password and pos-
session of the device, thereby constituting two authentication
factors within a unified construction. In addition, by storing an
irreversible credential instead of a symmetric seed, HP-OTP pre-
vents compromised servers from bypassing the user’s possession
factor (e.g., device).

Security proofs and practical evaluations: We enumerate
a comprehensive evaluation metric as a reference for OTP
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schemes. Furthermore, we offer a comprehensive compari-
son between current OTP implementations and popular OTP
schemes. Our analysis shows that the proposed HP-OTP satisfies
the stated security goals and application requirements. Addi-
tionally, we provide formal proofs to substantiate the security
of OTP and passwords. In real-world implementation scenarios,
we evaluate the computational overhead of HP-OTP and related
schemes to assess practical feasibility. Security and experimen-
tal evaluations demonstrate that HP-OTP is secure and feasible.

C. Related Work

There are four main methods for generating OTPs: server-
distributed (e.g., SMS-based OTP [1]), chain-based OTP (e.g.,
S/key [11], T/key [9]), time/event-synchronized OTP (e.g.,
TOTP [6], HOTP [5]), and challenge-response-based OTP (e.g.,
YubiKey challenge-response OTP [12]). We discuss them by
category in this section.

Lamport first proposed the concept of using passwords
and one-way functions to derive one-time passwords [15].
Subsequently, Haller proposed the first standard, S/key (RFC
1760 [11]) authentication system, for OTP [16]. Servers and
clients pre-share seeds and dictionaries, and iterate and verify
OTPs through one-way hashing. S/key authentication system
utilizes a single secret “seed” to compute a finite OTP hash se-
quence. The scheme imposes a limit on authentication attempts,
requiring a process restart after multiple attempts.

The S/key scheme has some inherent flaws. In the hash chain,
OTPs remain valid for an extended period unless used, making
them susceptible to exposure or prediction. If the server transmits
the counter of each authentication attempt to the client, this
exposure of the counter directly reveals the “position” of the cur-
rent authentication in the hash chain, narrowing the adversary’s
attack scope and making it easier to target the remaining unused
OTPs. Additionally, the S/key scheme is vulnerable to the “small
n” attack [17], where adversaries impersonating the server may
induce the client to disclose unused OTPs. Furthermore, the use
of the same hash function in every iteration of the chain in S/key
makes it easier to break through precomputation attacks.

Jin et al. [18] offered a formal demonstration of the Lamport’s
scheme within the standard model, and utilize TOTP to establish
a novel concept termed “Proof of Aliveness (POA)”. However,
the practicality of the initial construction of PoA is limited by
the finite nodes in the hash chain. Yang et al. [19] enhance
the PoA construction by linking multiple chains together us-
ing a pseudo-random generator chain in the PoA scheme. The
enhanced PoA scheme integrates one-time signature schemes
into the structure of the second construction to achieve PoA’s
automatic supplementation.

Eldefrawy et al. [20] extend Lamport’s scheme [15] to en-
hance infiniteness and forwardness, allowing the length of the
hash chain to increase without restarting or bootstrapping. Multi-
ple OTPs are generated by utilizing an initial seed and two nested
hash chains: one dedicated to seed updates and the other for
OTP generation. Registration and verification phases engage in
3-message interactions, based on challenge-response protocols.
Users require the server to initialize the protocol and generate
OTPs through interrogation.

Kogen et al. extend the Lamport’s S/key schemes [15] by
integrating time constraints into the passwords and propose the
T/key scheme [9]. In T/key, the device generates a time seed and
constructs a hash chain based on the seed. The device encodes
the tail of the chain as a QR code, which is then scanned by
a computer and sent to the authentication server for storage.
Subsequently, the device steps backward from the tail to the
head of the chain every 30 seconds. At each step, the device
displays the current element of the chain, and the user logs in by
scanning the code displayed on the computer screen. However,
the lifespan of each chain is limited, and excessively long chains
can impose a significant computational burden on the device.

Goyal et al. [21] propose partitioning a large value of N
into �N/R� subcycles of length R to share the cost with the
host itself. The authentication process requires three messages
of interaction, and users must know the seed s at each login,
making encrypting s crucial. Similar to Lamport’s scheme [15],
reinitialization is still required after N authentications.

In the chain-based OTP schemes, the server only stores the tail
node of the hash chain and performs verification by conducting
one-way iterations on the received hash node. The advantage lies
in its ability to resist server compromise attacks. However, due
to the finiteness of the chain, user devices need to interact with
the server regularly to regenerate new hash chains. Moreover,
since hash iterations are involved, the overhead of resetting and
verification is relatively high.

Lei et al. [1] identified various weaknesses in SMS OTP-based
authentication mechanisms in modern mobile OS: While user
interaction features (e.g., “ask-to-copy” and One-Tap) offer
convenience, users struggle to distinguish apps. In addition, the
permission prompts fail to fully explain risks, letting malicious
applications bypass restrictions. Flaws in modern SMS APIs
may enable interception, reading, or exploitation of OTPs, along
with potential hash collisions. To address these threats, they
proposed a secure API and clarified specifications for backend
servers to obtain hash codes.

Peeters et al. proposed the SMS OTP Security (SOS) proto-
col [22] to tackle the vulnerability of SMS to rerouting attacks
by enhancing SMS-based 2FA. The server and device share a
symmetric authentication key. When authenticating, the server
sends a random string to the device, the device then computes
an OTP using this string and the shared key. SOS relies on the
pre-shared key established during registration, with the security
of this key sharing relying on the Gap Diffie-Hellman (GDH)
assumption.

While SMS OTP provides convenience, substantial research
has repeatedly demonstrated that the SMS pathway lacks secu-
rity in most contexts. For instance, threats like SIM swapping
exploits [2] and weaknesses in the SS7 protocol [3], [23] have
persisted over time and continue to pose significant risks.

In 2005, Open Authentication (OATH) introduced the
HMAC-based One-Time Password Algorithm (HOTP) [5] for
USB devices and smart cards. The client and server share a
counter and a key, and the OTP is generated and truncated by
the HMAC-SHA-1 algorithm. Another OTP scheme that does
not rely on maintaining counters is based on clock synchroniza-
tion, known as the Time-based One-Time Password Algorithm
(TOTP) [6]. In TOTP, the value T derived from a time reference
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and time step replaces the counter used in HOTP. Both the client
and server must synchronize on UNIX time to work properly.

Google Authenticator [7], [24] is a widely used software-
based authenticator. It supports both HOTP [5] and TOTP [6],
where OTPs can be generated even when the mobile device is
offline. During registration, the server generates a secret key for
the user, the key is then utilized by the user to scan the QR code
using the Google Authenticator app. The server and the user
device keep the key simultaneously. In HOTP [5], user device
and server pre-share a counter C (initialized to 0) for calculat-
ing OTP as HOTP (K,C) = Truncate (HMAC − SHA−
1(K,C)), where K is the pre-shared key. Upon successful
verification, the counters in the two parties are incremented
accordingly. However, when the counters of the user device
and server lose synchronization (exceed the look-ahead window,
typically 5), the OTP cannot be verified unless the user resets it.
TOTP [6] replaces the counter C with the timestamp. Further-
more, a common threat to both HOTP and TOTP schemes [7],
[25], [26] is their vulnerability to device and server compromise,
as both the user’s device and the server hold symmetric keys.

Ding and Wang proposed a new scheme named HTOTP [10]
based on TOTP. They designed a two-factor framework where
passwords and OTPs are closely integrated, with OTP seeds
derived from passwords and device-stored salts to boost the se-
curity of device ownership. By incorporating honeywords [27],
[28], the server stores decoy OTP seeds to resist server breaches
and online/offline password guessing attacks. This shift from
loose to tight coupling between passwords and OTPs addresses
device-side leaks and identity forgery, while enhancing the
unforgeability and loss resistance of the second factor. In case
of a server breach, attackers cannot perform offline password
guessing verification since the server only holds decoy OTP
seeds generated from honeywords and salted password hashes.
Additionally, honeycheckers can detect online guessing attempts
and trigger alerts.

Gong et al. [13] introduced a challenge-response OTP au-
thentication scheme utilizing sub-passwords. During the reg-
istration phase, the user selects an ID and a static password,
which are sent to the server. The server generates N random
sub-passwords, a hash function key, and a random permutation
function, then sends the sub-passwords and key to the user. In
the authentication phase, the device generates a random integer
sequence to compute the OTP and sends the ID, static password,
and random integer sequence to the server. The server verifies the
information, calculates the OTP, and generates a new challenge
value to send back to the user. Upon successful login, both the
user and the server update their respective sub-passwords based
on the random permutation function and increment the counter
value. A larger number of precomputed subkeys and rounds still
imposes a significant overhead on user devices.

A well-known hardware OTP manufacturer is Yubico [29].
Yubico OTP is a 44-character string generated by a hardware de-
vice and verified by the central validation server, YubiCloud. The
validation server stores OTP configuration secrets (private ID
and AES key) and tracks the usage counters for previously valid
OTPs and session usage. When a user submits a Yubico OTP
during the authentication process, the application routes the OTP

to the validation server, and the server uses the appropriate AES
key to decrypt the OTP. After decryption, the validity of the OTP
is checked using the private ID, usage counters, and session us-
age counters. YubiKey also supports OATH-HOTP/TOTP [12].
YubiKey can provide feedback for an HOTP token upon touch.
However, since YubiKey does not have an internal clock, it
needs to be used with an application (Yubico Authenticator)
for TOTP authentication. Hardware implementations still have
less-than-ideal characteristics. Carrying a separate device may
not be practical for some individuals. Additionally, if the device
lacks a proper user interface to input a PIN for OTP generation,
it may be vulnerable if stolen.

YubiKey implements two distinct challenge-response mech-
anisms for authentication. The first, adhering to RFC 2104 [30],
employs HMAC-SHA1 to process challenges, supporting up to
512-bit inputs with a 160-bit key, yielding a 48–80 bit response
that remains consistent for identical inputs. The second, Yubico
OTP, utilizes a fixed 48-bit challenge, combines it with an 80-bit
unique device identifier as padding, and secures it with a 128-bit
AES key. This approach may produce varying responses for the
same challenge due to the device-specific identifier.

Existing representative challenge-response OTP authentica-
tion methods are not user-friendly due to excessive interac-
tion rounds, high computational overhead, and additional hard-
ware requirements. Therefore, this work proposes a challenge-
response OTP scheme requiring at most one interaction round.

Additionally, there are other types of OTP schemes. Yang
et al. introduced a new authentication scheme called Group
TOTP (GTOTP) [31]. GTOTP allows users to prove that they
are members of an authenticated group without revealing the
identities. The proposed framework can transform an asym-
metric TOTP scheme into GTOTP. However, it’s worth noting
that the initial GTOTP structure faces limitations, particularly
in dynamic group management. Additionally, each member of
the group may encounter substantial storage overhead, posing
challenges for scalability and efficiency in large-scale deploy-
ments. Sun et al. proposed a dynamic password scheme called
TrustOTP [32] based on ARM TrustZone. TrustOTP combines
the flexibility of software tokens with the security of hardware
tokens, enabling secure implementation of OTP schemes (e.g.,
S/key [11] HOTP [5], and TOTP [6]) on devices capable of
resisting malicious mobile operating systems.

Cao et al. [33] further improved GTOTP’s dynamic group
management [31], DGTOTP offers an alternative approach by
integrating a third-party Registration Authority (RA) to take over
storage and computation tasks. The RA constructs a Merkle tree
with virtual verification points as its leaves and dynamically
distributes independent secret seeds to new group members.
Each member’s secret seed functions as the key for the
chameleon hash, enabling the real verification points of TOTP
instances to dynamically link with the Merkle tree leaves during
the authentication process. That said, DGTOTP still retains
relatively high overhead.

Erdem et al. proposed a cloud-based OTP service called
OTPaaS [34], which introduces additional OTP cloud servers to
assist authentication. Users first register with the OTP provider
to complete key exchange, and then connect to the service
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provider. The OTP provider stores a pairing table of users,
service providers, and OTPs. When logging in, users input their
username-password pair and OTP to the service provider. The
service provider first verifies the username-password pair, and
then requests OTP verification from the OTP server.

OTPaaS [34] transitions from a two-party interaction between
the user and service provider to a three-party interaction involv-
ing the user, service provider, and OTP provider, entailing five
messages of communication. However, OTP as a second factor
may not fully address the risk of compromised servers accessing
user passwords. Additionally, the service provider’s dependence
on the OTP provider for verification introduces an element of
trust, which could potentially be exploited by an adversary if
the OTP provider’s systems are compromised or if there are
vulnerabilities in the verification process.

II. OVERVIEW

A. Preliminaries

The design of HP-OTP builds upon the concepts and adapted
variants of the following technologies.

Oblivious Pseudo-Random Functions (OPRF): The partici-
pants in OPRF are two parties: one holding the key k of the PRF
f(), and the other holding the input x. In OPRF process, the
party holding the input learns the result fk(x), while the other
party does not learn anything.

Here, we provide an example constructed based on the princi-
ples of Diffie-Hellman problem [35]. Let G be a group of prime
order q, and letH ′ andH be hash functions mapping to elements
in G and l-bit strings, respectively. Fk(x) = H(x, (H ′(x))k),
where the key k ← $Zq. Suppose this function is jointly com-
puted by A and B, where B inputs the key k, A inputs pwd, then
only A learns rwd = Fk(pwd). The protocol is straightforward:
A sends a = (H ′(pwd))r, where r ← $Zq . B returns b = ak,
then A calculates rwd = H(x, b1/r). Under the random oracle
model assuming Gap One-More Diffie-Hellman (OM-DH), the
protocol is universally composable [36].

Password Hardening Service (PHS): In the user-server au-
thentication, despite the server providers adhering to the rec-
ommended password storage and verification strategy (e.g.,
NIST [14], OWASP [37]), the servers possess all the parameters
needed for password verification, including salted-hashes, salts,
secret keys, etc. Consequently, a server compromise allows
adversaries to perform offline password guessing attacks.

By introducing an external Password Hardening (PH) server,
the service provider interacts with the PH server to verify
user passwords rather than monopolizing password verification
locally. This separation prevents offline password guessing on
the service provider’s side.

Here, we illustrate PHS with the example of Everspaugh
et al.’s Pythia [38]. Giving a bilinear pairing e : G1 ×G2 →
GT , where groupsG1,G2, andGT are of prime order q. LetH1 :
{0, 1}∗ → G1 and H2 : {0, 1}∗ → G2 be two hash functions.
The server holds a secret key kw ← $Zq , and the function is
Fkw

(t,m) = e(H1(t), H2(m))kw , where t is a tweak andm is a
message (password). In registration phase, the client selects r ←
$Zq , calculates e(H1(t), H2(m)r) = e(H1(t), H2(m))r, and

Fig. 1. System Model and Interaction Flow of HP-OTP. During the registration
phase, the user device sends the one-way computation result Ac of the password
pw, to the server as a verification credential. An adversary compromising the
verification credential Ac cannot guess pw without the device key k and the
random number rc. In the verification phase, upon receiving an authentication
request, the server generates a challenge Bs based on Ac and a random number
ms. The device generates a response OTP based on the candidate password
and a random number ec in response to the challenge Bs. The server verifies
the OTP using the verification credential Ac and the random numbers ms and
ec, rather than pw. An adversary compromising the user device cannot recover
Ac from the challenge Bs to perform offline password guessing. Furthermore,
the adversary cannot generate a valid OTP without pw.

sends the calculation value to the server. The server calculates
e(H1(t), H2(m))rkw and sends it to the client. The client obtains
Fkw

(t,m) = e(H1(t), H2(m))kw by raising 1/r. In verification
phase, the client selects r′ ← $Zq , calculates x← H2(m)r, and
sends t, x to the server. The server calculates and returns y ←
e(H1(t), x)

kw . The client verifies if Fkw
(t,m) = y1/r

′
. Subse-

quently, numerous PH schemes (Phoenix [39], PO-COM [40],
(t,m)-PHE [41], PW-Hero [42]) are proposed. The constraints
on password verification based on the mandatory interaction
between the server and external PH server remain unchanged.

B. System Model

The proposed HP-OTP involves two entities, the device D
and the server S. The user U provides the device identity DID
to the service provider and enters a password pw at D. The
registration and verification are carried out through interactions
between D and S. D does not store any parameters related to
pw or user identity information. The server stores a one-way
calculated value of pw, but lacks the necessary parameters to
perform the reverse calculation and prevent offline guessing.
Fig. 1 shows the system model and interaction flow.

The core objective of PHS [38] is to split password verifica-
tion authority by introducing a third-party PH server, dividing
the client-server password verification process into password
hardening and credential verification. Its primary advantage is
that the server only stores hardened credentials rather than the
original password hash, preventing adversaries from directly
performing offline password guessing using the credentials.
HP-OTP does not introduce an independent PH server but
inherits and reconfigures the core authority splitting logic of
PHS, migrating the password hardening function of the PH
server to the user device. The device hardens the password pw
using a locally generated key kc and random salt rc, computing
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Ac = gH(pw‖rc)·kc , which is then sent to the server for storage.
If either the server or the device is compromised, adversaries
cannot directly use Ac, or the key kc and salt rc, to perform
offline password guessing, aligning with PHS’s core security
goal that neither party alone can conduct offline guessing.

OPRF [36] is a collaborative two-party computation function
designed to allow the server to validate an input without perceiv-
ing it. HP-OTP adopts the core security goal of server oblivious-
ness to the input, achieved through a lightweight cryptographic
design. The challenge Bs sent by the server to the device
conceals the verification credential Ac using a random number,
the user generates the response OTP based on the random
number ec and the password in response to the challenge Bs

without learning Ac. The server remains completely oblivious
to the core input pw, only obtaining the verification result of the
OTP, random number ec, and challenge Bs through collabora-
tion. HP-OTP’s construction closely aligns with OPRF’s goal of
ensuring that one party does not perceive the input.

The HP-OTP protocol includes algorithms Π : {Setup,
< D,S >Reg, < D,S >verf , < D,S >PwC}, where Π, Reg,
V erf , and PwC represent the scheme HP-OTP, registration,
verification, and password change, respectively. Specifically,
HP-OTP consists of the following four stages:

Setup phase: S executes Π.Setup(1λ) based on the security
parameter λ and publishes the public parameter pp.

Registration phase: When U enters the device identity DID
and password pw separately on S and D, S and D interact to per-
form Π. < D(pw),S(DID) >Reg . Π. < D,S >Reg returns a
random number rc ← $Zq and parameters {DID,Ac} toD and
S, respectively, where rc is the password salt,Ac is the password
verification credential and is used for OTP negotiation.

Verification phase: When U enters the device identity DID
and password pw separately on S and D, S and D interact to per-
form Π. < D(pw),S(DID) >verf . Π. < D,S >verf prompts
users to enter the OTP calculated by D, and S verifies the OTP.

Password change phase: U enters the old password pw and
the new password pw′ on D, and D interacts with S to perform
Π. < D(pw, pw′),S >PwC to verify the old password. After
verification, Π. < D,S >PwC returns A′c and rnewc to S and
D respectively, indicating the replacement of the old password
with the new one.

III. SECURITY OF HP-OTP

A. Security Goals

The evaluation metric proposed by Wang and Wang [43]
for two-factor authentication is widely adopted. Erdem and
Sandıkkaya [34] make adjustments to the evaluation metric for
cloud server OTP. In this study, we generalize the evaluation
metric of OTP to enhance its adaptability across a broader
spectrum of OTP schemes. The essential security requirements
for OTP are as follows:

S1) Resistance to device loss (server compromise): An ad-
versary who compromises either the server or the de-
vice cannot threaten the security of the password and
OTP, or impersonate user login. Only when an adversary

simultaneously compromises both parties can she launch
attacks against the password and OTP.

S2) Resistance to pre-computation attacks: Adversaries
are unable to pre-compute password salted-hash or
password-based one-way results using rainbow tables
or password dictionaries. In the worst-case scenario of
global compromise, adversaries should only be able to
repetitively compute the process for each guess.

S3) Resistance to message interception: Even if adversaries
control the channel to intercept transmitted messages
during verification, they should not be able to obtain or
compute the OTP and guess passwords.

S4) Forward (backward) security: The leakage of previous
and current OTPs will not affect the subsequent OTP
generation and verification. Adversaries cannot use the
obtained OTPs to guess upcoming OTPs.

S5) Resistance to replay attacks: OTP is disposable, mean-
ing adversaries cannot pass authentication by repeatedly
attempting to use the same OTP.

S6) Two (multi)-factor security: Authentication is only suc-
cessful for users who possess both the device and the
password factors simultaneously.

S7) Resistance to Key-Compromise Impersonation (KCI) at-
tack: We adaptively modify the original KCI attack
definition [8] to suit OTP scenarios. Even if the server
data is compromised by an adversary, she is unable to
impersonate users to pass the server’s authentication.

S8) Resistance to desynchronization attack: When the user
device and server lose synchronization (e.g., counters in
HOTP [5] or clocks in TOTP [6]), OTP authentication
remains unaffected.

For practicality, ease of deployment, and user-friendliness, we
further consider the following application requirements.

C1) No additional verifier table: Neither party stores the
password or OTP used for verification.

C2) No clock synchronization: OTP generation and verifi-
cation are independent of the clock, the devices do not
require additional clock synchronization.

C3) Password friendly: The length and complexity of OTPs
are user-friendly, facilitating manual input by users in
special circumstances.

C4) Resistance to guessing attacks: The user’s long-term
password and OTP should resist guessing attacks, with
the adversary’s probability of guessing the OTP and
password not higher than random guessing.

C5) Resistance to keyboard/screen recording attacks: OTP
schemes should be able to counter potential threats posed
by trojans embedded in login terminals. Screen or key-
board logging attacks will not leak long-term keys, such
as long-term passwords, pre-shared keys, etc.

C6) No additional device expenses: Devices incur no addi-
tional expenses outside the registration and authentica-
tion phases, including computational costs and maintain-
ing clock synchronization.

As shown in Table I, we compare the proposed HP-OTP with
widely used OTP schemes (Google Authenticator [5], [6], Yu-
bico OTP [29], and YubiKey [12]) and popular schemes (Kogan
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TABLE I
COMPARISON OF SECURITY GOALS AND APPLICATION REQUIREMENTS OF OTP SCHEMES

et al.’s T/key [9], Erdem et al.’s OTPaaS [34], and Yang et al.’s
GTOTP [31]). The comparison results indicate that HP-OTP has
advantages in both security goals and application requirements.

B. Formal Security Definition

An adversary of OTP system has the following capabilities
and limitations: (1) When an adversary breaches either the user
device or the server, they can obtain the registration records and
keys. However, simultaneous compromise of both the device
and the server is not feasible1; (2) By breaching a device, the
adversary can recover recently transmitted or received mes-
sages, leveraging cached TLS session keys and communication
data [46], [47]; (3) Equipped with a password dictionary, the
adversary can continuously attack password-based security
mechanisms; (4) The adversary may collect used OTPs; (5)
Referring to the Dolev-Yao model [48], the adversary can launch
active attacks based on channel hijacking, such as Man-In-The-
Middle (MITM) attacks.

We employ adversarial games to formally describe the capa-
bilities of the adversary and the security aspects of HP-OTP. In-
cluding semantic security of OTPs, security of password storage,
and security of password verification. The security and game
definitions are outlined as follows:

OTP semantic security: In this scenario, suppose the ad-
versary compromises the terminal or server to steal OTPs,
and this theft may occur multiple times. We discuss the
possibility of the adversary extracting passwords and identities
from OTPs. Intuitively, we aim to demonstrate through a proof
by contradiction whether the adversary can differentiate between

1This is because, as noted in studies [44], [45], password-based cryptographic
protocols become insecure when both entities are compromised, leaving them
susceptible to offline password guessing attacks. This represents a typical
vulnerability in password-based cryptographic protocols.

OTPs and random strings based on existing information without
performing verification protocol.

This game is labeled as OTP-SS and involves two stages,
involving interactions between the device D and the server S.
Initially, in the primary phase, D and S play the roles of chal-
lengers, denoted asRD andRS , respectively. In the subsequent
phase, the malicious server S is identified as the adversary A.
The mechanics of the game are outlined as follows:
� Setup: RS can access the oracle O← {Π.Setup, Π. <
RD,RS >X , X ∈ {Reg, V erf}}. A generates a pass-
word pw and sends it toRD.

� Challenge: RD interacts with RS to perform Π. <
RD,RS >Reg using the passwordpw. Afterward,A inher-
its all parameters fromRS but is prohibited from verifying
OTP. User U initiates a login request at A, entering pw on
RD.RD interacts withA to perform Π. < RD,A >V erf ,
and generates OTPOTPb according to the verification pro-
tocol, where b← ${0, 1}. Simultaneously, RD generates
a random string OTP1−b that conforms to OTP rules. The
device sends {OTPb, OTP1−b} to A.

� Output: A possesses the password pw, registration record
Ac, and device identity DID but cannot execute OTP
verification. Based on the above information, A outputs
a decision bit b′, b′ = b represents A wins the game. The
advantage is defined as

AdvAOTP−SS(λ) =

∣
∣
∣
∣
Pr[b′ = b]− 1

2

∣
∣
∣
∣
. (1)

Definition 1 (OTP Semantic Security): If for an OTP scheme
and a Probabilistic Polynomial Time (PPT) adversary A, there
exists a negligible functionnegl(λ) such thatAdvAOTP−SS(λ) ≤
negl(λ), the scheme is said to be OTP semantic secure.
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Password storage security: This scenario simulates the real-
life situation of storage leakage. Assuming the adversary com-
promises the server to obtain user registration records, we dis-
cuss the possibility of the adversary guessing the user’s password
based on the records.

This game is labeled as OTP-PSS, involving interactions
between the device D and the malicious server S. D and S
play the roles of challenger and adversary, denoted asR andA,
respectively. The mechanics of the game are outlined as follows:
� Setup: R can access the oracle O← {Π.Setup, Π. <
R,A >X , X ∈ {Reg, V erf}}. A generates and sends
two different passwords pw0 and pw1 toR.

� Challenge: R selects b← ${0, 1} and executes Π. <
R,A >Reg based on pwb.

� Output: A possesses the passwords {pw0, pw1}, regis-
tration record Ac, device identity DID, and can access
the oracle O← {Π.Setup, Π. < R,A >V erf}. Then, A
outputs a decision bit b′, b′ = b representsAwins the game.
The advantage is defined as

AdvAOTP−PSS(λ) =

∣
∣
∣
∣
Pr[b′ = b]− 1

2

∣
∣
∣
∣
. (2)

Definition 2 (Password Storage Security): If for an OTP
scheme and a Probabilistic Polynomial Time (PPT) adver-
sary A, there exists a negligible function negl(λ) such that
AdvAOTP−PSS(λ) ≤ negl(λ), then this scheme can be consid-
ered as password storage security.

Password verification security: This scenario simulates the
situation where either the device or the server is compromised,
and the adversary executes the verification process to guess the
password. We discuss the possibility of adversary guessing the
user’s password by interacting with the honest party. These two
games are denoted as OTP-PVS1 and OTP-PVS2, respectively.

OTP-PVS1 involves two stages, the interactions between the
device D and the server S. In the primary phase, D and S play
the roles of challengers, denoted asRD andRS , respectively. In
the subsequent phase, the adversaryA is assumed to control the
device D. The mechanics of the game are outlined as follows:
� Setup: RS can access the oracle O← {Π.Setup, Π. <
RD,RS >X , X ∈ {Reg, V erf}}.A generates and sends
two different passwords pw0 and pw1 toRD.

� Challenge: RD selects b← ${0, 1} and executes Π. <
RD,RS >Reg based on pwb.

� Output: A possesses {pw0, pw1}, device identity DID,
and can access the oracle O← {Π.Setup, Π. <
RS ,A >V erf}. Based on the above information, A out-
puts a decision bit b′, b′ = b represents A wins the game.
The advantage is defined as

AdvAOTP−PV S1(λ) =

∣
∣
∣
∣
Pr[b′ = b]− 1

2

∣
∣
∣
∣
. (3)

OTP-PVS2 involves two stages, the interactions between the
device D and the server S. In the primary phase, D and S play
the roles of challengers, denoted asRD andRS , respectively. In
the subsequent phase, the malicious server S is identified as the
adversaryA. The mechanics of the game are outlined as follows:

TABLE II
SYMBOL TABLE

� Setup: RS can access the oracle O← {Π.Setup, Π. <
RD,RS >X , X ∈ {Reg, V erf}}.A generates and sends
two different passwords pw0 and pw1 toRD.

� Challenge: RD selects b← ${0, 1} and executes Π. <
RD,RS >Reg based on pwb.

� Output: A possesses {pw0, pw1}, registration record Ac,
device identity DID, and can access the oracle O←
{Π.Setup,Π. < RD,A >V erf}. Based on the above in-
formation,A outputs a decision bit b′, b′ = b representsA
wins. The advantage is defined as

AdvAOTP−PV S2(λ) =

∣
∣
∣
∣
Pr[b′ = b]− 1

2

∣
∣
∣
∣
. (4)

Definition 3 (Password Verification Security): If for an
OTP scheme and a Probabilistic Polynomial Time (PPT) ad-
versary A, there exists a negligible function negl(λ) such
that AdvAOTP−PV S1(λ) ≤ negl(λ) and AdvAOTP−PV S2(λ) ≤
negl(λ), then this scheme can be considered as password veri-
fication secure.

IV. THE PROPOSED HP-OTP

A. Construction Overview

In this section, we briefly outline the approach to constructing
a secure scheme, providing a framework for understanding the
rationale behind the design details discussed later. Table II
consolidates key symbols used in the protocol.

The construction of password storage and verification follows
the principles of distribution and OPRF, ensuring that the pass-
word salted-value is pseudo-random for both service providers
and device storage. In the construction of password storage dur-
ing registration phase, the deviceD first sendsAc ← gqckc to the
server S, where kc is the device’s secret key, qc ← H(pw ‖ rc),
pw is the password, and rc ← $Zq is a random number. Accord-
ing to the Elliptic Curve Discrete Logarithm Problem (ECDLP),
it is infeasible for S to recover qckc from Ac. Moreover, since
rc is unknown and H is one-way, S cannot mount an offline
dictionary attack to recover pw from qc. Therefore, although S
stores the password verification credential Ac, S cannot learn
any password-related information.
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During the password verification phase, the serverS generates
a new random number ms ← $Zq and computes Bs ← Ams

c .
Here, ms can be considered analogous to the role of k in OPRF,
encrypting parameter Ac to prevent the device from obtaining.
The encryption prevents adversaries from impersonating users
to obtain the password verification credential Ac for offline
password guessing in the event of compromising the device. On
the device side, the device calculates Cs ← Bs

(q′ckc)
−1

to elim-
inate qckc from the exponent of Bs, the elimination operation
is analogous to cancelling r by multiplying with 1/r in OPRF
constructions. This means that when the user inputs the correct
password pw′ during password verification, both the device-side
and server-side can simultaneously know the parameter gms .
Without disclosing the password to each other, the simultane-
ous possession of the same one-time secret parameter implies
implicit mutual identity verification, serving as the foundation
for the subsequent successful authentication of the password.

The HP-OTP interactive verification architecture adheres to
Password-Hardened Services (PHS) principles by leveraging the
user device as an external password hardening component. This
design distributes the responsibility for password verification be-
tween the device and the server, ensuring that neither party solely
controls the authentication process. The interactive verification
mitigates the risk of offline password guessing associated with
compromising either the server S or the device D.

In the registration phase, D sends Ac ← gqckc to S, where kc
is the device’s secret key, qc ← H(pw ‖ rc), pw is the password,
and D stores the random number rc ← $Zq . Correspondingly,
D provides the random number rc and the key kc for subsequent
password verification. In the verification phase, S sends the
password salted-value Bs ← Ams

c processed with a random
number ms to D (acted as an external password hardening
server). D generates new parameters A′c ← gH(pw′‖rc)kc based
on the user’s newly entered candidate password pw′. However,
the device cannot recover Ac from Bs to determine whether the
candidate password pw′ is correct. D generates an OTP based
on locally generated A′c and Bs sent by S. Then S compares A′c
on the device side with Ac stored during registration, thereby
verifying the correctness of the user’s login password pw′.
Throughout, S never acquires the original password pw or the
candidate password pw′, and S lacks the advantage of offline
password guessing without knowing the salt rc.

In terms of user usability, HP-OTP explicitly optimizes OTP
format to align with user familiarity while maintaining security,
addressing the deviation from user-friendly codes. The OTP gen-
eration function FOTP is designed to produce 6–8 digit OTPs,
which are easy for users to input and consistent with mainstream
systems like Google Authenticator, by adjusting the truncation
step in its hash-based construction, or to support longer OTPs
sent directly by the device. In addition, the OTP [ec‖u] (where ec
is a random number and u is the hash-derived value) is internally
structured but presented to users as a single contiguous string.
This avoids complicating input with segmented formats.

B. Formal Description

Setup phase: Consider a cyclic group G of prime order q,
and let g be a generator of G. H : {0, 1}∗ → {0, 1}l ∈ Zq

Fig. 2. The main operations of registration phase.

represents a one-way hash function, FOTP : ({0, 1}l,
{0, 1}∗)→ {0, 1}lOTP represents a one-way OTP generation
function. The user device holds the secret key kc and a unique
identifier DID. The devices and servers are denoted as D and
S, respectively. {H(), FOTP (),G, g} are public parameters pp.

Registration phase: The registration mechanism of HP-OTP
aims to ensure that the server verifies the identity in authenti-
cation processes. The difference from Password-Authenticated
Key Exchange (PAKE) lies in the registration mechanism of
HP-OTP, HP-OTP aligns with the current user habits of OTP.
Typically, users register online when using a network service
for the first time, making it challenging to achieve the ideally
secure registration channel required by PAKE protocols. In this
scenario, we make adaptive adjustments to the registration of
OTP authentication, ensuring password security without relying
on additional security assumptions and eliminating multiple
interaction rounds. The registration phase of the proposed OTP
authentication protocol is highly efficient and concise. The user
inputs the device identity and password separately into the
service provider and personal device. The device processes the
password through salted-hashing and encryption, and the server
stores the one-way value. The specific registration process is
as follows:

The user inputs the device identityDID and the password pw
on the server S and the device D, respectively. Subsequently, D
and S interact to register. S establishes a communication channel
with D. D randomly selects a number rc from the set Zq , then
computes the hash value qc ← H(pw ‖ rc). D maps the hashed
value into the group using the secret key kc, obtaining a one-way
encryption result Ac ← gqckc . Finally, D sends {DID,Ac} to
the server and locally stores the random number rc. The server
receives and stores {DID,Ac}. The steps are shown in Fig. 2.

After registration, both the device and the server are unable to
offline guess the password. The server storesAc ← gH(pw‖rc)kc ,
where the random number rc and the device key kc are un-
available, so the server cannot independently reproduce the
calculation ofAc to verify guesses. On the device side, even if the
device is compromised, only the salt value rc can be obtained. In
addition, online guessing by an adversary interacting with the
server is restricted by the server interaction frequency. After
the registration phase, the device D and the server S store
{DID, rc, kc} and {DID,Ac}, respectively.

Verification phase. STEP 1: On logging in, the user enters
the device identity DID and a candidate password pw′ on the
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server S and the device D, respectively. When receiving the
user’s login request, S first generates a random number ms

and encrypts Ac using ms as Bs ← Ams
c , where Bs = gmsqckc ,

kc is the device secret key, qc = H(pw ‖ rc) is the password
salted-hash. S sends Bs to D. Based on the difficulty of ECDLP,
it is impossible for D to recover Ac from Bs without knowing
the random number ms. Therefore, even if D is captured by the
adversary, she cannot obtain the password salted-hash from S
for offline guessing.

STEP 2: On the device side, the device D first calculates
salted-hash q′c ← H(pw′ ‖ rc) based on the inputted candidate
password pw′, where rc is the random number generated in
registration phase. ThenD computes the inverse of q′ckc as d′c ←
(q′ckc)

−1 to eliminate the corresponding parameters in the expo-
nent of Bs. D calculates A′c ← gq

′
ckc . Then D generates an l-bit

random number ec and combines it with q′c to calculate the hash
value tc ← H(A′c ‖ ec) and tc is used as an exponent to calculate

Cs ← B
tcd

′
c

s , where Cs = gmstcqckc(q
′
ckc)

−1
. If the user-entered

candidate password pw′ matches the registered password pw,
then Cs = gmstc . But D cannot determine whether q′−1c and qc
are eliminated from B

tcd
′
c

s because the random number ms is
unknown. Therefore, the device D cannot determine whether
the candidate password pw′ is correct. D executes the OTP
generation function to obtain u← FOTP (ec, Cs). After that,
the OTP [ec ‖ u] is returned to the server either via device
transmission or user input.

The key step d′c ← (q′ckc)
−1 is designed to enable implicit

verification of password while maintaining the asymmetry of the
scheme, preventing identity forgery even if the server or device
is compromised. This eliminates the password-related term qc
and device key kc from the exponent, leaving only the server’s
random number ms and the hash value tc.

The server cannot compute d′c because it lacks rc (stored in
the device) and kc (device secret key), so it cannot forge Cs

even if compromised. Only when pw′ = pw (i.e., q′c = qc) will
Cs (device-side) match C ′s = gt

′
c·ms (server-side, where t′c =

H(Ac ‖ ec)), ensuring the OTP generated by FOTP (ec, Cs) is
valid. If an adversary compromises the server, they cannot obtain
rc or kc to compute d′c, so they cannot generate a valid Cs to
forge the OTP. Similarly, a compromised device cannot obtain
ms (server’s random number) to reverse-engineer the server’s
verification logic.

STEP 3: The server S converts the OTP to a binary number
[ec ‖ u]2 = OTP , extracting ec. S calculates the hash value
t′c ← H(Ac ‖ ec) and uses t′c as an exponent to calculate C ′s =
gt
′
cms . When the candidate password pw′ is equal to the regis-

tered password pw, according to the Diffie-Hellman theorem,
Cs on the device side is equal to C ′s on the server side. In
other words, the result u′ obtained by the server executing
u′ ← FOTP (ec, C

′
s) should be equal to u in the inputted OTP.

Equality implies that the user password is correct, resulting in a
successful login. The verification steps are shown in Fig. 3.

Password change phase: After successfully logging in, the
user can send a request to the server to update the password.
User inputs the original password pw′ and the updated
password pwnew on the device D. D first calculates the

Fig. 3. The main operations of verification phase.

Fig. 4. The main operations of password change phase.

salted-hash q′c ← H(pw′ ‖ rc) of the original password pw′

and the encrypted value A′c ← gq
′
ckc . Afterward, D generates

a completely new random number rnewc ← $Zq and repeats the
above calculation steps for the new password pwnew, obtain-
ing qnewc ← H(pwnew ‖ rnewc ) and Anew

c ← gq
new
c kc . D sends

{DID,A′c, A
new
c } to the server S.

Upon receiving {DID,A′c, A
new
c }, S first verifies whether

A′c = Ac. If this condition holds, S replaces Ac with Anew
c and

sends a confirmation to D. D replaces rc with rnewc . The steps
are shown in Fig. 4.

C. Informal Security Analysis

Here, we employ an informal, heuristic approach to discuss
the security goals of HP-OTP. The definitions of these security
goals can be found in Section III-A. We explore various aspects
of security, including resistance to known attacks, resilience to
compromise scenarios, and the ability to ensure confidentiality
and authenticity in OTP verification processes.
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Fig. 5. Typical device compromise attacks. The attacks typically span hard-
ware, system, and software levels and proceed via entry points such as rooted
OS, malicious apps, or physical theft, ultimately allowing local extraction or
generation of valid OTPs.

Resistance to device compromise: Device compromise at-
tacks have long been regarded as an inherent limitation of OTP
schemes, schemes cannot effectively prevent OTP or key leakage
once the device is compromised. As illustrated in Fig. 5, the
adversary’s capabilities typically span hardware, system, and
software levels. A compromised device serves as a breach point
for the adversary to achieve OTPs through diverse means.

In the event of device compromise (where kc and rc are
extracted), HP-OTP prevents offline password guessing through
the interactive verification. An adversary with kc and rc can
generate candidate salted hashes q′c = H(pw′‖rc) and compute
A′c = gq

′
c·kc , but cannot verify these candidates offline. To val-

idate a guessed password pw′, the adversary must interact with
the server to obtain Bs = Ams

c , where ms is a server-generated
nonce. The adversary cannot perform offline verification of the
guessed password without knowing ms.

Assuming the adversary obtains the user’s device with the
intention of guessing the user’s password online or forging
user to login. Here we discuss the probability of guessing the
password or logging in on a single attempt. The device stores
{DID, rc, kc}, where DID, rc, and kc respectively represent
the device identity, random salt, and device secret key. The
process of guessing the password online is as follows: First, the
adversary inputs the candidate password pw′. Then, the device
and the server interact to perform the verification protocol of
HP-OTP. Finally, the adversary enters the OTP generated by the
device on the login terminal.

Under a single random guess, the probability that a forged
OTP is accepted is 1/2lOTP , where lOTP is the bit length of the
OTP, and the probability of guessing the password is C ′ · qs′ ,
where C ′ and s′ are the linear regression parameters of the
password distribution D [43], q is the number of guessing.
Adversaries who compromise the device have no advantage in
guessing OTPs compared to random guessing.

Resistance to server compromise: Assuming the adversary
compromises the server to obtain the stored data {DID,Ac},
where Ac ← gH(pw‖rc)kc , the random number rc and the de-
vice key kc are unavailable for the adversary. Therefore, the
adversary cannot verify the guessed password pw′ using the
available information. HP-OTP’s resistance to server-side offline
guessing is comparable to Password Hardening Services (PHS)
like Pythia [38], but with distinct trust trade-offs: Pythia relies on

a third-party PH server to split password verification, preventing
the service provider from performing offline guessing. However,
it introduces trust in the PH server and increases latency due to
multi-party interactions. HP-OTP eliminates third-party depen-
dence by leveraging the user’s device as a distributed hardening
component. The server stores only Ac = gH(pw‖rc)·kc and lacks
rc and kc, making offline password recovery impossible even
if the server is compromised. This matches Pythia’s security
guarantee against server-side offline guessing but reduces in-
frastructure complexity. The security boundary of HP-OTP is
consistent with that of PHS: an adversary cannot compromise
the PH server and the device simultaneously.

Resistance to pre-computation attacks: Assuming the adver-
sary possesses a password dictionary and pre-computes the hash
values of passwords for the comparisons after compromise. The
salted hash of the password is qc ← H(pw ‖ rc), processed by
the device as Ac ← gqckc and stored by the server, where rc
and kc represent the random hash salt and the device secret
key, respectively. In this case, the adversary must capture the
device in advance to pre-computate A′c, and then interact or
compromise the server to verify, precomputation of password
candidates becomes infeasible.

Resistance to message interception: Message interception
poses a serious threat to one-factor SMS-based OTP secu-
rity. In the proposed HP-OTP, OTPs are not distributed by
the server or generated from a pre-shared seed. Instead, they
are negotiated between the device and the server based on
hardened asymmetric password and random numbers. In the
verification protocol, only message Bs ← Ams

c = gmsqckc is
transmitted from the server to the device. Assuming the ad-
versary intercepts this message, where kc is the device secret
key, qc ← H(pw ‖ rc) is the password salted-hash. It is difficult
for the adversary to recover qc from Bs due to ECDLP and
without knowing the device secret key kc, random salt rc,
and random number ms. On the device side, OTP is formed
by the combination of ec and u, where ec is randomly gen-
erated by the device, and u← FOTP (ec, Cs), Cs ← Btcdc

s ,
dc ← (qckc)

−1, and tc ← H(Ac ‖ ec), where FOTP is the
OTP generation function. Similarly, even if the adversary in-
tercepts Bs, they cannot generate OTP without knowing kc
and rc.

Forward (backward) security: The generation of OTP during
verification is based on the hardened password and the principles
of Diffie–Hellman key exchange. For the adversary, the random
numbers are unpredictable. Even if the adversary obtain the
current and previous OTPs and long-term keys, she cannot
infer the subsequent OTPs. Therefore, HP-OTP possesses both
forward and backward security.

Resistance to replay attacks: In each round of verification,
the device and server generate unique random numbers for OTP
generation, ensuring the pseudorandomness of OTPs. The prob-
ability of having the same OTP in different rounds is 1/2lOTP ,
where lOTP = 24.

Two-factor security: OTP is formed by the combination of ec
andu, whereu← FOTP (ec, Cs),Cs ← Btcdc

s , dc ← (qckc)
−1,

and tc ← H(Ac ‖ ec). FOTP is the OTP generation function,
kc is the device secret key, qc = H(pw ‖ rc) is the password
salted-hash, Ac ← gqckc ,Bs ← Ams

c = gmsqckc , ec andms are
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randomly selected by the device and the server, respectively.
Therefore, the adversary must simultaneously possess both the
device and password pw to log in.

Resistance to Key-Compromise Impersonation (KCI) attack:
Assuming the adversary compromises the server to obtain the
stored {DID,Ac} and attempts to forge users to log in, where
Ac = gqckc , kc is the device secret key, qc = H(pw ‖ rc) is the
password salted-hash. During the verification phase, the server
generates Bs ← Ams

c , and sends it to the user’s device, where
ms is a random number. If the adversary does not possess the de-
vice or hijack the channel to obtain Bs, she cannot calculate the
OTP. Here, we enhance the adversary’s capability to enable them
to eavesdrop on the channel. For the adversary, the value tc ←
H(A′c ‖ ec) in the verification protocol is computable, where
ec is randomly selected. However, when ec is determined, the
adversary cannot compute Cs ← B

tcd
′
c

s = gmstcqckc(q
′
ckc)

−1
=

gmstc without knowing the correct password salted-hash q′c and
device secret key kc. Therefore, the adversary cannot generate
the correct OTP, and HP-OTP resists KCI attacks.

Resistance to desynchronization attack: The proposed HP-
OTP does not rely on counter or clock synchronization, thus
resistant to desynchronization attacks.

Resistance to active attacks: HP-OTP’s design reduces
the risk of active attacks (e.g., MITM attack, replay attack,
message modification, forgery attack, DOS attack) by leverag-
ing its challenge-response mechanism and asymmetric crypto-
graphic key:

Tamper Resistance of Bs: During verification, the server
sends Bs ← Ams

c (where ms is a fresh random number) to
the device. Even if an adversary tampers with Bs, the device
generates Cs ← B

tc·d′c
s based on the user’s password pw′ and

stored rc, kc. A forgedBs would result in an invalidCs, and thus
an incorrect OTP u← FOTP (ec, Cs), which the server would
reject during verification (since u′ �= u).

Unforgeability of OTP: The OTP [ec‖u] is derived from ec
(device-generated randomness) and Cs (a function of Bs, pw′,
rc, and kc). An adversary lacks rc and kc to compute valid Cs

or u, even if they intercept Bs or ec.
Implicit Authentication: The consistency betweenCs (device-

side) and C ′s (server-side) relies on the Diffie-Hellman-like key
agreement, which is only satisfied if pw′ = pw and messages
remain unaltered. This ensures MITM attackers cannot forge
valid OTPs without compromising both parties’ secrets.

Mitigating DoS attacks: Each authentication round uses new
nonce. Blocking or delaying one round does not affect sub-
sequent attempts, as fresh randomness renders old messages
obsolete, preventing persistent disruption via replay.

V. SECURITY PROOF

A. OTP Semantic Security

Theorem 1: Let AdvFOTP
and AdvAECDLP represent the

advantage of A breaking the one-way hash function FOTP

and hard problem ECDLP, respectively. The advantage of A
breaking OTP semantic security can be denoted as:

AdvAOTP−SS ≤ AdvAFOTP
·AdvAECDLP (5)

Proof: The theorem’s validity is established through the for-
malization of games, where the advantage lies in discerning the
bit b from the set (0,1). Consequently, the notion of OTP semantic
security arises when A cannot differentiate between b and the
existing information (e.g., passwords, record).
� Game0: Identical to game OTP-SS, refer to Section III-B.
� Game1: The adversary A randomly selects OTPb. This

game is identical to Game0, unless A can break the one-
way hash function FOTP and recover ec and Cs from u←
FOTP (ec, Cs), the probability of the adversary breaking
FOTP is AdvAFOTP

.
� Game2: This game is identical to Game1, unless the

adversary breaks ECDLP, and recovers ms and tc from
Cs = gmstc . Thus, the relationship between tc = H(Ac ‖
ec) and Ac is easily discernible.

� Game3: This game is identical to Game2, except it
modelsA’s attempt to distinguish the OTP from a random
string (equivalent to inferring registration records from the
OTP). ForA to succeed inGame3, it must simultaneously
overcome the challenges in Game1 (breaking FOTP ) and
Game2 (solving ECDLP). Since these two hard prob-
lems are computationally independent, the advantage of
A in distinguishing the OTP (i.e., breaking OTP semantic
security) is bounded by the product of their individual
advantages: AdvAOTP−SS≤AdvAFOTP

·AdvAECDLP . �

B. Password Storage Security

Theorem 2: Let AdvAECDLP represents the advantage of A
breaking the hard problem ECDLP. lrc and lkc

respectively
represent the bit lengths of the random number rc and the device
secret key kc. The advantage of A breaking password storage
security can be denoted as:

AdvAOTP−PSS ≤ AdvAECDLP /2
lrc+lkc (6)

Proof: The theorem’s validity is established through the for-
malization of games, where the advantage lies in discerning the
bit b from the set (0,1). Consequently, the notion of password
storage security arises when A cannot differentiate between
b using the existing information (e.g., passwords, identities,
registration record).
� Game0: Identical to game OTP-PSS in Section III-B.
� Game1: The adversaryA randomly selectspwb. This game

is identical to Game0, unless A can break ECDLP to re-
cover qckc from the registration recordAc, the advantage of
a Probabilistic Polynomial-Time (PPT) adversary breaking
ECDLP is AdvAECDLP .

� Game2: This game is identical to Game1, unless the
adversary guesses the device secret key kc to recover the
salted-hash qc = H(pw ‖ rc) from qckc. The advantage of
the adversary guessing kc is 1/2lkc , where lkc

is the bit
length of the device secret key kc.

� Game3: This game is identical to Game2, unless the
adversary guesses the random number rc. The advan-
tage of the adversary guessing rc is 1/2lrc , where lrc is
the bit length of the random number rc. In conclusion, the
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adversary’s advantage to distinguish pw0 and pw1 is no
greater than AdvAECDLP /2

lrc+lkc . �

C. Password Verification Security

Here, we discuss games OTP-PVS1 and OTP-PVS2, respec-
tively, to demonstrate password verification security.

Theorem 3: Let AdvAECDLP represents the advantage of
A breaking the hard problem ECDLP. lms

represents the bit
length of the random number ms. The advantage ofA breaking
password verification security after capturing the device can be
denoted as:

AdvAOTP−PV S1 ≤ AdvAECDLP /2
lms (7)

Proof: The theorem’s validity is established through the for-
malization of games, where the advantage lies in discerning the
bit b from the set (0,1). Consequently, the notion of password
storage security arises when A cannot differentiate between b
based on capturing the device.
� Game0: Identical to game OTP-PVS1 in Section III-B.
� Game1: The adversary A randomly selects pwb. This

game is identical to Game0, unless A can break ECDLP
to recover qckcms from the parameter Bs sent from the
server, the advantage of the adversary breaking ECDLP is
AdvAECDLP .

� Game2: This game is identical to Game1, unless the
adversary guesses the random number ms to recover the
salted-hash qc = H(pw ‖ rc) from qckcms, where the de-
vice secret key kc is available for A. The advantage of
the adversary guessing ms is 1/2lms , where lms

is the bit
length of the random number ms.

� Game3: This game is identical to Game2, focusing on
A’s ultimate goal: distinguishing between pw0 and pw1.
For A to succeed in this task, it must first overcome
the challenges in Game1 (solving ECDLP to recover
qckcms) and then in Game2 (guessing ms to extract qc).
Since these two steps are computationally independent,
the total advantage of A in distinguishing pw0 and pw1

is bounded by the product of their individual advantages:
AdvAOTP−PV S1 ≤ AdvAECDLP /2

lms . �
Theorem 4: Let AdvAECDLP represents the advantage of A

breaking the hard problem ECDLP. lrc and lkc
respectively

represent the bit lengths of the random number rc and the device
secret key kc. The advantage of A breaking password verifica-
tion security after compromising the server can be denoted as:

AdvAOTP−PV S2 ≤ AdvAECDLP /2
lrc+lkc (8)

Proof: The theorem’s validity is proven by formalizing
games, where the advantage is distinguishing bit b from {0, 1}.
Password storage security holds whenA cannot discern b despite
compromising the server.
� Game0: Identical to game OTP-PVS2 in Section III-B.
� Game1: The adversary A randomly selects pwb. This

game is identical to Game0, unless A can break ECDLP
to recover qckc from the parameter Ac sent from the
server, the advantage of the adversary breaking ECDLP
is AdvAECDLP .

� Game2: This game is identical to Game1, unless the
adversary guesses the device secret key kc to recover the
salted-hash qc = H(pw ‖ rc) from qckc. The advantage of
the adversary guessing kc is 1/2lkc , where lkc

is the bit
length of the device secret key kc.

� Game3: This game is identical to Game2, unless the
adversary guesses the random number rc. The advantage
of the adversary guessing rc is 1/2lrc , where lrc is the
bit length of the random number rc. In conclusion, the
adversary’s advantage to distinguish pw0 and pw1 is no
greater than AdvAECDLP /2

lrc+lkc . �

VI. EVALUATION

This section examines the computational costs of the pro-
posed HP-OTP, with source code available at https://github.
com/dingzixuan8899/. Additionally, we broaden the analysis by
comparing expenses with related schemes within the same envi-
ronment. By employing this comparative methodology, we aim
to conduct a thorough assessment that illuminates the efficiency
of HP-OTP in practical contexts.

A. Evaluation Environment

During assessment, the server S operates on Ubuntu (Version:
22.04.3 LTS) and is equipped with an Intel Xeon Gold 6320R
@2.10 GHz processor, 256 GB of RAM, and an NVIDIA RTX
3090 GPU. The device D runs on an Android device (Version:
Android 13) with a MediaTek Dimensity 8100 processor, 8 GB
of RAM, and a Mali-G610 MC6 GPU. We encode the server-
side code using Python and utilize WebSocket for registration.
WebSocket is a protocol allowing full-duplex communication
over TCP. During verification, the key distinction from related
OTP schemes [5], [6], [9], [12], [29], [31], [34] is that HP-OTP
eliminates the need for a secure channel.

In the aforementioned experimental setup, we measured the
time costs incurred by both the device and the server for ba-
sic cryptographic operations, serving as practical benchmarks
for readers. The server-side large integer operations such as
inversion and exponentiation are based on the Python library
gmpy2. Cryptographic operations such as symmetric encryp-
tion/decryption, hashing, and random number generation are
based on the Python library pycrypto. The script on the de-
vice side is developed in Python and utilizes libraries (gmpy2,
pycrypto, and websockets) for cryptographic and interaction
operations. For the OTP generation function FOTP involved in
the proposed HP-OTP, we construct it by referencing the hash
combined with truncation operation in HOTP [5]. We perform
1000 iterations for the cryptographic operations involved and
obtain the average values, as shown in Table IV.

Table III presents a comparison of the proposed HP-OTP and
related schemes in terms of interaction message and overhead.
In contrast to Table I, we selected OTP schemes that provide spe-
cific algorithms. Please note that here, HOTP [5] and TOTP [6]
differ from Google and YubiKey in Table I. The OTP algorithms
provided by RFC standards are the original constructions, which
have flaws such as pre-computation attacks, KCI attack, and
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TABLE III
COMPARISON OF OVERHEADS OF OTP SCHEMES

TABLE IV
EXECUTION TIME OF BASIC OPERATIONS

desynchronization attack, and therefore cannot be directly ap-
plied. Google and YubiKey enhance the original OTP archi-
tecture by introducing additional authentication factors (e.g.,
passwords and USB hardware), thus achieving a more secure
and practical 2FA.

B. Comparative Evaluation

As shown in Table III, in the T/key scheme [9], during the
registration phase, the device constructs a hash chain based on
timestamps and sends the tail node to the server. The device’s
overhead is related to the length (nodes) of the chain, denoted
as k nodes. During the verification phase, the device needs to
calculate the interval from the registration time based on the
current time and divide it to determine the current corresponding
hash chain node. Similarly, the server calculates the chain be-
tween the current time and the tail node. T/Key reduces real-time
computation via hash chains but requires periodic resets and only
supports single-device-factor authentication.

The GTOTP scheme [31] requires 2 messages for registra-
tion and authentication. To enable OTP authentication within
the group, the server needs to maintain a Merkle tree and
validate the OTP of leaf nodes (representing users) based on
the Merkle tree. Neither of the related schemes constitutes
two/multi-factor authentication, thus additional authentication
strategies are needed. In addition, T/key [9] and GTOTP [31] are
vulnerable to desynchronization attacks and require time syn-
chronization, along with additional computational overhead for
preparation. DGTOTP [33] is an optimized version of GTOTP
for dynamic group management, introducing a third-party RA to
share storage and computation tasks. However, it retains 2.70 ms

for device verification and requires group-level key manage-
ment, limiting its applicability to individual user scenarios.

HTOTP [10] is a TOTP-based improved scheme that inte-
grates passwords and OTPs through honeywords, storing decoy
OTP seeds on the server to resist server compromise attacks.
However, it relies on clock synchronization, failing if clock drift
exceeds the time window.

We list the main computational overheads of OTP schemes
and provide an approximate calculation of the computational
time overhead in the same environment. We omit low overhead
operations, so the actual execution overhead is slightly higher
than the theoretical values in Table III. The proposed HP-OTP
does not rely on additional time synchronization. Instead, HP-
OTP is based on the interaction between the server and the
device, and the user’s hardened asymmetric password to achieve
OTP authentication. When the user sends a request from the
login terminal, the server sends an encrypted random parameter
to the user’s device. The device and the server negotiate the OTP
based on the random values and the password, making the OTP
one-time and unpredictable.

The device overhead of HP-OTP in the verification phase
(2.18 ms) is higher than that of symmetric architecture schemes
such as HOTP/TOTP (0.15 ms). The core reason lies in the neces-
sary computational overhead brought by security enhancement.
The specific trade-off relationships are as follows:
� Security cost of asymmetric architecture: HOTP/ TOTP

rely on pre-shared symmetric keys and require one hash
operation to generate OTPs, resulting in simple operation
logic but flaws: the server stores symmetric keys, and once
the server is compromised, adversaries can generate OTPs
(S7. KCI attack in Section III-A). In contrast, HP-OTP
adopts a challenge-response asymmetric design, which
requires an exponentiation operation and one hash oper-
ation. This design aims to integrate password hardening
logic into the device side, enabling the server to only store
a non-reversible verification credential, thereby resisting
server and device compromise attacks (S1. Resistance to
device loss (server compromise) in Section III-A).

� Overhead of integration of password and device: In other
OTP schemes (e.g., HOTP/TOTP [5], [6], T/key [9],
SOS [22]), password verification and OTP verification are
independent processes, allowing adversaries to crack them
separately. HP-OTP implicitly embeds password correct-
ness verification into the OTP generation process through
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TABLE V
PERFORMANCE EVALUATION FOR RESOURCE-CONSTRAINED DEVICES AND CROSS-OS PLATFORMS

the inverse operation—only when the correct password is
entered will the device-side Cs and server-side C ′s satisfy
Diffie-Hellman consistency (Cs = gms·tc ). This integra-
tion requires an additional hash operation and one group
inverse operation, but its benefit is to achieve 2FA security
where “cracking a single factor is ineffective” (S6. Two
(multi)-factor security in Section III-A).

� Efficiency compensation for clock real-time randomness
independence schemes: T/Key [9] and HTOTP [10] rely
on clock synchronization, which reduces real-time com-
putation but requires periodic hash chain reset (T/Key) or
clock calibration (HTOTP), resulting in hidden overhead
(e.g., T/Key takes approximately 150 ms to generate a
1000-node hash chain). By generating random numbersms

(server) and ec (device) in real time, HP-OTP eliminates
synchronization dependence (C2. No clock synchroniza-
tion in Section III-A), replacing periodic high-overhead
operations with minimal real-time computation (2.18 ms),
leading to better long-term deployment efficiency.

The above analysis and experimental data show that the
total device-side overhead of HP-OTP (registration 1.01 ms +
verification 2.18 ms) results in no noticeable latency for users.
Compared to T/Key’s periodic hash chain reset [9], OTPaaS’s
5-message interaction [34], and the security threats of symmetric
OTP schemes [5], [6], HP-OTP maintains lower overhead while
resisting to device/server compromises and forgery attacks.

C. Diversity and Real-World Feasibility

In addition to the analysis of theoretical overhead in
Section VI-B, we supplement multi-dimensional tests covering
diverse devices, network conditions, attack simulations, and
usability metrics. We also present a mobile prototype imple-
mentation to verify real-world deployability.

We extend tests beyond the initial MediaTek Dimensity 8100
to include resource-constrained devices and cross-OS platforms.
Experimental settings and results are presented in Table V.
HP-OTP maintains feasibility even on low-end devices. A low-
end Android device (Snapdragon 450) completes verification in
4.17 ms, approximately 50% slower than the baseline but still
within the millisecond range. IoT devices (ESP32-C3) exhibit
higher overhead but remain practical for scenarios with relaxed
latency requirements, with verification taking about 3 ms. iOS
devices leverage hardware acceleration, achieving slightly better
performance than the Android baseline, demonstrating strong
cross-OS adaptability.

We use tool combinations to simulate network scenarios
(4 G/5 G/WiFi) and measure end-to-end latency, ensuring con-
sistency with real-world network characteristics. We customize

a timestamp logging module in both server-side and device-side
code to record three time points: T1: Server sends the challenge
parameterBs.T2: Device receivesBs and starts OTP generation.
End-to-end latency is calculated asT2 − T1, and we collect 1000
valid samples per scenario to eliminate random errors.

In addition, we test attack-like perturbations to simulate real-
world instability. Given that OTP authentication relies on the
integrity and timeliness of critical message transmission, we
focus on message drop attacks—a common real-world threat
induced by poor network conditions or adversarial jamming.
The design of our attack simulation is tightly aligned with HP-
OTP’s protocol logic in Section IV-B and real-world network
characteristics, ensuring the validity of performance evaluations.
HP-OTP’s verification phase involves only two core messages:
the challenge Bs = Ams

c and the OTP [ec‖u]. To implement
controlled message drops, we use the Linux tc utility to inject
random packet losses into the communication channel. On the
device side, we synchronize network constraints via ADB to
ensure consistent drop rates across both ends of the link.

We select a 20–30% average packet loss rate [49] to
mimic bursty drops. This range reflects the upper bound of
packet loss in harsh but common network scenarios [50].
The tests show that T/Key [9] (relying on time-synchronized
hash chains) experiences a 24% failure rate when packet
loss exceeds 15%, as clock drift breaks hash chain node
matching. HOTP/TOTP [5], [6] suffer desynchronization when
counter/clock updates are lost, leading to failure at 10–15%
loss. By testing at 20–30% loss, the tests explicitly demon-
strate HP-OTP’s advantage in resisting desynchronization, a
core security goal (S8.Resistance to desynchronization attack)
in Section III-A.

To handle message drops, HP-OTP implements a limited retry
mechanism with an exponential backoff schedule (100 ms, 200
ms, 400 ms, 3 maximum attempts). This design is chosen to bal-
ance user experience and network efficiency, with justifications
rooted in protocol characteristics and usability requirements in
Section III-A (C2.No clock synchronization). Even with three
retries, the wait time remains acceptable for real-time login
scenarios. Exponential growth reduces the risk of retry storms,
which are a common issue with fixed backoff, where repeated
immediate retries exacerbate network congestion and increase
packet loss. This aligns with HP-OTP’s goal of minimal infras-
tructure dependence.

Unlike HOTP/TOTP [5], [6], which risk counter desynchro-
nization with retries, HP-OTP’s stateless verification means each
retry generates a fresh ms generated by server and ec generated
by device. The exponential backoff thus only affects timing,
not protocol correctness, ensuring retries do not introduce new
security risks (e.g., desynchronization). This attack simulation

Authorized licensed use limited to: NANKAI UNIVERSITY. Downloaded on April 30,2026 at 07:23:16 UTC from IEEE Xplore.  Restrictions apply. 



DING et al.: HP-OTP: ONE-TIME PASSWORD SCHEME BASED ON HARDENED PASSWORD 3977

TABLE VI
AUTHENTICATION PERFORMANCE METRICS OF HP-OTP UNDER VARIABLE NETWORK LATENCY AND MESSAGE DROP ATTACK SCENARIOS

design incorporates targeted message drops, realistic loss rates,
and user-centric backoff to ensures accurate evaluation of HP-
OTP’s resilience in real-world unstable networks. The results
(87.9%-95.3% retry success rate) confirm that HP-OTP main-
tains practical usability even under adversarial or harsh network
conditions, outperforming existing schemes like T/Key [9],
HOTP, and OTPaaS [34].

Key metrics are shown in Table VI. In a normal network en-
vironment, the Authentication Failure Rate (AFR) is positively
correlated with the packet loss rate, while the Retry Success
Rate (RSR) exceeds 99.8%. Under simulated message hijacking
attack scenarios, the AFR ranges from 7.1% to 12.3%, with the
RSR between 88.2% and 95.3%.

VII. CONCLUSION

We propose an asymmetric OTP scheme named HP-OTP
to address the deficiencies in existing OTP implementations,
including reliance on symmetric seeds, vulnerability under de-
vice or server compromise, and loose coupling between au-
thentication factors. Meanwhile, we list comprehensive se-
curity goals and application requirements as a reference for
OTP implementations. HP-OTP alters the fundamental logic
of OTP in 2FA, shifting from OTP merely signifying the
device to encompassing both password and device. Devices
and servers negotiate OTP based on hardened passwords and
random numbers. We analyze the security properties of HP-
OTP and formally prove the OTP security, password stor-
age and verification security. In real-world testing, the over-
all time overhead for HP-OTP verification remains below 5
milliseconds.
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