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Understanding User Passwords through
Parsing Tree

Ding Wang, Xuan Shan, Yuxuan Wu, Chunfu Jia

Abstract—Passwords are today’s dominant form of authentication, and password guessing is the most effective method for
evaluating password strength. Most password guessing models (e.g., PCFG and Markov) regard passwords as sequences
composed of basic units (i.e., characters/segments), with the information flow being unidirectional (i.e., predicting the next unit
based on the preceding units). However, modeling passwords in a single direction fails to capture users’ password creation behavior
that is actually impacted by the full password context.

Through an in-depth analysis of real-world passwords, we reveal that users often create passwords around a central keyword,
like common words, names, or dates, and then embellish them with numbers or symbols. Based on this observation, we, for the
first time, attempt to parse passwords as trees. Unlike existing sequence models, trees can reveal the semantic connections within
passwords and the logical thought processes users follow when creating passwords. For instance, in the password i loveyou, the
basic units i and you are semantically dependent on the predicate 1ove, forming a natural tree structure.

We propose a trawling guessing model called PassTree and a targeted guessing model based on personally identifiable
information (PIl), named PassTree-Pll. Our extensive experiments demonstrate the effectiveness of our models: (1) PassTree
outperforms its leading counterparts by 0.38%-2.51% when guessing numbers are below 107; (2) PassTree-PIl achieves a cracking
rate comparable to the state-of-the-art RFGuess-Pll proposed in USENIX Security’23, but operates significantly more efficiently,
using only 0.87% of the memory and being 16.60 times faster. Our work provides a new perspective on understanding user

passwords and demonstrates a feasible technical route of applying tree structures to password guessing.
Index Terms—Password guessing, Parsing tree, Trawling guessing, Targeted guessing.

1 INTRODUCTION

Passwords continue to be the dominant authentication
mechanism due to their implementation simplicity [1],
ease of modification [2], and cost-effectiveness [3]. This
trend is expected to persist in the foreseeable future [3]-
[6]. Passwords need to be strong enough to resist guessing
attacks while also being easy for users to memorize. The
growing number of accounts users must maintain has led
to a tendency towards adopting easily guessed passwords
or incorporating personally identifiable information (PII)
into passwords [7]-[9], significantly compromising pass-
word security [10]-[12].

In the broad field of password security and cracking
research, the vast majority of password guessing models
primarily treat passwords as simple sequences of char-
acters for their analyses and processing (as illustrated in
Table 2). For instance, Markov-based password guessing
algorithm [13] assumes that the probability distribution
of each character of a password depends on a specific
length of sequence segment preceding it; FLA [14], based
on recurrent neural networks, posits that the occurrence
probability of any given character is influenced by all of
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its preceding characters. Although effective for deduc-
ing simple or common passwords, this sequence-centric
method overlooks the inherent complexity and diversity
in password creation, thereby neglecting some critical
research perspectives.

The construction of passwords not only mirrors indi-
vidual behavioral habits but is also shaped by a range of
factors encompassing linguistics, psychology, and social
engineering [15]-[18]. Users often incorporate familiar
elements from their lives, like names, dates, and personal
interests, into their passwords [8], [19]. The combination
of these elements extends well beyond what a simple
sequence of characters can convey. For instance, AlSabah
et al. [16] observe that over 30% of passwords contain
names, more than 5% incorporate two-digit birth years,
and 4% include complete phone numbers. Moreover, the
preferences exhibited by users from different cultural
backgrounds in their password selection extend beyond
the reach of sequence analysis [16], [20], [21]. For example,
Chinese users adopt acronyms from the Pinyin version
of Chinese sentences as passwords, like brysjhhrhl
derived from a well-known poem “H HKIIR, FEHA
JE1i”. Similarly, Korean users, guided by their language’s
structure, may use unique combinations of initials, vow-
els, and consonants (e.g., chosung, joongsung, and
jongsung), which differ markedly from Chinese Pinyin
patterns in their passwords [20].

Given these observations, traditional password guess-
ing models, which simplify passwords to character se-
quences, struggle with complex or unconventional pass-
words. This shortcoming has driven researchers to seek
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TABLE 1
The differences among three modeling approaches.

Type PCFG Segmentation BPE Segmentation
wang wang
Sequence 19960107 1996
@ bl 0107 L @123
/ wang \ wang
Graph 19960107 — 123 1996 — @123
L@ 0107
Tree

t To compare the differences among various modeling approaches, the
given password wangl19960107@123 is assumed to be segmented into
wang 19960107 @123 using Probability Context-Free Grammars (PCFG)
[25], and into wang 1996 0107 @123 using Byte-Pair Encoding [26].
A sequential model treats the password as a unidirectional sequence.
Graph-based modeling requires the addition of an undirected edge
between each chunk, even if the chunks appear unrelated. A tree-based
approach can capture the hierarchical structure of the password by
selecting the most critical chunk as the root node (see Sec. 3.2), with
the remaining chunks constructed into subtrees in a recursive manner.

advanced models that better capture the logic of pass-
word generation and user behavior patterns. Passwords
closely resemble human-generated texts in both structure
and semantic information [22]-[24]. In 2013, Rao et al.
[23] found that users subconsciously tend to use grammar
that resembles natural language when creating long pass-
words (aka. passphrases): over 18% of user passwords
contain grammatical structures (e.g., adjective+noun).
Given the high similarity between passwords and natural
language texts, coupled with the thorough previous re-
search on the semantic analysis of passwords, we, for the
first time, explore the feasibility of applying tree structure
to password modeling and propose efficient password-
guessing algorithms based on the tree structure. Tree
structures, with their natural ability to reflect hierarchical
structures and semantic relationships, offer a logically
sound approach to emulating the human process of
password generation.

1.1 Related work

When creating passwords, users often choose sim-
ple, easy-to-remember strings, use personally identifiable
information (PII), or reuse/modify existing passwords.
This behavior makes passwords susceptible to various
guessing attacks, including trawling guessing [14], [25],
[26] and targeted guessing [8], [27], [28]. The former is
guessing passwords for non-specific users, and the latter
targeted guessing uses personal information to crack
specific users’ passwords.

Most current password-guessing models are sequential
and can be categorized by their basic processing units:
Character-level password models (e.g., Markov [29], FLA
[14], and RFGuess [30]) primarily model relationships
between individual characters. These models predict the
next character based on the known prefix, generating
passwords character by character. In contrast, Chunk-level

2

model divides passwords into several chunks according
to certain rules and explores the relationships between
them. In 2009, Weir et al. [25] introduced Probabilistic
Context-Free Grammars (PCFG), forming the basis of
chunk-level models. PCFG divides passwords by char-
acter type, letters (L), digits (D), and special characters
(S). For example, the password wangl123!!! would be
divided into L,D3S3 (subscripts indicate chunk lengths).

Subsequently, several improved Chunk-level models
based on PCFG have emerged. At CCS’16, Wang et al. [8]
proposed the TarGuess framework, suitable for attack sce-
narios involving various types of personal information.
At CCS21, Xu et al. [26] introduced subword segmenta-
tion in password guessing, proposing a Byte-Pair Encod-
ing (BPE) based chunk-level feature extraction algorithm
and developing three chunk-based password guessing
models. The BPE method divides passwords based on
character continuity rather than character types, result-
ing in finer-grained segmentation compared to PCFG.
For example, the password p@sswordl23 might be
segmented into two chunks, DMgDs; (DM means a
mix of two types), rather than four type-based chunks,
L,1S1L¢D3. Cheng et al. [31], [32] employ Point-wise
Mutual Information (PMI) for segmentation and propose
WordPCFG [32] and WordMarkov [31]".

Graph-based methods have so far been used only for
password analysis, and have not been applied to pass-
word guessing. Pasquini et al. [33], for instance, hypoth-
esize that each character in a password depends on the
complete context (i.e., all the other characters), leading to
the representation of passwords as undirected complete
graphs. However, in a complete graph, not every “edge”
is critical (i.e., some characters have little impact on other
characters in the password), especially in long passwords.
For example, the blank in dearbo[Jk123” is likely to be
o, and this judgment does not significantly depend on the
starting and ending characters of the password.

Table 1 illustrates the differences in password modeling
methods. Sequential models capture only unidirectional
information and fail to leverage the hierarchical structure
of passwords. Graph-based models, on the other hand,
require adding edges between every chunk, even with
weak associations, leading to an exponential increase
in edges as the number of chunks grows. This results
in significant computational overhead and can obscure
relevant feature extraction. In contrast, our tree-based
methods naturally incorporate a hierarchical structure,
making them ideal for representing passwords by orga-
nizing keywords, prefixes, and suffixes as root and child
nodes (see Sec. 2.1 for details). This tree representation
closely aligns with users” password construction habits
and the inherent grammatical patterns in passwords.

1.2 Motivations

Tree structures excel at revealing the hierarchical orga-
nization of information. This makes them invaluable in

1. Cheng et al. [31], [32] denote the segments extracted with PMI
as “words”, but their essence is the same as ”“chunks”. To avoid
confusion, we uniformly refer to them as ”chunks”.

2. The symbol (I denotes an unknown character.
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TABLE 2

Different types of password modeling approaches and corresponding typical literature. 1

Chunk-level literature

Weir et al. (2009) [25]
Veras et al. (2014) [35]

Char-level literature

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Narayanan ef al. (2005) [13]
X, Diirmuth et al. (2015) [34]

Illustration

Sequence

Melicher et al. (2016) [14]
Xu et al. (2017) [37]
Fang et al. (2018) [38]
Hita et al. (2019) [40]
Pasquini ef al. (2021) [42]
Wang et al. (2023) [30]

Li et al. (2014) [36]
Wang et al. (2016) [8]
Zhang et al. (2018) [39]
Liu et al. (2018) [41]
Xu et al. (2021) [26]
Cheng et al. (2021) [32]

Graph @"’. g

Pasquini et al. (2020) [33]

Yu and Liao (2019) [43]

Tree @ X3

None None

t The basic units that compose the password, denoted as x;, can be either characters or chunks. We categorize all
PCFG-based algorithms and their variants as Chunk-level sequence structures due to two main reasons: (1) The core of
PCFG is to assign specific ‘tags’ to fragments of different character compositions/semantics, which closely mirrors the
segmentation of chunks by Xu et al. [26] using the BPE algorithm, as both methods focusing on character segments;
(2) Although PCFG can produce grammatical derivations such as Ly —Wang, these derivations usually do not exceed
two levels (e.g., S — L4, Ly —Wang), essentially forming a dual sequence rather than adhering to the potentially infinite

growth characteristic of tree structures.

fields such as natural language processing (NLP), deci-
sion tree development, and the construction of knowl-
edge systems. The logic and thought processes inherent
in creating passwords also echo tree structures’ character-
istics. For instance, users typically begin with a base (e.g.,
a common word, name, or date) and then add charac-
ters or modify existing ones to meet complexity restric-
tions, bypass blocklist detection, or improve password
strength [44], [45], echoing a root-to-leaf progression.
For another example, some grammatically structured,
long passwords (e.g., abiggerbetterpassword and
thereisnomoredOts) [23] naturally conform to a tree
structure. These long passwords are commonly utilized
in brain wallets’.

Through an in-depth analysis of real-world passwords,
we, for the first time, model passwords as trees and explore
password guessing algorithms based on the tree structure.
Generating guesses based on a tree structure is chal-
lenging because of two key issues: (1) Node Definition.
Passwords lack the clear segmentation and grammar of
natural languages. Defining the role and information of
each tree node is critical. Yet, how existing segmentation
methods are applied to construct tree structures and the
effectiveness of such trees in enhancing guessing success
rates remains unclear. (2) Contextual Understanding. The
password parsing tree carries all detailed contextual re-
lationships within the password, including node charac-
teristics and their linkages. Incorrectly extracting context
features may impair model performance, leading to either
overly complex or overly simplistic password guesses.
We primarily focus on improving the efficiency and

3. In 2015, Castellucci [46] cracked a brain wallet containing 250
bitcoins, secured with the passphrase how much wood could a
woodchuck chuck if a wood chuck could chuck wood

success rate of password guessing, while also providing
a new perspective on password security through the
interpretability of the tree structure.

1.3 Contributions
We summarize our main contributions as follows:

o Password parsing tree. Drawing upon an in-depth
characteristics analysis of real-world passwords, we,
for the first time, parse passwords as trees. Compared
to traditional sequence models, the password parsing
tree reveals the semantic connections within pass-
words and the logical thought process users follow
when creating passwords.

e A new technical route for password guessing.
Based on the password parsing tree, we design two
password guessing models: PassTree (for trawling
guessing) and PassTree-PII (for targeted guessing
based on PII). Furthermore, through comparative
evaluation, we provide the optimal model configu-
ration: the BPE password segmentation methods and
stemlikeness calculation based on frequency.
Extensive experiments. We evaluate the superior-
ity of PassTree and PassTree-PII on 11 large-scale
real-world datasets. PassTree has a clear advantage
in small-scale guessing, improving by 0.38%-2.51%
compared to its foremost counterparts. The cracking
rate of PassTree-PII is close to that of RFGuess-PII
[30] (with minor differences ranging from -0.04% to
0.30%), but it has a significant advantage in terms of
memory and time consumption.

2 PAsSSWORD PARSING TREE

In this section, we analyze the characteristics of users’
real-world passwords, demonstrating that users often

Authorized licensed use limited to: NANKAI UNIVERSITY. Downloaded on March 30,2025 at 13:12:37 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Dependable and Secure Computing. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/TDSC.2025.3552583

revolve around a central keyword, which is then embel-
lished with numbers or symbols. Based on this finding,
we propose a method for parsing passwords as trees.

2.1 Analysis of Real-world Passwords

Nearly all websites enforce specific requirements on pass-
word content, strength, and complexity by employing
blocklists, strength meters, and composition restrictions
[47], [48]. In 1999, Adams et al. [49] reveal that in
response to these requirements, users tend to comply with
the minimum effort, employing tricks such as adding
numbers or special characters at the beginning/end of
passwords or incorporating keyboard patterns.

To gain a deep understanding of users’ typical habits in
password creation, we utilize the Password Analysis and
Cracking Kit (PACK) as the analysis tool*. PACK takes an
attack dictionary A and a target analyzed dataset B as
input. For each password PW in dataset B, PACK iden-
tifies the most similar password in dictionary A through
a spell correction algorithm and further adopts the re-
verse Levenshtein paths algorithm to automatically the
transformation rule applied between the two passwords
(e.g., appending 1 is noted as $1)°. For instance, consider
the password dearbook123. If the dictionary includes
the term dearbook, PACK interprets the password as
being generated by appending the numerical sequence
123 (denoted as $123) to the keyword dearbook.

Following the approach of Wang et al. [8], we create
Chinese and English popular password sets with size
10* to serve as dictionaries for PACK. Then, we derive
corresponding collections of cracking rules suited for
Tianya, CSDN, Rockyou, and 000webhost, gaining the
probability distributions of Top-40 rules (see Fig. 1) Our
selected datasets are extensive, offering broad coverage
of various languages and types of websites, and they are
widely utilized in numerous password research studies
(e.g., [26], [27], [30], [47]). These datasets capture the
password construction habits of users from both English
and Chinese language backgrounds, as well as those
with differing levels of security awareness, ranging from
ordinary social portal users to professional website devel-
opers. This diversity ensures the comprehensiveness and
reliability of our analysis.

As illustrated in Fig. 1, suffix appending (indicated by
symbol $) and prefix appending (indicated by symbol
"~ ) dominate the entire Top-40 modification rules and
suffix appending is the most favored modification. This
highlights a widespread strategy for enhancing password
complexity to satisfy security needs: users often create
passwords around a central keyword, like common
words, names, or dates, and then embellish them with
numbers or symbols. This insight forms the foundation
for constructing PassTree.

Further analysis of Fig. 1 offers noteworthy obser-
vations. When it comes to suffix additions, numerals
dominate, including sequences (e.g., 123, 12), specific
years (2009, 1987), and meaningful digits (e.g., 520,

4. PACK toolkit: https:/ /github.com/iphelix/pack
5. A detailed explanation of rule representation can be found in
https:/ /hashcat.net/wiki/doku.php?id=rule_based_attack
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Tianya CSDN Rockyou

000webhost

00013 0.0040! 0.0023!

Fig. 1. Top-40 modifying rules and their probability distributions of
each dataset. Symbols follow the conventions of hashcat’s built-in
rule set, where = means doing nothing, $ signifies appending a
suffix, and ~ denotes prepending a prefix. Suffix appending and prefix
prepending dominate the Top-40 modification rules.

000

1314). For the 000webhost, which has specific character
composition requirements, the most favored suffixes are
123, 1, and 12. All of these observations indicate the vulnera-
bility of passwords to rule-based dictionary attacks, as users
tend to employ predictable rules to modify their passwords,
thereby compromising the security of their passwords.

2.2 Parsing Process

Compared to natural language, passwords are unique
primarily in their length and lack of clear lexical seg-
mentation. In 1996, De Marcken [50] introduce a theory
for unsupervised lexicon acquisition focusing on two
central concepts: composition and perturbation. Compo-
sition suggests lexicons arise from existing ones (e.g.,
joystick=joy+stick), whereas Perturbation indicates
that these combinations yield new meanings (joystick
conveys more than just joy and stick combined). Ex-
panding on this concept, Creutz and Lagus [51] proposed
a recursive model for vocabulary extraction. This model
posits that a word can be a single string or recursively
constructed from two subwords, which, in turn, can be
divided into smaller units. For instance, as illustrated in
Fig. 2, straight forwardness is composed of the stem
straight forward and the affix ness.
The composition and per-

turbation theory is also straightforwardness
. /\
apphcable to passwords. straightforward ness
passwords can be seen as —
. straight forward
the concatenation (Com- by

position) of chunks, but for ward

due to the presence of Fig. 2. The hierarchical segmenta-
Perturbation, the overall tions of straight forwardness.
strength of a password is not merely the sum of the
strengths of its constituting chunks. Users often create
passwords around a core idea, such as a common word,
name, or date, adding digits, special characters, or other
elements (see more details Sec. 2.1). Therefore, passwords
can be parsed as trees with stems and affixes (the
selection of stems and affixes is described in Sec. 3.2),
and the parsing process can be formalized as context-free
grammars, as follows:

Authorized licensed use limited to: NANKAI UNIVERSITY. Downloaded on March 30,2025 at 13:12:37 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.


https://github.com/iphelix/pack
https://hashcat.net/wiki/doku.php?id=rule_based_attack

This article has been accepted for publication in IEEE Transactions on Dependable and Secure Computing. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/TDSC.2025.3552583

000webhost.com qwerty123

[ webhost ]

e [ qwerty ]
[000] [com] T
T T [123]

008hotboy p@ssword

[ hotboy ]

P, [ p@ssword |

[008] T

Fig. 3. Four examples of password parsing trees. X represents the
leaf node that cannot be further derived (i.e., Null). The selection of
the root node is described in detail in Sec. 3.2.

o (PW)—(STEM);
o (STEM)—(STEM)+(STR)+(STEM)—(STR)—Null;
« (STR)— [\0x20-\0x7E] ™.
(PW) symbolizes the password and acts as the starting
variable. (STEM) represents the stem and can be derived
through production rules (e.g., 008hotboy\(STEM)—
008\ (STEM) + hotboy\(STR)+ Null, 008\(STEM) —
Null+008\ (STR)+Null). (STR) denotes a printable ASCII
string, and Null refers to an empty string, both of them
serve as a terminal symbol that cannot be further derived.
In Fig. 3, we display four examples of password parsing
trees based on our proposed grammar rules. By conduct-
ing an in-order traversal of the password tree, we re-
trieve the original password. For example, traversing the
tree for 000 webhost . com yields K000Xwebhost
X .XcomM, reconstructing the original password.

3 PASSTREE: A PASSWORD GUESSING MODEL
BASED ON PARSING TREE

In this section, we outline the foundation of our guessing
model, focusing on password segmentation and root
node selection. Next, we present two tree-based password
guessing models: PassTree for trawling guessing and
PassTree-PII for Pll-based targeted guessing.

3.1 Password Segmentation Method

Most password security analysis focuses on individual
characters, tracking their frequency of use, position pref-
erence, and inter-character probabilities. For example,
uppercase characters tend to appear at the beginning
of passwords [52]. However, growing evidence shows
that character-level scrutiny neglects passwords’ semantic
and structural aspects [19], [23], [24], [35]. When creating
passwords, people tend to use words (e.g., password)
or phrases (e.g., letmein) with specific meanings, and
sequences with particular patterns (e.g., keyboard se-
quences like gwert, or thyming patterns like 4ever) [19],
naturally forming chunk structures within the passwords.

Probabilistic Context-Free Grammar (PCFG) proposed
by Weir et al. [25] divides passwords into multiple
segments based on character types. Building upon PCFG,
enhanced guessing models are derived by incorporating

© Zxcvbn

Matched sequence

—>
p@ssword1239aophf p@ssword
123

9aophf

Dictionary
Sequence Chunks
p@ssword

123

Random

® PCFG

Matched sequence

9
aophf

PCFG-Chunk is only used for
segments tagged as random.

Fig. 4. The workflow of Zxcvbn-Chunk. Chunks tagged as “random”
represent sequences that the dictionary doesn’t match.

additional semantic and PII tags (e.g., PCFGv4.1 [53] and
Targuess-I [8]). Diverging from PCFG’s character-based
segmentation, Xu et al. [26] utilize Byte Pair Encoding
(BPE) to segment passwords into multiple chunks, where
a chunk is defined as a sequence of frequently paired
characters. Essentially, chunks segmented by BPE and
segments used in PCFG serve the same purpose and can
be regarded as one concept.

Xu et al.’s [26] password segmentation approach, rely-
ing on BPE, necessitates manually selecting an average
chunk length (denoted as Avg_len) as the termination
condition, and the parameter setting directly affects the
guessing success rate. Specifically, the optimal Avg_len
is 1.8 for Chunk-level Markov, and 4.5 for Chunk-level
PCFG, while no universal Avg_Len setting works well
for Chunk-level FLA across all datasets.

Considering that BPE-based methods require training
on different datasets and their parameters are not uni-
versal, we design a dictionary-based segmentation ap-
proach using Zxcvbn [54] that does not require additional
training. (see Fig. 4). The dictionary-based segmentation
algorithm identifies semantic units within passwords
using a preset dictionary, effectively recognizing standard
vocabulary, slang. Moreover, the dictionary approach not
only reduces errors in understanding password semantics
but also quickly adapts to emerging or variant vocabular-
ies through lexicon updates.

Furthermore, based on the grain size of the segmen-
tation and the required “materials”, we categorize pass-
word segmentation algorithms into five levels. Each level
denotes distinct strategies and the resources relied upon
for computation, ranging from basic character-level seg-
mentation to more complex semantic analysis (see Table
3 for detailed information):

o Level-1: Char-level. The most refined of segmenta-
tion, treating each character as the basic unit of the
password, including 96 printable ASCII characters.

o Level-2: PCFG-Chunk. Segments passwords by char-
acter types, ignoring relationships between char-
acters. Thus, it struggles to deal with sequences
with diversity yet regular patterns like keyboard
sequences (e.g., 1g2w3e) or leet (e.g., p@ss).

o Level-3: BPE-Chunk. Segmentation is based on the
closeness of token associations. BPE is a represen-
tative algorithm. The PMI-based segmentation pro-
posed by Cheng et al. [32] also falls into this category.
Such algorithms require parameter configuration.

o Level-4: BPET-Chunk. A supplement to the BPE-
Chunk, partially solving the problem of incomplete
segmentation and the loss of latent patterns due
to inappropriate parameter settings. It iteratively
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TABLE 3
Hierarchy of segmentations (take p@ssword1239 as an example).

Level Method Example Detailed description

#1  Char-level P
#2  PCFG-Chunk p
#3  BPE-Chunk p
#4 BPET-Chunk pess 1239
#5  Zxcvbn-Chunkp@ss123 9

Character-by-character slicing.
Based on character type.
Iteratively merge the most common tokens?.

Aggregate consecutive chunks with the same type.
Based on dictionaries.

I Tokens are the basic units that encompass both characters and segments.

TABLE 4
The magnitude of chunk collection with various chunk methods.*

Dataset Tianya CSDN Rockyou 000webhost
Char-level 96 96 96 96
PCFG-Chunk 9,377,935 3,059,678 8,379,191 6,586,810
BPE-Chunk 14,857 20,078 13,047 41,786
BPET -Chunk 9,354,524 3,041,877 7,994,924 6,080,337
Zxcvbn-Chunk 4,865,352 2,054,088 5,626,514 7,424,101

1 Avg_Len. of the BPE-Chunk is 3.0.

merges all consecutive chunks with the same type
(e.g., 1999 10 15-+19991015).

e Level-5: Zxcvbn-Chunk. Segment passwords using
a dictionary to maximize the retention of semantic
information, and no parameter settings are required.

To clearly compare the granularity across various seg-
mentation methods, we record the sizes of chunk collec-
tions obtained from segmentations at five levels across
Tianya, CSDN, Rockyou, and 000webhost. As illustrated
in Table 4, the PCFG-Chunk segmentation method typi-
cally generates the largest set of chunks. The size of chunk
collection obtained by BPET-Chunk method is larger than
that of BPE-Chunk method.

3.2 Root Node Selection

The stem forms the core of a word, serving as the
foundation for morphological changes and derivations.
The stem inherently possesses the capability to form
words and usually remains constant despite any changes
in the word’s form. For instance, the stem play is
consistent across variations such as player, played,
and playing. Regarding the selection of stems, there’s
an intuitive principle: stems are usually longer than their
accompanying affixes [51]. This is because the stem is the
fundamental part that carries the core meaning of a word,
while affixes are shorter letter combinations attached to
the stem to modify the meaning or create a new word.
Nevertheless, this principle is not without exceptions,
particularly in certain complex compound words where
the affix may approach or equal the stem in length.

The stem of a password determines the structure of
the entire password tree, as the stem of a string is the
root node of each subtree it corresponds to. To evaluate
how likely it is for a chunk within a password to be the
considered stem, we propose stemlikeness as a metric. We
heuristically select two key features of password chunks
to calculate stemlikeness:

o Length: In recognizing that longer words typically
convey more specific and rich information in natural
language, we consider length a crucial metric for
evaluating the potential of a chunk to become a
password stem. This is quantified using the formula
Stemlikeness(chunk)=Sigmoid(chunk.length — 3) .

6
Input Password Tree Building Instantiations
000webhost.com [webhost Node Node Info.  Chunk
Chunk List Type: L,
[000] [webhost] [.] [com] # Left:D; | webhost
v Right: Ly
[ Type: D,
v #2 Left: X 000
Stemlikeness: ] Right: &1
[000] 0.50 = —
[ -
webhost . - #3 Left: X com
[webhost]  0.98 e J g
[ 0.12 & Right: 50
Qe Type:
[com] 0.50 & vper
Hw#s Typem
[ ] 0.92 Type: S;
[008] 0.23 Left: 1
[hotboy] 0.72 Right: B
#7 Type:®
[p@ssword] 0.89 ype
[123] 0.47

Fig. 5. The training process of PassTree. During tree construction,
the chunk with the highest stemlikeness is selected as the root node.
Each node is numbered in a hierarchical order, and chunk distribution
is documented according to the node type and its children’s types.

o Frequency: The frequency of chunks in passwords
mirrors user preferences. We can measure the like-
lihood of a chunk becoming a password stem by
Stemlikeness(chunk) = chunk. fregency.

It should be noted that we adopt the Sigmoid function
(.e., o(z) = 1+i—w) to normalize length values to [0,1].
This function, being strictly monotonic, ensures its output
gradually approaches 1 as chunk.length increases, but
the growth rate slows down, preventing the overem-
phasis on the priority due to excessively long chunks.
To identify meaningful stems, typically not very short,
we’ve incorporated a length threshold in our metric (i.e.,
chunk.length — 3).

Additionally, we assess stemlikeness by multiplying
the normalized length value by the chunk’s frequency:
Stemlikeness(chunk)=Sigmoid(chunk.length — 3) X
chunk. frequency. This formula favors chunks that are
not only of suitable length but also commonly found in
passwords, identifying potential stems like 123456,
iloveyou, and angel.

3.3 PassTree: A Trawling Guessing Model

Password Tree Construction. Constructing the password
tree is vital for training. As described in Sec. 2.2, the
workflow of building the password tree is essentially an
iterative construction of a binary tree. We begin with the
list of password chunks, selecting the stem (i.e., the chunk
with the highest stemlikeness) as the root node. The left
and right subtrees are then constructed recursively by
applying this selection process to the chunk lists adjacent
to the current stem. This method parses a password as
a tree that carries all detailed contextual relationships
within the password, including node characteristics and
their linkages. The details of constructing password tree
are provided in Algorithm 1.

Tree Templates Extraction. The height of the password
tree and the nodes it contains reveal the complexity of
passwords. We obtain the structural characteristics of
the tree by level-order traversal. More specifically, we
traverse and record the chunk type each node represents
in level-order, marking leaf nodes as Null (notated as X
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Algorithm 1 Password tree construction.

Algorithm 2 The generation process of PassTree.

1: function BUILDTREE(Chunk List)
if ChunkList is empty then
return Null
end if
StemIndex < FINDSTEMAINDEX(ChunkList)

/* The index of the chunk with maximum stemlikeness. */
Root + new TreeNode(Chunk List[StemIndex])
Root.left«—BUILDTREE(C hunk List[0:StemIndex])

/* Recursively constructs the left subtree. */

N

8: Root_Node.right<-BUILDTREE(Chunk List[StemIndex+1:END])

/* Recursively constructs the right subtree. */
9: return Root
10: end function

Tree template CurType(Left, Right) ~ Chunk  Prob.

Ly(Dy Ly) password 037 |
) Ly(Ds Ly) linkedin 033 |
Ly(D;, Ly) j

LyD,L;XKS, KX 040 ----
LRLERREE 020

Dy(5d, BJ) 123 050
Dy(54, B4) 000 027
Dy(2, )

LD HHKEEE  0.15
DRRRKRKXE  0.15

23password! LS, ) abe 033
Pr(123pa diabe) e Node#3{(Ly) LS, &) thx 033
=0.4-037-05-0.33 0.5 <= L .

LXD,KXKEE  0.01

L,DiL;S,D,S, KK 0.01
0.01 =0.01221

S, ) ! 05 |
) S,(EL K) * [
$,(14, ) ;

L;D,D; MRKKK

Fig. 6. An illustration of generating passwords by PassTree. The tree
template stores the nodes in a hierarchical order, with X representing
a leaf node. The content for a node’s chunk is determined by its type
and the types of its two child nodes.

in Figs. 5 and 6) We follow the same method as Xu et al.
[26] to represent password chunks:

e Ly, Uy, Dy, S, denote password chunks of lower-
case letters, uppercase letters, digits, and symbols of
length n, respectively.

« DM,,, TM,,, FM,, indicate password chunks combin-
ing two, three, and four character types of length n,
correspondingly.

Taking the password 000 webhost . com forming

the tree shown in Fig. 5 as an example, its tree template is
L7D3L3XXS;X. To enhance the interconnectivity between
nodes in the password tree, the distribution of chunks for
each node is influenced by its type and the types of its
two child nodes, as detailed in Fig. 5.
Generation. In the generation’s initial phase, we select
the tree template with the highest probability. When
selecting the chunk for a specific node, except for the
type of the current node (e.g., Ls), the types of the
left and right child nodes are also taken into account.
Furthermore, we allocate an update index (i.e., pivot) to
each password tree, to determine which node is ready
to be updated. We place each password tree into a
priority queue and repeatedly pop the tree with the
highest probability. By performing an in-order traversal,
we obtain the complete guessed password. The detailed
process is illustrated in Algorithm 2, and Fig. 6 provides
a clear visual representation of generating the guessed
password 123password!abc.

3.4 PassTree-Pll: A Targeted Guessing Model

Nearly all trawling password guessing algorithms can be
adjusted into targeted guessing algorithms based on PIL
For example, the original PCFG [25] and the PCFG-based
TarGuess-1 [8], as well as the original Markov [13] and

1: function GENERATION(Trees,Nodes)
/* Trees = [(Templatey ,tPro1),. . . (Templatey, tProy)] */
/* Nodes record the distribution of different types of chunks
within each node. */
Initialize an empty queue Q.
for (Template,tPro) in Trees do
/* Traverse each node of Template. */
4 while index <len(Template) do
5: Node;=Template[index]
6 tNode;=GETTYPE(Node;)
/* Get the types of left and right child nodes of Node;. */
7: tLeft,tRight=GETCHILDNODETYPE(Template,Node;)
/* Get the highest-probability chunk meeting all constraints, and
0 denotes top priority among nodes of the same class. */

8: Template[index]=GETCHUNK (tNode;,tLeft, tRight,0)
9: Template[index].piror=0
10: end while
11: Q.enqueue(Template,0)
12: end for
13: Initialize an empty guessing passwords list G.
14: while not Q.isEmpty() do
15: Tree,pivot=0Q).dequeue()
/* Guesses are obtained by performing an in-order traversal. */
16: G.append(INORDERTRAVERSAL(Tree))

/* The pivot value helps determine which Node in the Tree needs
to be updated. */

17: while pivot <len(Tree) do

18: Tree’=DEEPCOPY(Tree)

19: tNode= GETTYPE(Tree’[pivot])

20: Tree’[pivot].piror+=1

21: prior= Tree’[pivot].prior

22: tLeft,tRight=GETCHILDNODETYPE(Tree’,tNode)

/* Each node’s chunk will be updated in accordance with its
priority value prior. */

23 Tree’[pivot]=GETCHUNK(tNode,tLeft, tRight,prior)
24: Q.enqueue(Tree’,pivot)

25: pivot+=1

26: end while

27: end while
28: return G
29: end function

Targeted-Markov [47]. The essence of these adaptations
involves the integration of PII as fundamental units, as
detailed in [8], [47]. Next, we provide a comprehensive
explanation of our PassTree-PII.

The core of Pll-based guessing algorithms lies in
identifying and matching PII in passwords. Existing
approaches are generally classified into three categories:
(1) Length-based matching methods [55] focus on fields
at least three characters long, using the nearest-longest
matching strategy (e.g., helloalice816 was tagged as
helloNsB3); (2) Type-based matching methods [8]
categorize PII and its variants more finely, still adopting
the nearest-longest strategy for precise labeling (e.g.,
zhang01021993 could be tagged as either N3By or
A;Bs5). Notably, in length-based matching [55], the
numeric subscripts denote length, while in type-based
matching [8], they represent the variant type of the PII
field. (3) Approximate optimal matching methods that
minimize information entropy [30], using frequency
statistics to disambiguate labels.

We choose the matching method that minimizes in-
formation entropy (i.e.,, Category-3) for two primary
reasons: firstly, in length-based matching, the setting of
the length threshold influences the results, leading to
significant shortcomings in generating password guesses
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[8]. Secondly, type-based matching can produce multiple
potential labels for the same password due to the prioriti-
zation in label matching. The approach of minimizing in-
formation entropy addresses these challenges effectively.

Building on the PassTree algorithm, we extract the PII
and its variants from passwords as outlined in [30] and
assign corresponding tags. Personal information tags are
considered the same level as L, D, S. Following this, sim-
ilar to the processing flow of the PassTree algorithm for
trawling guessing, we proceed with algorithm training
and the generation of guessed passwords.

4 EXPERIMENT

In this section, we introduce the datasets used for the
experiment, the detailed experimental setup, and the
analysis of the results of both trawling and Pll-based tar-
geted guessing experiments. Additionally, we thoroughly
investigate how the tree structure and the size of the
training set influence PassTree’s performance.

4.1 Datasets and Ethical Consideration

Datasets. We evaluate PassTree and leading guessing
models on 11 large-scale real-world datasets (refer to Ta-
ble 5), a total of 167.75 million (M) passwords. Following
Wang et al.’s methodology [19], we exclude non-ASCII
and passwords exceeding 32 characters in length, as they
are unlikely generated by humans. The datasets contain-
ing personally identifiable information (PII) are marked
with the suffix ”-PII”, and these datasets are widely
utilized in related research of targeted password guessing
(e.g., [8], [30], [56], [57]). The PII we use in the following
evaluation includes email addresses, usernames, names,
birthdays, and phone numbers.

Ethical considerations. Although the datasets used in our
study have been widely utilized in previous password
research [8], [26], [30], it is crucial to acknowledge that
these datasets contain sensitive information. To address
potential privacy concerns, we only disclose aggregated
statistical data and ensure individual account informa-
tion remains confidential. To further protect against data
breaches, these datasets are processed on computers that
are not connected to the Internet. Despite the possibility
that these datasets might have been previously exploited
for nefarious purposes, our research aims to help security
administrators and users evaluate password security and
discourage the use of weak passwords. The public avail-
ability of our datasets from multiple online sources also
guarantees the replicability of our results.

4.2 Experimental Setup

We select advanced and representative password guess-
ing models corresponding to the respective attack scenar-
ios for comparison with PassTree (trawling guessing) and
PassTree-PII (Pll-based targeted guessing). It is impor-
tant to note that password guessing can be categorized
according to attack scenarios. Some advanced password
guessing models are not selected because they do not
fit the attack scenarios addressed in this paper (e.g.,
Pass2Edit [27] and POINTERGUESS [28] are designed for
attacks that exploit users’ existing passwords).

8

Experimental setup for trawling guessing. Based on
the comparative analysis in Sec. 4.3, we select the most
favorable segmentation method and stemlikeness calcu-
lation method for PassTree. This involve utilizing the
Byte-Pair-Encoding (BPE) algorithm to tokenize pass-
words and calculating stemlikeness based on frequency
of occurrence. Furthermore, for the reference evaluation
algorithms, we follow either the recommended parameter
configurations by the original authors or those validated
through experiments to ensure fair comparisons:

o Xu et al. [26] suggest that the CKL_PCFG performs
optimally when the average length of the chunks
Avg len=4.5. We adopt the same termination condi-
tion as recommended.

o For FLA [14], we adopt the recommended network
structure, which consists of three layers of LSTM
with 200 neurons per layer and two layers of fully
connected layers.

o RFGuess [30] is configured with 30 decision trees, as
recommended.

o As for the Markov algorithm, we follow the research
findings by Wang et al. [19] and set the order to 4
because this parameter configuration yields optimal
results for small-scale guessed numbers (< 10°).

We extract a total of 10 million passwords from the
dataset for training, and then randomly select 100,000
passwords from the remaining dataset for testing.
Experimental setup for targeted guessing. Similar to
trawling guessing, we calculate stemlikeness based on
frequency of occurrence for PassTree-PII. Due to the rela-
tively small data size in this scenario, the BPE algorithm is
unable to reach the predetermined termination condition.
Therefore, we choose to use the Zxcvbn-Chunk parti-
tion method. The targeted password guessing algorithms
based on personally identifiable information (PII) used
for comparison are Targuess-I [8] and RFGuess-PII [30].
Targuess-I is currently the most influential algorithm in
the field of targeted guessing, serving as the founda-
tion for many Pll-based targeted guessing algorithms.
RFGuess-PII is a recently proposed random forest-based
guessing algorithm that represents the state-of-the-art in
PlIl-based targeted password guessing algorithms. Due to
the low efficiency of RFGuess-PII when the data scale is
large, we partition all datasets except Clixsense-PII into
training and test sets at a 4:1 ratio. For the Clixsense-
PII dataset, we extract five million passwords for training
and 100,000 passwords for testing.

4.3 Analysis of Trawling Guessing

The cracking rate curves for each model can be seen in
Fig. 7 and detailed cracking rate values are summarized
in Table 7. PassTree exhibits a consistent advantage when
the number of guesses is small (< 10°%). Compared
to CKL_PCFG [26], PassTree shows an average perfor-
mance improvement of 1.25% with only 10 guesses,
2.51% improvement with 100 guesses, 2.21% improve-
ment with 102 and 10* guesses, 1.71% improvement with
10° guesses, and still achieves a 0.38% improvement with
10° guesses. It is generally observed that PassTree gen-
erally performs better in English scenarios compared to
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9
TABLE 5
Basic information of the password datasets leaked from 11 web services (“PWs” represents passwords).

Dataset Language  When leaked Original PWs  After cleaning =~ Removed  Service With PII
Sohu Chinese Oct. 2015 14,755,046 14,607,567 1.00% Portal X
Tianya Chinese Dec. 2011 30,816,592 30,807,530 0.03% Social forum X
Dodonew Chinese Dec. 2011 16,282,286 16,026,270 1.57% E-commerce & Gaming X
Rockyou English Dec. 2009 32,603,387 32,451,348 0.47% Social forum X
000Webhost English Oct. 2015 15,299,907 15,183,445 0.76% Web hosting X
LinkedIn English Jan. 2012 54,656,615 54,534,564 0.23% Job hunting X
12306-PII Chinese Dec. 2014 129,303 129,303 0% Train ticketing (4
CSDN-PII Chinese Dec. 2011 77,216 77,216 0% Programmer (4
Rootkit-PII English Feb. 2011 69,330 69,090 0.01% Hacker forum (4
ClixSense-PII English Sep. 2016 2,222,045 2,222,045 0% Paid task platform (%4
COMB-PII Mixed Feb. 2021 863,239 863,239 0% Mixed (4

T We remove passwords that contain non-ASCII characters or longer than 32.
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Fig. 7. Experiment results of our PassTree and other guessing models (i.e., FLA [14], CKL_PCFG [26], PCFGv4.1 [53], RFGuess [30] and
Markov [29]). PassTree generally has an advantage when guess number < 106.

Chinese scenarios. The outstanding performance of PassTree We categorize the passwords based on the number of
in small-scale guessing, especially with 10* guesses or less, ~character types and their lengths, dividing them into four
indicates its suitability for online guessing scenarios with strict  classes: 1class8, 1classl6, 3class12, and 4class8 (where

limitations on the number of allowed guesses. xclassy indicates that the password contains at least x
types of characters and has a minimum length of y).
The poportion of password cc-)rggll_esitti;es across different datasets. As shown in Table 4.3, the modgl achieves the lowest
cracking rates on 000webhost with the most complex
Dataset 1class8 1class16 3class12 4class8 passwords, while it attains higher cracking rates on
000webhost 86.09% 6.94% 8.55% 157% datasets with relatively simpler password compositions
Linkedin 70.32% 0.64% 1.08% 1.05% (e.g., RockYou, Tianya). Additionally, users’ cultural back-
Rockyou 50.49% 0.76% 0.64% 0.16% grounds and security awareness, as well as websites’
Dodonew 69.29% 049% 043% 0.05% password policies, all influence password strength [19].
Sohu 53.55% 0.41% 0.40% 0.06%
Tianya 50.63% 0.61% 0.70% 0.06% 4.3.1 Analysis of Password Tree
t Background color indicates the dataset with the highest The structure of the password tree depends on the

proportion. Here 1class8 indicates that the password contains at password segmentation method and the metrics used
least one type of character and has a minimum length of six. The  for calculating stemlikeness. Here, comparative experi-
other categories follow the same logic. ments are conducted to identify the optimal segmentation
Considering the variations in cracking rates across method and stemlikeness calculation metrics, thereby

different datasets, we adopt the method used in [14] to determining the op’@nal approa.ch for Construc.ting the
quantify the complexity of passwords in various datasets. Password tree. Additionally, an in-depth analysis of the
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TABLE 7
Cracking rates of different algorithms (Training set size=109).1

Dataset Algorithm 102 10° 10* 10° 10°
PassTree 11.55% 15.99% 25.62% 38.77% 49.09%
CKL_PCFG [26] 11.39% 15.72% 25.35% 38.54% 47.85%
Tianya PCFGv4.1[53]  11.01% 14.39% 23.63% 34.42% 45.32%
RFGuess [30] 8.49% 12.45% 16.90% 27.98% 40.37%
Markov [13] 9.32% 12.69% 17.27% 30.29% 42.45%
FLA [14] 11.50% 15.48% 24.14% 35.74% 46.22%
PassTree 8.82% 13.42% 21.00% 34.52% 46.67%
CKL_PCFG [26] 8.58% 13.07% 20.44% 33.91% 46.12%
Sohu PCFGv4.1[53]  7.45% 12.39% 19.23% 31.30% 47.37%
RFGuess [30] 7.73% 11.70% 18.06% 29.37% 43.60%
Markov [13] 7.58% 10.79% 15.22% 24.91% 37.47%
FLA [14] 8.73% 13.06% 19.97% 31.19% 41.74%
PassTree 557% 8.60% 13.58% 21.49% 28.84%
CKL_PCFG [26] 5.39% 8.31% 13.11% 21.06% 28.82%
PCFGv4.1[53]  5.27% 7.35% 10.91% 18.94% 26.14%
Dodonew
RFGuess [30] 544% 8.39% 13.17% 20.71% 28.78%
Markov [13] 450% 6.72% 9.25% 15.86% 23.70%
FLA [14] 551% 8.35% 12.86% 19.78% 27.31%
PassTree 453% 11.18% 22.04% 35.74% 47.71%
CKL_PCFG [26] 4.45% 11.04% 21.85% 35.21% 47.05%
Rockyou PCFGv4.1[53]  4.42% 10.33% 20.61% 32.87% 46.20%
RFGuess [30] 2.78% 6.81% 15.83% 27.21% 41.33%
Markov [13] 3.43% 7.95% 15.82% 26.30% 40.54%
FLA [14] 4.34% 10.79% 20.45% 31.95% 44.43%
PassTree 213% 531% 11.31% 19.51% 27.99%
CKL_PCFG [26] 2.04% 521% 11.12% 19.09% 28.34%
L PCFGv4.1[53]  1.75% 5.01% 10.41% 18.26% 25.35%
Linkedin
RFGuess [30] 145% 3.17% 7.49% 14.12% 23.12%
Markov [13] 1.30% 2.86% 6.20% 11.39% 20.66%
FLA [14] 2.03% 5.08% 10.30% 17.34% 26.63%
PassTree 228% 4.20% 7.48% 13.40% 22.68%
CKL_PCFG [26] 2.25% 4.11% 7.24% 13.12% 23.08%
000webhost TCFGVALI53]  1.12%  243% 495% 892% 1524%
RFGuess [30] 215% 4.01% 7.14% 12.34% 19.36%
Markov [13] 1.61% 293% 4.96% 7.83% 12.50%
FLA [14] 1.98% 3.62% 6.14% 10.01% 15.45%

1 Background color indicates the model with the highest cracking rate.

passwords cracked by PassTree is conducted from the
perspective of the password tree.

Impact of segmentation method. We combine the Rock-
you and Tianya datasets to create a mixed dataset (i.e.,
“"Mixed” in Figs. 9 and 8). Then we extract 10 million
passwords from Rockyou, Tianya, and the mixed dataset
separately as the training set, and 100,000 passwords from
the remaining data as the test set. The results (shown
in Fig. 8 indicate that BPE-Chunk yields significantly
better results compared to the other methods. When
the guess number < 10%, the results for different seg-
mentation methods are quite similar. However, as the
number of guesses increases, the advantages of BPE-
Chunk and Zxcvbn-Chunk become more pronounced,
while PCFG-Chunk performs the worst. BPEPlus-Chunk
exhibits notable differences in performance compared to
other partitioning methods when the guess number <
10%. One possible reason is that BPEPlus-Chunk merges
two consecutive chunks of the same type, which disrupts
the original features of BPE-Chunk. Consequently, the
frequency of common short chunks decreases, making it
difficult to generate guesses with corresponding chunks
under small-scale guessing scenarios.

Impact of metrics for stemlikeness. Stemlikeness can be

10

TABLE 8
Impact of stemlikeness calculation methods
(M represents a million).t

Dataset pe=  10*  10°  10° Dataset jome o 10*  10°  10°
, Freq. 25.00% 34.09% 44.39% Freg. 21.50% 29.95% 39.73%
Tanya Len, 24.99% 34.32% 44.28% |R9KYOU o 21.49% 29.68% 39.64%
Freq.&Len. 25.00% 33.88% 44.35% Freq.&Len. 21.50% 29.87% 39.64%
_ Freq. 25.73% 38.09% 47.75% Freq. 22.12% 35.20% 46.17%
Janya e, 25.73% 38.09% 47.56% | oYU Len, 22.12% 35.20% 45.90%

Freq&Len. 25.73% 38.09% 47.76%
Freq. 25.62% 38.77% 49.09%
Len. 25.62% 38.77% 49.00%
Freq.&Len. 25.62% 38.77% 49.06%

Freq&Len. 22.12% 35.20% 46.01%
Freq. 22.04% 35.74% 47.71%
Len. 22.04% 35.73% 47.60%
Freq.&Len. 22.04% 35.74% 47.69%

Tianya Rockyou
oM 10M

1 Background color indicates the model with the highest cracking rate.

considered as the weight of chunks, and we compare the
cracking rates of the PassTree using different metrics for
stemlikeness to identify the optimal metric. The results
in Table 8 indicate that the choice of different metrics
has minimal impact on the results, and there is almost
no effect when the number of guesses is less than 10%.
When the number of guesses exceeds 104, the impact
of stemlikeness on the cracking rate is generally within
0.1%. However, it is still observable that using frequency
as stemlikeness is most advantageous for our PassTree.
Analysis of root nodes. In Sec. 2.1, it is mentioned
that users construct passwords by adding prefixes or
suffixes to keywords. The hierarchical structure of the
password tree positions these keywords at the root nodes.
Therefore, we take an analysis of the content at the root
nodes of the password tree. More specifically, password
trees are constructed from the passwords cracked by our
PassTree, followed by an enumeration of the different
chunks at the root nodes.

TABLE 9
Top-10 common chunks of the root node.*
Rank ALL L D S u DM
1 123456 wang 123456 #5%° COM al23456
2 123456789 password 123456789 **xx%% NULL abcl23
3 111111 zhang 111111 ..., MA  123456a
4 198 ita 198 2222272 NA a321654
5 000000 ing 000000 AR PI 123gwe
6 123123 iloveyou 123123 ————- BABY 123abc
7 5201314 ie 5201314 xsx*xxk*%x IN ql23456
8 1986 man 1986 e+ttt TA asdl23
9 1984 love 1984 #$%& BU 1qg2w3edr
10 1985 chen 1985 ........ LOVE 1lgaz2wsx
Proportion 100% 31.90% 46.88% 0.15% 0.67% 19.36%

‘LL,D,S,U represent chunks consisting of lowercase letters, digits, special characters,
and uppercase letters, resizlectively Chunks contain two types are denoted b?l DM.
Considering that single characters lack semantic meaning, only chunks of length
greater than one are displayed.

As shown in Table 9, the common types of chunks
for root nodes are digits and lowercase letters. The root
nodes are typically consisted of simple numerical se-
quences (e.g., 123456,111111), years (e.g., 1986, 1984),
and semantically meaningful numbers (e.g., 5201314).
Among the letter-based root nodes, surnames (e.g., wang,
zhang) and words (e.g., man, love) are most popular.
Additionally, users have a preference for combining sim-
ple numerical and alphabetical sequences (e.g., abc123,
123gwe) at the root node.

We analyze the length distribution of chunks corre-
sponding to the root node. As shown in Fig. 10, chunks
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Fig. 8. Impact of four segmentation methods (i.e., BPE [26], BPE*, ZXCVBN [54] and PCFG [25]) on our PassTree.
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Fig. 9. Impact of the training set size (i.e., one million, five miilion and ten million) on our PassTree. M represents a million.
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Fig. 10. The length distribution of chunks corresponding to the root
node in password trees.

made up of lowercase letters and digits show a similar
length distribution, with most lengths being less than
six. Chunks made up of uppercase letters and special
characters tend to be shorter in length. One possible
reason is the fine-grained segmentation achieved by BPE-
based approach. In contrast, chunks of mixed types are
predominantly combinations of single-type chunks (see
Table 9) and generally have longer lengths compared to
single-type counterparts.

4.3.2

To investigate the impact of training set size on PassTree,
we extract 1 million, 5 million, and 10 million passwords
from both Rockyou and Tianya datasets as training sets.
Subsequently, a random sample of 100,000 passwords is
chosen from the remaining data to serve as the testing set.
The experimental results are presented in Fig. 9.

The results show that increasing the size of the training
set can improve the cracking accuracy of PassTree. The
improvement becomes more significant when the num-

Impact of Training Set Size

TABLE 10
Computational resources of different guessing algorithms.

Algorithm PassTree-PII Targuess-1 RFGuess-PII
Memory allocation (Training) 40 MB 23.7 MB 8,000 MB
Training time 39s 4.36s 97s
Memory allocation (Generation) 73 MB 20 MB 8,300 MB
Generation speed (/ 104PWs) 94s 10min 52s 26min

tWe choose CSDN-PII dataset to to test the resource consumption of different
models. The device is: Intel(R)Core(TM) i7-9750H CPU@2.60GHz 2.59GHz.

ber of guesses exceeds 10%. This is because increasing
the training set size allows PassTree to learn password
features more extensively. When the number of guesses
is less than 10, most guesses generated by the model
are likely to originate from the high-frequency passwords
in the dataset. In such cases, the performance of models
trained on datasets of different sizes tends to be similar,
as the cracking rates do not vary significantly.

However, as the number of guesses increases, PassTree
needs to crack passwords with lower frequencies, requir-
ing a more extensive guessing space. Unfortunately, with
a training set size of 1 million, PassTree cannot fully learn
the password features, resulting in a smaller guessing
space. Indeed, the cracking performance of PassTree with
training set sizes of 5 million and 10 million is relatively
close. The improvement brought by increasing the dataset
size exhibits diminishing returns, where further increas-
ing the training set size leads to limited gains while
incurring additional time and resource consumption for
training. Taking these factors into account, it is reasonable
to select a training set size of 10 million for conducting
large-scale comparative experiments.

4.4 Analysis of Pll-based Guessing

As shown in Fig. 12, our proposed PassTree-PII achieves
an average cracking rate of 20.77% with 1,000 guesses,

Authorized licensed use limited to: NANKAI UNIVERSITY. Downloaded on March 30,2025 at 13:12:37 UTC from IEEE Xplore. Restrictions apply.
© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.




This article has been accepted for publication in IEEE Transactions on Dependable and Secure Computing. This is the author's version which has not been fully edited and

content may change prior to final publication. Citation information: DOI 10.1109/TDSC.2025.3552583

25%

—_ - -~
RFGuess-PII P

=== PassTree-PII

= TarGuess-I

20%
15%
10%

5%

Fraction of successfully cracked

T

10° 10 10° 10°

Guess number

(a) 12306-PII

—+= RFGuess-PIL /'
=== PassTree-PII //
= TarGuess-I 7

12%

10%

Fraction of successfully cracked

30%

20%

10%

12%

10%

—+= RFGuess-PIl P
=== PassTree-PII
= TarGuess-1

10 10 10° 10
Guess number

(b) CSDN-PII

12

—-= RFGuess-PIl e
=== PassTree-PII
= TarGuess-1

15%

10%

5%

Fraction of successfully cracked

10 10 10” 10
Guess number

(c) Rootkit-PII

== RFGuess-PII /,/ Fig. 12. A comparison of our PassTree-PIl and
=== PassTree-PIl // other guessing models (i.e., RFGuess-PII [30]
— TarGuess- 7 and TarGuess-| [8]) under targeted guessing

8%
8%
5%
5%
2%

Fraction of successfully cracked
Fraction of successfully cracked

2%

based on personally identifiable information
(PIl). The guessing success rate curve of
PassTree-Pll generally closely overlaps with
that of RFGuess-PII, with minor differences
ranging from -0.04% to 0.30%.

10 10 10° 10° 10 10
Guess number

(d) ClixSense-PII

which is significantly higher than Targuess-I (with an
average cracking rate of 18.35%). Moreover, the cracking
rate curve of PassTree-PII closely overlaps with that of
the RFGuess-PII, with differences ranging from -0.04%
to 0.30%. However, in terms of guessing speed and
memory consumption (refer to Table 10), our PassTree-
PII performs remarkably well. It consumes only 0.87%
of the memory used by RFGuess-PII, while being 16.60
times faster in terms of guessing speed. Our PassTree-
PII not only maintains a leading cracking success rate but
also greatly enhances computational efficiency and resource
utilization, making it an excellent choice for specific scenarios
(such as time-sensitive or resource-constrained scenarios).

5 DISCUSSION

Here, we discuss potential areas for future expansion of
PassTree, as well as how to apply our models for pass-
words strength evaluation and honeywords generation.
Future work. Currently, PassTree is applied to trawling
guessing and PlI-based targeted guessing. In future work,
we can extend the application of our model to additional
password guessing scenarios. For example, in password
reuse attacks [27], an attacker uses a password leaked
from site A to attack the user’s password on another
site B. We can extract the tree structure from the leaked
passwords and then modify each chunk corresponding to
the nodes in the tree. When modifying, we can choose
chunks that are similar to the original but have higher
probabilities at the corresponding nodes. Performing an
in-order traversal of the modified password tree would
yield the guessing passwords.

In conditional password guessing (CPG), the attacker
try to recover the complete password based on partial
information (e.g., length or some characters). We can treat
unknown character chunks as arbitrary chunk and hence
construct a password template. Since each password
template may correspond to multiple tree structures,

10° 10

Guess number

(e) COMB-PII

we can merge all possible passwords generated from
these tree structures in descending order of probability
to obtain the corresponding guess sequence.

Password strength evaluation Password strength meter
(PSM) is typically used to quantify the strength of a
password based on the number of guesses required
to crack it. The two models proposed (referred to as
PassTree and PassTree-PII) are probabilistic models that
can be used to construct Password Strength Models
(PSMs). More specifically, the evaluated passwords are
first segmented to obtain password templates, and cor-
responding password trees are then constructed based on
these templates. Subsequently, the probabilities of the tree
structures and the probabilities of the chunk contents at
each node are obtained separately. The final probability
of the password is the product of all these probabilities.
Finally, the Monte Carlo method [58] is employed to
estimate the number of guesses required to crack the
password, based on its calculated probability.

To further enhance efficiency, the trained model is
stored separately for tree structures and node contents,
allowing the two components of each password’s proba-
bility to be computed in parallel. Although both RFGuess
[30] and our PassTree are applicable for developing PSMs
for trawling guessing and PIl-based password guessing,
PassTree exhibits notable advantages in terms of speed
and space efficiency (see Table 10).

Honeywords Honeywords are utilized for detecting pass-
word leakage [59]. This technology stores k-1 decoy
passwords (k is suggested to be 40 in [60]) together
with the user’s real password. Even if an attacker gains
access to the password file, she needs to distinguish
which is the user’s real password. Once the number of
logins using honeywords for a particular user surpasses
the per-user threshold (e.g., 3), the system can detect
a password leakage for that user. Similarly, when the
number of logins using honeywords reaches the system-
wide threshold (e.g., 10%), the system determines a data
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set leak. We can model a user’s password as a tree and
then modify the content of different nodes (e.g., choosing
similar but distinct chunks). Our model can generate
honeywords that have a similar structure to the original
password but are not identical.

6 CONCLUSION

In this paper, we conduct a comprehensive analysis of
user password characteristics and propose, for the first
time, a method to parse passwords as trees. Compared
to traditional sequence models like Markov and FLA, our
tree-based parsing method reveals semantic connections
and logical patterns within passwords, providing insights
into how users construct them. Furthermore, we explore
applying parsing trees to password guessing and design
the trawling guessing model PassTree and Pll-based
targeted guessing model PassTree-PII. Through extensive
experimental evaluations, we demonstrate the effective-
ness of these two guessing models: PassTree achieves
an average cracking rate of 37.16% within 10° guessing
attempts, while PassTree-PII achieves an average cracking
rate of 26.39% within 1,000 guessing attempts. These
results indicate that both models perform on par with the
leading approaches while demanding significantly less in
terms of computational resources (e.g., consuming 0.87%
of the memory used by RFGuess-PII while generating
guesses 16.6 times faster.).
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