0 N o

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

28
29
30

31

32
33
34
35
36
37
38
39
40

IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 0, NO. 0, 2025 1

Practical Two-Factor Authentication Protocol for
Real-Time Data Access in WSNs

Meijia Xu

Abstract—With the rapid development of sensors and com-
munication technologies, the Internet of Things (IoT) paradigm
has increasingly expanded to cover various daily, industrial, and
military applications. As a core component of the IoT responsi-
ble for environmental sensing and data collection, wireless sen-
sor networks (WSNs) face significant security threats. The design
of multi-factor authentication schemes to secure real-time data
transmission in WSNs has garnered considerable research efforts.
However, a common trend in existing multi-factor authentication
protocols is emphasizing performance and security benefits, while
possible limitations are rarely subjected to thorough analysis. To
fill this gap, we first select two representative multi-factor authen-
tication schemes (i.e., Chaudhry et al.’s scheme at ACM TolT’21
and Jabbari-Mohasef’s scheme at IEEE TII’22) as case studies,
and point out that both schemes are vulnerable to offline pass-
word guessing and node capture attacks, and fail to achieve for-
ward secrecy. We then investigate the fundamental causes of these
weaknesses underlying the schemes and propose corresponding
solutions. After rethinking previous schemes, we present a new
robust two-factor authentication scheme for WSNs and formally
prove its security under the Random Oracle Model. Furthermore,
we compare our scheme with 18 state-of-the-art protocols using
the widely accepted evaluation framework. The comparison results
show that our protocol outperforms its foremost counterparts.

Index Terms—Multi-factor authentication, Internet of Things,
wireless sensor networks, offline password guessing, forward
secrecy.

1. INTRODUCTION

S Internet of Things (IoT) technology matures and evolves
A toward intelligence, wireless sensor networks (WSNs)
have been widely adopted in various domains (e.g., Industrial
Internet of Things [1], smart home [2], and environmental
monitoring [3]). In many critical applications (e.g., battlefield
environmental monitoring [4], patient heartbeat monitoring [5]),
external users often require real-time access to sensor node data.
However, the long communication links between sensor nodes
and gateways in WSNs negatively affect the efficiency of data

Received 27 September 2022; revised 11 April 2025; accepted 11 April 2025.
This work was supported in part by the National Natural Science Foundation
of China under Grant 62222208 and Grant 62172240 and in part by the Funda-
mental Research Funds for the Central Universities (Nankai University) under
Grant 63253229. (Corresponding author: Ding Wang.)

The authors are with the College of Cryptology and Cyber Science, Nankai
University, Tianjin 300350, China, also with the Key Laboratory of Data and
Intelligent System Security, Ministry of Education, Tianjin 300350, China, and
also with the Tianjin Key Laboratory of Network and Data Security Tech-
nology, Nankai University, Tianjin 300350, China (e-mail: xumeijia@mail.
nankai.edu.cn; wangding@nankai.edu.cn).

Digital Object Identifier 10.1109/TDSC.2025.3563552

and Ding Wang

queries. Consequently, enabling users to access real-time data
directly from sensor nodes on demand has become a fundamental
feature of WSNs [6]. Meanwhile, given the openness of WSNs
channels and the mobility of users, it is necessary to protect sen-
sitive data and user behavior information from various attacks,
eavesdropping, modification, etc. The consequences could be
potentially disastrous once malicious/unauthorized users access
sensitive data. To mitigate these risks, user authentication is es-
sential to prevent malicious or unregistered users from illegally
accessing private data. User authentication is typically divided
into three types: 1) something the user knows (e.g., passwords),
2) something the user has (e.g., smart cards), and 3) something
the user is (e.g., fingerprints) [7].

Passwords remain the dominant form of user authentication
today due to their key advantages, such as low deployment cost,
convenient account recovery, and remarkable simplicity [8], [9].
Password-based authentication key exchange (PAKE) protocols
allow two parties to establish a shared session key based on
a low-entropy password and are one of the most widely used
cryptographic protocols. A key characteristic of these protocols
is that they require servers to store a password verifier (i.e.,
parameters derived from the user’s password via a one-way
function, such as a salted hash) for authentication [10], [11], [12].
Nowadays, catastrophic data breaches have become alarmingly
common (e.g., 3 billion Yahoo leak [13], 1.1 billion Alibaba
breach [14]). Once password verifiers are exposed, attackers can
immediately exploit them to conduct offline password guessing
attacks. This vulnerability is further exacerbated by the contin-
uous advancement of offline guessing algorithms [15]. In recent
years, multi-factor authentication (MFA) has become a widely
adopted method to enhance user authentication security without
requiring servers to store password files [16]. For example,
Google Cloud plans to enforce MFA for all users by the end
of 2025. MFA leverages two or more authentication factors to
verify the user’s identity, ensuring that even if an adversary
compromises n — 1 factors in an n-factor authentication scheme
(e.g., n = 2, 3), the system remains secure [16]. This method
significantly reduces reliance on a single factor.

As shown in Fig. 1, a typical multi-factor authentication
protocol in WSNs involves three types of participants: gateways,
users, and a large number of sensor nodes [6]. Unlike traditional
client-server structures, WSNs consist of numerous sensor nodes
constrained by limited storage and computational resources.
These nodes are deployed in unattended environments, making
them vulnerable to physical attacks. Therefore, in WSNs, be-
yond addressing the security challenges of conventional MFA
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Fig. 1. Multi-factor authentication scheme in WSNs.

schemes, it is necessary to ensure security when a subset of
nodes is compromised [7]. The unique challenges posed by
WSNs demand a robust multi-factor authentication scheme to
ensure the security of authentication and key establishment.

A. Related Work

In 2009, Das et al. [17] first proposed a two-factor (pass-
word+smart card) authentication scheme in WSNs, allowing
users to access the information stored in sensor nodes securely.
However, subsequent works [18], [19] revealed vulnerabilities
in Das et al.’s scheme. The scheme is vulnerable to privileged
insider attacks, offline password guessing attacks, user imper-
sonation attacks, etc. In 2011, Fan et al. [18] proposed a new
two-factor authentication scheme to improve the security of
Das et al.’s and similar schemes. It repaired some defects of
Das et al.’s [17] scheme, but Wang et al. [20] subsequently
demonstrated that Fan et al.’s [18] scheme failed to ensure
user anonymity. Subsequently, Das et al. [21] proposed a new
scheme in 2012 and introduced dynamic node addition for sensor
network expansion. Still, Li et al. [22] later revealed that Das
et al.’s protocol cannot prevent the adversary from obtaining
long-term session keys and cannot ensure user anonymity.

In 2013, Xue et al. [23] proposed a lightweight two-factor
authentication scheme, which first uses temporary credentials to
achieve user anonymity. However, Xue et al.’s method was later
shown to be ineffective. Specifically, Ma et al. [24] highlighted
the necessity of public-key techniques in password authentica-
tion schemes to ensure forward secrecy, achieve user anonymity,
and resist offline password guessing attacks. Nonetheless, prior
failures and Ma et al.’s principle [24] failed to attract sufficient
attention from protocol designers. Furthermore, many protocol
designers [25], [26], [27], [28], [29], [30], [31] tend to prioritize
the efficiency of their own schemes, which hinders the objective
analysis of their deficiencies.

In 2018, Wazid et al. [31] proposed a smart card-based
password authentication protocol. Then, Wang et al. [6] found
Wazid etal.’s scheme cannot achieve forward secrecy and cannot
resist offline password guessing attacks. Moreover, to address
the “break-fix-break-fix”’ cycle in multi-factor authentication for
WSNs, Wang et al. [6] proposed a systematic evaluation frame-
work for objectively assessing authentication schemes. Using
this framework, they conducted a comprehensive evaluation of
44 representative schemes.

In 2022, based on the protocol of Wazid et al. [31], Jabbari and
Mohasef [26] proposed a multi-factor authentication protocol for

the long range wide area network (LoRaWAN) using AES sym-
metric encryption technology. Jabbari and Mohasef claimed that
the scheme could achieve all proposed security goals. Moreover,
Wazid et al. [27] recently proposed a multi-factor authentication
protocol based on cloud IoT. Later, Chaudhry et al. [25] found
that when there are multiple users, mutual authentication and key
agreement cannot be implemented in Wazid et al.’s protocol [27].
Then, Chaudhry et al. [25] proposed an improved protocol to
remedy this problem. Still, as our analysis reveals, the protocols
of Jabbari-Mohasef [26] and Chaudhry et al. [25] fail to achieve
the security goals they claimed.

In 2022, Wang et al. [7] pointed out that node capture attacks
are one of the most common security threats to multi-factor
authentication schemes in WSNs, yet they have received limited
attention in research. Wang et al. [7] conducted an in-depth
analysis of node capture attacks and their causes, categorizing
them into ten types and proposing modification suggestions for
several typical vulnerable protocols. Although Wang et al. [7] in-
tended to help protocol designers better understand node capture
attacks, many newly proposed protocols are still vulnerable to
such attacks (e.g., [32], [33]). Moreover, these newly proposed
protocols (e.g., [33], [34], [35]) also suffer from various security
issues. Designing a practical multi-factor user authentication
scheme for WSNs remains a challenging task.

B. Motivations and Contributions

Research on multi-factor authentication protocols over the
past 30 years [16], [36], [37] demonstrates that designing
secure password-based MFA protocols remains challenging.
For WSNss, their unique characteristics bring more challenges.
Specifically, sensor nodes are often deployed in unattended envi-
ronments, making them highly vulnerable to physical attacks [6].
In other words, adversaries can easily capture these nodes.
Consequently, in addition to common attacks on multi-factor
authentication schemes, it is essential to prevent node capture
attacks, which significantly increase the challenge of designing
secure authentication schemes for WSNs. Although researchers
continuously propose new schemes [26], [32], [33], [38], most
still contain vulnerabilities. Instead, they rely on superficial fixes
to address vulnerabilities in previous insecure protocols, ulti-
mately perpetuating the same issues. This lack of fundamental
analysis limits the reliability of these protocols and also hinders
the development of secure schemes for WSNs.

To address this issue, this work aims to provide deep in-
sights into the inherent problems of existing protocols and their
corresponding countermeasures. Specifically, we conduct a
detailed analysis of two representative MFA protocols for
WSNs [25], [26], identifying several critical flaws that are also
prevalent in many newly proposed protocols [28], [29], [30],
[32], [33], [39], [40]. By analyzing the root causes of these
vulnerabilities, we highlight the fundamental design challenges
(e.g., resistance to offline password guessing, node capture, and
de-synchronization attacks) that must be addressed. Based on
these findings, we propose a new practical two-factor authenti-
cation protocol tailored to the security requirements of WSNs.
In summary, our contributions are three-fold:
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1) We analyze two representative multi-factor authentication
schemes for WSNs: Chaudhry et al. (ACM TolT’21) [25]
and Jabbari-Mohasef (IEEE TII’22) [26]. Our investi-
gation demonstrates that neither scheme achieves truly
multi-factor security and forward secrecy, and both are
vulnerable to node capture attacks and offline password
guessing attacks. Furthermore, we systematically reveal
the root causes of these security weaknesses and propose
corresponding effective countermeasures.

2) Based on the empirical insights gained from analyzing
design vulnerabilities in state-of-the-art MFA schemes
for WSNs and their corresponding remediation strate-
gies, we present a new two-factor authentication pro-
tocol for WSNs. We formally prove the security of
our proposed protocol under the random oracle model
(ROM). Considering that certain practical scenarios like
de-synchronization attacks [41] cannot be fully captured
by ROM analysis, we complement this with comprehen-
sive heuristic analysis.

3) Following the well-established evaluation framework of
Wang et al. [6], we conduct a systematic comparison
between our scheme and 18 state-of-the-art protocols. The
comparison results show that our protocol outperforms its
counterparts significantly.

II. ADVERSARY MODEL & EVALUATION CRITERIA
A. Adversary Model

A reasonable adversary model should assume that the at-
tacker possesses the most powerful capabilities possible, except
for those that would trivially compromise the security of any
protocol. We employ Wang et al.’s adversary model for WSN
environment proposed in 2018 [6]. It is one of the few harsh
but reasonable models, which has been highly recommended
(see [42], [43]) and widely accepted (see [44], [45], [46]). The
capabilities of the adversary A are as follows.

Cl1. A can offline enumerate all items in the space of identity
and password. The user identity /D usually has a fixed
format and is randomly selected. Meanwhile, Wang et
al. have proved that the distribution of user passwords
usually follows the Zipf’s law [47]. This implies that the
space of password D,,, and identity D;,; are limited in
reality (Dig < Dy =~ 10°).

C2. A can fully control the open channel. According to
Dolev-Yao model [48], the adversary A can eavesdrop,
intercept, modify, delete and insert any transmitted in-
formation over the public channel.

C3. A can obtain previous session keys. A memory leak or
improper sanitization of the sensor node or user device
will disclose the disclosure of the session key. It could
cause the attacker to launch a known-key attack.

C4. A can access the information stored in the GW N. When
A is an insider, she can obtain all information stored in
the GW N except for its secret key.

C5. Acan acquire the long-term secret key when considering
the forward secrecy. Forward secrecy is regarded as
the last line of defense for system security. We assume

TABLE I
NOTATIONS AND ABBREVIATIONS

[Symbol ] Description [ Symbol [ Description |
U; the i*" user S; the ;%% sensor node
GW the gateway node NS the network server
RIDy; |pseudo identity of U; |s the long-term secret key of N.S|
RIDg; |pseudo identity of S; | K; shared key of trusted authority

ID;, IDg;| identity of U;, S; TD; dynamic identity of U;

TA the trusted authority | PW;, SC; |password, smart card of U;
Gen/Rep | fuzzy extractor X long-term secret key of GW N
E; the jt* end-device i, Pi long-term secret keys of U;
aes_cmac | AES-CMAC aes_encrypt] AES encryption algorithm
h(-) one-way hash function| RT'S; registration timestamp of S;
— an insecure channel | & bitwise XOR operation

= a secure channel I concatenation operation

that A can obtain the long-term private key only when
evaluating the protocol’s forward secrecy property.

C6. A can access secret information stored in sensor nodes.
Sensor nodes are often deployed in unattended environ-
ments making them vulnerable to physical attacks [6],
[7]. The attackers can launch attacks and get secret
information stored in the nodes.

C7. Acancompromise any n-1 factors in an n-factor authen-
tication scheme. Multi-factor security means the attacker
cannot break the security of an n-factor scheme even if
she obtains n-1 authentication factors.

B. Evaluation Criteria

Wang et al. [6] propose the evaluation criteria tailored to
WSNs. These criteria are systematic, comprehensive, and con-
crete, and have been widely accepted (see [7], [45]). We adopt
these criteria to evaluate recently proposed protocols, focusing
on aspects such as security and user-friendliness. A summary of
the evaluation criteria is provided in Table II.

III. REVIEW OF CHAUDHRY ET AL.’S SCHEME

Recently, Chaudhry et al. [25] point out that Wazid et al.’s
protocol [27] proposed in 2020 fails to achieve mutual authen-
tication in scenarios with multiple users. Chaudhry et al. [25]
make improvements to Wazid et al.’s protocol and prove that
their protocol is secure and effective. In this section, we briefly
review Chaudhry et al.’s protocol [25]. The intuitive notations
and abbreviations are listed in Table 1.

A. Registration Phase

1) Sensor Nodes Registration

Step 1: TA computes RIDg; = h(IDgs; || K;)
TCSj = h(IDS] H Kj || RTSSJ) for Sj.

Step 2: T'Astores RIDg;, TCsjand h(RIDg; || K;)in S;.

Step 3: T A stores RIDg;, TCs;, h(RIDg; | K;) and se-
cret key X in gateway GW N’s memory.

2) User Registration

Step 1: U; = TA: {ID;}.

Step 2: TA=U;: SC; : {TDi7TCUZ‘,Ri, h()}
When receiving the message, T'A selects K;,TD;
and computes TCy; = h(ID;||K;). Then TA
gets R, =h(ID; || X), K]=h(K;| R;) and
RIDUl = h(IDZ || Rl) T A stores TDI, TIDUZ =

and
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TABLE II
EVALUATION CRITERIA
Short term Definition in WSNs
S1 No password verifier-table The verifier-table related to password should not be stored in the gateway and sensor nodes.
S2 Password friendly The user can choose the password at will and change it locally.
S3 Password security The gateway’s privileged administrator cannot break the user’s password.
S4 No smart card loss attack If the attacker obtains the information stored in the smart card, she cannot increase her attack advantage.
S5 Resistance to known attacks The protocol can resist all known attacks.
S6 Scheme repairability The scheme is able to revoke smart cards and add dynamic sensor nodes.
S7 Establishment of the session key | A shared session key must be established to protect the security of the next communication.
S8 No clock synchronization It is best not to use clock synchronization, which might bring about de-synchronization attacks.
S9 Timely typo detection The smart card should detect and prompt the user for authentication failure due to a typo in time.
S10 | Mutual authentication. Participants should be able to authenticate each other’s identities.
S11 | User anonymity The adversary cannot obtain the identity and cannot distinguish whether the two messages are from the same user.
S12 Forward secrecy If the attacker obtains a long-term secret key, she cannot get the previous session key.
IDZ D Ki, WIDU1 = Kz D h(TDZ || X) in the TQ) Then GW sends M892 = {Mg, M7,M87T2}
verifier-table maintained by corresponding GW and to the sensor node S;.
sends a smart card SC;: {T'D;, TCy;, R;, h(.)} to Step 3. S; = GW: Msgs = { Mo, M1, M12, T3}
U; in a secure channel. S; checks the freshness of 75 by comparing with
Step 3: U, selects password PW;, secret number &k and im- current timestamp 1, — 75 < AT. Then S; com-
prints biometrics BIO;. Then U; gets Gen(BI10O;) = putes 7o = Mg & h(T'Cs; || RIDg;), h(RIDy; ||
(O’i,Ti), RPWl = h(PWl || k), Al = h( IDZ || O'i) T‘C’Uz || 7"1) = M7 & h(TCS] || TQ) and Mg =
®k,F; = h(RPW, || 0; || R; || TCui), Rf = R; ® hMRIDg; || TCs; || R(RIDg; || K;) || r2 || T2).
h(ID; || k), TD; =TD; ® h(k || 0;) and TC};, = S; rejects if Mg # Mg and otherwise generates 73,
TCy; ® h(ID; || o; || PW;). After that, U; re- T3 and computes Mio = h(h(RIDy; | TCy; ||
places jjl)l7 TCUZ by TDZ*, TC’(*h in SCZ Fi- Tl) H T3) Drs, M11 = h(h(RID(h || TCU7 || Tl)
nally, the smart card contains {T'D;, TC{;,, R}, F;, |RIDg; || r3) ® h(h(RIDg; | K;) || T3), SKij =
Ay, 7is h(.), Gen(.), Rep(.),t}. h(h(h(RIDs, | K;) | T5) | (RIDy: | TCu: |
7“1) H RIDsj H r3 H Tg), and Mlgzh(SKij || Tg).
Then the Sj sends MSgg = {Mlo,Mll,Mlg,Tg}
) o to the gateway node GW. L
B. Login and Authentication Phase Step4. GW — U; : Msgy = {Msgs, My3, TD; . Ty}
Step 1. U; = GW: Msgy = {My, My, M5, My, Ty }. After receiving Msgs, GW checks the freshness
U, user enters {ID;, PW;, BIO;}. SC; computes of T3 by comparing if Ty, — T3 < AT. GW
of = Rep(BIO!,7;), k=A; ® h(ID; || 0}), R; = generates {T'D; _ ,T,} and computes 17D,
R? S5 h(IDz || k),RIDUZ = h([l)z || Ri)vTOUz' = = TDinew D h(RIDU,' || TCy; || 1 || T4), TD; =
TCy, ®h(ID; || of | PW}), RPW; = h(PW} TD;,.,. Mz =h(RIDy;||TD;,., ||Ts) and
| k) and F¥ = h(RPW; || o7 || R; || TCly;). After WIDy; = K; ® h(TD;,.. || X). Then GW sends
that, SC; checks if F;" = F;. If ] # Fj, rejects the Msgy = {Msgs, M13,TD; .. ,Ty}toU,;. To avoid
request. The SC; selects T4, r1 and computes My = any de-synchronization between GW and U;, the
TD; & h(k || 0;), Mo = RIDg; & h(TCy, || ID; GW stores previous T'D; in temporary variable, and
| Ty), Ms=h(RIDy; | TCy; | T1) ®r1 and on the next login, it is updated with the current one.
My = h(ID; || RIDg; || TCuy; || r1 || Th). U; Step 5. When receiving the M sg4, U; checks the freshness
sends Msg; = {My, Mo, M3, My, Ty} to GW. of Ty by comparing with current timestamp ¢, —
Step 2. GW — Sjl Msgs = {Mﬁ, M7,M8,T2}. Ty <AT. U; gets r3=DMoD h(h(RIDUZ ||

After receiving the request, GW checks the
freshness of 77 by comparing with current
timestamp T..,,,- — 11 < AT.GW uses M to extract
TIDy; and WIDy,;. GW computes K; = h(M;
| X)@® WIDy,;, where X is the shared secret
key. Then computing ID; = K; @ TIDy;, R; =
h(ID; || X), RIDy, =h(ID;| R;), RIDg; =
My & h(TCUZ || ID; H Tl), ri= M3 & h(RIDUZ
TCuy; || r1 || T1). GW will reject the request if
My # M,. Otherwise, GW generates 75,75 and
computes Mg = h(T'Cs; || RIDg;) & 12, M7=
h(RIDUl H TCuy; H 7‘1) D h(TOSj || Tg), and
Ms = h(RIDs; | TCs; || (RIDs; || K;) || v2 |

TCuyi || 1) || T5), and h(h(RIDg; || K; || Ts)) =
My & h(h(RIDy; || TCui || r1) || RIDs; || 73),
SK1, = h(h(h(RIDs; || K;) || Ts) || A(RIDy: |
TCui || 1) | RIDs; || vs || T5), Mis = h(SKj; |
Tg) and M5 = h(‘RIl)Uz || TDincw || T4) U, then
checks if M4 = M2 & M15 = M;3. Upon success,
U; computes TD,; . =TD,; . &h(RIDy;|
TCy; || r1 || T4) and replaces TD; by TD;, ... U;
keeps SK; as shared key with .S;.

w*

IV. ANALYSIS OF CHAUDHRY ET AL.’S SCHEME

In this section, we reveal that although Chaudhry et al. [25]

proposed an improved protocol to address the problems of
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Wazid et al.’s scheme [27], Chaudhry et al.’s scheme fails to
achieve the claimed security properties.

A. No Truly Multi-Factor Security

Generally, a protocol can achieve multi-factor security if the
adversary cannot break the security of the remaining factor when
she obtains all the other factors [16]. However, we find that
Chaudhry et al.’s scheme [25] cannot achieve this goal. The
specific attack steps are as follows.

Step 1. A chooses 1D}, PW; from D;q X Dpy.

Step 2. A computes o7 = Rep(BIO;, ;).

Step 3. A computes k* = A; @ h(ID; || of).

Step 4. A computes R; = R} @ h(ID; || k).

Step 5. A further computes the value TCy; = TCy; @
hID; || o} || PW;).

A computes RPW; = h(PW} || k¥).

Step 7. A computes F = h(RPW} || o} || R || TCu:).

Step 8. Repeat step 1~7 until I D], PW; meet F=F;.

The time complexity: O((5Ty + T + 3Txor) X |Prp| X
|Dpw ), where Ty is the time of hash-function, T is the
time of fuzzy extractor, |Dpw| and |Dyp| are the space of
ID and PW. Generally, the user’s identity has a fixed format,
and the protocol allows users to choose their passwords freely.
Therefore, the space of password and identity is limited in reality
(Drp < Dpw ~ 100 [47]). Tt is reasonable that the adversary
can launch this attack.

Step 6.

B. Offline Password Guessing Attack

Chaudhry et al.’s scheme [25] is also vulnerable to another
offline password guessing attack. This attack also makes the
protocol unable to achieve true multi-factor security. The specific
attack steps are as follows.

Step 1. A chooses 1Dy, PW; from Djg X Dpy.

Step 2. A computes o] = Rep(BIO;, ;).

Step 3. A computes k* = A; @ h(ID; || o}).

Step 4. A computes R; = R @ h(ID} || k*).

Step 5. A computes RIDj;; = h(ID] || R;).

Step 6. A further computes the value T'Cy; = TCy;, @
W(ID; || of || PW7).
A computes r; = Mz & h(RIDy;, || TCu; || T).
A further computes the value RID7 ;=M@
MTCy; || ID; || Th).
A computes the message My = h(ID; || RIDg; ||
TCy; || ri || Th).

Step 10. Repeat step 1 ~9 until PW;, I D; meet Mj=M,.

The time complexity: O((TTy +Tp + 5Txor) X |Dip| x
|Dpw |). This attack is similar to the above attack. The adversary
can obtain the victim’s password in polynomial time, which
breaks the multi-factor security of the protocol.

Step 7.
Step 8.

Step 9.

C. No Forward Secrecy

For a secure authentication scheme, forward secrecy is a
significant feature, which concerns the security of the previous
session key. Even if the adversary can get the long-term private
key of the gateway/server, she cannot calculate any previous

session key [16]. We reveal that Chaudhry et al.’s scheme [25]
cannot achieve forward secrecy.

Step 1. A uses M; to extract T1 Dy, WIDy;.

Step 2. A computes K; = WIDy; ® h(M; | X).

Step 3. A computes R; = h(ID; || X).

Step 4. A computes RIDy; = h(ID; || R;).

Step 5. A computes TCy; = h(ID; || K;).

Step 6. A computes r; = M3 @ h(RIDy; | TCy; || Th).

Step 7. A computes the hash value h(RIDy; || TCy; ||
T1)=M7 (&) h(TCSJHTQ)

Step 8. A uses the value of Step 7 to compute r3 = Mg &
h(h(RIDy; || TCuy; || 1) || T5).

Step 9. A computes SK;; = h(h(h(RIDg; || K;) || T5) ||

h(RIDy; || TCuy; || 1) || RIDs; || 75 || Ts).
The time complexity: O(10Ty + 4TxoR). As in the above
attack, adversaries can obtain the session key of any previous
session. The protocol cannot achieve forward secrecy.

D. Node Capture Attack

Since sensor nodes are usually unattended, the adversary can
use physical attacks [6], [7] to obtain the secret information of
the sensor node. Under this assumption, we find that Chaudhry
et al.’s scheme [25] cannot resist node capture attacks. Then
the adversary can obtain all previous session keys. The specific
attack steps are as follows.

Step 1. A computes 7o = Mg & h(T'Cs; || RIDg;).

Step 2. A computes the hash value h(RIDy; || TCy; || r1)

= h(TCSj || TQ) SY M7.

Step 3. A uses the value of Step 2 to compute 73 = Mo &

hh(RIDy; || TCuy; || r1) || Ts).

Step 4. A computes SK;; = h(h(h(RIDg; || K;) || T5) ||

h(RIDy; || TCuy; || r1) || RIDsj || r5 || T5).

The time complexity: O(6Ty + 3Txor). The adversary can
calculate the session key by the above attack in polynomial time,
making the security of the protocol invalid.

V. REVIEW OF JABBARI-MOHASEF’S SCHEME

In 2022, Jabbari and Mohasef [26] claimed that it is necessary
to ensure the security and privacy of the information collected
by the end devices. It will facilitate the use of LoORaWAN and
gain users’ trust. However, no suitable authentication scheme
could be used in LoRaWAN networks. Thus, Jabbari and Mo-
hasef propose a new multi-factor authentication scheme for the
LoRaWAN network. In this section, a brief review of their
proposed scheme [26] is provided. The intuitive notations and
abbreviations are listed in Table I.

A. Registration Phase

1) User Registration

Step 1. U; = NS:{{MID,}.
U; chooses the identity I D; and password PW;. She
computes MID; =aes128_cmac (m;, ID;|p;) and
sends it to the network server N .S.
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NS chooses a random identity 71D, for U; and
computes A; = aes128_cmac(s,TID;) ® MID;,
where s is the long-term secret key of N.S. Then
NS computes CMID;' = MID; ® s, CMID; =
aes128_cmac(s, CMID;") and generates a counter
SUCnt; = 0. It keeps SUCnt; and CMID; in its
database for auditing and sends A;, T'1D; to U;.
When receiving the message, U; generates a counter
USCnt; = 0. Furthermore, U; imprints her biomet-
rics B; at SM D,. Then she calculates Gen(B;) =
(Bi, i), K;= aesl28_cmac (B;,ID;| PW;)
and C; = aes128_encrypt(K;, m;|p;|MID;|| 1D;|
A;|TID;|USCnt;). SM D; stores C; and «;.

2) Offline End-Device Registration Phase

The one who could connect and configure F;, computes
K;; = aes128_cmac(m;, DevEUI;|p;) and load it to E; of-
fline. IJ; generates a counter U Cnt; = 0. Then the E; stores
K;j and EUCnt; in its memory securely. At the end, the user
generates a new number UECnt; = 0 and appends U ECnt;
to the value of C; in her SM D;.

B. Login and Authentication Phase

Step 1.

Step 2.

First, U; inputs ID;, PW,; and biometrics B;.
SMD; computes ; = Rep(B;,«;) and K; =
aes128_cmac (B;, ID;| PW;). Then it computes
aes128_decrypt (K, C;) = (w}|pi| MID;|ID}|
ALTID,|USCnt;JlUECnNt;). And it checks
if ID,=1D,. If so, SMD; computes K;; =
aes128_cmac(r;,, DevEUI;|p;). Then SMD;
computes C}; = aes128_decrypt(Kij, »;). It gets
UECnt, = UECnt, + 1, ECnt; = UECnt; and
ij = aesl28_decrypt (%;, DevEUI;|ECnt,]|
padis). Afterward, U; computes USCnt, =
USCnt;+1, Cnt; =USCnt,, K, =A@
MID;, and Cy, = aes128_encrypt(K;,, MID}|
Cnt;|C};|C7;| Dev EUT;). Due to the Cipher Block
Chaining (CBC) mode of the AE'S encryption, the
user needs to update the values of UECnt; and
USCnt};. And the counter C'nt; is used to resist the
replay attack. Then U; delivers M; to N S.

NS — Ej: My ={C,; : KeyEstablishReq}.
Upon receiving M;, NS employs s and
TID; to get K,;= aesl28_cmac(s, TID}).
Subsequently, it decrypts Cyy, as (M ID}|Cnt}|C}}|
C;?|DevEUI;) = aes128_decrypt(Kpni, Cin),
CMID} = MID, & s, CMID} = aes128_cmac
(s,CMIDY) and checks if CMID] is equal to
the stored C M ID;. If it does not hold, NS rejects
the request. Otherwise, it checks Cnt; > SUCnit;.
Then it selects a new random number, A,, and
use NwkSEncKeyy; to encrypts (CID|CHC}2|
DevEUT}| Ay), which is the key shared between
NS and F;. Then it generates a Message Integrity
Code (MIC) for this message to provide the integrity

Step 3.

Step 4.

Step 5.

of the message. Finally, V.S produces the result C,, ;
and sends the message M to ;.

E; = NS : M3 ={Cj, : KeyEstablishAns}.
The end-device E; uses the key NwkSEncKeyj, to
get (CID'|C|C2|DevEUI}|)},). Then, it use Kj;
to decrypt C;} as (1) =aes128_encrypt(Kj;, C;).
It also computes C;? as (DevRU I | ECnt’;|pade)
:a65128_encrypt()»,’i,05). It gets the DevEUIY
and checksif Dev EUT = DevEUI; = DevEUI;
and EC’nt;- > BEUCnt;. If it holds, this re-
quest is initiated by U;. Then the Ej; uses ran-
dom number A; to computes EUCnt; = ECnt.,
SKji= X @®x;, Cj; = aes128_encrypt(Kj; &
M, &) and CFy = aes128_encrypt(rj, SKj;). It
encrypts (C}JC’]QZW”) by using NwkSEncKey;n,
computes the message’s MIC value and gets the
result Cj,,. Furthermore, E; sends M3 = {Cjy, :
KeyEstablishAns} to NS.

NS — U, : M, = {an}

NS uses NwkSEncKey,; to decrypt the mes-
sage and check the MIC value. Thus, NS gets
(C};IC%[7,). Then, it verifies if Aj,=A,. If so,
NS selects a new temporary identity 7/.D" and
gets A" = aes128_cmac(s, TID!") & MID;,
SUCnt; = Cnt, and Cy; = aesl28_encrypt
(Kni, C};| C3| TID"| Ape|Cnt;). NS sends
the message My = {C,,; } to U;.

The user U; computes aes128_decrypt(Kp, Cn;)
= (C}| CRTIDy*"| A" |Cnt;) and checks
whether Cnt, = USCnt,. If it holds, she decrypts
(V) =aes128_decrypt(K;; & ;,Cj;)  and
(SK;i) = aesl?8_decrypt(k}, Cﬁ) Then she com-
putes SK;; = A; ® A; and checks whether SK;; =
SKJ;. Then user establishes a session key with
E;. U; computes C7*" = aes128_encrypt(K;, m}|
PL|MID.|ID}| A | TID"|USCnt,|U ECntl,)
and replaces C; with C7*".

C. Biometric and Password Update Phase

Step 1.

Step 2.

U; first inputs I D;, PW; and B;. Then SM D; com-
putes 3; = Rep(B;, ;) and K; = aesl28_cmac
(Bi, ID;|PW;), and decrypts (m}|p}|MID;|ID}]|
A;| TID;| USCnt;| UECnt)) = aes128_decrypt
(K;,C;), and verifies whether ID,=1D; and
MID) = aes128_cmac (7, ID;|p}).

U; enters new PW*" and BI". SMD;
calculates Gen(B]") = (8", af°"), K] =
aes128_cmac (B, ID;| PW**") and C*°". Fi-
nally, SM D; replaces C;, o; with C", o™,

VI. ANALYSIS OF JABBARI-MOHASEF’S SCHEME

Jabbari and Mohasef [26] claimed that their protocol could
achieve the coexistence of efficiency and security. However, we

reveal that their scheme [26] fails to meet the fundamental goals

of a secure multi-factor authentication protocol.
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A. No Truly Multi-Factor Security

We reveal that Jabbari-Mohasef’s scheme [26] fails to achieve
truly multi-factor security. The password can be guessed if an
adversary obtains the user’s biometric information and smart
card. The specific attack steps are as follows.

Step 1. A computes Gen(B;) = (5, a;).

Step 2. A chooses 1D, PW; from D;q X Dpy.

Step 3. A computes K; = aes_cmac(S;, IDi|PW}).

Step 4. A further computes (7}|p;|MID;|ID;|A;|TID;|

USCnt,|UECnt,) = aes_decrypt(K;, C;).

Step 5. Repeat step 1~4 until I D} meets (ID} = ID;).

The time complexity: O((Ts + Tuesdec + Taesmac) X |Dip|
x|Dpw|), where T esmac is the time of AES-CMAC algorithm,
and T ¢ sq4ec 1S the time of AES decryption algorithm. Similar to
Section I'V-A, the offline password guessing attack can obtain the
password in polynomial time, thereby breaking the multi-factor
security of Jabbari-Mohasef’s scheme.

B. Node Capture Attack

We also perform a node capture attack and demonstrate that
Jabbari-Mohasef’s scheme [26] fails to resist such an attack.
Specifically, an adversary can compute session keys for all
previous communications between the user and the sensor node.
The specific attack details are as follows.

Step 1. A decrypts C,; = (CID|C’;}\C5|D61)EUI}|A’TL)
using NwkSEncK eyy;.

A computes A; =aes_encrypt(Kjs;, C;})
A decrypts Ojn = (C;HC;%P\./”)

Step 4. A decrypts (1) = aes_decrypt(K;; © Ai, Cﬁ)

Step 5. A decrypts (SK;i) = aes_decrypt()»;, C’ﬁ)

The time complexity: O(4T yesdec + Taesenc)s Where Tyesene
is the time of AES encryption. It is clear that when the nodes are
attacked, the protocol cannot maintain forward security.

Step 2.
Step 3.

C. Denial of Service Attack

Jabbari-Mohasef’s scheme [26] allows users to locally update
their passwords or biometrics, providing a convenient feature
for users. However, we reveal that this functionality makes
the scheme vulnerable to denial of service (DoS) attacks. The
specific attack details are as follows.

Step 1. A computes Gen(B;) = (54, ;).

Step 2. A chooses 1D, PW; from Djg X Dpy.

Step 3. A computes K; = aes_cmac(f;, ID;|PW}).

Step4. A uses K; to compute aes_decrypt(K;,C;)
= (m}| p,|MID}|ID;|A;|TID;|USCnt;|U ECnt)).

Step 5. Repeat step 1~4 until I D} meets (ID} = ID;).

Step 6. A inpus the parameters PW;, I D;, B; and initiates
an update request.

Step 7. A inputs B}**" and PW**.

The time complexity: O((Tp + Tuesdec + Tuesmac) X |Pip|
x|Dpw|). An adversary can update a user’s unknown password
and biometric information, causing the smart device to deny
service to the legitimate user. This is a common vulnerability in
protocols that allow local password updates.

VII. OUR PROPOSED SCHEME

After analyzing the two protocols [25], [26], we first catego-
rize the identified issues. It is worth noting that security issues
are not limited to the analyzed protocols but are also prevalent in
other recent protocols. Therefore, we analyze their fundamental
causes and propose effective countermeasures. Subsequently,
we re-examine the common issues observed in these failed
protocols and propose a new two-factor password-based authen-
tication protocol for WSNs.

A. Countermeasures of Existing Defects

After analysis, we find both Chaudhry etal.’s [25] and Jabbari-
Mohasef’s scheme [26] have the following defects.

1) Vulnerable to Offline Password Guessing Attacks: Multi-
factor security is defined such that when the adversary obtains
n — 1 factors of an n-factor authentication protocol, the protocol
remains secure [16]. Therefore, it is reasonable to assume that
the adversary can obtain all factors except the password. Under
this assumption, both schemes [25], [26] fail to resist offline
password guessing attacks (see Sections IV-A, IV-B, and VI-A)
and cannot achieve truly multi-factor security. As we know, an
offline password guessing attack refers to a scenario where the
adversary can gain a verifier in which the only two unknown
parameters are the password and the identity number. All other
parameters are either known or can be deduced from the pass-
word, identity, and additional known parameters [49]. Using the
value of the verifier, the adversary can determine the correctness
of guessed passwords. Since the attack process is offline, it
requires no additional equipment and remains undetectable to
others. From the protocol design perspective, adversaries can
obtain the verifier through different methods to launch attacks.
Attacks on Chaudhry et al.’s [25] and Jabbari-Mohasef’s [26]
schemes can be categorized into two types.

For the first one, to enable functionalities like “local password
update” or “timely typo detection”, the smart card must store the
verifier to authenticate the user identity. However, protocols that
store the verifier in the smart card are vulnerable to offline pass-
word guessing attacks. Adversaries can obtain the verifier (e.g.,
through a side channel attack on the smart card [50]) and verify
the correctness of the guessed password. As demonstrated in our
analysis, Chaudhry et al. [25] and Jabbari-Mohasef [26] neither
consider this problem nor employ effective countermeasures to
prevent such attacks. Thus, their schemes fail to resist this type
of attack (see Sections IV-A and VI-A).

To reconcile the need for local password updates with the
risk of offline password guessing attacks caused by smart
card storage, Wang et al. [16] proposed the “fuzzy-verifier”
technique, which can be employed to solve the above offline
guessing attack. Specifically, for Chaudhry et al.’s protocol [25],
the verifier F" = h(RPW; || of | R; || TCyi). Wereset Ff =
h(RPW} || of || Ri || TCy;) mod ng, where ny is an integer
and ng € (2%,28). The adversary can find |Dip x Dpw|/no ~
232 pairs of (I D}, PW}), which satisfy the equation F; = F}.
However, there is only one correct pair of correct identity number
and password. If the adversary desires to know whether the
guessed password is correct, she must initiate an online request
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to the gateway. The adversary’s advantage is negligible, as she
must sift through 232 possible answers via online requests to the
gateway. Thus, the “fuzzy-verifier” effectively solves this type
of offline password guessing attack. Similarly, this approach
can be applied to Jabbari-Mohasef’s protocol [26]. Due to space
limitations, it will not be repeated here.

For the second type of offline password guessing attack, the
adversary can obtain the verifier by eavesdropping on informa-
tion transmitted over public channels (see Section IV-B). In
1999, Halevi and Krawczyk [51] pointed out that traditional
single-factor password authentication is not immune to offline
password guessing attacks if public-key technology is not em-
ployed. Later, Maet al. [24] proposed that all security parameters
stored in a smart card could be compromised. Then, smart card
based password authentication schemes are downgraded to tra-
ditional single-factor password authentication schemes. In such
cases, the security of the scheme relies only on the password. To
address this issue, Ma et al. proposed “The public-key principle”,
asserting that public-key cryptography is essential for two-factor
authentication schemes to resist offline password guessing at-
tacks. And they pointed out a large number of schemes as
evidence. Furthermore, for n-factor authentication scheme, we
assume that the adversary can get n — 1 factors except for
the password. Under this assumption, n-factor authentication
schemes degrade to traditional single-factor password-based
authentication schemes. Ma et al.’s [24] principle is therefore
applicable to multi-factor authentication as well.

To address the issue in Chaudhry et al.’s scheme [25], public-
key technology can be employed as a remedy. U; first chooses
a random number a; and uses GW N’s public key y = ¢g* to
compute X; = g?', Xo = y?*. Then U; generates the verifier
M!l = ]’L(IDz H RIDSJ' H TCUz H T1 H T1 || XQ) and M591 =
{My, M, M5, My, X1, T1}. In this way, in addition to the
password and identity, X7 remains unknown to the adversary.
Since X5 can only be computed by the gateway node GW N,
the adversary cannot use My to verify the correctness of the
guessed password. Public-key encryption technology effectively
prevents this type of offline password guessing attack, and it can
be applied to similar protocols.

2) Vulnerable to Node Capture Attacks: We demonstrate that
Chaudhry et al.’s [25] and Jabbari-Mohasef’s [26] protocols are
subject to node capture attacks (see Sections IV-D and VI-B).
The adversary can obtain the secret key of the node through
the node capture attack. Then she can use it to obtain previous
session keys, which breaks the protocol’s forward secrecy. The
user usually sends a random number to the gateway to establish
a session key. The gateway will make the random number XOR
the node’s secret parameters, and then send it to the node. After
that, the node makes its random number XOR the secret and
sends it to the gateway. In this process, the gateway can obtain
all the parameters to calculate the session key. It is known that
the gateway and the node only use the shared secret to protect the
parameter. The gateway is legal and credible, but the adversary
can obtain the shared secret by breaking the sensor node. If
an adversary captures a sensor node, she can extract the shared
secretand use it to derive all parameters related to the session key,
as described in [7]. To mitigate this vulnerability, it is essential

to ensure that neither the gateway nor the adversary can compute
the secret parameters solely based on the shared secret.

Thus, we propose a design where the gateway verifies session
key-related content without being able to compute the session
key itself. Public-key cryptography can help us realize this
design. Specifically, the user chooses a random number 7
and computes X; = r; - P, where P is a point on the elliptic
curve. Similarly, the node chooses a new random number 79
and computes Xo = 5 - P. They send X, X5 to each other
through the gateway. The session key is then constructed as
X3 =17y -ry- P. The gateway only verifies identity and data
integrity. Importantly, because of the hardness of the elliptic
curve discrete logarithm problem, neither the adversary nor
the gateway can derive X3 from X; and X5,. As a result, this
approach effectively resists node capture attacks and ensures
the forward secrecy of the protocol. Besides, we find that node
capture attacks can compromise user anonymity [52]. Thus, the
gateway should avoid transmitting messages containing user
identity information when forwarding user requests to the node.

3) Synchronization Mechanism: Both protocols employ the
synchronization mechanism to achieve user anonymity. While
time synchronization is a commonly employed technique, it is
not recommended due to its inherent vulnerabilities. As Wang
et al. highlighted in [36], synchronization mechanisms may lead
to de-synchronization attacks or other problems (see Luo et
al.’s attack [53] on Gope et al.’s scheme [54]). In addition to
synchronization mechanisms, public-key cryptography can also
be employed to achieve user anonymity [20]. Beyond anonymity,
public-key technology can resist offline password guessing
attacks and ensure forward secrecy, as demonstrated in the
aforementioned methods. Therefore, public-key cryptography
can serve as a direct solution for achieving anonymity. Besides,
Chaudhry et al. [25] use a time synchronization mechanism to
ensure the freshness of the scheme. Althoughitis effective, it will
increase the complexity and energy consumption of the protocol.
A more efficient alternative is the use of random numbers to
ensure message freshness and prevent replay attacks, which can
be employed in almost any protocol.

Building on the previous analysis, we propose a new protocol
that adopts the elliptic curve public-key algorithm. To resist
offline dictionary guessing attacks, the protocol integrates the
“fuzzy-verifier” mechanism [16] and the “honeywords” ap-
proach [55]. Furthermore, we implement elliptic curve multipli-
cation on the sensor node and the user side to achieve forward
secrecy and user anonymity. The specific details are as follows.
The intuitive notations and abbreviations are listed in Table III.
For a better understanding of our scheme, the user registration
phase and the login and authentication phase are illustrated in
Fig. 2 and Fig. 3, respectively.

B. Initialization Phase

The protocol includes three types of participants: user Uj,
gateway GW N, and sensor node S;. Our proposed scheme
is built on an elliptic curve E (generated by a base point P
with a large prime order p) defined over a prime finite field IF,,.
The gateway chooses its long-term secret key X gy v, which
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TABLE III
NOTATIONS AND ABBREVIATIONS IN OUR PROTOCOL

[ Symbol [ Description [Symbol [ Description |
U; the i*" user S; the ;%" sensor node
GW the gateway SC; smart card of the U;
A the adversary HoneyList| a list recording forged keys
ID; identity of U; DID; dynamic identity of U;
SID; |identity of S; h(-) one-way hash function

PW; | password of U; Xewn GW N'’s long-term secret key|

SK the session key Y GW N’s public key
— an insecure channel || concatenation operation
== a secure channel ) bitwise XOR operation

User Registration Phase

User Gateway
Input ID;, PW;
Select a random number b
HPW, = H(PW;||b) Check ID;
(D HPWY o tea registration time 7).,
via a secure channel

Vi = H(IDj|| Tyl Xawn)
A; = H(ID;|HPW;) mod ng
oo sar g H(HPW;|ID;) & V;
via a secure channel
Store {{ID;, Ty, a;, HoneyList = NULL}}
Store {A;. B, P,Y.b,H(:), A; ® a;}

Fig. 2. The user registration phase of our proposed scheme.

is known only to GWN. P is shared with all servers. The
GW N computes its public key as Y = P - Xgw N, which is
made publicly available. Each node S; has been registered and
shared the secret P; = H(SID,|| Xawn) with GWN.

C. Registration Phase

Rl. U; = GWN{ID;, HPW,}.
First, the user U; chooses an identity and password pair
{ID;, PW;} and generates a random number b. Then,
user calculates H PW; = H (PW,||b) and sends the reg-
ister message {ID;, H PW,} to the gateway GW N.

R2. GWN = U;: SCZ‘Z{AZ‘, B;,PY, H(), A; D ai}.
The gateway GW N first checks whether the ID; is
in the database. Then, it computes V; = H (ID;||T;4]]
Xewn), where T, is the registration time of the user
and Xqgwy is the long-term secret key of the GW .
And it selects a random number a; and computes A; =
V;. The GW N stores {A;, B;, P,Y,H(-), A; ® a;} in
smart card SC; and sends it to user. The GW N
stores {ID;, Tycq,a;i, HoneyList = NULL} into the
database, where HoneyList is a list stored in GWN
specifically designed to record forged keys generated in
response to potential attacks.

R3. The user receives SC;: {A;, B;, P,Y,H(-),A; ® a;}
and stores b into the smart card SC;.

D. Login and Authentication Phase

Ll. U; — GWNZ{Cl, Cy, X1, DIDl}
U, first enters her identity I D; and password PW;. Then
the smart card SC; computes HPW; = H(PW}||b)
and A} = H (ID;||HPW;) mod ng. The SC; verifies

L2.

L3.

L4.

L5.

the user by checking whether A} = A;. If A} # A,,
the smart card SC; will reject the user’s login request.
Otherwise, SC; selects the corresponding sensor nodes
SID; and two random numbers 71, r2. It computes
a;=A; A Qa;, Xi=m-P, Xo=r-Y, V; =
B; ® H(HPW,||ID;), DID;=1ID;® H(X5), C,
= (SIDj]|ro|las) & H(X3[[X1), C2 = H(C1|[DID;||
XQHV;HSIDJ), sends {Cl, CQ, DIDZ,Xl} to GWN.
GWN — Sj!{an 04, Xl}

When the GW N receives the login request, it first
computes X5 = X - Xgwn, ID; = DID; §H( X»),
Vi = HUID; | Tregl Xawn), (SID]|rsllaz) = C1
H(X3||X1). Then GWN first checks if a = a;. If
it is not equal, GW N rejects this session. Otherwise,
GW N computes C5 = H(C1||DID;|| X3||V;}||SID;)
and checks whether C5 = Cy. If it is not, GWN
will reject this session and insert C5 into HoneyList
when there are fewer than N; (e.g., N;=10) items
in HoneyList. If there are N; items in HoneylList,
GWN will suspend U;’s smart card SC; until U;
re-registers. If C5 = Cy, GWN uses Xgwn to get
P; = H(SID;j||Xcwn~). Then it computes C = 5 &
H(SID,||P;), Cy = H(rs||P;|| SID,||X1) and trans-
mits {Cg, 6'47 Xl} to Sj.

Sj — G‘VV]VZ{C’{,7 CG, Xg}

On receiving the message, S; first uses P;, SID; to
get r5 = H(SID;||P;) & Cs. Then it computes C}; =
H( ro||P;||SID,||X) and compares whether C} =
Cy. The node will reject the request if it is not
equal. Otherwise, it chooses a random number r3 and
computes X3 =1r3-P, X4 =73 X7, SK = H(X4||
Xs|[Xal|r2]| SID;), Cs = H(SK||r2|[X1[|X4), Cs =
H(r2]|X3]| Cs]|X1]|SID;) and sends message {Cs,
Cﬁ, Xg} to the GWN.

GWN — UiZ{Cg,, 07, Xg}

The GW N first authenticates the sensor node S; by
checking whether Cs = H (r2||X3]|C5|| X1 ||SID;). If
so, it computes C7 = H(ro||X2||X3||Vi||SID;||C5)
and sends {C5,C7, X3} to the user. Otherwise, the
gateway node GW N will end the session.

When receiving the reply from gateway, U; first calcu-
lates C% = H (r2||X2||X3]|Vi||SID;||C5) to authenti-
cate the GW N by checking whether C = C';. If not, U;
will terminate the conversation. Otherwise, U; computes
XZ = X3 71, SK = H(X1||X3||XZ||7"2HSIDJ) If
Ci = H(SK||r2||X1||X4), U; and S} successfully au-
thenticate each other and establish a session key SK to
ensure the security of the subsequence conversation.

E. Password Change Phase

P1:

P2:

P3:

If U; desires to update a new password, she inputs ID;,
the previous PW; and the new password PW /™.

The smart card SC will compute H PW,; = H(PW,||b)
and A} = H(ID;||HPW;) to check the user identity.
If A7 = A;, the smart card SC; computes H PW " =
H(PWe™||b), Al = H(ID;||HPW*"), and
BI'*v = B; @ H(HPW,||ID;) ®H(HPW " ||ID;)
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User Login and Authentication Phase

User Gateway

Input 1D}, PW}

HPW; = H(PWj||b)

A} = H (ID}||HPW;) mod nyg

Check if A7 £ A

a;=A;dA da;

Select two random numbers 71,79

Vi=DB; ® H(HPW;||ID;)

Xl =Ty P

X2 =T Y

DID; = ID; @ H(X>)

C1 = (S1Dj]|r2]|a;) & H(Xa[|X4)

Cy = H(C1|| DID;|| Xa||Vi||SID;)
{C1,Cy, DID;, X1}

via a public channel

Check if a} L g

C7 = H{(ro| | Xo|Xs[|Vi|[S1D5][C5)
Check if C% = C4

X_I =Ty X3

. Cs, Cr, X

SK = HOG Xl X lrafls1Dy) (O Cn )
via a public channel

C5 = H(SK[[r|| X:|X4)

Check if C5 = C5

X5 = Xewn - X3

ID; = DID; ® H(X,)

Vit = H(ID;||Treql| Xawn)
(SID]||r3llai) = C1 & H(X3]|X1)

Cs = H(Ch||DID,[| X5 |Vi||S1D7)
Check if C} = Cy

Py = H(SIDj||Xewn)

C3 =1y ® H(SID;|Fy)

Ci= H(ra||Pj|| SIDy[|X1)

Cg = H(ra|| X5|C5||X1|[STDy)
Check if Cf = Cj

Cr = H{(ro|| X, X5 |Vi[|S1 D51 C5)

Sensor Node

vy = H( SID;||P}) & Cs
Ci = H(ro||P}||SID;]1X1)
Check if € = C

Select a random number 73
Xy3=r3 P
Xy=r3- X1
{C3,C4, X1}
via a public channel
Cs = H(SK||ro|[X:]]X4)
Cs = H(r2||Xs|| 5|1 X1|S1D;)

{Cs, Cs, X3}

via a public channel

Fig. 3. The login and authentication phase of our proposed scheme.

and replaces {A;, B;} with {A?¢"  BP*"}. Otherwise,
the smart card will reject this request.

F. Dynamic Node Addition Phase

DI1. The new sensor node sends the registration request to the
gateway node GW N.

The GW N chooses a new SID,,., for new sensor
node. Then GW N uses Xgwn to compute Pyep =
H(SID,ewl|| Xewn) and send {SIDew, Prew] to
the new sensor node S,,¢.,.

D3. The new sensor node will keep P, as its private key.

D2.

VIII. SECURITY ANALYSIS

In this section, we define the security model and prove the
security of the proposed protocol under the ROM.

Participants. In our protocol P, we have three types of
participants : the user U € User, the GW N € Gateway and
the sensor node S € Sensor node. We use U’ to denote the
ith user. Similarly, GW N denotes the Gateway and S denotes
the jth sensor node. Let I denote any instances, which means
I UUGWNUS).

Long-term keys. Before authentication phase, there will
be an initialization and registration phase to establish public
parameters and security foundations. The GW N owns a long-
term secret key Xgw oy and the corresponding public key Y.

The sensor node S owns an identity SIDg and a long-lived
key Pg. The user U owns an identity I Dy and a password
PWy;. Specifically, each PWy; is independently sampled from
the password space D(1) according to the Zipf’s law [47].

Queries. The adversary .4 can use oracle queries to interact
with the participants of the protocol. The capabilities of the
adversary A in the real attack are captured by oracle queries.
The query types are as follows:

— Execute (U, GW N, S7). This query models a passive
attack (eavesdropping). The output of this query is the
transcript of an honest execution among the three instances
the user U’, the gateway GWN, the sensor node S7.

— Send (I, m). This query models an active attack of A.
It means that A sends the message m to the instance 1.
On receiving the message m from Send query, I exe-
cutes according to the protocol and sends the response
to A.

— Test (I). This query does not model the adversary A’s
capability but defines semantic security of the session
key, which is only valid for “fresh” sessions. If the ses-
sion key of the instance U ¢ is not defined, the answer
is L. Otherwise, the oracle randomly selects a bit b.
If b =1, it returns the session key to the adversary A;
If b =0, it returns a random string of the same length
to A as the session key. This query is allowed only
once.
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— Reveal (I). This query is used to model the known-key
attack where [ is user U or sensor node S. If the instance
I has negotiated a session key S K and not asked by Test
(I), it outputs SK to A. Otherwise, it outputs L.

— Corrupt (U,1). According to the capability C7 in
Section II, A can break one factor of the two-factor proto-
col. This query is used to model that .4 can obtain the U’s
password. The output is the user U’s password PW7;.

— Corrupt (U, 2).Based on the capability C7, the adversary
can also break another factor of the protocol. This query
is used to model that .4 can obtain the smart card SC and
the parameters stored in SC'. The output of this query is
parameters in the user’s smart card.

— Corrupt (GW N, 1). This query models the adversary’s
capability C5. The output of this query is GW N’s long-
term secret key Xgw .

— Corrupt (5, 1). This query models the adversary’s capa-
bility C6. The output of this query is the shared secret Pg
of the sensor node S.

Partnering. We use the session identifier sid and partner
identifier pid to define partnering. We say that the two instances
U? and S7 are partnering if all the following conditions are
met. (1) Both instances have accepted; (2) The session iden-
tifier sid;;: = sidg;; (3) The partner identifier Pid;;: = S* and
Pidg; = U®. The sid is denoted the order concatenation of all
messages sent and received by the instance U (or S7).

Freshness. Assuming that A can execute Test (I) and
Reveal (I) queries at the same time, then A can easily obtain
the session key and break the semantic security of the protocol.
The notion of freshness characterizes the fact that an adversary
cannot easily obtain the session key. The instance I is fresh if: (1)
I has been accepted and had a session key. (2) [ and its partner
have not been asked for Reveal (I) query. (3) The adversary is
allowed to ask one kind of Corrupt-query for U or its partner
S and no Corrupt (GW N, 1) query.

Correctness. If U% and S7 are partnered and accepted, they
will share a common session key.

Semanticsecurity. One of the main purposes of the au-
thentication protocol is to protect the session key from being
obtained by the adversary. In a protocol P, A can ask a polyno-
mial time of Execute, Send, Reveal queries. It can also ask for
one time Test query. At the end of the game, the adversary tries to
guess and output a bit b’ for the value of b from Test-query. We
definite that A wins the game if ¥’ = b and use Succ to denote
this event. The advantage of A in breaking semantic security of
P is:

Adv¥e (A) = 2Pr[Succ(A)] — 1 =2Pr [t =b] — 1

p

For a secure smart card based password authentication proto-
col, online password guessing attacks should be the best strategy
adopted by the adversary to break the protocol. Therefore, if the
advantage of the A who can make at most ¢g., 4 online attacks
satisfied:

AdVES, (A) < O goong + €(0)

Then we say that the protocol is semantic secure. The D is the
password space whose frequency distribution follows a Zipf’s

law [47] and C’, " are the parameters of Zipf, €(-) is a negli-
gible function, and / is a system security parameter. Before the
security analysis, we introduce the computational assumption
required for the formal security proof:

EllipticCurveGapDiffie — Hellman(ECGDH)
problem: A (t, e)-ECGDH attacker in G is a PPT machine A
running in time ¢ such that

Advg’CgGDH(A) = Pr,, [A(zP,yP) = zyP]
Adv?CgGDH (t) = max {Adv?%GDH(A)}

the probability is taken over the random values = and y. The
ECGDH-Assumption states that Adv];?gGDH(t) <'¢, Where ¢ is
a negligible value.

Theorem 1: Let P denote the protocol we proposed in
Section VII, |D| is the space of the password. Let A denote
the adversary who against the semantic security of the protocol
within a time bound ¢, with gsc,,q times Send-queries, geye
times Execute-queries and g;, times hash-queries. Then the
advantage of A to break the protocol P is

AQVE® (A) < C'- glng + 6qn AdVEPH (1)

q}% + 6¢send + (QSend + Qexe )2

+ 5 »

where ¢ <t + (¢send + Gewe + 1) - Trm, Ty is time for scaler
multiplication operation in G, C’, s’ are the parameters of the
Zipf’s law [47]. The specific proof are as follows.

Proof: We prove this theorem by a series of hybrid games,
starting with the real attack Game G| and ending up with a
game where the advantage of A is 0. In all games, the oracle
handles queries as described in the protocol. We have defined the
following events for each game Gy, where n = (0,1,2,...,8).

— Succy: The adversary A can successfully guess the bit b
in Test-query.

— AskPara,,: The adversary A can correctly compute the
parameter V; by asking a hash query H(-) on (IDj||
TregHXGWN) or (HPWZHIDZ)

— AskAuth,,: The adversary A can correctly compute
the parameter V; and ask a hash H(-) on (C1||DID;||
Xo||VAIISID;) or (1] | Xa| X5 Vil |STD; |C5).

— AshH,,: On the basis of the above hash-queries, the ad-
versary A successfully asks a hash query on (X1||X3]|
X4l||r2||SID;) to compute the session key SK.

Game Gy. This game is areal attack under the random oracle

model, thus, there are

AdvEFe(A) = 2Pr [Succo] — 1 (1)

Game Gj. In this game, we simulate hash-query H(-) and
H'(-) that appear in Game Gy later. The system maintains two
hash lists Ay, and A 4. The list Ay is used to store the record
of the hash queries. For example, for a hash query H (z) with
x as input, the oracle first checks whether the list Ay contains
a record (z,y). If so, the answer is y. Otherwise, the oracle
chooses a random number y € {0, 1}! as output and stores the
record (x,y) in the list Ay. The list A4 is used to store the
hash-queries record asked by adversary A. For other queries,
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we also simulate and keep the same as the real players would
do. Therefore, this game is no different from a real attack. Then
we have

@)

Game Go. In this game, all oracles remain the same as Game
(. To facilitate subsequent analysis, we need to remove possi-
ble collisions.

The collisions include the following two types:

-The collisions on the output of hash queries.

-The collisions on the message {{C;,C5, X1,DID;},
{Cs,Cy, X1}, {C5,Cs, X3}, {C5,C7, X3}

According to the birthday paradox principle [56], we have

|Pr [Succy] — Pr[Succo]| < ()

2
| Pr [Succs] — Pr [Suceq] | < (Gsena + doxe) + h
2 | = 2% ol+1

3

Game Gg. In this game, we consider the situation that if
the adversary is lucky to guess the correct verifier directly
{Cs, C4, Cg, C7} in the protocol (without asking the hash query
H(-)), then we have

dsend
9l
Game Gy. In this game, we abort the game if the adversary is

lucky to directly guess the V; correctly (without asking the hash
query H(-). Then we have

|Pr [Suces] — Pr[Suces]| < “)

Gsend
2l
Game Gs. In this game, we abort the game if the A can compute
the correct V; by asking the corresponding hash query. In the
case where the AskParas event does not occur, we cannot

distinguish G4 and G'5. Then we have

|Pr [Succy] — Pr[Succs]| < Q)

|Pr [Suces] — Pr [Succy]| < Pr [AskParas) (6)

Since the case of directly guessing V;’s value has been ruled
out before, the AskParas event can be divided into the follow-
ing two cases:

-The adversary asks a Corrupt(U, 1) query to compute the
value of V.

-The adversary asks a Corrupt(U,2) query to compute the
value of V.

We define these two events as Ask ParaswithCorrupt; and
AskParaswithCorrupts, respectively. We first consider the
probability of the event Ask ParaswithCorrupt;. The adver-
sary uses a Corrupt(U,1) query to obtain user’s password
PWy. Since A does not know other parameters, the probability
of this event is the same as direct guessing. Then we have

9l
Subsequently, A can use Corrupt(U,2) query to obtain the
parameters of the smart card, then she can compute the value of
V; by offline guessing user’s password PW¢ whose frequency
distribution follows the Zipf’s law [47]. Then we have

Pr[AskParaswithCorrupt,] < @)

1 U
Pr[AskParaswithCorrupts] < 50/ CQna ®)

According to the above equations, we have

(send
By
Game Gg. Inthis game, we abort the game if the A can compute
the correct authenticator C'y, C'; by asking corresponding hash
query and impersonating as a user or the sensor node. The G5
and G are indistinguishable unless event AskAuthg occurs,

then we have

1 /
|Pr [Succs] — Pr[Sucey]| < 50’ “Goend T+ )

|Pr [Succg] — Pr[Succs]| < Pr[AskAuthsg]
Pr[AskParag) — Pr [AskParas] < Pr[AskAuthg]

(10)
(1)

Game Gr. Inthis game, we use private hash H'(+) toreplace the
hash H (-) in the protocol. The G¢ and G7 are indistinguishable
unless event AskH, occurs, then we have

|Pr [Succr] — Pr [Succg]| < Pr[AskHr] (12)
|Pr [AskAuthr] — Pr[AshAuthg]| < Pr[AskH;]  (13)
Besides, since A cannot use the private hash H'(-), then
1
Pr [Sucer] = 3 (14)

Game Gg. In this game, we use the random self-reducibility
of the Elliptic Curve Gap Diffie-Hellman problem to simulate
the executions. Since the Gg and G7 are indistinguishable, then

Pr [AskHg] = Pr[AskHr] (15)

The event Ask Hg occurs means that A had queried the random
oracles H(-) on H(X,||X3||[ECGDH (X1, X3)||r2|| SID;).
Then we have

|Pr [AskHg]| < g, - AdvE-SPH (') (16)

where t' <t + (¢send + Gexe + 1) - Ty First, from the (1)—(5),
we have

2qsend
2l

(QSend+qeme)2 Q}QL
2p 9l+1

|Pr [Sucey] —Pr [Suceo]| < +

Then, from (6)—(12), we get
|Pr [Succr] — Pr[Succy]| <
Pr [AskParas] 4+ Pr[Ask Authg) + Pr [AskH)
Lastly, from (13)—(16), we can get
Advie (A) = 2Pr [Succy] — 1 4 2 (Pr [Succg] — Pr [Sucey])

Q}QL + 6‘]send

<O g + Bn AdVE R () + S

(QSend + Qexe )2
p

+

We prove that the advantage of the adversary is gradually
decreasing to zero via a series of hybrid games. Thus, the
adversary cannot break the semantic security of the protocol.
We formally prove the security of our protocol.
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IX. SECURITY ANALYSIS OF OUR SCHEME

Due to the limitations of formal methods [36], [57], many
realistic attacks are difficult to capture. In this section, we use
heuristic analysis to analyze our protocol.

A. Offfine Password Guessing Attack

Generally, the adversary can obtain all the information in the
public channel. And she can also obtain the parameters stored
in the smart card. We assume that the adversary uses the above
information to offline guess the user’s I D} and PW. To check

the correctness of (D}, PW}), the adversary can compute

HPW; = H(PW;||b), Af = H(ID;||HPW}) mod ng and
check whether A7 = A;. However, even if it is equal, the adver-
sary also cannot be sure that I D} and PW;" are the same as the
user’s [ D; and PW;. Toresist offline password guessing attacks,
we use fuzzy-verifier technology. Specifically, A can find | D; p -
Dyw|/no pairs of (ID;, PW;) to make A7 = A;. Therefore,
the adversary can only launch an online attack to test whether
they are correct. To prevent the adversary from unlimited online
testing, we use “honeywords” to detect this attack. Each time
the adversary fails, the HoneyList’s value will add one until
the value of HoneyList exceeds the predetermined threshold
(such as 10). Then the GW N suspends the use of the user’s
smart card. Thus, our proposed scheme can resist this attack.
Besides, the adversary can also execute offline password guess-
ing attacks with another method. The adversary can compute
Vi = B; & H(HPW/||ID}) and verify V;* by computing the
parameter C'y or C7. However, the adversary cannot obtain the
GW N’s long-term secret key X cw n, she cannot compute the
parameter X5. Our scheme can resist offline password guessing
attacks.

B. Smart Card Loss Attack

Generally, if the adversary impersonates the user using the
smart card, the password is required. However, the above anal-
ysis has demonstrated that our protocol effectively resists of-
fline password guessing attacks by employing “fuzzy-verifier”
and “honeywords”. Even if the adversary possesses the smart
card along with its stored secret parameters, she cannot re-
trieve the password or any other password-related informa-
tion. Furthermore, the adversary cannot use the parameters
stored in the smart card to compute the session key or any
other secret value. Our protocol can resist smart card loss
attacks.

C. User Anonymity

User anonymity [20] usually has two requirements aspects:
1) Anonymity: The user identity cannot be known by com-
munication entities other than GW N; 2) Indistinguishability:
The adversary cannot distinguish whether the communication
data between entities is sent by the same user. In our scheme,
we do not directly transmit the user identity in the public
channel. Thus, the adversary cannot obtain the user identity.
We set user’s temporary identity DID; = ID; ® H(X>). Since

the user has to choose a random number for every authen-
tication, the DID; is different every time. Meanwhile, the
adversary cannot obtain the GW N’s long-term secret key
Xawn to compute X,. The adversary can neither obtain the
user identity nor distinguish whether messages comes from the
same user. Our scheme can achieve user anonymity.

D. Gateway Spoofing Attack

In our scheme, if the adversary wants to impersonate the gate-
way, she needs to compute V; = H(ID;||T;eq|| Xaw ). Since
the adversary cannot know the long-term secret key Xy v of
GW N, our scheme can resist this attack.

E. Replay Attack

To resist replay attacks, we use random numbers to ensure the
freshness of information in our protocol. When the participants
of this scheme receive a message, they will check whether the
random number is valid. Moreover, each time the protocol is
executed, the number is randomly generated and not the same,
so the attacker cannot launch replay attacks.

FE. User Impersonation Attack

The first method for adversary is obtaining user’s ID;
and PW,;. However, the adversary cannot use offline pass-
word guessing to get the correct ID; and PW,. The
other method is that the adversary gets the message Cy =
H(C4||DID;||X2||V;||SID;) and impersonates the user.
Unfortunately, the value of C5 is related to V;, which
can be computed by V; = B; ® H(HPW;||ID;) or V; =
H(ID;||Tyeq||Xawn). Since the adversary cannot get V;, she
cannot launch the user impersonation attack in our scheme.

G. Forward Secrecy

When considering the forward secrecy of the scheme, we
assume that the adversary can obtain the long-term secret key
Xewn. If the adversary wants to obtain the session key, she
needs to get X, from X, X35. However, it is impossible for
the adversary to crack the elliptic curve encryption algorithm,
which is a hard problem in polynomial time. Thus, our scheme
can achieve forward secrecy.

H. Sensor Node Capture Attack

The sensor nodes are deployed in an unsupervised environ-
ment for a long time, and their security parameters can be easily
acquired by the adversary [7]. Therefore, to prevent the node
capture attack of the adversary, in our protocol, GW N only
sends the random number selected by the user to the sensor
node S. Even if the adversary captures the sensor node and the
random numbers of the user, it is also impossible to get the value
of V; or the session key. Therefore, our protocol can resist the
sensor node capture attack.
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TABLE IV
PERFORMANCE COMPARISON AMONG RELEVANT SCHEMES

Computational cost (ms)™

The evaluation criteria in Table 2 [6]

Related Protocols

User Gateway Sensor node S1 S2 S3 S4 S5 S6 S7 S8 S9 SI0 SIT SI2
Our scheme 2Tp+9TH~1.022 Tp+6TH~0.512 2Tp+4T ~1.019 vV vV VvV VYV VY VOV Y
Xie et al. (2024) [40] T's+8T 1 ~0.006 Ts+6T~0.005 Ts+2T ~0.002 VoX VX X X 4 x x4 X X
Bai et al. (2023) [33] Te+6Tr~1.173 TEp+6Ty~1.173 3Tp=0.002 + v v X X X  x v  V X
Xu et al.(2023) [35] Te+TTH+5Tp~1002.544 Tp+4Tr~0.511 6Tp+6TH~3.052 VoV VX x VxS X
Jabbari-Mohasef (2022) [26] T + 10Ts~1000.005 6Ts + Ty~0.004  7Ts + THX0.005 +/ +/ + X X X +/ X X x X
Raque et al. (2022) [38] T + Ts + 10TH~1000.007 4Ts + 8Ty ~0.008  2T's + 4T H~0.005 vV vV Vo x o x VX Vv XX
Zhang et al. (2022) [34] Tp + 2Ts + 5T ~1000.005  6Ts 4+ 4Ty~0.004  2Ts +2Tu~0.003 / v + X x X  + v X
Li et al. (2022) [58] Tp + 11T ~1000.008 13T ~0.009 6Ty~0.004 / / . X X . v X + v X X
Chaudhry et al. (2021) [25] Tp + 16T ~1000.011 14T ~0.010 TTH=0.004 v +/ X x %X  x v X
Wazid et al. (2020) [27] T + 13T ~1000.009 8T ~0.006 8TH~0.006 +/ v v X %X v v x v v X
Li et al. (2020) [28] 10T, ~0.007 9T ~0.006 7TH=~0.005 vV Vv Vv X x VoV x /o ox XX
Wang et al. (2020) [52] TyetTse +9TH=9.514  Tpe+Ts+6TH~9.357 Tee+Ts+4Tr~0.157 / v X v V v VvV X
Xu et al. (2019) [29] 5Ty +1T3~1000.003 1275 ~0.008 4Ty ~ 0.002 VoX X X o ox X Vv ox v oV oXx
Guo et al. (2019) [30] 6T +Tp~1000.004 16T ~0.011 6T ~0.004 Vo VX X X x o x X
Srinivas et al.(2018) [39] Tp+2Tc+15Ty~1002.624 10Ty ~0.007 2Tc+6Ty ~2.618 Vo VX XXV x
Wazid et al.(2018) [31] Tp+2Ts+13T~1000.010 4T5+5T~0.006 2Ts+4T~0.004 / / v X X v X %X x
Li et al.(2018) [59] Tp+2Tp+8TH~1001.022 Tp+9Ty~0.514 ATE~0.003 v X X X X v X X
Li et al.(2018) [60] Tp+3Tp+TT~1001.529 Tp+TTH~0.513 2Tp+ATH=~1.019 v X %X vV v v v V
Wang et al.(2017) [61] Tp+3Tp+10Ty ~ 1001.531 Tp+11TH~0.516 2Tp+aTr~1.019 v v vV vV X v v vV vV V

*Ts,Tu,Te,Tp,Tc.Ts, Tve, Tse denote the time of symmetric encryption/decryption, hash computation, modular exponentiation operation, scalar multiplication on elliptic curve, Chebyshev polynomial
operation, fuzzy extracting biometric info, big-exponent modular exponentiation of RSA, small-exponent modular exponentiation of RSA. According to [36], Tz ~1.169 ms (when we set the length of modular
[n| = 512), Tp~0.508 ms, T ~0.693us, Ts~0.541ps. The Ty ~1.169*8=9.352 ms and Ts. ~ 1(1);4 * Ty =0.156 ms. And the T'5~1000ms. [52].

1. Privileged Insider Attack

For our scheme, the gateway does not store any parameters
related to user passwords in memory. Even if insiders obtain
the parameters of the smart card, the parameters in the public
channel, and the information stored in the gateway, they cannot
calculate the user’s password. Since we use “fuzzy-verifier” [16]
to resist offline password guessing attacks, adversaries cannot
find a verifier to check the password. Meanwhile, due to the use
of public-key technology, insiders also cannot obtain the session
key. Therefore, our scheme can resist insider attacks.

J. Parallel Attack

Parallel attack [62] means that the adversary uses the infor-
mation obtained in one protocol progress to reply to another
protocol progress. Then the adversary can obtain the session
key by cheating the gateway or others. In our protocol, we use
different random numbers each time the protocol is executed,
so the information of each protocol is different. Thus, in our
scheme, the adversary cannot use the information in the public
channel to launch parallel attacks.

K. De-Synchronization Attack

Compared with other protocols, our protocol has no param-
eters that require participants to update simultaneously in the
protocol process. If the user desires to update the password,
she should authenticate her identity first. Meanwhile, we do not
use clock synchronization in our scheme. Our scheme can resist
de-synchronization attacks.

L. Mutual Authentication

Our proposed protocol provides (1) mutual authentication
between the gateway and the user. The user and gateway au-
thenticate each other by computing C5, C7 to check the value
of V;. (2) mutual authentication between the sensor node and
gateway. The gateway and the sensor node authenticate each

other by computing Cy, C to check the sensor node’s secret key
Pj = H(SID;||Xgw ). Obviously, our protocol can achieve
mutual authentication with the help of the gateway.

X. PERFORMANCE ANALYSIS

Wang et al.’s evaluation framework [6] is concrete, systematic
and comprehensive, and has been widely accepted (see [7], [45],
[63]). The specific details of the evaluation criteria can be seen
in Section II-B. In this section, we will use it to compare and
analyze our scheme with 18 state-of-the-art related protocols
in terms of security and performance. From the comparison
results, only our protocol fully satisfies all 12 criteria. For the
performance analysis, the primary focus is on the computational
cost of each participant in the protocol. The comparison results
are presented in Table IV.

It is evident from the analysis that protocols employing sym-
metric encryption or hash functions [27], [28], [29], [30], [31],
[33], [34], [38], [40], [58] generally exhibit better performance
compared to those based on public-key cryptography [35],
[39], [60], [61]. However, without exception, these symmetric
encryption-based protocols fail to achieve forward secrecy and
multi-factor security. This observation aligns with Ma et al. [24],
which states that public-key cryptography is an essential com-
ponent for achieving forward secrecy in MFA protocols.

It is worth emphasizing that in security-critical WSN envi-
ronments, the security of authentication protocols should be
considered at least as important as, if not more important than,
their efficiency. Consequently, critical security properties must
not be compromised for the sake of improving efficiency. Among
the protocols analyzed, only the scheme proposed by Wang et
al. [61] achieves a security level comparable to ours. The security
of the remaining public-key-based protocols is weaker than that
of our protocol. Furthermore, our two-factor authentication pro-
tocol meets the security goals of the three-factor authentication
protocol proposed by Wang et al. [61]. Since our protocol does
not employ the fuzzy extractor, it offers significantly higher
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user-side efficiency compared to [61] and most other three-factor
authentication schemes.

Although our scheme is less efficient in sensor nodes than
most existing protocols, it is the most efficient scheme among
those capable of resisting node capture attacks and achieving
forward secrecy. The comprehensive comparison result demon-
strates that our scheme outperforms its foremost counterparts
and performs well in WSNs.

XI. CONCLUSION

In this work, we revisited two leading multi-factor authentica-
tion protocols [25], [26] for WSNs, and pointed out that neither
of them can achieve the claimed security. Besides reporting secu-
rity defects, we revealed the fundamental causes of their protocol
problems and proposed corresponding effective countermea-
sures to help protocol designers avoid making the same mistakes.
By incorporating countermeasures (e.g., public-key cryptogra-
phy and fuzzy-verifier) into multi-factor authentication design,
we proposed a new two-factor authentication protocol for WSNs
and formally proved its security. Meanwhile, we compared our
protocol with 18 foremost counterparts, and the results show
the superiority of our protocol. We hope that this work will
facilitate the protocol designers to have a better understanding
of the essential problems and difficulties in protocol design.
Our protocol can not only be used for WSNs, but would also
provide inspiration and solutions for multi-factor authentication
protocols in other environments.
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