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Practical Two-Factor Authentication Protocol for
Real-Time Data Access in WSNs
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2
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Abstract—With the rapid development of sensors and com-4
munication technologies, the Internet of Things (IoT) paradigm5
has increasingly expanded to cover various daily, industrial, and6
military applications. As a core component of the IoT responsi-7
ble for environmental sensing and data collection, wireless sen-8
sor networks (WSNs) face significant security threats. The design9
of multi-factor authentication schemes to secure real-time data10
transmission in WSNs has garnered considerable research efforts.11
However, a common trend in existing multi-factor authentication12
protocols is emphasizing performance and security benefits, while13
possible limitations are rarely subjected to thorough analysis. To14
fill this gap, we first select two representative multi-factor authen-15
tication schemes (i.e., Chaudhry et al.’s scheme at ACM ToIT’2116
and Jabbari-Mohasef’s scheme at IEEE TII’22) as case studies,17
and point out that both schemes are vulnerable to offline pass-18
word guessing and node capture attacks, and fail to achieve for-19
ward secrecy. We then investigate the fundamental causes of these20
weaknesses underlying the schemes and propose corresponding21
solutions. After rethinking previous schemes, we present a new22
robust two-factor authentication scheme for WSNs and formally23
prove its security under the Random Oracle Model. Furthermore,24
we compare our scheme with 18 state-of-the-art protocols using25
the widely accepted evaluation framework. The comparison results26
show that our protocol outperforms its foremost counterparts.27

Index Terms—Multi-factor authentication, Internet of Things,28
wireless sensor networks, offline password guessing, forward29
secrecy.30

I. INTRODUCTION31

A S Internet of Things (IoT) technology matures and evolves32

toward intelligence, wireless sensor networks (WSNs)33

have been widely adopted in various domains (e.g., Industrial34

Internet of Things [1], smart home [2], and environmental35

monitoring [3]). In many critical applications (e.g., battlefield36

environmental monitoring [4], patient heartbeat monitoring [5]),37

external users often require real-time access to sensor node data.38

However, the long communication links between sensor nodes39

and gateways in WSNs negatively affect the efficiency of data40
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queries. Consequently, enabling users to access real-time data 41

directly from sensor nodes on demand has become a fundamental 42

feature of WSNs [6]. Meanwhile, given the openness of WSNs 43

channels and the mobility of users, it is necessary to protect sen- 44

sitive data and user behavior information from various attacks, 45

eavesdropping, modification, etc. The consequences could be 46

potentially disastrous once malicious/unauthorized users access 47

sensitive data. To mitigate these risks, user authentication is es- 48

sential to prevent malicious or unregistered users from illegally 49

accessing private data. User authentication is typically divided 50

into three types: 1) something the user knows (e.g., passwords), 51

2) something the user has (e.g., smart cards), and 3) something 52

the user is (e.g., fingerprints) [7]. 53

Passwords remain the dominant form of user authentication 54

today due to their key advantages, such as low deployment cost, 55

convenient account recovery, and remarkable simplicity [8], [9]. 56

Password-based authentication key exchange (PAKE) protocols 57

allow two parties to establish a shared session key based on 58

a low-entropy password and are one of the most widely used 59

cryptographic protocols. A key characteristic of these protocols 60

is that they require servers to store a password verifier (i.e., 61

parameters derived from the user’s password via a one-way 62

function, such as a salted hash) for authentication [10], [11], [12]. 63

Nowadays, catastrophic data breaches have become alarmingly 64

common (e.g., 3 billion Yahoo leak [13], 1.1 billion Alibaba 65

breach [14]). Once password verifiers are exposed, attackers can 66

immediately exploit them to conduct offline password guessing 67

attacks. This vulnerability is further exacerbated by the contin- 68

uous advancement of offline guessing algorithms [15]. In recent 69

years, multi-factor authentication (MFA) has become a widely 70

adopted method to enhance user authentication security without 71

requiring servers to store password files [16]. For example, 72

Google Cloud plans to enforce MFA for all users by the end 73

of 2025. MFA leverages two or more authentication factors to 74

verify the user’s identity, ensuring that even if an adversary 75

compromisesn− 1 factors in ann-factor authentication scheme 76

(e.g., n = 2, 3), the system remains secure [16]. This method 77

significantly reduces reliance on a single factor. 78

As shown in Fig. 1, a typical multi-factor authentication 79

protocol in WSNs involves three types of participants: gateways, 80

users, and a large number of sensor nodes [6]. Unlike traditional 81

client-server structures, WSNs consist of numerous sensor nodes 82

constrained by limited storage and computational resources. 83

These nodes are deployed in unattended environments, making 84

them vulnerable to physical attacks. Therefore, in WSNs, be- 85

yond addressing the security challenges of conventional MFA 86
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Fig. 1. Multi-factor authentication scheme in WSNs.

schemes, it is necessary to ensure security when a subset of87

nodes is compromised [7]. The unique challenges posed by88

WSNs demand a robust multi-factor authentication scheme to89

ensure the security of authentication and key establishment.90

A. Related Work91

In 2009, Das et al. [17] first proposed a two-factor (pass-92

word+smart card) authentication scheme in WSNs, allowing93

users to access the information stored in sensor nodes securely.94

However, subsequent works [18], [19] revealed vulnerabilities95

in Das et al.’s scheme. The scheme is vulnerable to privileged96

insider attacks, offline password guessing attacks, user imper-97

sonation attacks, etc. In 2011, Fan et al. [18] proposed a new98

two-factor authentication scheme to improve the security of99

Das et al.’s and similar schemes. It repaired some defects of100

Das et al.’s [17] scheme, but Wang et al. [20] subsequently101

demonstrated that Fan et al.’s [18] scheme failed to ensure102

user anonymity. Subsequently, Das et al. [21] proposed a new103

scheme in 2012 and introduced dynamic node addition for sensor104

network expansion. Still, Li et al. [22] later revealed that Das105

et al.’s protocol cannot prevent the adversary from obtaining106

long-term session keys and cannot ensure user anonymity.107

In 2013, Xue et al. [23] proposed a lightweight two-factor108

authentication scheme, which first uses temporary credentials to109

achieve user anonymity. However, Xue et al.’s method was later110

shown to be ineffective. Specifically, Ma et al. [24] highlighted111

the necessity of public-key techniques in password authentica-112

tion schemes to ensure forward secrecy, achieve user anonymity,113

and resist offline password guessing attacks. Nonetheless, prior114

failures and Ma et al.’s principle [24] failed to attract sufficient115

attention from protocol designers. Furthermore, many protocol116

designers [25], [26], [27], [28], [29], [30], [31] tend to prioritize117

the efficiency of their own schemes, which hinders the objective118

analysis of their deficiencies.119

In 2018, Wazid et al. [31] proposed a smart card-based120

password authentication protocol. Then, Wang et al. [6] found121

Wazid et al.’s scheme cannot achieve forward secrecy and cannot122

resist offline password guessing attacks. Moreover, to address123

the “break-fix-break-fix” cycle in multi-factor authentication for124

WSNs, Wang et al. [6] proposed a systematic evaluation frame-125

work for objectively assessing authentication schemes. Using126

this framework, they conducted a comprehensive evaluation of127

44 representative schemes.128

In 2022, based on the protocol of Wazid et al. [31], Jabbari and129

Mohasef [26] proposed a multi-factor authentication protocol for130

the long range wide area network (LoRaWAN) using AES sym- 131

metric encryption technology. Jabbari and Mohasef claimed that 132

the scheme could achieve all proposed security goals. Moreover, 133

Wazid et al. [27] recently proposed a multi-factor authentication 134

protocol based on cloud IoT. Later, Chaudhry et al. [25] found 135

that when there are multiple users, mutual authentication and key 136

agreement cannot be implemented in Wazid et al.’s protocol [27]. 137

Then, Chaudhry et al. [25] proposed an improved protocol to 138

remedy this problem. Still, as our analysis reveals, the protocols 139

of Jabbari-Mohasef [26] and Chaudhry et al. [25] fail to achieve 140

the security goals they claimed. 141

In 2022, Wang et al. [7] pointed out that node capture attacks 142

are one of the most common security threats to multi-factor 143

authentication schemes in WSNs, yet they have received limited 144

attention in research. Wang et al. [7] conducted an in-depth 145

analysis of node capture attacks and their causes, categorizing 146

them into ten types and proposing modification suggestions for 147

several typical vulnerable protocols. Although Wang et al. [7] in- 148

tended to help protocol designers better understand node capture 149

attacks, many newly proposed protocols are still vulnerable to 150

such attacks (e.g., [32], [33]). Moreover, these newly proposed 151

protocols (e.g., [33], [34], [35]) also suffer from various security 152

issues. Designing a practical multi-factor user authentication 153

scheme for WSNs remains a challenging task. 154

B. Motivations and Contributions 155

Research on multi-factor authentication protocols over the 156

past 30 years [16], [36], [37] demonstrates that designing 157

secure password-based MFA protocols remains challenging. 158

For WSNs, their unique characteristics bring more challenges. 159

Specifically, sensor nodes are often deployed in unattended envi- 160

ronments, making them highly vulnerable to physical attacks [6]. 161

In other words, adversaries can easily capture these nodes. 162

Consequently, in addition to common attacks on multi-factor 163

authentication schemes, it is essential to prevent node capture 164

attacks, which significantly increase the challenge of designing 165

secure authentication schemes for WSNs. Although researchers 166

continuously propose new schemes [26], [32], [33], [38], most 167

still contain vulnerabilities. Instead, they rely on superficial fixes 168

to address vulnerabilities in previous insecure protocols, ulti- 169

mately perpetuating the same issues. This lack of fundamental 170

analysis limits the reliability of these protocols and also hinders 171

the development of secure schemes for WSNs. 172

To address this issue, this work aims to provide deep in- 173

sights into the inherent problems of existing protocols and their 174

corresponding countermeasures. Specifically, we conduct a 175

detailed analysis of two representative MFA protocols for 176

WSNs [25], [26], identifying several critical flaws that are also 177

prevalent in many newly proposed protocols [28], [29], [30], 178

[32], [33], [39], [40]. By analyzing the root causes of these 179

vulnerabilities, we highlight the fundamental design challenges 180

(e.g., resistance to offline password guessing, node capture, and 181

de-synchronization attacks) that must be addressed. Based on 182

these findings, we propose a new practical two-factor authenti- 183

cation protocol tailored to the security requirements of WSNs. 184

In summary, our contributions are three-fold: 185
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1) We analyze two representative multi-factor authentication186

schemes for WSNs: Chaudhry et al. (ACM ToIT’21) [25]187

and Jabbari-Mohasef (IEEE TII’22) [26]. Our investi-188

gation demonstrates that neither scheme achieves truly189

multi-factor security and forward secrecy, and both are190

vulnerable to node capture attacks and offline password191

guessing attacks. Furthermore, we systematically reveal192

the root causes of these security weaknesses and propose193

corresponding effective countermeasures.194

2) Based on the empirical insights gained from analyzing195

design vulnerabilities in state-of-the-art MFA schemes196

for WSNs and their corresponding remediation strate-197

gies, we present a new two-factor authentication pro-198

tocol for WSNs. We formally prove the security of199

our proposed protocol under the random oracle model200

(ROM). Considering that certain practical scenarios like201

de-synchronization attacks [41] cannot be fully captured202

by ROM analysis, we complement this with comprehen-203

sive heuristic analysis.204

3) Following the well-established evaluation framework of205

Wang et al. [6], we conduct a systematic comparison206

between our scheme and 18 state-of-the-art protocols. The207

comparison results show that our protocol outperforms its208

counterparts significantly.209

II. ADVERSARY MODEL & EVALUATION CRITERIA210

A. Adversary Model211

A reasonable adversary model should assume that the at-212

tacker possesses the most powerful capabilities possible, except213

for those that would trivially compromise the security of any214

protocol. We employ Wang et al.’s adversary model for WSN215

environment proposed in 2018 [6]. It is one of the few harsh216

but reasonable models, which has been highly recommended217

(see [42], [43]) and widely accepted (see [44], [45], [46]). The218

capabilities of the adversary A are as follows.219

C1. A can offline enumerate all items in the space of identity220

and password. The user identity ID usually has a fixed221

format and is randomly selected. Meanwhile, Wang et222

al. have proved that the distribution of user passwords223

usually follows the Zipf’s law [47]. This implies that the224

space of password Dpw and identity Did are limited in225

reality (Did ≤ Dpw ≈ 106).226

C2. A can fully control the open channel. According to227

Dolev-Yao model [48], the adversary A can eavesdrop,228

intercept, modify, delete and insert any transmitted in-229

formation over the public channel.230

C3. A can obtain previous session keys. A memory leak or231

improper sanitization of the sensor node or user device232

will disclose the disclosure of the session key. It could233

cause the attacker to launch a known-key attack.234

C4. A can access the information stored in the GWN . When235

A is an insider, she can obtain all information stored in236

the GWN except for its secret key.237

C5. A can acquire the long-term secret key when considering238

the forward secrecy. Forward secrecy is regarded as239

the last line of defense for system security. We assume240

TABLE I
NOTATIONS AND ABBREVIATIONS

that A can obtain the long-term private key only when 241

evaluating the protocol’s forward secrecy property. 242

C6. A can access secret information stored in sensor nodes. 243

Sensor nodes are often deployed in unattended environ- 244

ments making them vulnerable to physical attacks [6], 245

[7]. The attackers can launch attacks and get secret 246

information stored in the nodes. 247

C7. A can compromise anyn-1 factors in ann-factor authen- 248

tication scheme. Multi-factor security means the attacker 249

cannot break the security of an n-factor scheme even if 250

she obtains n-1 authentication factors. 251

B. Evaluation Criteria 252

Wang et al. [6] propose the evaluation criteria tailored to 253

WSNs. These criteria are systematic, comprehensive, and con- 254

crete, and have been widely accepted (see [7], [45]). We adopt 255

these criteria to evaluate recently proposed protocols, focusing 256

on aspects such as security and user-friendliness. A summary of 257

the evaluation criteria is provided in Table II. 258

III. REVIEW OF CHAUDHRY ET AL.’S SCHEME 259

Recently, Chaudhry et al. [25] point out that Wazid et al.’s 260

protocol [27] proposed in 2020 fails to achieve mutual authen- 261

tication in scenarios with multiple users. Chaudhry et al. [25] 262

make improvements to Wazid et al.’s protocol and prove that 263

their protocol is secure and effective. In this section, we briefly 264

review Chaudhry et al.’s protocol [25]. The intuitive notations 265

and abbreviations are listed in Table I. 266

A. Registration Phase 267

1) Sensor Nodes Registration 268

Step 1: TA computes RIDSj = h(IDSj ‖ Kj) and 269

TCSj = h(IDSj ‖ Kj ‖ RTSSj) for Sj . 270

Step 2: TA storesRIDSj ,TCSj andh(RIDSj ‖ Kj) inSj . 271

Step 3: TA stores RIDSj , TCSj , h(RIDSj ‖ Kj) and se- 272

cret key X in gateway GWN ’s memory. 273

2) User Registration 274

Step 1: Ui ⇒ TA: {IDi}. 275

Step 2: TA ⇒ Ui: SCi : {TDi, TCUi, Ri, h(.)}. 276

When receiving the message, TA selects Ki, TDi 277

and computes TCUi = h(IDi‖Ki). Then TA 278

gets Ri = h(IDi ‖ X), K ′
i = h(Ki ‖ Ri) and 279

RIDUi = h(IDi ‖ Ri). TA stores TDi, TIDUi = 280
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TABLE II
EVALUATION CRITERIA

IDi ⊕Ki, WIDUi = Ki ⊕ h(TDi ‖ X) in the281

verifier-table maintained by corresponding GW and282

sends a smart card SCi: {TDi, TCUi, Ri, h(.)} to283

Ui in a secure channel.284

Step 3: Ui selects password PWi, secret number k and im-285

prints biometricsBIOi. ThenUi getsGen(BIOi) =286

(σi, τi), RPWi = h(PWi ‖ k), Ai = h( IDi ‖ σi)287

⊕k, Fi = h(RPWi ‖ σi ‖ Ri ‖ TCUi), R∗
i = Ri ⊕288

h(IDi ‖ k), TD∗
i = TDi ⊕ h(k ‖ σi) and TC∗

Ui =289

TCUi ⊕ h(IDi ‖ σi ‖ PWi). After that, Ui re-290

places TDi, TCUi by TD∗
i , TC∗

Ui in SCi. Fi-291

nally, the smart card contains {TD∗
i , TC

∗
Ui, R

∗
i , Fi,292

Ai, τi, h(.), Gen(.), Rep(.), t}.293

B. Login and Authentication Phase294

Step 1. Ui → GW : Msg1 = {M1,M2,M3,M4, T1}.295

Ui user enters {IDi, PWi, BIOi}. SCi computes296

σ∗
i = Rep(BIO∗

i , τi), k=Ai ⊕ h(IDi ‖ σ∗
i ), Ri =297

R∗
i ⊕ h(IDi ‖ k),RIDUi = h(IDi ‖ Ri),TCUi =298

TC∗
Ui ⊕ h(IDi ‖ σ∗

i ‖ PW ∗
i ), RPW ∗

i = h(PW ∗
i299

‖ k) and F ∗
i = h(RPW ∗

i ‖ σ∗
i ‖ Ri ‖ TCUi). After300

that, SCi checks if F ∗
i = Fi. If F ∗

i 
= Fi, rejects the301

request. The SCi selects T1, r1 and computes M1 =302

TD∗
i ⊕ h(k ‖ σi), M2 = RIDSj ⊕ h(TCUi ‖ IDi303

‖ T1), M3 = h(RIDUi ‖ TCUi ‖ T1)⊕ r1 and304

M4 = h(IDi ‖ RIDSj ‖ TCUi ‖ r1 ‖ T1). Ui305

sends Msg1 = {M1,M2,M3,M4, T1} to GW .306

Step 2. GW → Sj : Msg2 = {M6,M7,M8, T2}.307

After receiving the request, GW checks the308

freshness of T1 by comparing with current309

timestampTcur − T1 ≤ ΔT .GW usesM1 to extract310

TIDUi and WIDUi. GW computes Ki = h(M1311

‖ X)⊕WIDUi, where X is the shared secret312

key. Then computing IDi = Ki ⊕ TIDUi, Ri =313

h(IDi ‖ X), RIDUi = h(IDi ‖ Ri), RIDSj =314

M2 ⊕ h(TCUi ‖ IDi ‖ T1), r1 = M3 ⊕ h(RIDUi315

‖ TCUi ‖ T1) and M5 = h(IDi ‖ RIDSj ‖316

TCUi ‖ r1 ‖ T1). GW will reject the request if317

M5 
= M4. Otherwise, GW generates r2, T2 and318

computes M6 = h(TCSj ‖ RIDSj)⊕ r2, M7 =319

h(RIDUi ‖ TCUi ‖ r1)⊕ h(TCSj ‖ T2), and320

M8 = h(RIDSj ‖ TCSj ‖ h(RIDSj ‖ Kj) ‖ r2 ‖321

T2). Then GW sends Msg2 = {M6,M7,M8, T2} 322

to the sensor node Sj . 323

Step 3. Sj → GW : Msg3 = {M10,M11,M12, T3}. 324

Sj checks the freshness of T2 by comparing with 325

current timestamp Tcur − T2 ≤ ΔT . Then Sj com- 326

putes r2 = M6 ⊕ h(TCSj ‖ RIDSj), h(RIDUi ‖ 327

TCUi ‖ r1) = M7 ⊕ h(TCSj ‖ T2) and M9 = 328

h(RIDSj ‖ TCSj ‖ h(RIDSj ‖ Kj) ‖ r2 ‖ T2). 329

Sj rejects if M9 
= M8 and otherwise generates r3, 330

T3 and computes M10 = h(h(RIDUi ‖ TCUi ‖ 331

r1) ‖ T3)⊕ r3, M11 = h(h(RIDUi ‖ TCUi ‖ r1) 332

‖RIDSj ‖ r3)⊕ h(h(RIDSj ‖ Kj) ‖ T3), SKij= 333

h(h(h(RIDSj ‖ Kj) ‖ T3) ‖ h(RIDUi ‖ TCUi ‖ 334

r1) ‖ RIDSj ‖ r3 ‖ T3), and M12=h(SKij ‖ T3). 335

Then the Sj sends Msg3 = {M10,M11,M12, T3} 336

to the gateway node GW . 337

Step 4. GW → Ui : Msg4 = {Msg3,M13, TDinew
, T4}. 338

After receiving Msg3, GW checks the freshness 339

of T3 by comparing if Tcur − T3 ≤ ΔT . GW 340

generates {TDinew
, T4} and computes TDinew

341

= TDinew
⊕ h(RIDUi ‖ TCUi ‖ r1 ‖ T4), TDi = 342

TDinew
, M13 = h(RIDUi ‖ TDinew

‖ T4) and 343

WIDUi = Ki ⊕ h(TDinew
‖ X). Then GW sends 344

Msg4 = {Msg3,M13, TDinew
, T4} to Ui. To avoid 345

any de-synchronization between GW and Ui, the 346

GW stores previous TDi in temporary variable, and 347

on the next login, it is updated with the current one. 348

Step 5. When receiving the Msg4, Ui checks the freshness 349

of T4 by comparing with current timestamp Tcur − 350

T4 ≤ ΔT . Ui gets r3 = M10 ⊕ h(h(RIDUi ‖ 351

TCUi ‖ r1) ‖ T3), and h(h(RIDSj ‖ Kj ‖ T3)) = 352

M11 ⊕ h(h(RIDUi ‖ TCUi ‖ r1) ‖ RIDSj ‖ r3), 353

SK ′
ij = h(h(h(RIDSj ‖ Kj) ‖ T3) ‖ h(RIDUi ‖ 354

TCUi ‖ r1) ‖ RIDSj ‖ r3 ‖ T3), M14 = h(SK ′
ij ‖ 355

T3) and M15 = h(RIDUi ‖ TDinew
‖ T4). Ui then 356

checks ifM14 = M12 &M15 = M13. Upon success, 357

Ui computes TDinew
= TDinew

⊕ h(RIDUi ‖ 358

TCUi ‖ r1 ‖ T4) and replaces TDi by TDinew
. Ui 359

keeps SK ′
ij as shared key with Sj . 360

IV. ANALYSIS OF CHAUDHRY ET AL.’S SCHEME 361

In this section, we reveal that although Chaudhry et al. [25] 362

proposed an improved protocol to address the problems of 363
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Wazid et al.’s scheme [27], Chaudhry et al.’s scheme fails to364

achieve the claimed security properties.365

A. No Truly Multi-Factor Security366

Generally, a protocol can achieve multi-factor security if the367

adversary cannot break the security of the remaining factor when368

she obtains all the other factors [16]. However, we find that369

Chaudhry et al.’s scheme [25] cannot achieve this goal. The370

specific attack steps are as follows.371

Step 1. A chooses ID∗
i , PW ∗

i from Did × Dpw.372

Step 2. A computes σ∗
i = Rep(BIOi, τi).373

Step 3. A computes k∗ = Ai ⊕ h(ID∗
i ‖ σ∗

i ).374

Step 4. A computes Ri = R∗
i ⊕ h(ID∗

i ‖ k∗).375

Step 5. A further computes the value TCUi = TC∗
Ui ⊕376

h(ID∗
i ‖ σ∗

i ‖ PW ∗
i ).377

Step 6. A computes RPW ∗
i = h(PW ∗

i ‖ k∗).378

Step 7. A computes F ∗
i = h(RPW ∗

i ‖ σ∗
i ‖ Ri ‖ TCUi).379

Step 8. Repeat step 1∼7 until ID∗
i , PW ∗

i meet F ∗
i =Fi.380

The time complexity: O((5TH + TB + 3TXOR)× |DID| ×381

|DPW |), where TH is the time of hash-function, TB is the382

time of fuzzy extractor, |DPW | and |DID| are the space of383

ID and PW . Generally, the user’s identity has a fixed format,384

and the protocol allows users to choose their passwords freely.385

Therefore, the space of password and identity is limited in reality386

(DID ≤ DPW ≈ 106 [47]). It is reasonable that the adversary387

can launch this attack.388

B. Offline Password Guessing Attack389

Chaudhry et al.’s scheme [25] is also vulnerable to another390

offline password guessing attack. This attack also makes the391

protocol unable to achieve true multi-factor security. The specific392

attack steps are as follows.393

Step 1. A chooses ID∗
i , PW ∗

i from Did × Dpw.394

Step 2. A computes σ∗
i = Rep(BIOi, τi).395

Step 3. A computes k∗ = Ai ⊕ h(ID∗
i ‖ σ∗

i ).396

Step 4. A computes Ri = R∗
i ⊕ h(ID∗

i ‖ k∗).397

Step 5. A computes RID∗
Ui = h(ID∗

i ‖ Ri).398

Step 6. A further computes the value TCUi = TC∗
Ui ⊕399

h(ID∗
i ‖ σ∗

i ‖ PW ∗
i ).400

Step 7. A computes r∗1 = M3 ⊕ h(RID∗
Ui ‖ TCUi ‖ T1).401

Step 8. A further computes the value RID∗
Sj = M2 ⊕402

h(TCUi ‖ IDi ‖ T1).403

Step 9. A computes the messageM ∗
4 = h(ID∗

i ‖ RID∗
Sj ‖404

TCUi ‖ r∗1 ‖ T1).405

Step 10. Repeat step 1 ∼9 until PW ∗
i , ID∗

i meet M ∗
4=M4.406

The time complexity: O((7TH + TB + 5TXOR)× |DID| ×407

|DPW |). This attack is similar to the above attack. The adversary408

can obtain the victim’s password in polynomial time, which409

breaks the multi-factor security of the protocol.410

C. No Forward Secrecy411

For a secure authentication scheme, forward secrecy is a412

significant feature, which concerns the security of the previous413

session key. Even if the adversary can get the long-term private414

key of the gateway/server, she cannot calculate any previous415

session key [16]. We reveal that Chaudhry et al.’s scheme [25] 416

cannot achieve forward secrecy. 417

Step 1. A uses M1 to extract TIDUi,WIDUi. 418

Step 2. A computes Ki = WIDUi ⊕ h(M1 ‖ X). 419

Step 3. A computes Ri = h(IDi ‖ X). 420

Step 4. A computes RIDUi = h(IDi ‖ Ri). 421

Step 5. A computes TCUi = h(IDi ‖ Ki). 422

Step 6. A computes r1 = M3 ⊕ h(RIDUi ‖ TCUi ‖ T1). 423

Step 7. A computes the hash value h(RIDUi ‖ TCUi ‖ 424

r1)=M7 ⊕ h(TCSj‖T2). 425

Step 8. A uses the value of Step 7 to compute r3 = M10 ⊕ 426

h(h(RIDUi ‖ TCUi ‖ r1) ‖ T3). 427

Step 9. A computes SKij = h(h(h(RIDSj ‖ Kj) ‖ T3) ‖ 428

h(RIDUi ‖ TCUi ‖ r1) ‖ RIDSj ‖ r3 ‖ T3). 429

The time complexity: O(10TH + 4TXOR). As in the above 430

attack, adversaries can obtain the session key of any previous 431

session. The protocol cannot achieve forward secrecy. 432

D. Node Capture Attack 433

Since sensor nodes are usually unattended, the adversary can 434

use physical attacks [6], [7] to obtain the secret information of 435

the sensor node. Under this assumption, we find that Chaudhry 436

et al.’s scheme [25] cannot resist node capture attacks. Then 437

the adversary can obtain all previous session keys. The specific 438

attack steps are as follows. 439

Step 1. A computes r2 = M6 ⊕ h(TCSj ‖ RIDSj). 440

Step 2. A computes the hash value h(RIDUi ‖ TCUi ‖ r1) 441

= h(TCSj ‖ T2)⊕M7. 442

Step 3. A uses the value of Step 2 to compute r3 = M10 ⊕ 443

h(h(RIDUi ‖ TCUi ‖ r1) ‖ T3). 444

Step 4. A computes SKij = h(h(h(RIDSj ‖ Kj) ‖ T3) ‖ 445

h(RIDUi ‖ TCUi ‖ r1) ‖ RIDSj ‖ r3 ‖ T3). 446

The time complexity: O(6TH + 3TXOR). The adversary can 447

calculate the session key by the above attack in polynomial time, 448

making the security of the protocol invalid. 449

V. REVIEW OF JABBARI-MOHASEF’S SCHEME 450

In 2022, Jabbari and Mohasef [26] claimed that it is necessary 451

to ensure the security and privacy of the information collected 452

by the end devices. It will facilitate the use of LoRaWAN and 453

gain users’ trust. However, no suitable authentication scheme 454

could be used in LoRaWAN networks. Thus, Jabbari and Mo- 455

hasef propose a new multi-factor authentication scheme for the 456

LoRaWAN network. In this section, a brief review of their 457

proposed scheme [26] is provided. The intuitive notations and 458

abbreviations are listed in Table I. 459

A. Registration Phase 460

1) User Registration 461

Step 1. Ui ⇒ NS:{MIDi}. 462

Ui chooses the identity IDi and password PWi. She 463

computes MIDi =aes128_cmac (πi, IDi|ρi) and 464

sends it to the network server NS. 465

Step 2. NS ⇒ Ui : {Ai, T IDi}. 466
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NS chooses a random identity TIDi for Ui and467

computes Ai = aes128_cmac(s, T IDi)⊕MIDi,468

where s is the long-term secret key of NS. Then469

NS computes CMIDi
′ = MIDi ⊕ s, CMIDi =470

aes128_cmac(s, CMIDi
′) and generates a counter471

SUCnti = 0. It keeps SUCnti and CMIDi in its472

database for auditing and sends Ai, T IDi to Ui.473

Step 3. When receiving the message, Ui generates a counter474

USCnti = 0. Furthermore, Ui imprints her biomet-475

rics Bi at SMDi. Then she calculates Gen(Bi) =476

(βi, αi), Ki = aes128_cmac (βi, IDi| PWi)477

and Ci = aes128_encrypt(Ki, πi|ρi|MIDi|| IDi|478

Ai|TIDi|USCnti). SMDi stores Ci and αi.479

2) Offline End-Device Registration Phase480

The one who could connect and configure Ej , computes481

Kij = aes128_cmac(πi, DevEUIj |ρi) and load it to Ej of-482

fline. Ej generates a counter EUCntj = 0. Then the Ej stores483

Kij and EUCntj in its memory securely. At the end, the user484

generates a new number UECntj = 0 and appends UECntj485

to the value of Ci in her SMDi.486

B. Login and Authentication Phase487

Step 1. Ui → NS : M1 = {TID′
i, Cin}.488

First, Ui inputs IDi, PWi and biometrics Bi.489

SMDi computes βi = Rep(Bi, αi) and Ki =490

aes128_cmac (βi, IDi| PWi). Then it computes491

aes128_decrypt (Ki, Ci) = (π′
i|ρ′i|MID′

i|ID′
i|492

A′
i|TID′

i|USCnt′i|UECnt′i). And it checks493

if ID′
i = IDi. If so, SMDi computes Kij =494

aes128_cmac(π′
i, DevEUIj |ρ′i). Then SMDi495

computes C1
ij = aes128_decrypt(Kij , λi). It gets496

UECnt′i = UECnt′i + 1, ECntj = UECnt′i and497

C2
ij = aes128_decrypt (λi, DevEUIj |ECntj |498

pad16). Afterward, Ui computes USCnt′i =499

USCnt′i + 1, Cnti = USCnt′i, Kin = A′
i ⊕500

MID′
i, and Cin = aes128_encrypt(Kin,MID′

i|501

Cnti|C1
ij |C2

ij |DevEUIj). Due to the Cipher Block502

Chaining (CBC) mode of the AES encryption, the503

user needs to update the values of UECnt′i and504

USCnt′i. And the counter Cnti is used to resist the505

replay attack. Then Ui delivers M1 to NS.506

Step 2. NS → Ej : M2 = {Cnj : KeyEstablishReq}.507

Upon receiving M1, NS employs s and508

TID′
i to get Kni = aes128_cmac(s, T ID′

i).509

Subsequently, it decrypts Cin as (MID′
i|Cnt′i|C

′1
ij |510

C
′2
ij |DevEUI ′j) = aes128_decrypt(Kni, Cin),511

CMID′′
i = MID′

i ⊕ s, CMID′
i = aes128_cmac512

(s, CMID′′
i ) and checks if CMID′

i is equal to513

the stored CMIDi. If it does not hold, NS rejects514

the request. Otherwise, it checks Cnt′i > SUCnti.515

Then it selects a new random number, λn, and516

use NwkSEncKeynj to encrypts (CID|C ′1
ij |C

′2
ij |517

DevEUI ′j | λn), which is the key shared between518

NS and Ej . Then it generates a Message Integrity519

Code (MIC) for this message to provide the integrity520

of the message. Finally, NS produces the result Cnj 521

and sends the message M2 to Ej . 522

Step 3. Ej → NS : M3 = {Cjn : KeyEstablishAns}. 523

The end-deviceEj uses the keyNwkSEncKeyjn to 524

get (CID′|C ′1
ij |C

′2
ij |DevEUI ′j |λ′

n). Then, it use Kji 525

to decrypt C
′1
ij as (λ′

i) =aes128_encrypt(Kji, C
′1
ij). 526

It also computes C
′2
ij as (DevRUI ′′j |ECnt′j |pad16) 527

=aes128_encrypt(λ′
i, C

′2
ij). It gets the DevEUI ′′j 528

and checks ifDevEUI ′′j = DevEUI ′j = DevEUIj 529

and ECnt′j > EUCntj . If it holds, this re- 530

quest is initiated by Ui. Then the Ej uses ran- 531

dom number λj to computes EUCntj = ECnt′j , 532

SKji = λ′
i ⊕λj , C1

ji = aes128_encrypt(Kji ⊕ 533

λ′
i, λj) and C2

ij = aes128_encrypt(λj , SKji). It 534

encrypts (C1
ji|C2

ji|λ′
n) by using NwkSEncKeyjn, 535

computes the message’s MIC value and gets the 536

result Cjn. Furthermore, Ej sends M3 = {Cjn : 537

KeyEstablishAns} to NS. 538

Step 4. NS → Ui : M4 = {Cni}. 539

NS uses NwkSEncKeynj to decrypt the mes- 540

sage and check the MIC value. Thus, NS gets 541

(C1
ji|C2

ji|λ′
n). Then, it verifies if λ′

n=λn. If so, 542

NS selects a new temporary identity TIDnew
i and 543

gets Anew
i = aes128_cmac(s, T IDnew

i )⊕MIDi, 544

SUCnti = Cnt′i and Cni = aes128_encrypt 545

(Kni, C
1
ji| C2

ji| TIDnew
i | Anew

i |Cnt′i). NS sends 546

the message M4 = {Cni} to Ui. 547

Step 5. The user Ui computes aes128_decrypt(Kin, Cni) 548

= (C
′1
ji| C

′2
ji|TID

′new
i |A′new

i |Cnt′i) and checks 549

whether Cnt′i = USCnt′i. If it holds, she decrypts 550

(λ′
j) = aes128_decrypt(Kij ⊕ λi, C

′1
ji) and 551

(SK ′
ji) = aes128_decrypt(λ′

j , C
′2
ji). Then she com- 552

putes SKij = λi ⊕ λ′
j and checks whether SKij = 553

SK ′
ji. Then user establishes a session key with 554

Ej . Ui computes Cnew
i = aes128_encrypt(Ki, π

′
i| 555

ρ′i|MID′
i |ID′

i|A
′new
i |TID′new

i |USCnt′i|UECnt′i) 556

and replaces Ci with Cnew
i . 557

C. Biometric and Password Update Phase 558

Step 1. Ui first inputs IDi, PWi and Bi. Then SMDi com- 559

putes βi = Rep(Bi, αi) and Ki = aes128_cmac 560

(βi, IDi|PWi), and decrypts (π′
i|ρ′i|MID′

i|ID′
i| 561

A′
i| TID′

i| USCnt′i| UECnt′j) = aes128_decrypt 562

(Ki, Ci), and verifies whether ID′
i = IDi and 563

MID′
i = aes128_cmac (π′

i, IDi|ρ′i). 564

Step 2. Ui enters new PWnew
i and Bnew

i . SMDi 565

calculates Gen(Bnew
i ) = (βnew

i , αnew
i ), Knew

i = 566

aes128_cmac (βnew
i , IDi| PWnew

i ) and Cnew
i . Fi- 567

nally, SMDi replaces Ci, αi with Cnew
i , αnew

i . 568

VI. ANALYSIS OF JABBARI-MOHASEF’S SCHEME 569

Jabbari and Mohasef [26] claimed that their protocol could 570

achieve the coexistence of efficiency and security. However, we 571

reveal that their scheme [26] fails to meet the fundamental goals 572

of a secure multi-factor authentication protocol. 573
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A. No Truly Multi-Factor Security574

We reveal that Jabbari-Mohasef’s scheme [26] fails to achieve575

truly multi-factor security. The password can be guessed if an576

adversary obtains the user’s biometric information and smart577

card. The specific attack steps are as follows.578

Step 1. A computes Gen(Bi) = (βi, αi).579

Step 2. A chooses ID∗
i , PW ∗

i from Did × Dpw.580

Step 3. A computes Ki = aes_cmac(βi, ID
∗
i |PW ∗

i ).581

Step 4. A further computes (π′
i|ρ′i|MID′

i|ID∗
i |A′

i|TID′
i|582

USCnt′i|UECnt′i) = aes_decrypt(Ki, Ci).583

Step 5. Repeat step 1∼4 until ID∗
i meets (ID∗

i = IDi).584

The time complexity: O((TB + Taesdec + Taesmac)× |DID|585

×|DPW |), whereTaesmac is the time of AES-CMAC algorithm,586

and Taesdec is the time of AES decryption algorithm. Similar to587

Section IV-A, the offline password guessing attack can obtain the588

password in polynomial time, thereby breaking the multi-factor589

security of Jabbari-Mohasef’s scheme.590

B. Node Capture Attack591

We also perform a node capture attack and demonstrate that592

Jabbari-Mohasef’s scheme [26] fails to resist such an attack.593

Specifically, an adversary can compute session keys for all594

previous communications between the user and the sensor node.595

The specific attack details are as follows.596

Step 1. A decrypts Cnj = (CID|C ′1
ij |C

′2
ij |DevEUI ′j |λ′

n)597

using NwkSEncKeynj .598

Step 2. A computes λ′
i =aes_encrypt(Kji, C

′1
ij).599

Step 3. A decrypts Cjn = (C
′1
ji|C

′2
ji|λ′

n).600

Step 4. A decrypts (λ′
j) = aes_decrypt(Kij ⊕ λi, C

′1
ji).601

Step 5. A decrypts (SK ′
ji) = aes_decrypt(λ′

j , C
′2
ji).602

The time complexity: O(4Taesdec + Taesenc), where Taesenc603

is the time of AES encryption. It is clear that when the nodes are604

attacked, the protocol cannot maintain forward security.605

C. Denial of Service Attack606

Jabbari-Mohasef’s scheme [26] allows users to locally update607

their passwords or biometrics, providing a convenient feature608

for users. However, we reveal that this functionality makes609

the scheme vulnerable to denial of service (DoS) attacks. The610

specific attack details are as follows.611

Step 1. A computes Gen(Bi) = (βi, αi).612

Step 2. A chooses ID∗
i , PW ∗

i from Did × Dpw.613

Step 3. A computes Ki = aes_cmac(βi, ID
∗
i |PW ∗

i ).614

Step 4. A uses Ki to compute aes_decrypt(Ki, Ci)615

=(π′
i|ρ′i|MID′

i|IDi|A′
i|TID′

i|USCnt′i|UECnt′i).616

Step 5. Repeat step 1∼4 until ID∗
i meets (ID∗

i = IDi).617

Step 6. A inpus the parameters PWi, IDi, Bi and initiates618

an update request.619

Step 7. A inputs Bnew
i and PWnew

i .620

The time complexity: O((TB + Taesdec + Taesmac)× |DID|621

×|DPW |). An adversary can update a user’s unknown password622

and biometric information, causing the smart device to deny623

service to the legitimate user. This is a common vulnerability in624

protocols that allow local password updates.625

VII. OUR PROPOSED SCHEME 626

After analyzing the two protocols [25], [26], we first catego- 627

rize the identified issues. It is worth noting that security issues 628

are not limited to the analyzed protocols but are also prevalent in 629

other recent protocols. Therefore, we analyze their fundamental 630

causes and propose effective countermeasures. Subsequently, 631

we re-examine the common issues observed in these failed 632

protocols and propose a new two-factor password-based authen- 633

tication protocol for WSNs. 634

A. Countermeasures of Existing Defects 635

After analysis, we find both Chaudhry et al.’s [25] and Jabbari- 636

Mohasef’s scheme [26] have the following defects. 637

1) Vulnerable to Offline Password Guessing Attacks: Multi- 638

factor security is defined such that when the adversary obtains 639

n− 1 factors of ann-factor authentication protocol, the protocol 640

remains secure [16]. Therefore, it is reasonable to assume that 641

the adversary can obtain all factors except the password. Under 642

this assumption, both schemes [25], [26] fail to resist offline 643

password guessing attacks (see Sections IV-A, IV-B, and VI-A) 644

and cannot achieve truly multi-factor security. As we know, an 645

offline password guessing attack refers to a scenario where the 646

adversary can gain a verifier in which the only two unknown 647

parameters are the password and the identity number. All other 648

parameters are either known or can be deduced from the pass- 649

word, identity, and additional known parameters [49]. Using the 650

value of the verifier, the adversary can determine the correctness 651

of guessed passwords. Since the attack process is offline, it 652

requires no additional equipment and remains undetectable to 653

others. From the protocol design perspective, adversaries can 654

obtain the verifier through different methods to launch attacks. 655

Attacks on Chaudhry et al.’s [25] and Jabbari-Mohasef’s [26] 656

schemes can be categorized into two types. 657

For the first one, to enable functionalities like “local password 658

update” or “timely typo detection”, the smart card must store the 659

verifier to authenticate the user identity. However, protocols that 660

store the verifier in the smart card are vulnerable to offline pass- 661

word guessing attacks. Adversaries can obtain the verifier (e.g., 662

through a side channel attack on the smart card [50]) and verify 663

the correctness of the guessed password. As demonstrated in our 664

analysis, Chaudhry et al. [25] and Jabbari-Mohasef [26] neither 665

consider this problem nor employ effective countermeasures to 666

prevent such attacks. Thus, their schemes fail to resist this type 667

of attack (see Sections IV-A and VI-A). 668

To reconcile the need for local password updates with the 669

risk of offline password guessing attacks caused by smart 670

card storage, Wang et al. [16] proposed the “fuzzy-verifier” 671

technique, which can be employed to solve the above offline 672

guessing attack. Specifically, for Chaudhry et al.’s protocol [25], 673

the verifierF ∗
i = h(RPW ∗

i ‖ σ∗
i ‖ Ri ‖ TCUi). We resetF ∗

i = 674

h(RPW ∗
i ‖ σ∗

i ‖ Ri ‖ TCUi) mod n0, where n0 is an integer 675

and n0 ∈ (24, 28). The adversary can find |DID ×DPW |/n0 ≈ 676

232 pairs of (ID∗
i , PW ∗

i ), which satisfy the equation Fi = F ∗
i . 677

However, there is only one correct pair of correct identity number 678

and password. If the adversary desires to know whether the 679

guessed password is correct, she must initiate an online request 680
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to the gateway. The adversary’s advantage is negligible, as she681

must sift through 232 possible answers via online requests to the682

gateway. Thus, the “fuzzy-verifier” effectively solves this type683

of offline password guessing attack. Similarly, this approach684

can be applied to Jabbari-Mohasef’s protocol [26]. Due to space685

limitations, it will not be repeated here.686

For the second type of offline password guessing attack, the687

adversary can obtain the verifier by eavesdropping on informa-688

tion transmitted over public channels (see Section IV-B). In689

1999, Halevi and Krawczyk [51] pointed out that traditional690

single-factor password authentication is not immune to offline691

password guessing attacks if public-key technology is not em-692

ployed. Later, Ma et al. [24] proposed that all security parameters693

stored in a smart card could be compromised. Then, smart card694

based password authentication schemes are downgraded to tra-695

ditional single-factor password authentication schemes. In such696

cases, the security of the scheme relies only on the password. To697

address this issue, Ma et al. proposed “The public-key principle”,698

asserting that public-key cryptography is essential for two-factor699

authentication schemes to resist offline password guessing at-700

tacks. And they pointed out a large number of schemes as701

evidence. Furthermore, for n-factor authentication scheme, we702

assume that the adversary can get n− 1 factors except for703

the password. Under this assumption, n-factor authentication704

schemes degrade to traditional single-factor password-based705

authentication schemes. Ma et al.’s [24] principle is therefore706

applicable to multi-factor authentication as well.707

To address the issue in Chaudhry et al.’s scheme [25], public-708

key technology can be employed as a remedy. Ui first chooses709

a random number a1 and uses GWN ’s public key y = gx to710

compute X1 = ga1 , X2 = ya1 . Then Ui generates the verifier711

M ′
4 = h(IDi ‖ RIDSj ‖ TCUi ‖ r1 ‖ T1 ‖ X2) and Msg1 =712

{M1,M2,M3, M4, X1, T1}. In this way, in addition to the713

password and identity, X2 remains unknown to the adversary.714

Since X2 can only be computed by the gateway node GWN ,715

the adversary cannot use M4 to verify the correctness of the716

guessed password. Public-key encryption technology effectively717

prevents this type of offline password guessing attack, and it can718

be applied to similar protocols.719

2) Vulnerable to Node Capture Attacks: We demonstrate that720

Chaudhry et al.’s [25] and Jabbari-Mohasef’s [26] protocols are721

subject to node capture attacks (see Sections IV-D and VI-B).722

The adversary can obtain the secret key of the node through723

the node capture attack. Then she can use it to obtain previous724

session keys, which breaks the protocol’s forward secrecy. The725

user usually sends a random number to the gateway to establish726

a session key. The gateway will make the random number XOR727

the node’s secret parameters, and then send it to the node. After728

that, the node makes its random number XOR the secret and729

sends it to the gateway. In this process, the gateway can obtain730

all the parameters to calculate the session key. It is known that731

the gateway and the node only use the shared secret to protect the732

parameter. The gateway is legal and credible, but the adversary733

can obtain the shared secret by breaking the sensor node. If734

an adversary captures a sensor node, she can extract the shared735

secret and use it to derive all parameters related to the session key,736

as described in [7]. To mitigate this vulnerability, it is essential737

to ensure that neither the gateway nor the adversary can compute 738

the secret parameters solely based on the shared secret. 739

Thus, we propose a design where the gateway verifies session 740

key-related content without being able to compute the session 741

key itself. Public-key cryptography can help us realize this 742

design. Specifically, the user chooses a random number r1 743

and computes X1 = r1 · P , where P is a point on the elliptic 744

curve. Similarly, the node chooses a new random number r2 745

and computes X2 = r2 · P . They send X1, X2 to each other 746

through the gateway. The session key is then constructed as 747

X3 = r1 · r2 · P . The gateway only verifies identity and data 748

integrity. Importantly, because of the hardness of the elliptic 749

curve discrete logarithm problem, neither the adversary nor 750

the gateway can derive X3 from X1 and X2. As a result, this 751

approach effectively resists node capture attacks and ensures 752

the forward secrecy of the protocol. Besides, we find that node 753

capture attacks can compromise user anonymity [52]. Thus, the 754

gateway should avoid transmitting messages containing user 755

identity information when forwarding user requests to the node. 756

3) Synchronization Mechanism: Both protocols employ the 757

synchronization mechanism to achieve user anonymity. While 758

time synchronization is a commonly employed technique, it is 759

not recommended due to its inherent vulnerabilities. As Wang 760

et al. highlighted in [36], synchronization mechanisms may lead 761

to de-synchronization attacks or other problems (see Luo et 762

al.’s attack [53] on Gope et al.’s scheme [54]). In addition to 763

synchronization mechanisms, public-key cryptography can also 764

be employed to achieve user anonymity [20]. Beyond anonymity, 765

public-key technology can resist offline password guessing 766

attacks and ensure forward secrecy, as demonstrated in the 767

aforementioned methods. Therefore, public-key cryptography 768

can serve as a direct solution for achieving anonymity. Besides, 769

Chaudhry et al. [25] use a time synchronization mechanism to 770

ensure the freshness of the scheme. Although it is effective, it will 771

increase the complexity and energy consumption of the protocol. 772

A more efficient alternative is the use of random numbers to 773

ensure message freshness and prevent replay attacks, which can 774

be employed in almost any protocol. 775

Building on the previous analysis, we propose a new protocol 776

that adopts the elliptic curve public-key algorithm. To resist 777

offline dictionary guessing attacks, the protocol integrates the 778

“fuzzy-verifier” mechanism [16] and the “honeywords” ap- 779

proach [55]. Furthermore, we implement elliptic curve multipli- 780

cation on the sensor node and the user side to achieve forward 781

secrecy and user anonymity. The specific details are as follows. 782

The intuitive notations and abbreviations are listed in Table III. 783

For a better understanding of our scheme, the user registration 784

phase and the login and authentication phase are illustrated in 785

Fig. 2 and Fig. 3, respectively. 786

B. Initialization Phase 787

The protocol includes three types of participants: user Ui, 788

gateway GWN , and sensor node Sj . Our proposed scheme 789

is built on an elliptic curve E (generated by a base point P 790

with a large prime order p) defined over a prime finite field Fp. 791

The gateway chooses its long-term secret key XGWN , which 792
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TABLE III
NOTATIONS AND ABBREVIATIONS IN OUR PROTOCOL

Fig. 2. The user registration phase of our proposed scheme.

is known only to GWN . P is shared with all servers. The793

GWN computes its public key as Y = P ·XGWN , which is794

made publicly available. Each node Sj has been registered and795

shared the secret Pj = H(SIDj‖XGWN ) with GWN .796

C. Registration Phase797

R1. Ui ⇒ GWN :{IDi, HPWi}.798

First, the user Ui chooses an identity and password pair799

{IDi, PWi} and generates a random number b. Then,800

user calculatesHPWi = H(PWi||b) and sends the reg-801

ister message {IDi, HPWi} to the gateway GWN .802

R2. GWN ⇒ Ui: SCi:{Ai, Bi, P, Y,H(·), Ai ⊕ ai}.803

The gateway GWN first checks whether the IDi is804

in the database. Then, it computes Vi = H(IDi||Treg||805

XGWN ), where Treg is the registration time of the user806

and XGWN is the long-term secret key of the GWN .807

And it selects a random number ai and computes Ai =808

H(IDi||HPWi) mod n0, Bi = H(HPWi||IDi)⊕809

Vi. The GWN stores {Ai, Bi, P, Y,H(·), Ai ⊕ ai} in810

smart card SCi and sends it to user. The GWN811

stores {IDi, Treg, ai, HoneyList = NULL} into the812

database, where HoneyList is a list stored in GWN813

specifically designed to record forged keys generated in814

response to potential attacks.815

R3. The user receives SCi: {Ai, Bi, P, Y,H(·), Ai ⊕ ai}816

and stores b into the smart card SCi.817

D. Login and Authentication Phase818

L1. Ui → GWN :{C1, C2, X1, DIDi}.819

Ui first enters her identity IDi and password PWi. Then820

the smart card SCi computes HPW ∗
i = H(PW ∗

i ||b)821

and A∗
i = H (IDi||HPW ∗

i ) mod n0. The SCi verifies822

the user by checking whether A∗
i = Ai. If A∗

i 
= Ai, 823

the smart card SCi will reject the user’s login request. 824

Otherwise, SCi selects the corresponding sensor nodes 825

SIDj and two random numbers r1, r2. It computes 826

ai = Ai ⊕Ai ⊕ ai, X1 = r1 · P , X2 = r1 · Y , Vi = 827

Bi ⊕H(HPWi||IDi), DIDi = IDi ⊕H(X2), C1 828

= (SIDj ||r2||ai)⊕H(X2||X1), C2 = H(C1||DIDi|| 829

X2||Vi||SIDj), sends {C1, C2, DIDi, X1} to GWN . 830

L2. GWN → Sj :{C3, C4, X1}. 831

When the GWN receives the login request, it first 832

computes X∗
2 = X1 ·XGWN , ID∗

i = DIDi ⊕H(X2), 833

V ∗
i = H(ID∗

i ||Treg||XGWN ), (SID∗
j ||r∗2||a∗i ) = C1⊕ 834

H(X∗
2||X1). Then GWN first checks if a∗i = ai. If 835

it is not equal, GWN rejects this session. Otherwise, 836

GWN computes C∗
2 = H(C1||DIDi||X∗

2||V ∗
i ||SID∗

j) 837

and checks whether C∗
2 = C2. If it is not, GWN 838

will reject this session and insert C∗
2 into HoneyList 839

when there are fewer than Ni (e.g., Ni=10) items 840

in HoneyList. If there are Ni items in HoneyList, 841

GWN will suspend Ui’s smart card SCi until Ui 842

re-registers. If C∗
2 = C2, GWN uses XGWN to get 843

Pj = H(SIDj ||XGWN ). Then it computes C3 = r2 ⊕ 844

H(SIDj ||Pj), C4 = H(r2||Pj || SIDj ||X1) and trans- 845

mits {C3, C4, X1} to Sj . 846

L3. Sj → GWN :{C5, C6, X3}. 847

On receiving the message, Sj first uses Pj , SIDj to 848

get r∗2 = H(SIDj ||Pj)⊕ C3. Then it computes C∗
4 = 849

H( r2||Pj ||SIDj ||X1) and compares whether C∗
4 = 850

C4. The node will reject the request if it is not 851

equal. Otherwise, it chooses a random number r3 and 852

computes X3 = r3 · P , X4 = r3 ·X1, SK = H(X1|| 853

X3||X4||r2|| SIDj), C5 = H(SK||r2||X1||X4), C6 = 854

H(r2||X3|| C5||X1||SIDj) and sends message {C5, 855

C6, X3} to the GWN . 856

L4. GWN → Ui:{C5, C7, X3}. 857

The GWN first authenticates the sensor node Sj by 858

checking whether C6 = H(r2||X3||C5||X1||SIDj). If 859

so, it computes C7 = H(r2||X2||X3||Vi||SIDj ||C5) 860

and sends {C5, C7, X3} to the user. Otherwise, the 861

gateway node GWN will end the session. 862

L5. When receiving the reply from gateway, Ui first calcu- 863

lates C∗
7 = H(r2||X2||X3||Vi||SIDj ||C5) to authenti- 864

cate the GWN by checking whether C∗
7 = C7. If not, Ui 865

will terminate the conversation. Otherwise, Ui computes 866

X∗
4 = X3 · r1, SK = H(X1||X3||X∗

4||r2||SIDj). If 867

C∗
5 = H(SK||r2||X1||X4), Ui and Sj successfully au- 868

thenticate each other and establish a session key SK to 869

ensure the security of the subsequence conversation. 870

E. Password Change Phase 871

P1: If Ui desires to update a new password, she inputs IDi, 872

the previous PWi and the new password PWnew
i . 873

P2: The smart card SC will compute HPWi = H(PWi||b) 874

and A∗
i = H(IDi||HPWi) to check the user identity. 875

P3: If A∗
i = Ai, the smart card SCi computes HPWnew

i = 876

H(PWnew
i ||b), Anew

i = H(IDi||HPWnew
i ), and 877

Bnew
i = Bi ⊕H(HPWi||IDi)⊕H(HPWnew

i ||IDi) 878
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Fig. 3. The login and authentication phase of our proposed scheme.

and replaces {Ai, Bi} with {Anew
i , Bnew

i }. Otherwise,879

the smart card will reject this request.880

F. Dynamic Node Addition Phase881

D1. The new sensor node sends the registration request to the882

gateway node GWN .883

D2. The GWN chooses a new SIDnew for new sensor884

node. Then GWN uses XGWN to compute Pnew =885

H(SIDnew|| XGWN ) and send {SIDnew, Pnew} to886

the new sensor node Snew.887

D3. The new sensor node will keep Pnew as its private key.888

VIII. SECURITY ANALYSIS889

In this section, we define the security model and prove the890

security of the proposed protocol under the ROM.891

Participants. In our protocol P , we have three types of892

participants : the user U ∈ User, the GWN ∈ Gateway and893

the sensor node S ∈ Sensor˜node. We use U i to denote the894

ith user. Similarly, GWN denotes the Gateway and Sj denotes895

the jth sensor node. Let I denote any instances, which means896

I ∈ (U ∪GWN ∪ S).897

Long-term keys. Before authentication phase, there will898

be an initialization and registration phase to establish public899

parameters and security foundations. The GWN owns a long-900

term secret key XGWN and the corresponding public key Y .901

The sensor node S owns an identity SIDS and a long-lived 902

key PS . The user U owns an identity IDU and a password 903

PWU . Specifically, each PWU is independently sampled from 904

the password space D(λ) according to the Zipf’s law [47]. 905

Queries. The adversary A can use oracle queries to interact 906

with the participants of the protocol. The capabilities of the 907

adversary A in the real attack are captured by oracle queries. 908

The query types are as follows: 909

– Execute (U i, GWN,Sj). This query models a passive 910

attack (eavesdropping). The output of this query is the 911

transcript of an honest execution among the three instances 912

the user U i, the gateway GWN, the sensor node Sj . 913

– Send (I,m). This query models an active attack of A. 914

It means that A sends the message m to the instance I . 915

On receiving the message m from Send query, I exe- 916

cutes according to the protocol and sends the response 917

to A. 918

– Test (I). This query does not model the adversary A’s 919

capability but defines semantic security of the session 920

key, which is only valid for “fresh” sessions. If the ses- 921

sion key of the instance U i is not defined, the answer 922

is ⊥. Otherwise, the oracle randomly selects a bit b. 923

If b = 1, it returns the session key to the adversary A; 924

If b = 0, it returns a random string of the same length 925

to A as the session key. This query is allowed only 926

once. 927
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– Reveal (I). This query is used to model the known-key928

attack where I is user U or sensor node S. If the instance929

I has negotiated a session key SK and not asked by Test930

(I), it outputs SK to A. Otherwise, it outputs ⊥.931

– Corrupt (U, 1). According to the capability C7 in932

Section II, A can break one factor of the two-factor proto-933

col. This query is used to model that A can obtain the U ’s934

password. The output is the user U ’s password PWU .935

– Corrupt (U, 2). Based on the capability C7, the adversary936

can also break another factor of the protocol. This query937

is used to model that A can obtain the smart card SC and938

the parameters stored in SC. The output of this query is939

parameters in the user’s smart card.940

– Corrupt (GWN, 1). This query models the adversary’s941

capability C5. The output of this query is GWN ’s long-942

term secret key XGWN .943

– Corrupt (S, 1). This query models the adversary’s capa-944

bility C6. The output of this query is the shared secret PS945

of the sensor node S.946

Partnering. We use the session identifier sid and partner947

identifier pid to define partnering. We say that the two instances948

U i and Sj are partnering if all the following conditions are949

met. (1) Both instances have accepted; (2) The session iden-950

tifier sidUi = sidSj ; (3) The partner identifier PidUi = Si and951

PidSj = U i. The sid is denoted the order concatenation of all952

messages sent and received by the instance U i (or Sj).953

Freshness. Assuming that A can execute Test (I) and954

Reveal (I) queries at the same time, then A can easily obtain955

the session key and break the semantic security of the protocol.956

The notion of freshness characterizes the fact that an adversary957

cannot easily obtain the session key. The instance I is fresh if: (1)958

I has been accepted and had a session key. (2) I and its partner959

have not been asked for Reveal (I) query. (3) The adversary is960

allowed to ask one kind of Corrupt-query for U or its partner961

S and no Corrupt (GWN, 1) query.962

Correctness. If U i and Sj are partnered and accepted, they963

will share a common session key.964

Semanticsecurity. One of the main purposes of the au-965

thentication protocol is to protect the session key from being966

obtained by the adversary. In a protocol P , A can ask a polyno-967

mial time of Execute, Send, Reveal queries. It can also ask for968

one time Test query. At the end of the game, the adversary tries to969

guess and output a bit b′ for the value of b from Test-query. We970

definite that A wins the game if b′ = b and use Succ to denote971

this event. The advantage of A in breaking semantic security of972

P is:973

Advake
p (A) = 2Pr[Succ(A)]− 1 = 2Pr [b′ = b]− 1

For a secure smart card based password authentication proto-974

col, online password guessing attacks should be the best strategy975

adopted by the adversary to break the protocol. Therefore, if the976

advantage of the A who can make at most qsend online attacks977

satisfied:978

Advake
P,D(A) ≤ C ′ · qs′send + ε(	)

Then we say that the protocol is semantic secure. The D is the979

password space whose frequency distribution follows a Zipf’s980

law [47] and C ′, s′ are the parameters of Zipf, ε(·) is a negli- 981

gible function, and 	 is a system security parameter. Before the 982

security analysis, we introduce the computational assumption 983

required for the formal security proof: 984

EllipticCurveGapDiffie−Hellman(ECGDH) 985

problem: A (t, ε)-ECGDH attacker in G is a PPT machine Δ 986

running in time t such that 987

AdvECGDH
g,G (Δ) = Prx,y [Δ(xP, yP ) = xyP ]

AdvECGDH
g,G (t) = max

Δ

{
AdvECGDH

g,G (Δ)
}

the probability is taken over the random values x and y. The 988

ECGDH-Assumption states that AdvECGDH
g,G (t) ≤ ε, Where ε is 989

a negligible value. 990

Theorem 1: Let P denote the protocol we proposed in 991

Section VII, |D| is the space of the password. Let A denote 992

the adversary who against the semantic security of the protocol 993

within a time bound t, with qsend times Send-queries, qexe 994

times Execute-queries and qh times hash-queries. Then the 995

advantage of A to break the protocol P is 996

Advake
P (A) ≤ C ′ · qs′send + 6qh AdvECGDH

P (t′)

+
q2h + 6qsend

2l
+

(qsend + qexe )
2

p

where t′ � t+ (qsend + qexe + 1) · Tm, Tm is time for scaler 997

multiplication operation in G, C ′, s′ are the parameters of the 998

Zipf’s law [47]. The specific proof are as follows. 999

Proof: We prove this theorem by a series of hybrid games, 1000

starting with the real attack Game G0 and ending up with a 1001

game where the advantage of A is 0. In all games, the oracle 1002

handles queries as described in the protocol. We have defined the 1003

following events for each game Gn, where n = (0, 1, 2, . . ., 8). 1004

– Succn: The adversary A can successfully guess the bit b 1005

in Test-query. 1006

– AskParan: The adversary A can correctly compute the 1007

parameter Vi by asking a hash query H(·) on (IDi|| 1008

Treg||XGWN ) or (HPWi||IDi). 1009

– AskAuthn: The adversary A can correctly compute 1010

the parameter Vi and ask a hash H(·) on (C1||DIDi|| 1011

X2||Vi||SIDj) or (r2||X2||X3||Vi||SIDj ||C5). 1012

– AshHn: On the basis of the above hash-queries, the ad- 1013

versary A successfully asks a hash query on (X1||X3|| 1014

X4||r2||SIDj) to compute the session key SK. 1015

GameG0. This game is a real attack under the random oracle 1016

model, thus, there are 1017

Advake
P (A) = 2Pr [Succ0]− 1 (1)

Game G1. In this game, we simulate hash-query H(·) and 1018

H ′(·) that appear in Game G6 later. The system maintains two 1019

hash lists ΛH and ΛA. The list ΛH is used to store the record 1020

of the hash queries. For example, for a hash query H(x) with 1021

x as input, the oracle first checks whether the list ΛH contains 1022

a record (x, y). If so, the answer is y. Otherwise, the oracle 1023

chooses a random number y ∈ {0, 1}l as output and stores the 1024

record (x, y) in the list ΛH. The list ΛA is used to store the 1025

hash-queries record asked by adversary A. For other queries, 1026
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we also simulate and keep the same as the real players would1027

do. Therefore, this game is no different from a real attack. Then1028

we have1029

|Pr [Succ1]− Pr [Succ0]| ≤ ε(l) (2)

Game G2. In this game, all oracles remain the same as Game1030

G1. To facilitate subsequent analysis, we need to remove possi-1031

ble collisions.1032

The collisions include the following two types:1033

-The collisions on the output of hash queries.1034

-The collisions on the message {{C1, C2, X1, DIDi},1035

{C3, C4, X1}, {C5, C6, X3}, {C5, C7, X3}}.1036

According to the birthday paradox principle [56], we have1037

|Pr [Succ2]− Pr [Succ1] | ≤ (qsend + qexe )
2

2p
+

q2h
2l+1

(3)

Game G3. In this game, we consider the situation that if1038

the adversary is lucky to guess the correct verifier directly1039

{C2, C4, C6, C7} in the protocol (without asking the hash query1040

H(·)), then we have1041

|Pr [Succ3]− Pr [Succ2]| ≤ qsend
2l

(4)

Game G4. In this game, we abort the game if the adversary is1042

lucky to directly guess the Vi correctly (without asking the hash1043

query H(·). Then we have1044

|Pr [Succ4]− Pr [Succ3]| ≤ qsend

2l
(5)

GameG5. In this game, we abort the game if theA can compute1045

the correct Vi by asking the corresponding hash query. In the1046

case where the AskPara5 event does not occur, we cannot1047

distinguish G4 and G5. Then we have1048

|Pr [Succ5]− Pr [Succ4]| ≤ Pr [AskPara5] (6)

Since the case of directly guessing Vi’s value has been ruled1049

out before, the AskPara5 event can be divided into the follow-1050

ing two cases:1051

-The adversary asks a Corrupt(U, 1) query to compute the1052

value of Vi.1053

-The adversary asks a Corrupt(U, 2) query to compute the1054

value of Vi.1055

We define these two events as AskPara5withCorrupt1 and1056

AskPara5withCorrupt2, respectively. We first consider the1057

probability of the event AskPara5withCorrupt1. The adver-1058

sary uses a Corrupt(U, 1) query to obtain user’s password1059

PWU . Since A does not know other parameters, the probability1060

of this event is the same as direct guessing. Then we have1061

Pr[AskPara5withCorrupt1] ≤ qsend

2l
(7)

Subsequently, A can use Corrupt(U, 2) query to obtain the1062

parameters of the smart card, then she can compute the value of1063

Vi by offline guessing user’s password PWU whose frequency1064

distribution follows the Zipf’s law [47]. Then we have1065

Pr[AskPara5withCorrupt2] ≤ 1

2
c′ · qs′send (8)

According to the above equations, we have 1066

|Pr [Succ5]− Pr [Succ4]| ≤ 1

2
c′ · qs′send +

qsend

2l
(9)

GameG6. In this game, we abort the game if theA can compute 1067

the correct authenticator C2, C7 by asking corresponding hash 1068

query and impersonating as a user or the sensor node. The G5 1069

and G6 are indistinguishable unless event AskAuth6 occurs, 1070

then we have 1071

|Pr [Succ6]− Pr [Succ5]| ≤ Pr [AskAuth6] (10)

Pr[AskPara6]− Pr [AskPara5] ≤ Pr [AskAuth6] (11)

GameG7. In this game, we use private hashH ′(·) to replace the 1072

hash H(·) in the protocol. The G6 and G7 are indistinguishable 1073

unless event AskH7 occurs, then we have 1074

|Pr [Succ7]− Pr [Succ6]| ≤ Pr [AskH7] (12)

|Pr [AskAuth7]− Pr [AshAuth6]| ≤ Pr [AskH7] (13)

Besides, since A cannot use the private hash H ′(·), then 1075

Pr [Succ7] =
1

2
(14)

Game G8. In this game, we use the random self-reducibility 1076

of the Elliptic Curve Gap Diffie-Hellman problem to simulate 1077

the executions. Since the G8 and G7 are indistinguishable, then 1078

Pr [AskH8] = Pr [AskH7] (15)

The event AskH8 occurs means that A had queried the random 1079

oracles H(·) on H(X1||X3||ECGDH(X1, X3)||r2|| SIDj). 1080

Then we have 1081

|Pr [AskH8]| ≤ qh · AdvECGDH
P (t′) (16)

where t′ ≤ t+ (qsend + qexe + 1) · Tm. First, from the (1)–(5), 1082

we have 1083

|Pr [Succ4]−Pr [Succ0]|≤ (qsend+qexe)
2

2p
+

q2h
2l+1

+
2qsend
2l

Then, from (6)–(12), we get 1084

|Pr [Succ7]− Pr [Succ4]| ≤
Pr [AskPara5] + Pr [AskAuth6] + Pr [AskH7]

Lastly, from (13)–(16), we can get 1085

Advake
P (A) = 2Pr [Succ7]− 1 + 2 (Pr [Succ0]− Pr [Succ7])

≤ C ′ · qs′send + 6qh AdvECGDH
P (t′) +

q2h + 6qsend

2l

+
(qsend + qexe )

2

p

We prove that the advantage of the adversary is gradually 1086

decreasing to zero via a series of hybrid games. Thus, the 1087

adversary cannot break the semantic security of the protocol. 1088

We formally prove the security of our protocol. 1089
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IX. SECURITY ANALYSIS OF OUR SCHEME1090

Due to the limitations of formal methods [36], [57], many1091

realistic attacks are difficult to capture. In this section, we use1092

heuristic analysis to analyze our protocol.1093

A. Offline Password Guessing Attack1094

Generally, the adversary can obtain all the information in the1095

public channel. And she can also obtain the parameters stored1096

in the smart card. We assume that the adversary uses the above1097

information to offline guess the user’s ID∗
i and PW ∗

i . To check1098

the correctness of (ID∗
i , PW ∗

i ), the adversary can compute1099

HPW ∗
i = H(PWi||b), A∗

i = H(ID∗
i ||HPW ∗

i ) mod n0 and1100

check whether A∗
i = Ai. However, even if it is equal, the adver-1101

sary also cannot be sure that ID∗
i and PW ∗

i are the same as the1102

user’s IDi andPWi. To resist offline password guessing attacks,1103

we use fuzzy-verifier technology. Specifically,A can find |DID ·1104

Dpw|/n0 pairs of (IDi, PWi) to make A∗
i = Ai. Therefore,1105

the adversary can only launch an online attack to test whether1106

they are correct. To prevent the adversary from unlimited online1107

testing, we use “honeywords” to detect this attack. Each time1108

the adversary fails, the HoneyList’s value will add one until1109

the value of HoneyList exceeds the predetermined threshold1110

(such as 10). Then the GWN suspends the use of the user’s1111

smart card. Thus, our proposed scheme can resist this attack.1112

Besides, the adversary can also execute offline password guess-1113

ing attacks with another method. The adversary can compute1114

V ∗
i = Bi ⊕H(HPW ∗

i ||ID∗
i ) and verify V ∗

i by computing the1115

parameter C2 or C7. However, the adversary cannot obtain the1116

GWN ’s long-term secret key XGWN , she cannot compute the1117

parameter X2. Our scheme can resist offline password guessing1118

attacks.1119

B. Smart Card Loss Attack1120

Generally, if the adversary impersonates the user using the1121

smart card, the password is required. However, the above anal-1122

ysis has demonstrated that our protocol effectively resists of-1123

fline password guessing attacks by employing “fuzzy-verifier”1124

and “honeywords”. Even if the adversary possesses the smart1125

card along with its stored secret parameters, she cannot re-1126

trieve the password or any other password-related informa-1127

tion. Furthermore, the adversary cannot use the parameters1128

stored in the smart card to compute the session key or any1129

other secret value. Our protocol can resist smart card loss1130

attacks.1131

C. User Anonymity1132

User anonymity [20] usually has two requirements aspects:1133

1) Anonymity: The user identity cannot be known by com-1134

munication entities other than GWN ; 2) Indistinguishability:1135

The adversary cannot distinguish whether the communication1136

data between entities is sent by the same user. In our scheme,1137

we do not directly transmit the user identity in the public1138

channel. Thus, the adversary cannot obtain the user identity.1139

We set user’s temporary identityDIDi = IDi ⊕H(X2). Since1140

the user has to choose a random number for every authen- 1141

tication, the DIDi is different every time. Meanwhile, the 1142

adversary cannot obtain the GWN ’s long-term secret key 1143

XGWN to compute X2. The adversary can neither obtain the 1144

user identity nor distinguish whether messages comes from the 1145

same user. Our scheme can achieve user anonymity. 1146

D. Gateway Spoofing Attack 1147

In our scheme, if the adversary wants to impersonate the gate- 1148

way, she needs to compute Vi = H(IDi‖Treg‖XGWN ). Since 1149

the adversary cannot know the long-term secret key XGWN of 1150

GWN , our scheme can resist this attack. 1151

E. Replay Attack 1152

To resist replay attacks, we use random numbers to ensure the 1153

freshness of information in our protocol. When the participants 1154

of this scheme receive a message, they will check whether the 1155

random number is valid. Moreover, each time the protocol is 1156

executed, the number is randomly generated and not the same, 1157

so the attacker cannot launch replay attacks. 1158

F. User Impersonation Attack 1159

The first method for adversary is obtaining user’s IDi 1160

and PWi. However, the adversary cannot use offline pass- 1161

word guessing to get the correct IDi and PWi. The 1162

other method is that the adversary gets the message C2 = 1163

H(C1||DIDi||X2||Vi||SIDj) and impersonates the user. 1164

Unfortunately, the value of C2 is related to Vi, which 1165

can be computed by Vi = Bi ⊕H(HPWi||IDi) or Vi = 1166

H(IDi||Treg||XGWN ). Since the adversary cannot get Vi, she 1167

cannot launch the user impersonation attack in our scheme. 1168

G. Forward Secrecy 1169

When considering the forward secrecy of the scheme, we 1170

assume that the adversary can obtain the long-term secret key 1171

XGWN . If the adversary wants to obtain the session key, she 1172

needs to get X4 from X1, X3. However, it is impossible for 1173

the adversary to crack the elliptic curve encryption algorithm, 1174

which is a hard problem in polynomial time. Thus, our scheme 1175

can achieve forward secrecy. 1176

H. Sensor Node Capture Attack 1177

The sensor nodes are deployed in an unsupervised environ- 1178

ment for a long time, and their security parameters can be easily 1179

acquired by the adversary [7]. Therefore, to prevent the node 1180

capture attack of the adversary, in our protocol, GWN only 1181

sends the random number selected by the user to the sensor 1182

node S. Even if the adversary captures the sensor node and the 1183

random numbers of the user, it is also impossible to get the value 1184

of Vi or the session key. Therefore, our protocol can resist the 1185

sensor node capture attack. 1186
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TABLE IV
PERFORMANCE COMPARISON AMONG RELEVANT SCHEMES

I. Privileged Insider Attack1187

For our scheme, the gateway does not store any parameters1188

related to user passwords in memory. Even if insiders obtain1189

the parameters of the smart card, the parameters in the public1190

channel, and the information stored in the gateway, they cannot1191

calculate the user’s password. Since we use “fuzzy-verifier” [16]1192

to resist offline password guessing attacks, adversaries cannot1193

find a verifier to check the password. Meanwhile, due to the use1194

of public-key technology, insiders also cannot obtain the session1195

key. Therefore, our scheme can resist insider attacks.1196

J. Parallel Attack1197

Parallel attack [62] means that the adversary uses the infor-1198

mation obtained in one protocol progress to reply to another1199

protocol progress. Then the adversary can obtain the session1200

key by cheating the gateway or others. In our protocol, we use1201

different random numbers each time the protocol is executed,1202

so the information of each protocol is different. Thus, in our1203

scheme, the adversary cannot use the information in the public1204

channel to launch parallel attacks.1205

K. De-Synchronization Attack1206

Compared with other protocols, our protocol has no param-1207

eters that require participants to update simultaneously in the1208

protocol process. If the user desires to update the password,1209

she should authenticate her identity first. Meanwhile, we do not1210

use clock synchronization in our scheme. Our scheme can resist1211

de-synchronization attacks.1212

L. Mutual Authentication1213

Our proposed protocol provides (1) mutual authentication1214

between the gateway and the user. The user and gateway au-1215

thenticate each other by computing C2, C7 to check the value1216

of Vi. (2) mutual authentication between the sensor node and1217

gateway. The gateway and the sensor node authenticate each1218

other by computingC4, C6 to check the sensor node’s secret key 1219

Pj = H(SIDj ||XGWN ). Obviously, our protocol can achieve 1220

mutual authentication with the help of the gateway. 1221

X. PERFORMANCE ANALYSIS 1222

Wang et al.’s evaluation framework [6] is concrete, systematic 1223

and comprehensive, and has been widely accepted (see [7], [45], 1224

[63]). The specific details of the evaluation criteria can be seen 1225

in Section II-B. In this section, we will use it to compare and 1226

analyze our scheme with 18 state-of-the-art related protocols 1227

in terms of security and performance. From the comparison 1228

results, only our protocol fully satisfies all 12 criteria. For the 1229

performance analysis, the primary focus is on the computational 1230

cost of each participant in the protocol. The comparison results 1231

are presented in Table IV. 1232

It is evident from the analysis that protocols employing sym- 1233

metric encryption or hash functions [27], [28], [29], [30], [31], 1234

[33], [34], [38], [40], [58] generally exhibit better performance 1235

compared to those based on public-key cryptography [35], 1236

[39], [60], [61]. However, without exception, these symmetric 1237

encryption-based protocols fail to achieve forward secrecy and 1238

multi-factor security. This observation aligns with Ma et al. [24], 1239

which states that public-key cryptography is an essential com- 1240

ponent for achieving forward secrecy in MFA protocols. 1241

It is worth emphasizing that in security-critical WSN envi- 1242

ronments, the security of authentication protocols should be 1243

considered at least as important as, if not more important than, 1244

their efficiency. Consequently, critical security properties must 1245

not be compromised for the sake of improving efficiency. Among 1246

the protocols analyzed, only the scheme proposed by Wang et 1247

al. [61] achieves a security level comparable to ours. The security 1248

of the remaining public-key-based protocols is weaker than that 1249

of our protocol. Furthermore, our two-factor authentication pro- 1250

tocol meets the security goals of the three-factor authentication 1251

protocol proposed by Wang et al. [61]. Since our protocol does 1252

not employ the fuzzy extractor, it offers significantly higher 1253
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user-side efficiency compared to [61] and most other three-factor1254

authentication schemes.1255

Although our scheme is less efficient in sensor nodes than1256

most existing protocols, it is the most efficient scheme among1257

those capable of resisting node capture attacks and achieving1258

forward secrecy. The comprehensive comparison result demon-1259

strates that our scheme outperforms its foremost counterparts1260

and performs well in WSNs.1261

XI. CONCLUSION1262

In this work, we revisited two leading multi-factor authentica-1263

tion protocols [25], [26] for WSNs, and pointed out that neither1264

of them can achieve the claimed security. Besides reporting secu-1265

rity defects, we revealed the fundamental causes of their protocol1266

problems and proposed corresponding effective countermea-1267

sures to help protocol designers avoid making the same mistakes.1268

By incorporating countermeasures (e.g., public-key cryptogra-1269

phy and fuzzy-verifier) into multi-factor authentication design,1270

we proposed a new two-factor authentication protocol for WSNs1271

and formally proved its security. Meanwhile, we compared our1272

protocol with 18 foremost counterparts, and the results show1273

the superiority of our protocol. We hope that this work will1274

facilitate the protocol designers to have a better understanding1275

of the essential problems and difficulties in protocol design.1276

Our protocol can not only be used for WSNs, but would also1277

provide inspiration and solutions for multi-factor authentication1278

protocols in other environments.1279
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