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Behavioral Biometrics-based Continuous
Authentication Using A Lightweight Latent

Representation Masked One-Class Autoencoder
Mingming Hu, Ding Wang, Chen Li, Yang Xu, and Bibo Tu

Abstract—Behavioral biometrics-based continuous authentication has proven to be an excellent supplement to one-time
authentication schemes that applies behavioral biometrics to authenticate smartphone users’ identities throughout the session.
However, it still has two key issues that need to be addressed: 1) Due to behavioral biometrics from attackers are not available a priori,
continuous authentication models should be trained only with normal samples in an unsupervised manner rather than treated as binary
or multi-class classification tasks; 2) Differences in behavioral biometrics between attackers and legitimate users are fine-grained, it is
challenging to extract rich semantic information to model users’ behavioral patterns. To fill this gap, we propose a lightweight latent
representation masked one-class autoencoder, which is trained only with legitimate users’ behavioral biometrics. It consists of two
parts: masked latent representation generator (MLRG) and Reconstructor. Firstly, we apply the MLRG to generate discriminative latent
representation with low dimension and then as a mask to cover important parts of the latent representation generated from the
Reconstructor. Secondly, we apply the Reconstructor to reconstruct input based on masked latent representation. Experimental results
demonstrate that our approach achieves superior authentication performance of 0.68% EER, 0.94% EER, 2.14% EER, and 1.87%
EER on four datasets, respectively.

Index Terms—Continuous Authentication, Behavioral Biometrics, Latent Representation Learning, Masked One-Class Autoencoder
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1 INTRODUCTION

Nowadays, smartphone has become an essential tool for
accessing online services in our daily life, and smartphone
users always store a large amount of personal privacy infor-
mation on smartphones (accounts, passwords, call records,
pictures, etc.). However, while smartphones bring us conve-
nience, our personal privacy information is also at risk of be-
ing leaked. Once an attacker gains access to the smartphone,
private personal information stored on the smartphone will
be available to the attacker. To prevent attackers from ac-
cessing the user’s smartphone and stealing the smartphone
user’s personal privacy data, an access control scheme that
can authenticate smartphone users’ identity is urgent.

Current popular one-time authentication schemes can
be divided into two categories: Knowledge-based authen-
tication mechanisms and physiological-based authentica-
tion mechanisms. However, knowledge-based authentica-
tion mechanisms (e.g., passwords, PINs, and graphical pass-
words) are vulnerable to smudge attack [1], side chan-
nel attack [2], and shoulder surfing attack [3]. And the
physiological-based authentication mechanisms (e.g., fin-
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gerprint recognition, face recognition, iris recognition) may
lead to the leakage of users’ physiological characteristics in-
formation, such as fingerprint information, face images, and
so on. Besides, both knowledge-based and physiological-
based authentication mechanisms only perform one-time
authentication during the initial login process. Once the
smartphone user passes the authentication, these one-time
authentication mechanisms no longer re-authenticate the
user’s identity throughout the session.

Therefore, an authentication scheme that can contin-
uously authenticate an access user’s identity throughout
the session is necessary. Continuous authentication based
on behavioral biometrics is an excellent supplement to
traditional one-time authentication schemes that applies
behavioral biometrics collected from the embedded sen-
sors (accelerometer, gyroscope, magnetometer, touchscreen
sensor, gravity, etc.) to authenticate a smartphone user’s
identity throughout the session. Compared with traditional
one-time authentication schemes, it has three advantages:
1) Behavioral biometrics-based continuous authentication
scheme authenticates a smartphone user’s identity continu-
ously throughout the session rather than only authenticating
the smartphone user once when accessing the smartphone
[4]; 2) During the continuous authentication process, smart-
phone users do not need to participate in the authentication
process and can perform their tasks without interruption [5];
3) No additional hardware support is required, behavioral
biometrics used to model smartphone users’ behavioral
patterns are collected from embedded sensors [6].

Traditional machine learning and deep learning tech-
niques have been widely applied in continuous authentica-
tion tasks. We categorize behavioral biometrics-based con-
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tinuous authentication schemes that apply classical machine
learning or deep learning techniques into three categories:
1) Classical machine learning-based continuous authentica-
tion: Classical machine learning algorithms are applied to
learn users’ behavioral patterns, such as Support Vector Ma-
chine (SVM) [6], [7], [8], [9], Random Forest [10], [11], [12],
[13], [14], Hidden Markov Model (HMM) [15], [16], [17],
Manhattan method [4], [18]; 2) Continuous authentication
combining classical machine learning and deep learning:
Deep learning models are used to learn rich semantic repre-
sentations from behavioral biometrics in the first stage, and
then rich representations are fed to the classical machine
learning algorithms to distinguish the legitimate user and
attacker in the second stage [19], [20], [21], [22], [23], [24],
[25], [26]; 3) End-to-end deep neural network-based con-
tinuous authentication: End-to-end deep neural network-
based continuous authentication schemes, in contrast, apply
the latent representation learning directly for continuous
authentication task [27], [28], [29], [30], [31], [32], [33].

Although continuous authentication schemes based on
traditional machine learning and deep learning techniques
have made remarkable progress, they still face the following
limitations and challenges: 1) Complex feature engineering
is required to process raw behavioral biometrics data to
improve the ability of classical machine learning algorithms
to learn smartphone users’ behavioral patterns. However,
complex feature engineering is time-consuming and is not
scalable in practice; 2) Continuous authentication combining
classical machine learning and deep learning techniques
need to train two models to achieve satisfactory authen-
tication performance. A deep learning model extracts dis-
criminative deep features from behavioral biometric data,
and a traditional machine learning model is trained to
detect attackers. They have more computational overhead
and time cost in the authentication phase; 3) End-to-end
deep learning techniques based continuous authentication
schemes are trained in a supervised manner for binary
classification or multi-classification tasks, which face the
problem of not knowing the distribution of anomalous
samples in the real-world environment.

To solve these limitations existing in current continu-
ous authentication methods. Inspired by general denoising
autoencoders [34], we propose a lightweight latent repre-
sentation masked one-class autoencoder for the continuous
authentication task, which is trained only with normal sam-
ples in an unsupervised manner leveraging the behavioral
biometrics collected from two embedded motion sensors
(accelerometer and gyroscope). Anomaly scores based on
reconstruction error using autoencoders have been widely
applied as a base for the one-class classification task [35],
[36], [37], [38], [39], [40], [41]. The autoencoders are always
trained with normal samples, aiming to learn the distri-
bution of normal samples. It is assumed that the trained
autoencoder with normal samples will have a lower recon-
struction error for normal samples and a higher reconstruc-
tion error for outlier samples. The proposed lightweight
latent representation masked one-class autoencoder consists
of a masked latent representation generator (MLRG) and a
Reconstructor. It only contains two convolutional layers and
two transpose convolutional layers, which is lightweight
enough for deploying on mobile platforms. In the training

phase, we apply the masked latent representation generator
(MLRG) to generate the low dimensional latent represen-
tation with discriminative semantic information. Then it is
used as a mask to cover the optimal part of the latent repre-
sentation generated from the encoder of the Reconstructor,
rather than masking the input with a random masked
proportion [42], [43], [44], [45], [46], [47], [48], [49]. And the
Reconstructor is used to reconstruct the input based on the
masked latent representation. In the test phase, instead of
using the reconstruction error of the input to calculate the
anomaly score, we apply the hidden reconstruction error
[41] as a metric to detect anomalous samples from attackers.

We construct a continuous authentication system to
evaluate the effectiveness of the proposed latent represen-
tation masked one-class autoencoder for the continuous
authentication task. The experimental results show that the
proposed continuous authentication system can achieve ex-
cellent performance on four public datasets. Additionally, to
evaluate the ability of our continuous authentication system
to resist various attacks in the real-world environment, we
develop a behavioral biometric data collection App based
on the Android system1. As shown in Fig. 1a, participants
who are selected as attackers use three application scenarios
(WeChat, TikTok, and Website) to interact with legitimate
user’s smartphones, and our developed App can collect the
behavioral biometric data from the accelerometer and gyro-
scope (shown in Fig. 1b) when attackers interact with the
legitimate users’ smartphones. Fig. 1c shows the example of
stored behavioral biometric data (.csv) in Android system.

The contributions are summarized as follows:

• We propose a lightweight latent representation
masked one-class autoencoder for continuous au-
thentication task, which is trained only with the
legitimate user’s behavioral biometrics in an unsu-
pervised manner. We apply the masked latent rep-
resentation generator (MLRG) to generate the op-
timal semantic information of the input, and it is
used as a mask to cover the optimal part of the
latent representation generated from the encoder of
the Reconstructor. Then the Reconstructor can learn
richer fine-grained semantic information from the
behavioral biometrics based on the masked latent
representation.

• We design a continuous authentication system
to evaluate the effectiveness of the proposed
lightweight latent representation masked one-class
autoencoder for continuous authentication tasks. It
consists of the data preprocessing module, represen-
tation learning from normal samples module, and
continuous authentication module.

• As shown in Fig. 1, we develop a behavioral bio-
metric data collection App based on the Android
system for random attack analysis in the real-world
environment. It can capture behavioral biometric
data through the built-in sensors (accelerometer and
gyroscope) of smartphones during user interactions.
We believe that the behavioral biometric data col-
lection App can provide convenience for researchers

1. https://github.com/IIEHU/Behavioral-Biometrics-Collection
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(a) (b) (c)(a) (b) (c)

Fig. 1. The developed behavioral biometric data collection App
(Android) for anti-attack analysis. a) user registration page; b)
behavioral biometric data collection, display, and storage page;
c) example of generated behavioral biometric data file (.csv)
at /data/data/com.example.BehavioralBiometricsCollection/files/ in An-
droid system.

in the field of continuous authentication based on
behavioral biometrics or gait recognition.

The rest of this paper is organized as follows: Section
2 reviews the related work. We introduce the threat model
in Section 3. We describe the proposed lightweight latent
representation masked one-class autoencoder in Section 4.
Section 5 introduces the designed continuous authentication
system. Comprehensive experiments in detail are presented
in Section 6. We discuss our work in Section 7. Finally, we
conclude this work in Section 8.

2 RELATED WORK

2.1 Behavioral Biometrics-based Continuous Authenti-
cation

Many sensors (accelerometer, gyroscope, magnetometer,
touchscreen sensor, and gravity, etc.) are integrated into
smartphones, and behavioral biometrics data collected from
these sensors can be used to measure smartphone users’
behavioral habits when interacting with smartphones.

Continuous authentication based on motion sensors (ac-
celerometer, gyroscope, magnetometer, etc.) has attracted
many researchers and achieved remarkable progress [6],
[11], [15], [20], [21], [22], [27], [29]. Zou et al. [29] developed
a hybrid deep neural network to extract time and space
domain features from the gait biometrics collected by the
accelerometer and gyroscope. Shen et al. [15] applied a Hid-
den Markov Model-based one-class classifier to learn the
smartphone user’s behavioral patterns based on the motion
sensor data. Li et al. [20] developed a convolutional neu-
ral network architecture to extract deep features from the
sensory data collected by the accelerometer and gyroscope.
Lee et al. [11] leveraged the accelerometer and gyroscope to
collect the behavioral characteristics of smartphone users for
the continuous authentication task. Li et al. [22] and Li et al.
[6] applied the deep learning method and traditional data
augmentation methods to enrich the diversity of behavioral
biometrics collected from motion sensors, respectively.

Touch behavior-based continuous authentication has
also made significant development, which uses touch be-
havioral biometrics collected from touchscreen sensor [10],
[50], [51], [52], [53]. Frank et al. [50] collected touch biomet-
rics data when smartphone users interact with smartphones
in different sessions and tasks. Shen et al. [10] explored the
use of touch-interaction behavior to learn users’ behavioral
patterns when interacting with smartphones, and then four
classifiers were trained to classify the legitimate user and
attacker. Shen et al. [51] attempted to learn discriminative
features that characterize smartphone users’ touch habits
from four types of touch-interaction behaviors (sliding up-
wards, sliding downwards, sliding leftwards, and sliding
rightwards). Teh et al. [53] proposed a touch dynamics
biometrics-based continuous authentication scheme, and
they evaluated the authentication performance of different
groups of classification algorithms. Meng et al. [52] collected
the touch behavioral biometrics data for the continuous
authentication task when smartphone users browse the web.

Multi-modality-based continuous authentication fuses
multiple behavioral biometrics to improve authentication
performance [4], [13], [28], [33], [54], [55]. Sitová et al. [4]
fused the behavioral features of hand movement, orienta-
tion, and grasp to authenticate smartphone a user’s iden-
tity continuously. Shen et al. [54] constructed a behavioral
biometrics dataset containing multiple modalities (motion
movement biometrics, touch biometrics, and usage context)
in the wild. Abuhamad et al. [28] collected smartphone
users’ behavioral biometrics from five embedded sensors
and then fused these biometrics data to learn users’ be-
havioral patterns. Buriro et al. [55] recorded the micro-
movement signals of the smartphone and the movement
signals of the user’s finger on the touchscreen when inter-
acting with the smartphone.

In this paper, we only leverage the behavioral biometrics
data collected from two motion sensors (accelerometer and
gyroscope) to model smartphone users’ behavioral patterns,
which do not need system privileges to read sensory data.
Unlike these behavioral biometrics-based continuous au-
thentication schemes, our proposed continuous authenti-
cation model utilizes only the legitimate user’s behavioral
biometrics to learn the user’s behavioral patterns during
the training process. It means that our proposed continuous
authentication scheme does not require prior learning from
the diverse and unknown distribution of samples from
attackers to enhance authentication performance.

2.2 One-Class Classification

One-class classification (OCC) is widely applied in the do-
main of novelty detection, outlier detection, and anomaly
detection. The one-class classification model is trained only
with the normal samples from the target class and attempts
to learn the distribution of the target class. The objective of
OCC is to detect whether the input query sample belongs
to the target class. The research of one-class classification
can be represented into two strategies: 1) Computing the
anomaly score of the query sample based on the encoder-
decoder architecture [35], [36], [37], [38], [39]; 2) Capturing
the distribution of normal behavior from the target class
based on the latent space [40], [41], [56], [57], [58], [59].
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In the former strategy, Xia et al. [37] employed an au-
toencoder to learn the reconstruction of the input, and they
supposed that the inliers and the outliers could be effec-
tively distinguished according to the reconstruction errors.
Sabokrou et al. [35] proposed an end-to-end network for
one-class classification tasks based on generative adversarial
networks (GANs). In the test phase, the discriminator acts
as the one-class classifier and benefits from the support
of the reconstructor. Perera et al. [38] trained a denoising-
autoencoder with two discriminators and a classifier that
the low-dimensional latent space can better model the dis-
tribution of the target class. Jewell et al. [39] designed a
framework with two practical network modules, a mask
module, and a reconstructor to learn richer contextual se-
mantic information. Zhang et al. [36] presented an end-to-
end adversarial autoencoder for one-class novelty detection,
but they apply confidence estimates rather than the proba-
bility to detect novelties without additional calculations.

Regarding the latter strategy, one-class SVM [56], and
SVDD [57] are usually applied to learn the distribution of
inlier class. With the rapid development of deep learning,
the current one-class classification approaches often use the
deep learning model to automatically learn features from
the inlier class. Pidhorskyi et al. [40] employed generative
adversarial networks to learn the latent representation from
the inlier class. And respect to the local coordinates of the
manifold tangent space, the novelty probability is calcu-
lated. Ruff et al. [58] presented a Deep Support Vector Data
Description (DSVDD) for anomaly detection, which learns
valuable latent representations and minimizes the variance
of inlier class. Unlike some novelty detection approaches,
which only apply the reconstruction error of the input. Kim
et al. [41] extended the reconstruction error concept in the
input space to the hidden space. Li et al. [59] applied a self-
supervised learning approach to learn latent representation
from normal data and a one-class classifier is used to detect
anomalous data based on the latent representation.

In this paper, to learn the richer fine-grained semantic
information from the behavioral biometrics of smartphone
users, we propose a latent representation masked one-class
autoencoder for the continuous authentication task. Unlike
[42], [43], [44], [45], [46], [47], [48], [49], which randomly
mask a high proportion of the input. However, random
masking may fail to fully cover important structures of
the input, leading to suboptimal representations, which is
particularly problematic for continuous authentication tasks
based on behavioral biometrics. In this paper, we mask the
optimal part of the low dimensional latent representation
generated by the Encoder. Compared with the original
input, the generated latent representation contains more
abstract and discriminative features, and then the Recon-
structor can learn richer fine-grained semantic information
in reconstructing the masked latent representation.

3 THREAT MODEL

We assume that the attacker successfully gains access to
the user’s smartphone in the following two ways: 1) Crack
the one-time authentication mechanism of the smartphone
through some attack methods, such as smudge attack [1],
side channel attack [2], and shoulder surfing attack [3]; 2)

Successfully circumvent the one-time authentication mech-
anism of the smartphone by some methods, for example,
the user left the smartphone in some public places after
passing login authentication, such as toilets, restaurants,
buses, etc. After gaining access to the smartphone, personal
privacy information on the smartphone are available for
attackers throughout the session, and the random attackers
attempt to use their own behavioral biometrics or behavioral
biometrics from the public dataset to attack the continuous
authentication system. Before the attacks, the random at-
tackers have no knowledge of the legitimate users’ behav-
ioral patterns when interacting with their smartphones.

4 LATENT REPRESENTATION MASKED ONE-
CLASS AUTOENCODER

Anomaly score based on reconstruction error has been
widely applied as a base for one-class classification task. In
test phase, the reconstruction error of the normal samples is
low, and the reconstruction error of the anomalous samples
will be high because the trained autoencoder does not know
the distribution of anomalous samples. Some variants of au-
toencoder are proposed to learn richer semantic information
from normal samples [38], [39], [42], [43], [60], [61].

As shown in Fig. 2, the proposed latent representation
masked one-class autoencoder consists of two parts: the
masked latent representation generator (MLRG) and the
Reconstructor. The MLRG generates a mask to maximize
the reconstruction error, and the Reconstructor attempts to
minimize the reconstruction error with the masked latent
representation. The MLRG and Reconstructor are both con-
structed with a convolutional autoencoder. The standard
autoencoder usually consists of an Encoder and a Decoder.
The Encoder encodes high-dimensional inputs into low-
dimensional hidden variables, forcing the neural network to
learn the most informative features. The Decoder is used to
restore the hidden variables in the hidden layer to the initial
dimension and try to perfectly or approximately restore the
original input. To clearly distinguish Encoder and Decoder
in MLRG and Reconstructor, we use Encoder M and De-
coder M to represent Encoder and Decoder in the MLRG,
and the Encoder R and Decoder R to define Encoder and
Decoder in the Reconstructor.

4.1 Masked Latent Representation Generator
As shown in the left part of Fig. 2, the masked latent
representation generator (MLRG) is constructed with an
autoencoder network. The MLRG is trained with the loss
function as follow:

Lmlrg =
∥∥∥X − X̃

∥∥∥2 (1)

where the X is the input and the X̃ is the reconstruction of
input with the MLRG.

The MLRG aims to generate the low dimensional latent
representation Z̃ = Encoder M(X) with discriminative
semantic information of the input. And then the Z̃ as
activation map is input to the threshold unit to generate
a binary mask:

Mi =

{
0, if Z̃i ≥ τ

1, otherwise
(2)
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Fig. 2. The architecture of the proposed latent representation masked one-class autoencoder. The masked latent representation generator (MLRG)
is used to generate a mask, which can mask the important part of the latent representation of the input. The Reconstructor is used to reconstruct
the input based on the masked latent representation. The standard autoencoder consists of an Encoder and a Decoder. To clearly distinguish the
Encoder and Decoder in MLRG and Reconstructor, we use Encoder M and Decoder M to represent Encoder and Decoder in the MLRG, and the
Encoder R and Decoder R to represent Encoder and Decoder in the Reconstructor.

where the M is the mask matrix, and the τ is threshold.
Based on the learned latent representation from the MLRG,
we apply an appropriate percentile (87.5%) value as the
threshold τ to compute and mask the optimal part. We get
the optimal percentile through many experiments.

Based on the generated mask matrix M , we perform a
masking operation on the low dimensional representation
Z̄ = Encoder R(X) generated by the Reconstructor, and
then generate the masked latent representation Ẑ:

Ẑ = M ⊙ Z̄ (3)

where the ⊙ is the element-wise multiplication operation.
During the masking process, the element that is 0 in the
mask matrix M makes the corresponding element in latent
representation matrix Z̄ become 0; otherwise, the element in
corresponding position in Z̄ will remain unchanged.

4.2 Reconstructor
As shown in the right part of Fig. 2, the Reconstructor is also
an autoencoder network aiming to reconstruct high-quality
input. Unlike the common autoencoder, which reconstructs
the input only with the reconstruction loss as follow:

Lrec =
∥∥X − X̄

∥∥2 (4)

where the X̄ is the reconstruction of the input with the
Reconstructor.

In this paper, we also reconstruct the input with masked
latent representation Ẑ , the loss function can be formulated
as follow:

X̂ = Decoder R(Ẑ),

Lmask =
∥∥∥X − X̂

∥∥∥2 (5)

The Reconstructor attempts to minimize the reconstruc-
tion loss based on the masked latent representation Ẑ .
Since the masked latent representation is masked out of
the important features, the Reconstructor needs to learn
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Fig. 3. The detail architecture of the shared autoencoder. Different layers
are represented with different colors.

richer semantic information from the input to minimize the
reconstruction loss.

4.3 Implementation Details
The lightweight latent representation masked one-class au-
toencoder consists of a masked latent representation gen-
erator (MLRG) and a Reconstructor, and both of them are
constructed with a convolutional autoencoder. They share
the same autoencoder architecture but do not share training
parameters. The detailed architecture of the shared autoen-
coder network is shown in Fig. 3, which is lightweight
enough and effective. The Encoder contains two convolu-
tional layers, and the batch normalization and the tanh
activation operations follow each convolutional layer. The
Decoder has two transposed convolutional layers, each
transposed convolutional layer followed by the batch nor-
malization and the tanh activation operations, except for
the last transposed convolutional layer. The last layer ap-
plies the sigmoid activation operation instead of the tanh
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Fig. 4. The architecture of the proposed continuous authentication system consists of three parts: data preprocessing module, representation
learning from normal samples module and continuous authentication module.

activation operation. During the training phase, the overall
objective loss function can be denoted as:

L = Lmlrg + Lrec + Lmask (6)

5 CONTINUOUS AUTHENTICATION SYSTEM

To evaluate the effectiveness of the proposed lightweight
latent representation masked one-class autoencoder for con-
tinuous authentication tasks, we design and construct a
continuous authentication system based on the proposed
one-class autoencoder. As shown in Fig. 4, the proposed con-
tinuous authentication system consists of three parts: data
preprocessing module, representation learning from normal
samples module, and continuous authentication module.
We will describe each module of the proposed continuous
authentication system in detail below.

5.1 Data Preprocessing

The original behavioral biometrics data collected from the
motion sensors (accelerometer and gyroscope) cannot be
used directly to learn rich semantic representations based
on the proposed latent representation masked one-class
autoencoder. We should perform data normalization and
sample generation operations on the original behavioral
biometrics data.

Data normalization: The sensory data collected from
different motion sensors have considerable differences in
value. If we directly apply the original behavioral biometrics
data to train the proposed latent representation masked one-
class autoencoder, it may highlight the role of sensory data
with a more significant value, while relatively weakening
the role of sensory data with a smaller value. This situation
may cause the proposed latent representation masked one-
class autoencoder to be unable to extract discriminative
semantic representation from behavioral biometric data.
Therefore, we need to keep the data from different motion
sensors within the same range through the data normal-
ization operation. Besides, the data normalization operation

can improve the convergence speed of the proposed one-
class autoencoder network during the training phase.

In this paper, we apply the min-max normalization
approach to perform a linear transformation with origi-
nal sensory data. The collected sensory data from each
motion sensor can be denoted as (x, y, z) ∈ R3 for
each time point, where x, y, and z are the three-axis
of the sensory data. Besides, to reduce the influence of
noise in motion sensor data, we also add the fourth axis
(Magnitude) of sensory data for each time point, which
can be denoted as ma =

√
x2 + y2 + z2. For each time

point, the sensory data collected from two motion sen-
sors (accelerometer and gyroscope) can be represented as
(xacc, yacc, zacc,maacc, xgyr, ygyr, zgyr,magyr) ∈ R8. The
acc and gyr indicate the accelerometer and gyroscope, re-
spectively. Then the min-max normalization operation can
be denoted as:

bi =

ai − min
1≤j≤n

{aj}

max
1≤j≤n

{aj} − min
1≤j≤n

{aj}
(7)

then sensory data after normalization can be represented as
(x̄acc, ȳacc, z̄acc,maacc, x̄gyr, ȳgyr, z̄gyr,magyr) ∈ [0, 1].

Sample generation: Time series sensory data collected
from motion sensors cannot be directly used as input to train
the latent representation masked one-class autoencoder net-
work. We apply a time window t to segment the time series
sensory data without time overlap. Sensory data after data
normalization for each time point can be represented as:
(x̄acc, ȳacc, z̄acc,maacc, x̄gyr, ȳgyr, z̄gyr,magyr)

T ∈ R8. Then
for a time window t, the time series sensory data can be
formulated as a d×m matrix:
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Fig. 5. Hidden space representation of the proposed latent representa-
tion masked one-class autoencoder.

S =



x̄1
acc x̄2

acc · · · x̄m−1
acc x̄m

acc

ȳ1acc ȳ2acc · · · ȳm−1
acc ȳmacc

z̄1acc z̄2acc · · · z̄m−1
acc z̄macc

ma1acc ma2acc · · · mam−1
acc mamacc

x̄1
gyr x̄2

gyr · · · x̄m−1
gyr x̄m

gyr

ȳ1gyr ȳ2gyr · · · ȳm−1
gyr ȳmgyr

z̄1gyr z̄2gyr · · · z̄m−1
gyr z̄mgyr

ma1gyr ma2gyr · · · mam−1
gyr mamgyr


(8)

where d = 8 is the number of axes of sensory data at each
time point, and m = t×f . The sensory data is collected with
a sample rate f = 100HZ , and we apply a time window
t = 0.5s to segment the sensory data. Then the training
samples used to train the proposed one-class autoencoder
have a shape of 8×50. Besides, we also evaluate continuous
authentication performance with different time windows,
which will be described in Section 6.4.

5.2 Representation Learning from Normal Samples
We apply the proposed lightweight latent representation
masked one-class autoencoder to learn rich fine-grained
semantic information from the legitimate user’s behavioral
biometrics, which is trained only with normal samples in
an unsupervised manner. We have described the proposed
lightweight latent representation masked one-class autoen-
coder in detail in Section 4. In the authentication phase, we
calculate the hidden layer reconstruction error of the query
sample as the anomaly score.

5.3 Continuous Authentication
Common anomaly score calculation methods based on the
autoencoder only apply the query sample’s reconstruction
error as an anomaly score to classify anomaly samples and
normal samples. In this paper, we also consider the hidden
layers reconstruction error when calculating the anomaly
score of the query sample in the continuous authentication
phase. As shown in Fig. 5, let Hi(x) be the representation of
the i−th hidden layer when the input x is fed to the encoder
g. Let H̄i(x̄) be the representation of the i− th hidden layer
when the reconstruction x̄ is fed to the encoder g. Let Ĥi(x)
be the reconstruction of the i − th hidden layer when the
latent representation z is fed to the Decoder f . The f and g
can also be computed as:

f = f1 • f2 · · · •fn
g = gn · · · •g2 • g1

(9)

where n is the number of hidden layers in the encoder and
decoder. Then the Hi(x), H̄i(x̄), can be expressed as:

Hi(x) = g:i(x)

H̄i(x̄) = g:i(x̄)
(10)

and defining M = {f(g(x)), x ∈ Rm}, Mi = {g:i(x)) : x ∈
M},

∀x ∈ M, x = f(g(x))

∀k ∈ Mi, k = (gi • fi)(k)
(11)

the gi and fi are inverse function of each other. Then the
Ĥi(x) can be expressed as:

Ĥi(x) = (fn:i+1 • gi+1:)(H:i(x)) (12)

then for every x ∈ M:

Ĥi(x) = (fn:i+1 • gi+1:)(H:i(x))

= (fn:i+1 • g)(x)
= (g:i • fn:i+1 • fi: • g)(x)
= (g:i • f • g)(x)
= g:i(x̄) = H̄i(x̄)

(13)

then the hidden layer space reconstruction error of the
autoencoder can be formulated as:

LH−rec =
n∑

i=0

∥ Hi(x)− H̄i(x̄) ∥2 (14)

Instead of using the reconstruction error of a query
sample, we apply equation 14 to calculate the anomaly score
of the query sample. In the continuous authentication phase,
the anomaly score of the normal samples from legitimate
users is low, and the anomaly score of the anomalous
samples from the attacker will be high because the trained
latent representation masked one-class autoencoder does
not know the distribution of anomalous samples.

6 EXPERIMENTS

The proposed continuous authentication system is evalu-
ated on four public datasets. The main goals of the com-
prehensive experiments are as follows: 1) Experimental
results in details on four public datasets; 2) Comparison
with representative continuous authentication methods; 3)
Comparison with representative autoencoder-based one-
class classification methods for continuous authentication
task; 4) Experimental results with different time windows;
5) Ablation studies are conducted to demonstrate the effec-
tiveness of each module of our proposed latent represen-
tation masked one-class autoencoder architecture; 6) Time
efficiency analysis; 7) Computational efficiency analysis; 8)
Anti-attack analysis.
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TABLE 1
ID of Participants selected from each dataset.

HMOG
663153 923862 973891 962159 207696 803262 579284 151985 815316 862649
100669 220962 398248 578526 264325 892687 966655 776328 553321 395129
893198 621276 501973 368258 366286 785899 540641 657486 893255 278135
998757 675397 872895 554303 489146 733568 879155 808022 865501 180679
863985 342329 980953 897652 326223 186676 984799 918136 336172 622852
556357 876011 865881 352716 472761 698266 913228 527796 431312 937904
785873 588087 525584 693572 396697 717868 218719 257279 990622 751131
771782 248252 201848 763813 745224 720193 827212 277905 261313 538363
240168 856302 171538 594887 777078 710707 561993 799296 405035 841866

BrainRun
l1doqao frl4fzq 9gykp6g sxvkh3b 9gx7uks n0g0zsv b0602fr 6jtbpdh 677l8bq ta0ko40
y2opfq8 r13q05q w764hxe vo441ru d99p79w 7ksck80 z3u2vz gzx7rv lm8ujtt vk43uke
lvrishm ioxyr9y 68n9ll w8f2wrs pxipu7n uui53he x8rbf3x 8xjh8a fit126a

IDNet
u023 u018 u028 u009 u037 u024 u030 u011 u043 u047
u001 u008 u026 u003 u036 u029 u019 u006 u040 u033
u022 u016 u050 u031 u002 u012 u025 u034 u013 u038
u020 u048 u004 u042 u015 u041 u017 u014 u032 u046
u049 u027

WISDM
1647 1649 1609 1624 1645 1629 1614 1622 1600 1637
1634 1606 1607 1635 1601 1603 1612 1608 1625 1628
1631 1613 1638 1620 1623 1640 1633 1621 1632 1618
1615 1616 1610 1648 1644

6.1 Experiment Setting

The proposed continuous authentication system is imple-
mented using Python and PyTorch frameworks. The latent
representation masked one-class autoencoder is trained on
the Tesla T4 GPU, and the operating system version is
Ubuntu 16.04.1. The learning rates of the encoder and de-
coder are 0.0001 and 0.001, respectively. The batch size is set
to 32. The behavioral biometric data collection App is devel-
oped with Android Studio basic development environment.

6.2 Evaluation Metrics

We apply the area under the ROC curve (AUC), False
Acceptance Rate (FAR), False Rejection Rate (FRR), and
Equal Error Rate (EER) to evaluate the effectiveness of the
proposed continuous authentication system. We calculate
the FAR, FRR, and EER with a TPR (True Positive Rate)
equal to or greater than 97.0% in our experiments.

False Acceptance Rate (FAR): FAR refers to the proba-
bility of the anomalous samples from attackers predicted to
be the normal samples from legitimate users, which can be
calculated as: FAR = FP

TN+FP .
False Rejection Rate (FRR): FRR refers to the probability

of the normal samples from legitimate users predicted to be
anomalous samples from attackers, which can be calculated
as: FRR = FN

TP+FN .
Equal Error Rate (EER): EER is defined as the rate when

the FAR equals the FRR.
Besides, True Positive (TP) means the number of normal

samples from legitimate users predicted to be normal sam-
ples. False Positive (FP) means the number of anomalous
samples from attackers predicted to normal samples. True
Negative (TN) means the number of anomalous samples

from attackers predicted to anomalous samples. False Neg-
ative (FN) means the number of normal samples from
legitimate users predicted to be anomalous samples.

6.3 Datasets

Comprehensive experiments are performed on four public
datasets, which can be used for the continuous authenti-
cation task. In this paper, we only extract the behavioral
biometric data from two motion sensors (accelerometer and
gyroscope) based on four public datasets.

HMOG dataset: Sitová et al. [4] introduce the HMOG
(Hand Movement, Orientation, and Grasp) behavioral bio-
metrics for continuous authentication task, which contains
100 participants’ (53 male and 47 female) behavioral bio-
metric data. During behavioral biometrics data collection,
they considered two scenarios (sitting and walking) with 24
sessions (8 reading sessions, 8 writing sessions, and 8 map
navigation sessions).

BrainRun dataset: BrainRun [62] consists of three parts:
1) Touch biometrics collected from the registered users; 2)
Information regarding registered users, information regard-
ing registered devices, and information regarding all the
games played; 3) Behavioral biometric data collected from
embedded motion sensors (accelerometer, gyroscope, and
magnetometer, etc.).

IDNet dataset: IDNet [63] contains 50 participants’ gait
biometric data, which are collected from embedded sensors
(accelerometer, gyroscope, magnetometer, etc.) using An-
droid smartphones. The participants were asked to walk as
they felt comfortable when smartphones were worn in the
right front pocket of their trousers.

WISDM dataset: WISDM [64] collects the behavioral
biometrics data of 51 participants from motion sensors
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Fig. 6. The trend of experimental results with the increase of time window size.

(accelerometer and gyroscope). The participants are asked
to perform 18 diverse activities of daily living during the
data collection phase.

Some smartphone users’ behavioral biometric data are
unavailable because the sensory data of two motion sen-
sors (accelerometer and gyroscope) are not simultaneously
collected at a certain time point or period during the data
collection process. In addition, less behavioral biometric
data collected from some smartphone users resulted in
insufficient samples to train the proposed latent represen-
tation masked one-class autoencoder. Table 1 lists the ID
of participants used for continuous authentication exper-
iments. As shown in Table 1, the number of participants
from each dataset is 90, 29, 42, and 35, respectively. We
perform the experiments to evaluate the effectiveness of
the proposed continuous authentication system with 196
smartphone users in total.

6.4 Experimental Results with Different Time Windows

We evaluate the authentication performance of the proposed
authentication system with the time window changing from
0.5s to 1.5s. We first apply time windows of different sizes
(0.5s, 0.75s, 1s, 1.25s, and 1.5s) to segment the sensory read-
ings to generate training samples with different dimensions.
Then based on the generated training samples with differ-
ent dimensions (8×50, 8×75, 8×100, 8×125 and 8×150), we
train the continuous authentication system individually and
report the average experimental results of multiple smart-
phone users on the HMOG dataset. For each smartphone
user, 80% of behavioral biometrics is carried out as normal
samples to train the continuous authentication system, and
the remaining 20% of behavioral biometrics is used for
testing. Anomalous samples of attackers are selected from
the remaining smartphone users.

Fig. 6 shows the trend of FAR, FRR, and EER with the
increase of time window sizes. As shown in Fig. 6, the
proposed authentication system achieves excellent experi-
mental results of FAR (less than 0.15%), FRR (less than 2%),
and EER (less than 1%) with different time window size. The
FAR decreases slightly with the increase of time window
size from 0.5s to 0.75s and then oscillates in a small area with
the increase of time window size from 0.75s to 1.5s. The FRR
and EER show the same trend as the FAR. Table 2 lists the
experimental results of FAR, FRR, and EER in detail on dif-
ferent time window size. During the authentication phase,
we can achieve better authentication performance with the

TABLE 2
The experimental results of FAR (%), FRR (%), and EER (%) on

different time window size.

Window size (s) FAR ↓ FRR ↓ EER ↓
0.50 0.13 1.93 0.68
0.75 0.09 1.85 0.59
1.00 0.09 1.83 0.55
1.25 0.08 1.83 0.54
1.50 0.08 1.81 0.52

TABLE 3
The mean performance of FAR (%), FRR (%), EER (%), and AUC on

four datasets.

Dataset FAR ↓ FRR ↓ EER ↓ AUC ↑
HMOG 0.13 1.93 0.68 0.999
BrainRun 0.54 1.63 0.94 0.998
IDNet 1.92 2.75 2.14 0.996
WISDM 1.68 2.31 1.87 0.997

increase in time window sizes. However, the time overhead
of each authentication will also increase with the increase
in time window size. After weighing the authentication
performance and time overhead of each authentication, we
choose a 0.5s time window size of sensory readings to
generate training samples in the experiments.

6.5 Experimental Results on Four Datasets
We evaluate the effectiveness and generality of the proposed
continuous authentication system on different datasets. Dif-
ferent behavioral biometric datasets are collected in different
environments and conditions, so experimental results on
multiple datasets are more convincing. We conduct evalu-
ation experiments using the same experimental parameters
and experimental settings on four datasets. As demon-
strated in Section 6.4, we apply a 0.5s time window size
for sensory readings to generate training samples on four
public datasets.

Table 3 lists the mean experimental results for all smart-
phone users on each dataset. As shown in Table 3, the
proposed continuous authentication system achieves the
authentication performance with 0.13% FAR, 1.93% FRR,
0.68% EER, and 0.999 AUC on the HMOG dataset, and
0.54% FAR, 1.63% FRR, 0.94% EER, and 0.998 AUC on
the BrainRun dataset. It also can attain the authentication
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TABLE 4
The detail performance of ten randomly selected users from four datasets.

Dataset User ID FAR↓ FRR ↓ EER ↓ Dataset User ID FAR ↓ FRR↓ EER↓

HMOG

973891 0.07 2.73 0.66

IDNet

u023 1.30 2.85 1.76
962159 0.02 2.83 0.81 u028 1.50 2.98 1.91
100669 0.17 2.75 1.07 u009 1.43 2.85 1.78
220962 0.02 1.38 0.66 u024 1.09 2.59 1.43
398248 0.11 2.82 0.71 u019 0.58 2.81 2.19
278135 0.56 2.89 1.28 u040 1.87 2.20 1.96
733568 0.17 2.81 1.27 u025 1.74 2.93 2.17
785873 0.30 2.83 1.22 u020 1.37 2.91 2.15
277905 0.38 2.93 1.09 u017 0.95 2.75 2.20
594887 0.24 2.19 0.41 u027 0.68 2.86 1.85

BrainRun

frl4fzq 0.98 2.86 2.83

WISDM

1647 0.13 2.83 1.15
9gykp6g 0.41 1.83 1.76 1609 0 1.74 0.37
sxvkh3b 0 2.00 0.05 1629 2.58 2.90 2.68
n0g0zsv 0.03 1.69 0.05 1634 1.07 2.73 2.39
6jtbpdh 2.35 2.44 2.41 1623 1.37 2.84 1.80
677l8bq 0.97 2.60 2.36 1635 1.94 2.90 2.46
y2opfq8 0.05 1.67 0.21 1621 2.70 2.90 2.81
vo441ru 0.10 2.99 0.97 1618 0 2.70 1.82
8xih8a 0 1.45 1.35 1616 1.60 2.99 1.90
fit126a 0 1.72 1.67 1644 0 1.95 0.24

performance with 1.92% FAR, 2.75% FRR, 2.14% EER and
0.996 AUC on the IDNet dataset, and 1.68% FAR, 2.31%
FRR, 1.87% EER and 0.997 AUC on the WISDM dataset. Fur-
thermore, to demonstrate the authentication performance
of different smartphone users in detail, we report the de-
tailed authentication performance of ten randomly selected
smartphone users with a 0.5s time window size. Without
loss of generality, we apply the random.sample function 2 to
randomly select ten smartphone users from four dataset,
respectively. Table 4 lists the experimental results of ten
randomly selected users in detail from each datasets. As
shown in Table 4, the proposed continuous authentication
system can achieve excellent performance with FAR (less
than 3%), FRR (less than 3%), and EER (less than 3%) for
each randomly selected smartphone user on four datasets.

6.6 Comparison with Representative Methods

Most representative continuous authentication methods
perform performance evaluation experiments on different
datasets, making it difficult for us to evaluate the perfor-
mance of different representative continuous authentication
methods on common datasets. In this paper, to make a
quantitative performance comparison, we reproduce some
representative continuous authentication methods on four
datasets, which are based on conventional machine learning
algorithms [4], [15], [17] or deep learning [19], [20], [22],
[27], [54]. The HMM, OC-SVM, and IF indicate the Hidden
Markov Model, One-Class Support Vector Machine, and
Isolation Forest, respectively. The deep learning-based deep
feature extraction model in [19], [20], [22], [27], [54] are
implemented with the PyTorch framework, and the one-
class classifiers are from the scikit-learn library.

Table 5 lists the EER of different representative authen-
tication methods on four datasets. The experimental results

2. https://docs.python.org/3.7/library/random.html

of our reported representative authentication methods may
deviate somewhat from the results reported in their papers,
that is due to different data preprocessing methods, behav-
ioral biometrics data sources, and experiment parameter set-
tings. As shown in Table 5, compared with eight baselines,
the proposed continuous authentication system achieves ex-
cellent authentication performance on four datasets, which
is trained only with normal samples from legitimate users in
an unsupervised manner. Baseline [19] obtains the best com-
petitive authentication performance among eight baselines.
However, baseline [19] needs a variety of abnormal sam-
ples to train the deep feature extraction model to improve
its generalization ability and requires huge computational
overhead, which needs to be pre-trained with GPU.

6.7 Comparison with Representative Autoencoder-
based One-Class Classification Methods

We evaluate the effectiveness of representative autoencoder-
based one-class classification methods for continuous au-
thentication tasks, such as DSVDD [58]3, GPND [40]4, OC-
GAN [38]5, RAPP [41]6, and OLED [39]7, which were orig-
inally developed for image novelty detection task. Due to
the difference in the dimension of training samples, we
need to partially modify the network architectures of these
representative one-class classification methods, including
DSVDD [58], GPND [40], OCGAN [38].

To demonstrate the superiority of our proposed latent
representation masked one-class autoencoder compared
to representative autoencoder-based one-class classification
methods for continuous authentication tasks, we perform

3. https://github.com/lukasruff/Deep-SVDD-PyTorch
4. https://github.com/podgorskiy/GPND
5. https://github.com/PramuPerera/OCGAN
6. https://github.com/Aiden-Jeon/RaPP
7. https://github.com/jewelltaylor/OLED
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TABLE 5
The authentication performance of the EER (%) of different representative continuous authentication methods on four datasets.

Baseline study Classifiers Training data Dataset

HMOG BrainRun IDNet WISDM

Sitová et al. (2015) [4] Scaled Manhattan Owner 16.34 18.64 19.07 18.13
Shen et al. (2017) [15] HMM Owner 8.46 10.65 10.79 11.93
Li et al. (2020) [20] OC-SVM Owner & Impostor 5.85 7.21 7.93 6.76
Cherifi et al. (2021) [17] HMM Owner 15.49 17.86 18.31 16.71
Li et al. (2021) [22] IF Owner & Impostor 5.07 6.83 7.45 6.15
Wang et al. (2021) [27] Deep Metric Learning Owner & Impostor 4.13 5.21 6.97 4.64
Shen et al. (2022) [54] DeSVDD Owner 6.97 5.63 11.15 7.81
Hu et al. (2023) [19] OC-SVM Owner & Impostor 1.06 1.25 1.19 2.98
Our work Masked Autoencoder Owner 0.68 0.94 2.14 1.87

TABLE 6
Experimental results of representative autoencoder-based one-class classification methods for continuous authentication task on four datasets.

Methods Dataset FAR ↓ FRR ↓ EER ↓ AUC ↑ Dataset FAR ↓ FRR ↓ EER ↓ AUC ↑
DSVDD [58] (2018)

HMOG

8.82 2.89 3.53 0.987

BrainRun

7.02 1.89 2.94 0.992
GPND [40] (2018) 14.19 2.89 5.67 0.978 14.24 2.04 4.78 0.974
OCGAN [38] (2019) 17.15 1.49 4.08 0.988 15.45 2.06 3.22 0.989
RAPP-AE [41] (2019) 2.10 2.65 2.13 0.996 31.83 2.17 13.33 0.927
OLED [39] (2022) 19.19 2.84 12.15 0.906 6.81 1.92 3.37 0.992
Our method 0.13 1.93 0.68 0.999 0.54 1.63 0.94 0.998

DSVDD [58] (2018)

IDNet

23.28 2.91 10.64 0.952

WISDM

16.81 2.73 6.25 0.980
GPND [40] (2018) 8.42 2.83 2.19 0.982 35.99 2.76 9.09 0.951
OCGAN [38] (2019) 28.85 1.56 11.36 0.947 57.27 1.55 9.35 0.946
RAPP-AE [41] (2019) 45.93 2.91 21.94 0.837 31.97 2.92 9.17 0.962
OLED [39] (2022) 8.23 2.81 5.09 0.985 23.05 2.80 7.87 0.973
Our method 1.92 2.75 2.14 0.996 1.68 2.31 1.87 0.997

comprehensive experiments on the HMOG dataset, Brain-
Run dataset, IDNet dataset, and WISDM dataset, respec-
tively. Table 6 lists the mean experimental results of all
smartphone users on four public datasets. As shown in
Table 6, representative autoencoder-based one-class clas-
sification methods achieve excellent authentication per-
formance. Our proposed lightweight latent representation
masked one-class autoencoder outperforms these represen-
tative methods with 0.68% EER, 0.94% EER, 2.14% EER, and
1.87% EER on four public datasets, respectively.

We can explain this phenomenon from the following
aspects: 1) The characteristics of training data are different.
Since these representative works based on autoencoders
were designed for image anomaly detection tasks, they
are able to perform well in image anomaly detection but
may not work as effectively in continuous authentication
tasks based on behavioral biometrics. This is because the
textural features of images differ greatly from behavioral
biometric data, and the performance of autoencoders are
highly sensitive to the characteristics of training data; 2) The
data preprocessing methods are different. The preprocessing
of behavioral biometric data differs from the image prepro-
cessing methods used in image anomaly detection tasks. To
reduce the impact of noise and outliers in the behavioral bio-
metric data, we perform data representation processing on
the behavioral biometric data. In image anomaly detection
tasks, apart from performing data normalization on image
data, image augmentation operations are also carried out,

such as random scaling, horizontal or central cropping, color
transformation, contrast adjustment, and random flipping.
Since behavioral biometric data are time-correlated, these
image augmentation operations could disrupt the internal
correlations within behavioral biometric data; 3) The per-
formance of one-class autoencoder architectures not only
depends on the network structure itself but also heavily
relies on specific training strategies, such as the optimizer,
data augmentation, and regularization strategies. Due to
the significant differences between the textural features
of images and the structural characteristics of behavioral
biometric data, the training strategies tailored for image
anomaly detection tasks may not work well in continuous
authentication tasks.

We can demonstrate that the proposed latent represen-
tation masked one-class autoencoder can better learn the
fine-grained and rich semantic information from behavioral
biometric data.

6.8 Ablation Studies

In this section, we study the contributions of each module
in our proposed latent representation masked one-class au-
toencoder, namely MLRG and hidden layers reconstruction
error, to overall authentication performance. We evaluate
the effect of each module on HMOG dataset, BrainRun
dataset, IDNet dataset, and WISDM dataset. Specifically,
we consider three scenarios. In the first scenario, we only
consider the Reconstructor with reconstruction error. In the
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TABLE 7
Ablation study of the proposed latent representation masked one-class

autoencoder on four datasets.

Module Dataset FAR ↓ FRR ↓ EER ↓

Reconstructor
HMOG 1.97 3.81 2.51

BrainRun 2.54 3.57 2.92
IDNet 3.76 4.75 4.33

WISDM 3.31 4.32 3.81

Reconstructor + MLRG
HMOG 0.64 2.47 1.1

BrainRun 1.24 2.25 1.47
IDNet 2.58 3.36 2.88

WISDM 2.07 3.01 2.39

Full Model
HMOG 0.13 1.93 0.68

BrainRun 0.54 1.63 0.94
IDNet 1.92 2.75 2.14

WISDM 1.68 2.31 1.87

TABLE 8
Computational cost and model size comparison with representative

lightweight neural network architectures.

Methods Input size M-Adds Params

ShuffleNetV2 [65] (2018) 8×50 7.85M 3.50M
MobileNetV2 [66] (2018) 8×50 7.77M 3.50M
MnasNet [67] (2019) 8×50 14.23M 6.28M
MobileNetV3-Large [68] (2019) 8×50 8.48M 5.48M
MobileNeXt [69] (2020) 8×50 30.72M 11.68M
CA [70] (2021) 8×50 8.98M 3.95M
Our method 8×50 6.88M 0.98M

second scenario, we use the MLRG and the Reconstructor. In
the final scenario, we consider the full latent representation
masked one-class autoencoder (Reconstructor, MLRG, and
hidden layers reconstruction error). Experimental results on
four datasets are summarized in Table 7.

As shown in Table 7, we observe that the authentication
performance is already high only with the Reconstructor.
So even the slightest improvement from this point is re-
markable. When the proposed MLRG is introduced to the
Reconstructor, the authentication performance of the EER
is improved by more than 1.4% on four datasets. When
the hidden layers reconstruction error is introduced, the
performance of the EER is further improved by 0.4% on
four datasets. Overall, the MLRG and hidden layers recon-
struction error indeed help to improve the authentication
performance of our continuous authentication model.

6.9 Time Efficiency

Time efficiency is an important indicator to evaluate the
continuous authentication system. The shorter time required
for each authentication means that attackers can be detected
in time, thus avoiding the leakage of personal privacy
data on smartphones. The time overhead of the proposed
continuous authentication system consists of three parts:
1) A certain time window of sensory data readings to
generate training samples (t1); 2) The time overhead of data
preprocessing (t2); 3) The time overhead of hidden layers
reconstruction error-based anomaly score calculation during
the continuous authentication phase (t3).

This paper applies a 0.5s time window to segment the
sensory readings to generate the training sample (t1 = 0.5s).
The time overhead of data preprocessing is 20ms (t2 =
20ms), and the authentication system needs 50ms to calcu-
late the hidden layers reconstruction error-based anomaly
score in each authentication (t3 = 50ms). Then the time
overhead of each authentication is 0.57s (t1 + t2 + t3). We
demonstrate that the proposed continuous authentication
system can rapidly detect attackers during the continuous
authentication phase.

6.10 Computational Efficiency Analysis
Neural networks have been widely used in many fields,
such as image classification, object detection, anomaly de-
tection, etc. Generally, accuracy is improved by designing
deeper neural network architectures, while the computa-
tional overhead is ignored. However, considering the lim-
ited computing capacity of mobile platforms, it’s difficult to
deploy state-of-the-art neural network architectures on mo-
bile platforms. We conduct computational efficiency evalu-
ation to verify whether the proposed latent representation
masked one-class autoencoder is suitable for deployment
on mobile platforms and embedded platforms. We mea-
sure the computational cost and neural network model
size using the number of multiply-adds (M-Adds) and
parameter size (Params). Besides, we compare with state-
of-the-art lightweight neural network architectures, such as
ShuffleNetV2 [65], MobileNetV3 [68], MnasNet [67], Mo-
bileNetV2 [66], CA [70], MobileNeXt [69], which are tuned
to mobile and embedded platforms.

As shown in Table 8, compared with these representa-
tive lightweight neural network architectures, the proposed
latent representation masked one-class autoencoder has
slightly less computation and parameters. We can demon-
strate that the proposed latent representation masked one-
class autoencoder is lightweight enough for mobile plat-
forms and embedded platforms.

6.11 Anti-Attack Analysis
As shown in Table 3, the proposed continuous authentica-
tion system achieves excellent performance on four datasets.
However, it does not mean that the proposed continuous
authentication system can well resist various attacks from
attackers because the distribution of anomalous samples
from attackers is diverse and unknown in the real-world
environment. This paper considers three kinds of attacks:
1) Attackers attempt to use their behavioral biometrics to
attack legitimate users’ smartphones; 2) Attackers attempt to
imitate the behavioral patterns of legitimate users to attack
their smartphones; 3) Attackers attempt to apply behavioral
biometrics from public datasets to launch random attacks.
Attackers attempt to use their behavioral biometrics to
attack legitimate users’ smartphones. To collect behavioral
biometric data of attackers when attacking legitimate users’
smartphones, we develop a behavioral biometric collection
App based on the Android system. As shown in Fig. 1,
attackers interact with legitimate users’ smartphones using
three interaction scenarios (WeChat, TikTok, Website), which
are common application scenarios of smartphone users in
their daily lives.
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TABLE 9
The mean experimental results of random attacks with three attack

scenarios in the real-world environment.

Attack scenario FAR ↓ FRR ↓ EER ↓
WeChat 1.46 1.71 1.64
TikTok 2.35 1.73 1.91
Website 1.26 1.65 1.42

• WeChat: It is a free application that provides instant
messaging, public platform, friends circle and other
services for intelligent terminals, which involve fre-
quent key operations for information editing.

• TikTok: It is an application for publishing and
browsing videos for all ages, and users mainly in-
teract with the TikTok application by sliding up and
down on the touchscreen.

• Website: Users can search and browse interesting
information through website. The interaction process
involves simple sliding up and down and complex
key operations to complete information retrieval.

We invite 30 volunteers (10 females and 20 males) to
participate in the random attack experiment and sign an
agreement with them to collect their behavioral biomet-
ric data for the attack experiments. Smartphones used by
volunteers include Huawei, Xiaomi and Oppo. For each
round of experiments (30 rounds of experiments in total),
we randomly select one volunteer as the legitimate user,
and the rest volunteers acted as attackers. Each attacker
uses three different interaction scenarios (WeChat, TikTok,
and Website) to interact with legitimate users’ smartphones
in turn, and we apply the developed data collection App
(shown in Fig. 1) to collect behavioral biometrics of attackers
in the background.

We report the mean experiment results of the proposed
continuous authentication system under random attacks
in the real-world environment. As shown in Table 9, our
proposed continuous authentication system can still achieve
1.64% EER, 1.91% EER, and 1.42% EER on three interaction
scenarios when attacked by multiple real-world attackers.
We achieve lower FAR and EER on the WeChat and Website
scenarios because users need to use frequent and more
complex operations to interact with WeChat and Website
applications, such as key operations. And complex key oper-
ations are more conducive to our continuous authentication
system to learn the behavioral patterns of legitimate users.
Impersonation Attack. Before carrying out the attack, at-
tackers try to imitate the behavioral patterns of legitimate
smartphone users interacting with their smartphones by
directly observing legitimate smartphone users’ actions
while they are inputting information.

In this paper, we invite 20 volunteers to participate
in impersonation attack experiments and sign an agree-
ment with them to collect their behavioral biometric data
for the impersonation attack experiments. We conduct 20
rounds of experiments, with each volunteer performing
the experiment as a legitimate user. In each round of the
impersonation experiment, we randomly selected one of
the 20 volunteers to act as the legitimate user, while the
remaining 19 participants assumed the role of attackers to

TABLE 10
The mean experimental results of random attacks using different attack

samples from three public datasets.

Attack samples FAR ↓ FRR ↓ EER ↓
BrainRun 0.04 1.84 1.65
IDNet 0.004 1.91 1.74
WISDM 0.0001 1.85 1.69

carry out the impersonation attack. In the impersonation
attack experiments, attackers initially observe the legitimate
users’ actions during their interaction with smartphones to
learn their behavioral patterns. Subsequently, the attackers
replicate these patterns to interact with the smartphones of
the legitimate users. During the impersonation attack phase,
we utilize the developed data collection App to collect
the behavioral biometrics of attackers in the background.
We evaluate the effectiveness of our proposed continuous
authentication system in detecting impersonation attacks
by calculating the FAR. The experimental results show that
our proposed continuous authentication system attains an
average FAR of 2.17% during impersonation attacks. We
can demonstrate that the attacker is unable to substantially
improve the success rate of attacks by mimicking the behav-
ioral patterns of the legitimate user.
Using behavioral biometrics from public datasets to
launch attacks. We choose smartphone users from the
HMOG dataset as legitimate users to train our authen-
tication system, and we apply the behavioral biometrics
from three datasets (BrainRun dataset, IDNet dataset, and
WISDM dataset) as anomalous samples to attack the contin-
uous authentication system. Behavioral biometrics from dif-
ferent datasets are collected under different conditions (lab
environment or unconstrained real-world environment),
which can well reflect the distribution diversity of anoma-
lous samples from attackers.

During the training phase, we randomly select one
smartphone user’s behavioral biometrics from the HMOG
dataset (90 smartphone users) as normal samples to train the
continuous authentication system. We perform 90 rounds
(90 legitimate users) of experiments and report the mean
experimental results. Table 10 lists the mean experimental
results of the proposed continuous authentication system
under random attacks from three datasets. As shown in
Table 10, we can achieve the mean performance of 0.04%
FAR, 0.004% FAR, and 0.0001% FAR when we apply anoma-
lous samples from three datasets to attack the continuous
authentication system, respectively.

Experimental results demonstrate that the proposed con-
tinuous authentication system can resist random attacks and
impersonation attack from various unknown distributions
of attack samples from attackers in three attack scenarios.

7 DISCUSSION

Only learn to model the distribution of normal samples. A
long time of deep learning-based continuous authentication
schemes [20], [21], [22], [23], [24], [25], [26], [27], [28], [29],
[30], [31], [32], [33] are trained as a binary or multi-class
classification task, which needs abnormal samples from
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attackers to train authentication models. It means that they
can only detect attacks after learning the distribution of ab-
normal samples from attackers. However, we can’t learn the
distribution of abnormal samples a priori in the real-world
environment because the distribution of abnormal samples
from attackers is diverse and unknown. In this paper, the
proposed continuous authentication system is trained only
with normal samples in an unsupervised manner, which
detects the attacker through the reconstruction error of the
sample. We can detect unknown attackers more accurately
in the real-world environment.
Evaluation of the superiority of the proposed one-class
classification algorithm. We reproduce some representative
continuous authentication methods on four public datasets
(Section 6.6), and make detailed performance evaluation
and comparison. More importantly, as we all know, the
advanced autoencoder-based one-class classification algo-
rithms based on deep learning will be first proposed and
applied in computer vision. In this paper, we reproduce
some representative autoencoder-based one-class classifica-
tion algorithms [38], [39], [40], [41], [58] for the continuous
authentication task (Section 6.7), which were originally de-
veloped for novelty detection task in the computer vision
field. As shown in Table 6, experimental results demonstrate
that the proposed latent representative masked one-class
autoencoder achieves excellent authentication performance
among these advanced autoencoder-based one-class classi-
fication methods.
Lightweight enough for mobile platform. Deep learning-
based continuous authentication schemes [20], [21], [22],
[23], [28], [31], [32] improve the accuracy of authentication
through more complex and deep neural network archi-
tectures. However, the more complex and deeper neural
network architecture means a lot of computational overhead
and prediction latency, which are difficult to deploy on
mobile and embedded platforms. This paper proposes a
lightweight latent representation masked one-class autoen-
coder, which is suitable for deploying on platforms with lim-
ited computing power (Section 6.10), such as smartphones
and embedded platforms.
Comprehensive attacks analysis in real-world environ-
ment. Current continuous authentication schemes [4], [6],
[9], [10], [15], [20], [21], [22], [23], [28], [30], [31], [32],
[33], [54] based on classical machine learning or deep
learning pay more attention to improving authentication
performance on their datasets, while ignoring usability of
these proposed authentication schemes in the real-world
environment. They do not evaluate the ability to resist
various attacks of attackers in the real-world environment.
To fill this gap, we develop a behavioral biometric data
collection App based on the Android system (shown in
Fig. 1) and evaluate the ability of the proposed continuous
authentication scheme to resist three kinds of attacks in the
real-world environment (Section 6.11).
Limited analysis of behavioral biometrics based on mul-
tiple sessions and multiple modalities. Although our pro-
posed continuous authentication scheme has achieved sat-
isfactory performance on four public datasets, there remain
the following limitations in the preprocessing of behavioral
biometric data: 1) The temporal orders between multi-
ple sessions have not been considered; 2) Authentication

performance evaluation based on multimodal behavioral
biometrics has not been conducted, such as the fusion of
motion movement patterns and touch dynamics. Like [6],
[15], [20], [21], [22], we have only focused on the evaluation
of continuous authentication performance based on motion
movements. In our future work, we will concentrate on
evaluating authentication performance within the context
of multiple sessions and multimodal behavioral biometrics.
Because this approach is inherently more complex, as it
necessitates the consideration of a variety of conditions.
Moreover, it more accurately reflects the challenges that are
encountered in real-world scenarios.

8 CONCLUSION

In this paper, we propose a lightweight latent representa-
tion masked one-class autoencoder to learn the distribution
of behavioral biometrics from legitimate users, which is
trained only with normal samples in an unsupervised man-
ner. More importantly, we apply a masked latent represen-
tation generator (MLRG) to generate the low dimensional
latent representation with discriminative semantic informa-
tion, and then the generated latent representation is used
as a mask to cover the optimal part of the latent repre-
sentation generated from the encoder of the Reconstructor.
The Reconstructor can learn discriminative and fine-grained
deep features from behavioral biometrics data of legitimate
users by reconstructing the input based on the masked latent
representation. Besides, we construct a continuous authen-
tication system based on the proposed lightweight latent
representation masked one-class autoencoder. Experimental
results demonstrate that the proposed continuous authenti-
cation system achieves excellent authentication performance
of 0.68% EER, 0.94% EER, 2.14% EER, and 1.87% EER on
four datasets, respectively. Additionally, it is highly resilient
to random attacks from unknown distribution of anomalous
samples in the real-world environment.
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