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Abstract With identity authentication becoming an essential mechanism to ensure robust system security
in information systems, RSA-based authentication protocols have been studied intensively for their great
practicality. This paper points out that a recent RSA-based remote user two-factor authentication protocol
proposed by Xie et al. cannot achieve the claimed security and reports its following flaws: (1) It is vulnerable
to replay attack and key compromise impersonation attack; (2) It suffers from the problem of user privacy
violation and poor repairability. As our main contribution, an improved scheme is put forward and formally
proved secure under the RSA assumption in the random oracle model. As compared with other related
schemes, our scheme is the first one that can achieve provable security while keeping the merit of high
performance. Consequently, our scheme is more well-suited for mobile application scenarios where resource

is severely constrained and security is particularly concerned.
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A IGIER T R, RAF =L FR. A& S UER 2 SR U, 280120k H 3
A5 A M4 A HEAR R -~ S iETT &L PLSEHUU A Ak, BRI - R F 4 A
RE 1= A0 AH B ) 114 A BE DE g 2351,

R R2-5) T R IR R, MBI R R R R S APUEN, B RAMESHIE B Len,
Beiti & ok R B H 72, SCHER[6-8) AAH 703 B, 5 2 e N BURE 2 T I g FE 20 #r o 30 m) AR B 5%
A5 SRR S EE KR AR M SR I k. — B 3RO g R N A (B0 ) S HE B,
XTSRRI A B4 A F BT 7 B Beh S22 g, vk, stk TaEbra 8 se R B i)
R N E T RAM A B A A, T H B A BN X, %77 18] OO 45K 2 4 i sl s i) —
WL L. [RIBS, SNIE R R UH R BT IR B i, BN AR fe R R, Wit
TR RS AR (R HE A BB RS H A, WiHash B0, X AR S %, 1 B ERD) (1) 22 4 @ 24 5 20120,
B #8 B I 2 R AT TR IR A BRI 1) 22 A i g (13171,

SCHR L8R A HT 1 AU F AR PSR BT H JE I 5F 1 e B, ZEEPraE R s Rk F, BT 14
IR BRI Z0R AR A G P B 26 O 05 B, 4T, REA MR AHEARELTE: (1)
FE T B HROGT Hi (AR 52 1 42 T 1 B 00T B0 ME MR L R A BHEOR (2) JE T R BB R 1 43 A ME AR T A BH A
AREPRSAFEAR). Hrdr, J538 i T 108 i 55 R0 g 25 1 55 09 B X RRPE (1 SCRk[20]) H 1 5256 50 8E B,
HRSAMNE R E ) Z R 216 + 10, & e H B4R M HIEHEER ), EF &G T AGE
IR S ) 7E R R A2 BRI P S AT I A da B, R SRR AR T I AR S A i AT R s

20094FPark S PUFR H T — N TRSAREFEH 7 O A WE T &, i BB A A st R R i
FhEAE S, BB A I A 7 014 2 o RS0 IR L R R 1 16, PR ERRABATT I 7 R 58 — A Re P S
AR BT AT R BRI O A INIETT %, T HEAANTEZ 6 02K BA MR, LAt
RN AL 20104 Xie 85 22 3 1T K I Park 5 75 Z8 TovE B Oh it Beah 85 48 11 A0 M X, R4 % iX
ez AR AR T ok U7 &, PR RRARATT G S A T e REHRPT E S | B AR AR I Mot AL R
B, Xie5 7 R2UNIRICIL ST A AR 22 A P, AE TR B 22 AP, 59 —J7 1, B T2 TR e R e M
A GIE B O8N T B N 35S, AR R A REREB LS5, g e Rz e ol
ME—— Mg, DRI R T Ak 5 V2 06 B 03 AT PR VA 249 E BH R i DR I I 2 A Ve ) SE R AR T B, IR AE
KB — T RSAN A AR 75 1720-25) gt th ) RAE# T, 1% 28 77 R AR U Park % /7 2 FlXie %5
&, WG TR RAZEMES T, WA AT A% 1) 2 P IHZ00E .

ARICHE BT T Xie 5 77 R e A, $8 %7 S 0 iR R E RS A B R 5 B Bk, OF BAF
TERMEEE )8, ANE T 52 bR N SR G AR R FrXie S5 7 RALB A b, 250 T — Nt R e, ¥
Ao 1 et BRCE, FEEETBENL TS HLEE A (Random Oracle Model, ROM)SEHL | ] F B 2 4= k.

2 XieF 7 R [EIM

Xie5 J7 S22 VL35 JE T il ATLESCRT I 1R)BR AL ] 1R W R i AR, I =8 2 ABE LB A Bl 12847 1 0 A, Hi
T RFHLEI AL, AR A2 0 T R A E ik ety BRI A e R CABEHLECHL I B3 AT 70 A, Xied5 7 RALE
=ANEYE, RIVEMBY B B SR B BOAIERY B, 5 R Bl A5 S SR .

2.1 GEMMER

D P UGE R ID, M PW;, B i %2 4518 K 45 I FE R 55 2% S.

2) R 55 28 S 7= A KR BpHq, 1 5Hn=pq; HEHelt5Hd, Wi/ ed=1 mod(p-1)(¢-1); THH.S; = h(ID; |
PW;)®h(d® ID;); ¥ {n, e, ID;, S;, h(-) Y SN RER2, RIF kB RiEd e EE R AR U, RN, S
AN PR ASLANE S SR EHE R List_u,, MIMGH N
2.2 EFEMEL

M P US4 PW,, &ARe-R= AR, THH:

B; = (S; ® h(ID; || PW;) ® h(Ny) || N1)¢ mod n.
RIG 0 msgl = (ID;, B;) KAES.

VAR A eTs S M Ik R R, S SCAE A,
2 XieZ T R EOR K S Bg G NERE R, T S H gLk £ T7 S8 € 3, fEJa X [, #iX AT RE L 1 %1%




XM VE B, 2 ATE W 24 103 T RSA R A H A DE 7L 995

=1 AXHEANFASRESR *= 2 OSNEmNHREEK
e AN e BN
U, T S1 HDoSHLih
S AR5 2% 52 i B Bk
A Wb S3 BT 7] 22 41
D FH 7 11425 ] S4 XA IR
ID; R i bR IR AT 55 DIPAT = i

’ " S6 PL 1 A5 I M
PW; A i a4 S7 B
d i 25 2017461 S8 BUEAERE KK
e 55 #4519 2~ 59 AT 2 35 57 B Tl
h(-) g 510 05 B it R 47
® BB 5 511 Pro A AT
I Eb R 2 S12 PN B Bl

2.3 NIEMEL

DS EIR BU I ID; M B, J& , ¥ 2 List_u;, WIRB; € List_u;, WZ1EWMG B0 B S N List_u; . it
5 BI mod n, ERT1280 BN AV, JE12800 NN, tH5H V] = h(d © ID;) © h(NY), AUEV, 5V 2 HAH%E.
NG, W UERIL, A T A kU, w82 A @ iE, SIEBBENLEN, THEC, = h(M). HAHE, N
EU%ﬁHF'/\/i, SiHE:

Cy = h((Ny +1) || (Wd @ ID;) + 2))? mod n.
IR G S msg2=(Cy) KIEU;.
2)UMEIR B SHIE B C A, THECE mod n, I UL

C¢ mod n = h((Ny + 1) || (S; @ h(ID; | PW;) + 2)),
A, WA R 26 b B, 75 WA B 2.

3 XieFHRENREMSH

20064 TsaiZF 26145 Hy 1 —AN3d T Sz b B FH ) 11 A\ AIE 25 40 W0 18 7 5 016 A2 IR 93 22 4 75 R tzni%z
HS1 — SR AR 8 55T SCHR[10,15] (AT 72, — AN BRAR 10U IRl T~ UE B LR B SE LS T — S94F, bt
%%ﬁ%ﬁﬁwm)aﬂfﬁﬁﬁwmﬁw%Amﬁ$wmeEEEMKéﬁhXwémmM%
FEH 7 B2 2 AN, RRBSHRAR &P AE I By, i E st . A I B AR B A HR
AT o B R B Z 7 R Te V3Pt B T (S7) S5 B 85 15 B X0t (S10) AT 38N 33 i3 (S12), I BAFAE
AIAE AT P BRI 55 45 1), E 6 I SRR B R AT A TE BT, A& T SEBR B A .
3.1 ENXEH

3BT R B Park®: )5 RO Te T s, (E XS A m iR B1% 22 A Bk, A AT TR g R 4k
AT IX—ERIE, NS BT T

ERPURI E Rk > DB s R, EI%%ATEH%FU REEEFENR S %5 SITH Bomsgl =(ID;, B;) &
HCAmsgl’ = (ID;, BY), b BN AP I — AN BEAUE. T AR 55 28 S Bl msgl’ fa D0 B B AN B0AE, STH UK
#®C, = M), FPU; ELI@IJCJEM%J‘E%&E&E, B M URE R SEFR b, Bl & B msgl =(ID;,
B) BB Nmsgl’ = (ID;, By) Nl iR Ik B 1, 1X B H AR & B, .

AR, Bk & RMEAEIE H P 10 1004 PW;, BT BoAR YR BRIk S5 2% S, RIB; ¢ List u;, W&
H J8msgl =(ID;, B;), msq1 ¥ A8 i XieSF 77 S Bt (1) F S B A AL ), 326 1 38 ik iz #4255 28 S 1Y
BAIE, M ).
3.2 HBAMBERERE

YU M #% 1/ B (Key Compromise Impersonation, KCI) X & E WM N SEIL ] — N EE 248
PR P S 5 SER AR K IARV I R e, B #H AR ARBERE R Ih E A 5 E S 5% (nB) it
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ITIBAE, (HiZ % R ARE I 2, X — % H MR AR A SOk A AE 78 HAh AV I8 (5 Sk (W B),
R ) B 43 B B AN BB AR IR . XA R RIS R A LR W, HWTE = v AR R SR =
A e P R A P ARAE A 88 3R EA R 2 v 47 il 16 SCPF, BB B AR K I FABH IR 48 24 I
R EE. 1R RGFTIEAT HRHAE R PTKCTX e P (B 46 Mot 3 A) 1 e vk i@ i ARTGE,
Az i B SO ATY AR A 2 45 1), 40 3 i 3s AT B9 AAIE BN BEFRPTK CIX 7, I Mooy & ART 4 B AR 1
I ARIE, BT 7] A2 Sty 47 fitg 16 SCA

TEXieZ5 7 Zorf, 0 R 55 45 S 1 K A AL H a IR 8 8 3t 523 By 5 B, U e 3 AT NS RS TE 8 3R H
FU RAF I FE AR 55 28 ST B;, FdfiR % BRI Ny, tFER(N), EMiFE B A(d® ID;) = V; @ h(Ny). B

oA Cr = h((Ny + 1) || (h(d & ID;) + 2)* mod n,
R B RS 2R IRU, RIEC,, BARC, IE R P U BT BRI, B 78 R4 45 .
3.3 ARMEE 4(a)

M PR R E R, Wi #H AB A E ARSI P U R RN S UE B, B
3.2 AT it 24 R 55 2 S K AR AHa 75 5, AW EIhiH U, B0 %43 8h(d © ID;), SRR Ih
BUERS, 8 B SH5U @15,

PULE I ], B PO R BLE CRIK -~ i B I 1 ERE N 1. BT h(d @ ID)WESH O
L PW, TR, RS H P UG 0 bR iR 1D IR 55 8% SHK TR B dAH 9%, U8 3385 0 4 P, AN fets B olifii
Wiz . B E Bk g fE, RETEEE M © ID)MME, BERID,mkd, DUk K A it 52 ik
HRAESUER. BT H P @EEETZ N RS TR M E R S0 ARIRID, HERZH T, MAH K504 H
FIDSH P S48, FHPID NEA KR e s, B - S0 iRIDARAT. 5 —J71H, BONIRSS 8
KINRHIS 5 T KRG AP 22 S50 5, AR N 3EAS B (1) 22 4 1) 80 5 4ed, A0+ & 51,
ANEE). R, 207 RAFLE SR M 7 L
3.4 HE[@@

AT, AN ANBRRA A2 B2 O, tn, R S, R P IDM R, S N A (S B
Wy =) 6t ARG T, FEE AL ACIE T AR 2 G A ok, b T R v 301028 R TERS
SN HARE T, HP S 0E B MES SEH AL E S B RE. WK, S P BAKRT S EREE
(). AR Hb, BE 42 13 2 R P AR B80S s B ) 3R gk 2 — 28], EXGe®5 0 b, H P ID B2
4, Yot d R S BT R G st vl ORI P i S 5 B, IFHBR G A S E LB HFE—
R P25, scint B 3 s 5 B8 B B 7 A e iU s B IcE.

TEBLSE, B PN T 5B 2 AR RGP A RRE R 4. 4SSk [29) %550 75 B 7 11 114 S5
TR, PR P ARAE 25K P65 H 4 X R R E T B A 104 S E3.9N A F [k f rp e A
DRI, G0 I — AN DAl R SR b O A AR Le ik PO A R TR fa . 7EXieZ R, P U R
& PWish A2 25 AR 55 2, AR 55 45 i 1] W #B Bt 3 (Malicious Privileged Insider) RJ FF % 41 7] U, 1 H
B 0L, RIS R 45 8 i 1R PN SRR AR TS 1, U AR FE R S A A 04 — AN I P OB BV
BRIX PR R RO AT RE. BEAh, ERT O KHME RS, —/NBATHeEZ, A ERE cmn
A BRI A 8 0 XU, T XieZ5 5 AN R P A 3. I8 T B AR e, 38 7E AR 5E 2
Jei, F PRI 55 28 8] 75 AT AR ST, Xl T AR XU AP — AN S, R, thin s e 2
PAUE B ISR S IR ) 2 2 g 2 — (130150 i Xie R 5 SR AE W UE I F2 Hh 3% A P il 2 0 4 81, R S — & k.
4 WHBR

EXie%E T rh, IR S5 28 38 i E VAE T SR EIE £ List_u, TG T B, 2 15 © 4 F 3 >k 97 48 = ik g ot
XA AR I T AR 55 8% i sk, o ELAS BBt AR REFRBTIRATT AT 4a 1) = i s (1A 22 T BE WL AP L
1] B8 9 8 DUE BIr iR TE VRSP B e BT, BR ARG I — YRR Ly RG24 a0 B e ST IR 45 B
AR 2 W SRAEAEKCLI] R, FRATAE 4 S ik [0) A1 [23] 7 78 JIR 5% 28 3t 447 FH 7 AH 503 WHE B i B AR R
SEIMKCTE BRI 7 ) 22 A mTAE & M NPT BN 52 B, A % SCHik[2,9,20) 0 1) JE AR, FH P 7 v
i ) R 45 2 3R A 14 5 — ANEE AL B R Hash 8, Hdro b P =4 BLAE MG 40012, B LA P B AL
3 LEITFEH FAANEH, BE 44 MR X I 2 A3 Bt & T 3B AR S5 245, ST A1 A P 1D LABEAT A N 42 AN« o TF ki1 27 1301,




XM VE B, 2 ATE W 24 103 T RSA R A H A DE 7L 997

(Vi 2, SR FZNAID ARSIk SRS 44 1 S B A SE BT I SCRE, 39 0 & R By M P
%ﬁ‘ﬁ%%%%’@zﬁf%(1‘2&&%5%&%?@%&%@% T E Y A B B AR LR R SR ID A [R] B 58 Ao DAIE 2
B SERT. 7 RENFR, 0 AEMB B BB ERT B DA SR BRI SV E B B B
RIUFRFES A8, FA1 5 b8 LA Hash iR BH, « {0,1} — {0,1}¢, Hre =160,i =0, 1,2,3.

User (U;) Server(S)

Registration phase: RSA pulbic key: (n,e)

Select ID; and PW;; RSA private key: d
Choose a random number b; =1Di’ Ho (bHPWiD) Compute ki:HO(IDin”Treg);
R; = ki®Ho(bOPW;);
Smart Card Store {ID;,Treq} in backend database;
Input b; . Store {n,e,R;,Ho(-), - -,H3(-)} in smart card;

Login and authentication phase:

Input ID;,PW;;

Generate a random number ry;

Compute k;=R;®Ho(b|| PW;); Decrypt C1 to get 77;
Cr=r,¢ mod n; Cqmpute *ID:‘ :C{Di@ﬂo(rZ);
CID;=ID;®Ho(r); Using I D} to retrieve Treq from database;

C te k¥=Ho(ID}||d||Treq);
M;=Ho(CID; || C1 [[k:); ompute i =Ho(ID}|[d|Treo)
C1,CID;, M, Check M;=Ho(CID;||C1||k});
Generate a random number 7g;
Compute C2 = Ho(ki||rw)Drs;
C2,Cs C3=H1(IDi|[I1Ds||rullrs|k:);

Compute 1;5202697-[0 (KillTw);
Check C3=H1(ID;||IDs||rul|rs||ki);
Compute Ca=H2(ID;||IDs||rw||7s|k:);
sk=H3(ID:[|IDs|[rul7s||ki); )
Cy Check Ca=Ho(ID;||IDs||rul|rs||ki);
Compute sk=Hz(ID;||IDs||rul||7s||ki);

Bl AR

4.1 SEMMEL
FH P M IF AR AT, AR5 35 57 AL U B R K 3R Bp flg, 11 8n = pg; i HLeTt Hd, Wi /Eed = 1
mod (p — 1)(q — 1); &FFe, tREd, I 2 NHAH, ONFAHH.
1) AP UGBS P 41D, 4 PW AT —ABENLED e r Z, 3@id 2 2518 0 STEIR{ID;, Ho (b || PW;)}.
2) 55 a5 ST R N (M) 8K T cq, THRE, = Ho(ID; || d || Treg) MR; = %O(ID || Ho(b || PW3)) @
ki, RAF{ID;, Treg}; ¥n e, Ry, Ho (), Ha (), Ha (), Ha() BAR R, REHE e RiEd 22 EERAU,.
BERMER
1) H US4 1D A E 4 Pw;
2) BRe R AN S, er 25, W5k = Ri®Ho(b || PW;), Cp = (ry)¢ mod n, CID; = ID; & Ho(ry),
M; = Ho(CID; || C1 || ki), 2R JGFEmsgl = (CID;, Cy, M;) KAES.*
4.3 AIEMER
1) IR45 88 S BIk B U Himsg1 )5, tH8r: = (C1)% mod nflID; = CID; @ h(r,). HID; KRG & 5
JE, WRAE 5 6 E0E P b 1Dy A o NI, W& R BihsG A , B IDE RS 2R B i B R X N R T R T
WHEEr = Ho(ID; || d || Treg), BiiE
M; = Ho(CID; || Cy || k7),
SE TS AL, A0 AN AL £ 1B
2) R4 a5 = BN AL, €p ZF, TH5Cy = re © Ho(ki || 7o) FICs = Hy(ID; || IDs || 7o || 7 || i), R85
Fmsg2 = (Cy, C3) RAEU;.
3) AU B B RIKEIR B SHImsg2 = (Cy, C3) G, 1HEr: = Cy @ Ho(k; || ru), FFEUE

4 A SO B R S INIRAE R T M2 08 T B EIMichael Scott FR HE H B — BT X B A TD 7 58 1 £k 1245 I Bt (341,
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Cs = H1(ID; || IDs || 7o || 5 || ki),
SE TR BROL, 0 5 A ) R IR A A s B U, 24k

4) BRERIEHCY = Ho(UD; || IDs || 7o || 75 || ki), HAEMS IR B P sk = Ha(ID; || IDs || ro || vs || ki),
Fmsgs = (Cy) KAES.

5) M55 45 SULEISR HU; msg3 = (Cy) )5, BiE

Ca =Ho(ID; || IDs || 7 || 75 || Ki)s
SET O, WA AL LB BN, SRAE U AVER, BRUBIMEE R, i E S
sk = Hs(ID; || IDs || 7o || 75 || ks), AERGE.
4.4 OLEHMNE

MR O AR, BT IR B, BRI R

1) BT Bk M BOAAERY B 20 81 ~ 3;

2) WS AR IIEAT, B R RN P RN HT A PWew IR, A0SR P O NI A AN TR )
TE4aH ) O A TS K. WP A ], P e RIF SRR = R, @ Ho(b || PW;) @ Ho(b ||
Pwrewy ARG FHRrew B ¥R, T4 5HT 58 k.

4.5 EEMME

MR R ER, BE KMSHRME B O E R, PR R LD AGH 4 PWew B il 5%

A EHTEM, BRI AR S MY BOAH R,

5 BRI

2 A VR RUR S 1 B 2 U s 25 T A A% o B b, T THT 20 3 I AN I THTEAT 40 BT
5.1 REMSH

ARATE S TR RIEFE A O VARV GE L— M e 2B SR SR T4 $2 H
BT RAE SRR AIRSA R MEVE R N R 242 R, IMenezesBUFT S, BRI R AL 712 CIZ 7 BONIE B 25
Mo 2 AT B, BAAAGR A R BA B 5T A5 B s B A 3%, HAEgsr
X B R 2 AR S AT T AR B AR, ST 5.1 3ot — e 7 Mo 45 R N 1 B R 3R AT
5.1.1 REER

AT ] L 5] i Bellare S5 7F SCHR[32) 1 A 3 T 10 A 2 A 0 3 P S0 LRI T Wk %2 & B — —ROM
R 2R 5 1 2 ) TS LRI e . BB, T R IEROMAE B 3 A &% 2 g
B, AR R RE R BRI BRI RER S B RN N T 12 A EUb, R AR SC 3 Xu 3]
A WangZE 151 1) TAE, 78 BRAGROMABE AL (1) Jfik b b AT — Lo A0 W 1 52, o 2L B 6% I i T 0 g R im 72
FA P 14 DR R 358 HP R Ik 2 4 ) F 75 3K

BERR. ZEH M EBGE —NE P MRS 2S5 5P, B IR S 28 R F ot =
—UERAEE A UL E AR P AR 45 A a A2 L) O 58 RO A I B A S A, R —
MR EHRRY G808 E. RS 2% 2 (B (5 F 08 W & e e, Wt T blgiir. B
W7 O 53 R S 48 A T I 28 v AT ART Y S, AT DU N D i 19

S5 BhPTNS 55 NIRSS8RS c SHHU e U. BN E5EWHEME— AW S H, B4
B HLARFRSL ) AT Bk AT, L2 I R PAT WP, ¥ FH P R 55 48 (1 52461 23 T3l e R U RS TR R IRUUS
f—MEES 5%,

Miat. WIETTarp R, RS BSIE — D AR (e,d), P UIA D4 pwy € D, H 4%
(B DRI ) 53450, deah, M P URIRSS 8 STEME, SHUMA — NN EH ZES R REE.

i, Wi EASMINS 54T e U U SIEIAS HE T S 2 ) RSB, A SR AR UL S A s 24
BE 1. FEM RIS AT LR, AFTEE S AN S 5 H TP 2 A AT ISR 926, T F AR &K RAE .

—Execute(U?, §7): XA AL B0 & 109k sh B (0T ) IR 66 77, far HE DR s IE 85 18 4745 L R (1)
SERMZHAF R,
5 QI 1 0453 I AR 38 5T 40 A, A% S AR 6 22 4 58 ST 2 5 AT MR R 132




5 X 7E €, & E A IR T RSARERE H - B A E 7MY 999

—Send(I*, m): XN EWIBIU B & 0 FE 3Bk, 7 SEH 1% R Bom, THARYE 1R ATR (B8] 40 3 Hm B
FEA AN S B, 2, Send(UF, start) & —A4>21;

—Reveal(1%): IXAN XAl 2108 B B (1000 FH (2 a5 g Moty ), o SR se g T SEAf A = 16 2% 8 sk, HLT*
AR PR AT Test 221, IR Bl sk; B0, R\l L. PidTreveal T J5, TF PR FR AT I (opened).

—Corrupt(7, a): XA W I F A LT = UGBS EALEE /). @il &SR A8, ATk
AU B4l EE SRR, ARSI P UK Ge-R R Rb % 24 il 0w BB SR R 2R, An]
AN S5 245 S AL H d; 8 I BURB R 55 #8 BB SR R 3R AV 3R1G STRAF VB UE R I I D;, Tyey b IR T I
B AT IR 55 28 BB AL RE 7, AT AR BE S K CII 06 IF 3 T00 57 B B0 a5 R AT [7) 28 4 P S & M 22 4
JBH. W 3 Corrupt 25 1) 1) SEBIPRZES TR N “ 2B AL (corrupted).

« Corrupt(U,a) Ha = 10, Fth P U 4 2a = 2i8, %t H P U R BE R i3 24
« Corrupt(S,a) Ma = 1I}, i H RS 2SR H; Ma = 205, FtH SR UE R I ID;, Trey };

AR (L AR RIS - O AR B R NFAE S HUE B EE ), BB FE®RER 25
WA 7 #8 M B, AR 52 5 BUB AT AT b 2R i, RI-P MLy, IXASBRMIAE I S 2 A 3. a0
HR[35] Frdi Hi Y, 7R AT S S s R 48 91 UH P O A R (ki PRI BN T IR0 O 4), AR
ANBE S AE 8 By, o8 — 5 P AEI, 55— J7 B 75 2 M R PR SE AR i B a). 4n e
HR[32], FRATT L BRI AR B 3R 75 IR 25 48 S I AL AHa RN B IE R TH{ 1 D, Tve JIRE 7. RS, fH/R 2 IR S5
5 Uity 56 1UE 7 T 5 A (3 3 LR 4 5T Rl RORE 11 4 itk i S A2, (AR 55 2% B K AL BH — IR e ik
PRI (U Fib 2 53 B B 2 N2 ), i ASK I AT Be R4S, HE 30 9 2 ] B 43t AR ) Ak 28 2 ] DL RS
1 PR ) AR s SR B 2t 2 25 & SEBR ). Corrupt (S, a) X NLAXT HEAS 28 40 (K LA BN, I DUBCSL AT 7] %2
A L KOTH i A0 G B0 1IF 3¢ T B o 55 22 42

—Test(I): XA WA BT T 2 Bt 6 77, 2 F R 8 L2 ii % IE Lz et Rigft—
R, HARE SHrie i 221 A 20 WnR SEEI I e 21l % A0, kBl L. #5300, AR P8 P TS ik 2 K — AN BE L
EE RO [0 H G SRe = 1, ) AJR [B] 215 25 B sk; W SRD = 0, [ AR [l — /N SEK ) Bl AL AR

SIEFRIR. B S TR 2 1 AR IR sid N TR PE AT B WO FE A BT ik R IS I8 B0 5 9K

&= /3E4. Wi — Sl 5E s BOS AT I HLAE L 18 5 8H, IRRZ e 4252, 5 WRR a4,

R R, AT T 1R R AT sidR 8 SAKFEIG R IR IR SF A 2, WIFR S U A s 61 S 0 —
XAk QUIRIST Y O 452, @ UFLSI A AH R 22 16 bR iR fFsid; @ SLBlU K AEFR IR fipidl, = 7, SE
.57 K FEFR IR pid), = Ut @ NFELE S ISEBIT* (k # i, 5), B pids = UBLS7

FTEEME. AV RS R R R X R — AN B S S SR TR (Test 229 0T ) BI85 % FH sk AN Re i
GiRE AR IR, AR B8 1) S A7) AT Test 1 0], 40 SRS 103 2 R IR 264, MR BB ). o
% Hat B 21l % HH skl @ IFAIE AR A L5 # AR 4 HHAT Reveal B ; ® B MM ATITAG, &1 =
U, SI* 2 ZHAT—FPCorrupt & ), H AR I AKAE AT Corrupt B #; AT = S, KX TFHAT Corrupt £
W, B P Bk A 2 2 HAT —FhCorrupt 2518, H T Corrupt (S, a) 25 18 H AR HLARS BN 2R 48 1) LR,
BRCTE T V8 AN 2 138 1 22 4 1 B AL R B4 4ol FH % 0.

WIE. VOEBRS — AN A B il B 1 B it 3 AT B P USR5 255, FHAdvE™™ (A) R Wit
B AR E R U (BUR S S)MILH, Bpids # U(Blpidy # S)IREER.

BXYREMN. W EEHD R R UGEPR S — A B 215 Xtk PR —kigfr
AR PAPRAT 2 T2 I Executes Send. Reveal. Corruptx ) A1 X 5 6 52451 ) — X Test £ 1. 7E 5 xk 45
R, Ak X Test 25100 HR 5 K 0 LEREO RS Mo . an e = v, FRATUE AT AR I R, 6 4
HSucc. FHRIHE, AT PRLPIIIE L2 BV FH A

Advi(A) % 2Pr[Succ(A)] — 1 = 2Pr[t) = b — 1

Horb) WA AE AEBGE & A M AT A M eflz b iR REL22SHer, £ —2 0%
i AR AR B R O (gsena/| D)) K —> 0T ZBE &, M BEHMLP 215 X 421,
5.1.2 REMIERR

AN G AR ST G P 22 A R B P B e A 1 B T RSABR %, T 25 HRSABR I X.
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RSARIR. W RA % ESH, TGNRSALE NS, BIIBITIGH (n,e,d) « IG(1Y), Hrbn = pg, K&
Bip, g, ged(e, o(n)) = 15 Hfed = 1 mod ¢(n). 2467850 K (404 = 2160), 3f TAE R g 471
6] 25 22 Nt HE 2R 22 351 s I 8] (Probabilistic Polynomial Time, PPT)$3%:C, HE&

AdvE®(A) = Pr[z® = cmod n : (n,e,d) « ZG(1%),c € {0,1}, 2 + (c,e,n)]

ST B, R TAEEPPTY G H A, HARHA™ (t) = maxs{AdvE*(A)} < €(0), e(0)f2— A&
W& &, R Z, P RSAMR AL

EIB1 (BN RE). WAR—NBAITH N, H HIEET T gsenatXSend W 18] | gere X Executef] [4] g, (X
BEALTR S DLW 1) RS 2 B i . A RRSAMRAE Z, 1 RAL, T4 BT AR M P I 8 S22 4

2 2
AdV;lpli%(A) < 2(1&;7‘14 +6qsendAdVrsa(O(t)) + qh-H;Zsend + (qscngz:lq)we)

WERH: 2 AR B SR B SOE S22 B . E B A 32 B RS R A SR BB IRRSAR %
BT, WS ARSI SR PS8 S22 A, RS AR e w Bomk . FRAT M A 5 ik (15,33 28 LI 5 175,
7 X — R IR ] B (Gamey, Gamey, Games, - - -), HH W6 X Gameo Jy 5 LT, B8 3K
MEAT O3, B BIAE AN R A IR AT 200 B s O 1. SRS, T8 A TR 5 e A5 1 LU R R AL
P B ZE R AR B0, BRI B I RE 3 LB SR 1.

EIE2 (AIEM). WAR— AT E N, FF BT T geenatRSend W17\ gege X Executeifl] 1] Flgy, (X
BE LTS L i) o E 2R 2 i . W SRRSA (B AE Z, 1RO, B4 BT AR B P B DA 14 1
R EEY]

h i +6qsen sendtdese)’
AdVBS (A) < 4288 4 20,0na AdV™(O(t)) + Dpient 4 [eonibdene)

UER: 2 ADY R BB P SO R 1 B B . R WY Y 2 REARRT R R 5 e B 3R A0, T LB 2.

5.1.3 BEXEMITIE

BT 50 77 S Ak T Xie S5 221 07 8, AT AN 8 8 1) 22 A R I 25 S T ) 40 A

1) HERGE

T R BV VIEE R R =R, MARUE T msgl I FE8EME, CoRIE T msg2f 588, Oy R
ﬁETmsg?)El/‘]%%‘ﬁ. lHi, iﬁﬁliﬁfﬁggﬁgﬁkiﬂ, L‘Z‘Zﬁfé;ﬁ%/l\msgl\ msg?ﬁimsg?)ﬁ/ﬂiﬁi. %#7‘7@7
msg2Mmsg3 B & T H P UM IRSS 285 HH A I BENL L, « ro, BIER T msg2Mmsg3 )57 i 1.
I, R msg 14 B BUG A28 S R 2, 8 R B jlimsg 1 B0t 35 K @ AN T SxF Oy B30 IE. BRIk, oot 77 S5
B AR E TR, W R AT R ST

2) R HIM 07 B (KC) By

R e 55 2 S K BAFA A 78 ((HISIE R T I D;, Teg MR AR EE ). BRI B AR HITEU, HE
WS (BT e B, AR TCEEE A P UK %225k, G, ATSETHE HEIERC,, SR aA Ge
78 W UK Y 55 25, 53— J5 I, BB P U 1t ER, i1 B0 5 A FNE iRk 55 S s I AL Hd,
ok g P U BENL K, 3BT JCVETHE H AR RO, HETT A0 AN B8 07 B IR 55 48 SR 13 FH 7 U
Zx BArAS, oot Ty ST P i B 7 B B, WL 1 A 7R SRS 10.

3) Hif )2 4

1Bt ik 55 2 S I AL BH dillh S ((HLIIE R I I Dy, Teg YWIR R AR 1Y), I HIGEH ALK T G HIE A TT
S8 5T WT BB (S B {(CID;, O, M;),(Cy, Cs), Cu}. BALE, AR R % CL 345G P U 7= 4 e LS, 1BU;
ARV IS TR) BT o A2 DR 1), ATCVEVH S Y P U A% 0 %2 4 2 8k, RE T V20 S 50 P U
JeHT 2 TE % Hsk = Ha(ID; || IDs || v || 7s || k). 30— 7T, B RS 48 SIS UER T{ID;, T,y Mt
& (B AVHAT R 2 R 1), IF BB Add s 1 S8 RTE A THE IE T 53 W 3845 T B {(CID;, C1, M;), (Ca,
Cs),Cu}. BHE, ATCVEMRE CORIRIG R P U 72 AR W BENL B, ARIFEWRTEEIEEHH P UM O Z 25
Bk, TR TGV VR U sk, DRI, SR Uy R S T ) A, i R A T RS

4) Lo FnEH L
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X T SE L2 E 2B R M UE U, RHRHT DA B B B & — AN E B R 2 R ER2YT. Z e A E
BRI, SRR 18 0 2 0H 2 B I T BR 2 R 2 5 1) L8 2 TE 10 22 A 1, X it B R A K 2 0 Hh 72 AR 11
DU B R 22U AN 2 U (ST R S T R, 2 1E % sk = Ha(ID; || IDs || vy || 7s || ki),
B sk 5 AR IR S 1 B2, o BELAEAH DG 53— D7 T, BH TS ) 20 v 7 A2 10 B AL B0, R A T) ) 256 2
AT LW (R, sk 231G AT M E SR BRI, S0k 77 S AT B O 0 B A B, T R 1 A TR SRS 1L

5) B o1 IR AIE R T

B3 B IF 3% T ok 1OV 2 48 Ty 5 AR B (3 5 I 45 345 11 £ 48 it 8 AT N AR ) FH 7 U, [ 56 A 2 T
J&, FIAEI P4 PwEBUR R B Bt s b, BMEASREL T P U SSUE R BUN{ID;, Treg )
B TR 55 28 ST AL AR R 1Y), ATCVETHR MU A% O 2 2 2 8k, ET R oot 5 Ak R AIE
TCC3BCy. A I, S0 T7 5 P H0 B3 U IE R I M ik, W6 A2 %2 42 7 3R 99.

6) [ 4 1%

SOt 77 G R 2074 B R R CIDARE #5425 10 B AR R ID;, R AB S W 3RS T CID;, AR
A R C A5 B, A BERE U A ARIRID; = CID; ® Ho(r,). ¥ — 77T, B15H B{CID;, Cy,
M;, Co, Cs, Oy} 2 5 T B WL Hr, A1 (B0 r s R Hash{f, B & r, A1 (30)r R T4 AL, ATCIE S 75 A 22
AT B A — AN PR, S48 AN AT BR R 1 (un-traceablity). [RIIH, BGdt )5 SR SEBL T 1S 44 AAE,
77 R RS, 3t e A R MR SR A B Vi R

& 3 ETRSAWOLIAENNH R MR

WES S1 S2 83 S4 S5 S6 ST S8 S9 S10 S11 S12 WiEMZ 4tk
Park%% 77 Z£(2009) £z 5 &5 2 £ / B OB &2 B/ B A @
Xie%% /7 % (2010) £ R & R £ R & R & & & 4
Awasthi®F748(2011) 2 & & = =& & =& =2 = £ 7/ &£ i
Zhu’i %(2012) R B B2 &2 &2 &2 2 & £ £ =
WangZs 77 % (2012) & ' £ B &2 B £ 2 & £ £ &£ e
Lee-Liu/7 % (2013) meR 5 o o’2 &2 2 & B2 2 O o2& £ i
ALK E £ O~ B B2 B2 2 B2 2 2 2 2 £ &

" SCHR[17)45 H Zha )y PO E AU AT S 1S B
" Lee-LiuJy 21 TI7E P53 1 4 I ANBGAIE I 114 () A1, JE3 4 SCHR[10,15] BT 14 AU DoS T .

3G T AL 7 EAGE AU RE TRSAM B AL 7 002 M. taR3v] A, ook 7 Rtk
T Park%E 7 2| Xief5 77 £1221 Awasthi%s /7 F23 | Zhu i Z RV M Lee-Liuy RET AR 2 22 A6k [, 3 2
AR an g2 fir 51 ST ~ S124 81200 % 4 75 5K M A Wang 55 7 58, o0tk 77 2 S8 1 Al HiE ]
A BAA R AR, AR B, ol R 5 — N AR B 2 A T RSARIERE A 7 114
AR, RS T SR (G T RSA) A E B 22 4 1. FRATTFE E 2, HALMROMAL AL m] iF B %
AP, 155.1.2 (945 R IE T LTS HLAFE R %, AT &, ArdEB AL R al ik B 2 4 i B
A NI BRI A2, 2 HT SR FH ) S T IE I 0 56 85 SO ) A BN 7 AR 45 T ROMAR
RN FIERASE SRR, B 2, Btk 7 ESLHIROMAR AL R [ Al HIE B 22 41, U2 A WS F110.
5.2 MESH

R B, @ AR 7 VGE P ROR R R TR B E. MR E . EEE . AR
& OFEEFERRT /N RIS H T, K )45 H08 R iz H T A Hashiz 5H.T,, 48 SCHk [20] 58
WERAT, ~ 33T, ~ 348T),, HRME BRI SHW o, ¢ 2N BEEFERRTEENGERE
a2 A0f B B A P B R TR LIRS AR S 1), RTREREE P GIE IR B AR AT Sh A AR . B R 2]
FEMHAE AR B TE B, H HA 7 () 3 M A 2 2 e (K T FH 7 28 S IE R R PRt 77 AR &
BT S S ER BE. AR — ek, s Hash iR ZUELSIME N 160 bit, 404 B BENLEL . I TR EC
128 bit, AR 5S 8% 77 A (AR Hon by FL ALK BE 5181024 bit, A FHeHU 2 HEFE 9216 + 1, Bllje| = 17 bit, H
FIDAN 4 PW R FE 128 bit. 7SN T R RCE LR IR 4P 7K.

H R AXT L ] g0 20tk 7 RN v IR Park % 7 R I Xie%5 77 AL B BT BB « Awasthiss 77 Al
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*® 4 ETRSAHOSIAEM LA R LS

L A H. 7 i Ik 55 4% wH oW
= &1 HHEE GBS E/bit 7R /bit iHEE EERE/bit i & AT
R IHEE HEE/ Thit &/ THEE EER/ W 2k

Park¥ 7 %[21]  2° 2T+ 2Ty 1024 1329+ 3T + 1T, 1184 FE I U )
Xied 75 5 [22] 2* 2T e + 3Th 1152 1329 2T, + 3Ty, 1024 O O
Awasthif £[23] 2" 2T, + 1T%. 3345 32174+ 2T, + 3Ty, 1152 FOE O
ZhuJ7 %[25) 3 1Tse + 5Tn 1312 1191 1T, + 4Ty, 288 5 0 K
WangZE 5 [20] 2% 1T + 4Ty 1440 1201 1T, + 4T, 288 P I
Lee-Liuh %[17] 3 1Tse + 6T}, 1184 1329 1T. + 5Ty, 288 G
AT % 3 1Tse + TTh 1504 1184 1T, + 6Ty 320 P S 3

* T LB 1 R B L BT S A 7 B DIE P R T i IR e R
**Park %2 Al Awasthi® ) J7 R0 B8R bR 1 FRAE K BE AT TH SRR A1, A7 T — MK AR E R AR g.
e S e TR SR 0 S5 0 P 19 8 8 A IE W LA 7 B ) ) 285 i o)

Wang 557 SEAFAE I 8] [F] 25 (e, B0 1 — A B A AE TSR 5 T, ot ) RAH B Park S5 J7 % - Xie
ST M Awasthi 85877 58, R I AN AR 55 4 i TSR BT BEARB0% UL L, 5 38 =T AU KB
[A; FEIEAE R I5 T, STy SO T HRAESCHR[34] 52 t & TTEEX 3 AID 5 R A 26 1 2R ik, %
S ACHE A I8 AN AL B AT IS AT I N, (B8 Awasthiss 7 58; 5l &7 T, S50 J7 S8 00 F P o
RE 1~ % 221184 bitfFfif 2 8], T Z BT HE /N M R, /& 2R 152, R AETT &
P (R RE ) — AR BT AZ B, T AR 55 4 i SRR N R R, BRI P e ) R I R AR AR KRR 5
Wi AN T R S5, SR BT, oty SRAE TR e A VR A B AL 1k L AT SR A A PR R Y R
TRFF BRI RCR, E TR B IR s N7 &

6 Z5RIG

BEUF 2 T ARPUE PR BE R BB 22 4 v R0 AR P O 22 A B SCHTE 78 AT K — > wf il A< 3¢
BT 1 XiedF I IS 19— N2 T RSAM DO WETS %, fi8 1% 05 S TCIA DT 5 O oo A s 9 it
P18 By, REIUP = R 2 4tk IF AFE B R 122 | BoAAME 72 55 1R AL OR J5 16 R Xie S5 7 L%
Muskati b, 45 T — Aot R 2 At R, Bt R yRah T XieRE 7 R 7 A hiG, SKEL T B A
WA, RY T A BIESAL, JF H S IREEROMAE Y T SEEL 1 AT IE B 22 2k R 0 A 3R W, ik U5 SRAE 1Y
sz VR FE, RS R A EAEE R AR TR RN, ARG, St RIS HTE
KRR F, GG TREFREE BN, (B2, Bt ®RE PR EMKRSAT R, R
RESEIL ] P 1A s | oy 22 4 SR IX — BARRR IR, DRIk, BETH P 14 AT AR St 22 4 BERT A L PTHIE R %
SRR RO AE P, B AT 3E— B T T ).
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MisR1

R E B, FAME 5 SCHR[15,33) BT, S AR RE MR OB Xz etk ddE. ad—R5&E 5%
CSCHRR U £ 7 B0 ke AR IS0 ) T80k A 40 B8 AT o 4 0 e (D D0 ) P B, SR AR I AR SIS A 1k
T2 /D — AN SR B 2 M R (AN RS AR V) M OB, 10 J 8 R AR IR fe T 28 mgs (1. AT 58 L — R AU HilfE % (Gameo,
Gamei, Games, ---, Gamer), TEFTH FIWFRH, TS VIR BN IHR LI H. H A, Gameol il 072 AT E 7%
PP, 1E 5 S P B BB TR E AL 7 2, BASUT Games AR M0, HLAE P ASHE 4R 5256 -F AR Th A2 1)
FZAY A LA, £ Game, (n = 0,1,2,---7)F, BATE X TR

—Succy: AMRINHE M Test 2 1 179035 Lh 4o,

—AskPara,: AR || PW;EID; || d || Treg BifIHo, MR U R0 % 258k

—AskAuthy: AR E R 0ZESHk;, - HXID; || IDs || 7o || rs || ki EWIH1 B Ho;

—AskH,: AR EBZOZES K, FHHXNID; || IDs || ru || vs || ki ERH (0 = 1,2, 3);

Gameog: ZJF X R ROM T B B SEHH, BATTHEYE b R B T 2598 : Execute. Send Reveal . Corrupt flTest,
Bki#HAS NS 5T € U U SIRIHZE BB 1l S A i) SR AR 2 SCH

Adv%lf% (A) = 2Pr[Succo] — 1 (1)

Game;: EIXNMFERH, FoATE I 4E 3 Hash 25 1) 25 51 R Ay 1A R FTE I Hash B H,; (i = 0, 1,2, 3) LK
fEGamer T HH I FA G Hash B MM (i = 1,2, 3). ANSEIXTFENL IS &M A ERES, AV — AN Hash &) 45 RIIHKA 4,
ZHFR A HAB S Hash 216, BEAL TS 2 AR a0 7

(1) EWINER A~ Mgy MAABTIE N

(2)%F F 43— IR BENL T = WM (), WERFIRA P EELTEG, z,y), MIREly; T, E&Fr eg {0,1}, HriEE
W% R B4R )2, FF FR (2, z, ) IS IR FIR A g h (W SR R FH N A, B R EHRICFEG, 2, r) IRMBIFIR AL ).

(3% T 43— IR BENLT 5 B WH, (), WIRFNRA, PHEEILFEG, z, v, ), MiREy; BN, &Fr er {0,1}¢, Hrik
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(2)&EHSend(S7,<Ch, CID;, M;)>WMH F U KL, B AR I 2 A Pr[AskH, WithoutSend:]. fEiXFiEHL T,

roTHIAE O/ A IRARERE— DS e, 5 EEIEESEEL, A TR BLE T AR 1E — AN KRS AXE ) 2 W
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