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Abstract With identity authentication becoming an essential mechanism to ensure robust system security

in information systems, RSA-based authentication protocols have been studied intensively for their great

practicality. This paper points out that a recent RSA-based remote user two-factor authentication protocol

proposed by Xie et al. cannot achieve the claimed security and reports its following flaws: (1) It is vulnerable

to replay attack and key compromise impersonation attack; (2) It suffers from the problem of user privacy

violation and poor repairability. As our main contribution, an improved scheme is put forward and formally

proved secure under the RSA assumption in the random oracle model. As compared with other related

schemes, our scheme is the first one that can achieve provable security while keeping the merit of high

performance. Consequently, our scheme is more well-suited for mobile application scenarios where resource

is severely constrained and security is particularly concerned.
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�-�yL��³, XÚBÎÃS�5�ó[2]. �Jp�°@y�S�5Úk�5, Æö�}Áæ^�

Uk��-�(Ü�Eâ5�O�§^r�°@y�Y1, ±¢yVÏf@y, =^r�kÓ�Pk�

UkÚ���A��-âU@y¤õ[3−5].

þã[2-5]¥�Y��ÓA:´, Ñb��Uk´��|u6�§�UkS��ëê&E´S��,

ôÂöÃ{¼�. �´, ©z[6-8]�ïÄL², ÊÏ�UkS¯a&E�ÏLUÑ©Û!_�ó§½�

´&E�³�>&�ôÂEâ
�J�Ñ5. ��ôÂö¼��UkS�Ü(½Ü©) ��ëê&E,

ù
�YB¡�Xl��-ßÿôÂ!�kôÂ�S�%�. �d, �OÄu�|u6�Ukb��

VÏf@y�YØ=äknØd�,
�äk­�y¢¿Â,T��®¤�Cc5S��Æ+����

ïÄ9:. Ó�, �·A�UkO�]
É��A:, Æö�}Á3�|u6�Ukb�e, �O=Ä

ué¡�èEâ(=�ú��èEâ, XHash¼ê, é¡\��{, �E@yè)�S�p���Y[9−12],

�Ñ���uy�3ù�½@��S�"�[13−17].

©z[18]�\©Û
VÏf@y�Æ��O�K¿Ägy², 3�|u6�Ukb�e, Äu�-

�@y�Æ7Læ^ú�EââU-|l��-ßÿôÂ. �c, Ì�kü^ú�Eâ´��Ì: (1)

ÄulÑéê(½ý�­�e�lÑéê)J)5�ú�Eâ; (2) Äu��êÏf©)J)5�ú�E

â(=RSAEâ). Ù¥, �ödu\�$�þÚ)�$�þ��é¡5(X©z[20]¥�¢�êâw«,

�RSA\��êe�2�í��216 + 1�, \�$�þ�´)�$�þ� 1
33 ), �~·Ü3�§^r@y

�¸¥A^[19]µ3]
É��^rà�1\�$�, 3]
�é´L�ÑÖìà�1)�$�.

2009cPark�[21]JÑ
��ÄuRSA��§^r�-@y�Y, �Ñ=¦ôÂö¼��Uk¥�

��&E, �ôÂößÿ�^r�-´Ã{�yÙ�(5�, Ïd\¡¦���Y´1��U-|l

��-ßÿôÂ�Äu�Uk��-@y�Y, 
�äkØI��;�-L!vk�mZ!DÑÚO

�þ��`:. 2010cXie�[22]©ÛuyPark��YÃ{-|�EôÂÚl��-ßÿôÂ, ¿�éù


S�"�JÑ
U?�Y,(¡¦�U?���YU-|­�ôÂ!l��-ßÿôÂ.�©©Ûu

y, Xie��Y[22]E,Ã{¢y¤(¡S�5, �3î­S�"�. ,��¡, duÄu�Uk��§^

r�-@y�ÆÏ~A^uE,��ä�¸,�3X�þ�d3ôÂ|µ,DÚ�éuªS�5©Ûé

J��qÞ, Ïdæ^/ªz�{é�Æ?1î�8�y²´(��ÆS�5��n�Ãã. Cüc

5�,k�
ÄuRSAú�Eâ��Y[17,20−25]�JÑ,¦�ö¤�,ù
�YÑXPark��YÚXie�

�Y, =�Ñ
éuªS�5©Û, vk?1î��S�58�y².

�©Äk©Û
Xie��Y�S�5, �ÑT�YÃ{-|­�ôÂÚ���³�kôÂ, ¿��

3�?E5¯K,Ø·u¢SA^;,�3�±Xie��Y`³�Ä:þ,�Ñ
��U?�Y;��,�

[©Û
U?�Y�Ç, ¿Äu�ÅýóÅ�.(Random Oracle Model, ROM)¢y
�y²S�5.

2 Xie��Y£�

Xie��Y[22]�)Äu�ÅêÚ�mZÅ��ü«��, ¿Ì�±�ÅêÅ��~?1
©Û. d

uü«Å�aq,Ñ´�
5��­�ôÂ,Ïd�©��±�ÅêÅ��~?1©Û. Xie��Y�¹

n��ã, =5þ�ã!�¹�ãÚ@y�ã, �Y¥¤¦^�ÎÒ9Ù¹ÂXL1 ¤«.

2.1 5þ�ã

1)^rUiÀJIDiÚPWi, ÏLS�&�u��§ÑÖìS.

2)ÑÖìS�)��êpÚq, O�n=pq ; À�eO�d, ÷ved=1 mod(p-1)(q-1); O�Si = h(IDi ‖
PWi)⊕h(d⊕IDi);ò{n, e, IDi, Si, h(·)}�\�Uk2,,�ò�UkÏLS�&�u ^rUi. Ó�, S�

z�^rïá@y�¦êâLList ui, Ð©��.

2.2 �º�ã

^rUiÑ\�-PWi, �Uk�)�ÅêN1, O�:

Bi = (Si ⊕ h(IDi ‖ PWi)⊕ h(N1) ‖ N1)e mod n.

,�rmsg1 = (IDi, Bi)u S.

1 �©¥“�Y”Ú“�Æ”L�Ó��Vg, ��¦^.
2 Xie���Y¥�¦òëêg��\�Uk, 
ëêgQvk3Ù�Y¥½Â, 3�©�Ã�9, �ùp�UÑy
)Ø.
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L 1 �©¤¦^�ÎÒ9Ù¹Â

ÎÒ ¹Â

Ui ^ri

S ÑÖì

A ôÂö

D ^r�-�m

IDi ^ri�I£Î

PWi ^ri��-

d ÑÖì�h�

e ÑÖì�ú�

h(·) Ñ�¼ê

⊕ É½$�

‖ 'Aë�

L 2 �-@y�Æ�S�I¦

ÎÒ ¹Â

S1 |DoSôÂ

S2 |�kôÂ

S3 c�S�5

S4 V�@y

S5 |²1¬{ôÂ

S6 |�-ßÿôÂ

S7 |­�ôÂ

S8 |�Uk¿�ôÂ

S9 |�yL���ôÂ

S10 |���³�kôÂ

S11 |®���ôÂ

S12 |SÜ<
ôÂ

2.3 @y�ã

1)SÂ�5gUi�IDiÚBi�,u�List ui,XJBi ∈List ui,Kª��Æ;ÄKòBi�\List ui¥. O

�Bdi mod n, Ö�c128 ���Vi, �128 �N ′1, O�V ′i = h(d ⊕ IDi) ⊕ h(N ′1), �yVi�V ′i´Ä��.

eØ�, K@y�}, �
Ø4Uiú	ÑvkÏL@y, SÀ��ÅêM , O�C1 = h(M). e��, KL

²^rÜ{, SO�:

C1 = h((N1 + 1) ‖ (h(d⊕ IDi) + 2))d mod n.

,�Sòmsg2=(C1)u Ui.

2)UiÂ�5gS��EC1�, O�Ce1 mod n, ¿'�

Ce1 mod n = h((N1 + 1) ‖ (Si ⊕ h(IDi ‖ PWi) + 2)),

´Ä��, XJØÓKª��Æ, ÄK@y¤õ.

3 Xie��Y�S�5©Û

2006cTsai�[26]�Ñ
��·u¢SA^��-@y���û�YA÷v�9�S�I¦, XL2

¥S1− S9¤«; �â�C©z[10,15]�ïÄ, ��n��VÏf@y�ÆØA¢yS1− S9	, -|��

�³�kôÂ(S10)!®���ôÂ(S11)ÚSÜ<
ôÂ(S12)�A´­��S�8I. Xie�[22](¡¤

JÑ��Y´S�p��, U
-��«d3�ôÂ, X­�ôÂ!�-ßÿôÂÚbkôÂ�, �·

��©ÛuyT�YÃ{-|­�ôÂ(S7)!���³�kôÂ(S10)ÚSÜ<
ôÂ(S12), ¿��3

�?E5Ú^rÛh�³�¯K. 3éù
"�?1?�c, Ø·u¢SA^.

3.1 ­�ôÂ

©ÛuyPark��Y[9]Ã{-|­�ôÂ, �Xie�vk¿£�TS�"�, ¦�¤JÑ��YU

«
ù�"�, e¡�ÑôÂ�{.

3^rUi�1k(k ≥ 1)g�¹L§¥, ôÂöAr^rUiu��§ÑÖìS��Emsg1=(IDi, Bi)t

U�msg1′ = (IDi, B
′
i),Ù¥B

′
i�A�)����Å�.KÑÖìSÂ�msg1′�7òÏØL�y, S�Uiu

xC1 = h(M). ^rUi3Â�C1��òÏØL�y, (½dg@y�}. ¢Sþ, ôÂöòmsg1=(IDi,

Bi)tU�msg1′ = (ID′i, Bi)½���d8�, ùp�±tUBi�~.

y3, ôÂö=¦Ø��^r��-PWi, duBi�Q���§ÑÖìS, ÏdBi /∈List ui, ôÂö
­�msg1=(IDi, Bi), msg1ò^|ÏLXie��Y�O�­�ôÂuÿÅ�, ?
ÏL�§ÑÖìS �

�y, ôÂ¤õ.

3.2 ���³�kôÂ

|���³�k(Key Compromise Impersonation, KCI)ôÂ´@y�ÆA¢y���­�S�á

5[27]. ��Æë�¢NA��Ïh��³�,ôÂöAw,U
¤õk¿A��Æ�Ù§ë�ö(XB)?



996 X Ú ó § n Ø � ¢ � 1 33ò

1Ï&,�TS�á5�y�´,ù����³AØU¦�A�L5�Ak¿�Ù¦Ü{Ï&¢N(XB),

=���°Ð¢AØU�¬. TS�á53y¢¥´k­�¿Â�, 'X3�O��¸e�©���

A^¥, Ù§^r�kÏL^rA�@yâU¼�A��à�;�©�, yb�A��Ïh�Ïó,�

Ï�³. XJXÚ¤$1�@y�ÆU
|KCIôÂ, KÙ§^r(�)ôÂöA)EÃ{ÏLA�@y,

A�à�©�E,´S��; XJ¤$1�@y�ÆØU-|KCIôÂ, KôÂöA��k?¿^rÏ
LA�@y, ¤õ�¯A�à�;�©�.

3Xie��Y¥, XJÑÖìS��Ïh�dÏó,�³½���, KôÂöA�lúm&��¼^
rUiu �§ÑÖìS�Bi, ^d)�Bi¼�N1, O�h(N1), ?
O�Ñh(d⊕ IDi) = Vi ⊕ h(N1). Ïdô

Âö�O�:
C1 = h((N1 + 1) ‖ (h(d⊕ IDi) + 2)d mod n,

,�k¿ÑÖì�UiuxC1, w,C1�´^rUi¤Ï"�Â�, k¿ÑÖì¤õ.

3.3 Ø�?E5¯K

�^r�Uk¿�, ôÂöAÏL>&�ôÂEâ[6−8]¼�^rUi�UkS��ëê&E�, ½X

3.2!¤ã�ÑÖìS��Ïh�d�³�, A�¤õO�ÑUi �Ø%S�ëêh(d ⊕ IDi), ,�¤õ�

kUi�¹S, ½�kS�UiÏ&.

y3�¯K´, =¦^rUiuygC�ár��k�%ÃU�å. duh(d ⊕ IDi)���^r�

-PWiÃ', ��^rUi�°I£IDiÚÑÖìS��Ïh�d�', UiÏL�#�-PWiØU?E½)

ûT¯K. �?EþãS���, XÚI��#h(d ⊕ IDi)��, =��IDi½d, ±òu)�³�ár

È(½�Ø. du^rÏ~3NõA^XÚ¥æ^�Ó��°I£ID, �3éõ�¹e, A^XÚò^

rID�^r�°�½, ^rID Aäk�Ï­½5, �U^r�°I£IDØ�1. ,��¡, Ï�ÑÖì

�Ïh�dë�
XÚ¤k^rS�ëê�O�, =Ï�,�^r�S�¯K
��d, �d�©[B,

´ØÜn�. Ïd, T�Y�3�?E5¯K.

3.4 Ù§¯K

�c, �<Ûh¯KÉ�2�'5. 'X, 3>fûÖ¥, XJ^r�ID�³, �<��'&EX

	ÔS., )¹�ª, Ä����fÑ¬N´�©ÛÑ5, ?
�E^uû�¹Ä[9,23]. cÙ´, 3£

ÄA^�¸¥, ^r�°&E��³¬��^r �&E��³. Ïd, é^rÛh��o´�'­�

�. �A/, ]¶53´�§^r@y�ÆA¢y�­�á5��[28]. 3Xie��Y¥, ^rID��²©

DÑ, ôÂö�I�?13��fÒ�±¼�^r��°&E, ¿��´©EÑü�¬{´ÄdÓ�

^rë�, ¢yé^r¹Ä��l½^r�'¯a&E�Â8.

3y¢¥, ^r�
�B~õ�A^XÚ¥¦^Ó���-. X©z[29]é50�^r��-S.ï

Äw«, ²þz�^rPk25�árÚ6.5��-, ù¿�X²þz��-¬33.9�ØÓ�ár¥¦^.

Ïd, XJÙ¥���-�³, �^d�-�@
árò�3d3��. 3Xie��Y¥, ^rUi��ò

�-PWi4��ÑÖì, ÑÖìà�SÜôÂö(Malicious Privileged Insider) �|^T�-�¯Ui�Ù

§ár[9]. =¦ÑÖìà�SÜ<
Ñ´�&�, Ui�Ø3Ù§ár¥�^�-, ��Ð��ÆAU�

Øù«d3����U. d	, 3Äu�-�@yXÚ¥, ��Ï1�{´, ^rA½Ï�#gC��

-, ü$�-�³�ºx, 
Xie��YØ|±^r�-�#. �I��Ñ�´, Ï~3^r@y�¤�

�, ^rÚÑÖìmI�?1��Ï&, ùÒI�3V�m�û��¬{��. Ïd, �û¬{��´

@y�ÆA¢y�­�á5��[13,15],
Xie��Y3@yL§¥vk�û¬{��,�¢yù�á5.

4 U?�Y

3Xie��Y¥, ÑÖìSÏL3@y�¦êâLList ui¥u�Bi´Ä®²¦^L5��­�ôÂ,

ù«�ªØ=O\
ÑÖì�K1,
���þ�ØU-|·�¤�Ñ�­�ôÂ(?ÛÄu�ÅêÅ

��üÓ@y�ÆÑÃ{-|­�ôÂ[27]), Ø�O\�g�p; XÚ�S�5XJ���6uÑÖì

h�d���, 7,�3KCI¯K, ·�/�©z[9]Ú[23]¥3ÑÖìà��^r�'5þ&E�g�5

¢yKCI°�5!c�S�5Ú�?E5;�-|SÜ<
ôÂ,/�©z[2,9,20]¥�g�,^r35þ

��ÑÖìJø�-����Åêb�Hash�,Ù¥bd^r�)�35þ�ÃLPÁ;���^rÛh

3 3�§^r@y¥, ]¶5�é�´	ÜôÂö
�ÑÖìS, SI��^rID±?1�A�Ç�!"O½O¤[30].
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��³, æ^Ä�ID Eâ[13]5¢y]¶5; �¢yé^r�-�#�|±, O\�-�#�ã; �^r

�Uk¿�½uy(ÏØ%S�ëê�³)��k�, ÏL­5þ�ã3�±�ID�Ó��¤é@yë

ê��#. U?�Yã1¤«, ©�5þ�ã!�¹�ã!@y�ã!�-�#�ãÚ­5þ�ã. Ø

L1¤«ÎÒ	, ·�,	½Â4�Hash¼êHi : {0, 1}∗ → {0, 1}`, Ù¥` = 160, i = 0, 1, 2, 3.

Select IDi and PWi;

Choose a random number b;
IDi, H0(b‖PWi) Compute ki=H0(IDi‖d‖Treg);

Ri = ki⊕H0(b⊕PWi);

Store {IDi,Treg} in backend database;
Store {n,e,Ri,H0(·),· · ·,H3(·)} in smart card;

Smart Card
Input b;

Input IDi,PWi;

Generate a random number ru;

Compute ki=Ri⊕H0(b‖PWi);

C1=r e
u mod n;

CIDi=IDi⊕H0(ru);

Mi=H0(CIDi‖C1‖ki);
C1,CIDi,Mi

Check C3
?
=H1(IDi‖IDs‖ru‖rs‖ki);

Compute C4=H2(IDi‖IDs‖ru‖rs‖ki);
sk=H3(IDi‖IDs‖ru‖rs‖ki);

Compute rs=C2⊕H0(ki‖ru);

Decrypt C1 to get r∗u;
Compute ID∗

i =CIDi⊕H0(r∗u);
Using ID∗

i to retrieve Treg from database;
Compute k∗i =H0(ID∗

i ‖d‖Treg);

Check Mi
?
=H0(CIDi‖C1‖k∗i );

Generate a random number rs;

C3=H1(IDi‖IDs‖ru‖rs‖ki);
Compute C2 = H0(ki‖ru)⊕rs;

Compute sk=H3(IDi‖IDs‖ru‖rs‖ki);
Check C4

?
=H2(IDi‖IDs‖ru‖rs‖ki);

C2, C3

C4

Registration phase:

Login and authentication phase:

User (Ui) Server(S)

RSA pulbic key: (n, e)
RSA private key: d

ã1 �©U?�Y

4.1 5þ�ã

^r5þm©c, ÑÖìS�)5����Ó���êpÚq, O�n = pq; À�eO�d, ÷ved = 1

mod (p− 1)(q − 1); úme, ��d, =-e�Ùú�, d�h�.

1)^rUiÀJ^r¶IDi!�-PWiÚ���Åêb ∈R Z∗n,ÏLS�&��SDx{IDi,H0(b ‖ PWi)}.
2) ÑÖìSÖ��c�mZTreg, O�ki = H0(IDi ‖ d ‖ Treg) ÚRi = H0(IDi ‖ H0(b ‖ PWi)) ⊕

ki, ��{IDi, Treg}; òn, e,Ri,H0(·),H1(·),H2(·),H3(·) �\�Uk, ,�ò�UkÏLS�&�u Ui.

4.2 �¹�ã

1) ^rUiÑ\^r¶IDiÚ�-PWi;

2)�Uk�)�Åêru ∈R Z∗n,O�ki = Ri⊕H0(b ‖ PWi), C1 = (ru)e mod n, CIDi = IDi⊕H0(ru),

Mi = H0(CIDi ‖ C1 ‖ ki), ,�rmsg1 = (CIDi, C1,Mi)u S.4

4.3 @y�ã

1)ÑÖìSÂ�5gUi�msg1�, O�r∗u = (C1)d mod nÚID∗i = CIDi⊕ h(ru). dID∗iu¢��êâ

¥,XJ3��êâ¥¥ID∗ivkéA�,Kª��Æ;ÄK,dID∗iu¢���êâ¥éAL�¥�Treg,

O�k∗i = H0(IDi ‖ d ‖ Treg), �y

Mi = H0(CIDi ‖ C1 ‖ k∗i ),

´Ä¤á, XJØ¤áKª��Æ.

2) ÑÖìS�)�Åêrs ∈R Z∗n, O�C2 = rs ⊕H0(ki ‖ ru)ÚC3 = H1(IDi ‖ IDs ‖ ru ‖ rs ‖ ki), ,�
òmsg2 = (C2, C3)u Ui.

3) ^rUi��UkÂ�5gS�msg2 = (C2, C3)�, O�r∗s = C2 ⊕H0(ki ‖ ru), ¿�y

4 3�¹�E¥O\�yÏfMi´�
��Michael Scott�ÇJÑ��«�éÄ�ID�Y�l��-ßÿôÂ[34].
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C3 = H1(IDi ‖ IDs ‖ ru ‖ r∗s ‖ ki),
´Ä¤á, XJ¤áK¿�XÑÖìs´Ü{�; ÄK, ª��Æ.

4) �UkO�C4 = H2(IDi ‖ IDs ‖ ru ‖ rs ‖ ki), ¿)¤¬{��sk = H3(IDi ‖ IDs ‖ ru ‖ rs ‖ ki),
òmsg3 = (C4)u S.

5) ÑÖìSÂ�5gUi�msg3 = (C4)�, �y

C4 = H2(IDi ‖ IDs ‖ ru ‖ rs ‖ ki),
´Ä¤á, XJØ¤áKª��Æ; ÄK, ¿�X^rUi´Ü{�, �ÉUi�@y�¦, ¿O�¬{�

�sk = H3(IDi ‖ IDs ‖ ru ‖ rs ‖ ki), @y¤õ.

4.4 �-�#�ã

�^rI��#�-�, $1d�ã, äNXeµ

1) $1�¹�ãÚ@y�ã�Ú½1 ∼ 3;

2)XJþãÚ½¤õ$1,�UkJ«^rÑ\#�-PWnew
i üg,XJügÑ\��-ØÓ,K

áý^r��-�#�¦. XJügÑ\��-�Ó, K�UkO�Rnewi = Ri ⊕H0(b ‖ PWi)⊕H0(b ‖
PWnew

i ), ,�^Rnewi O�Ri, �-�#�¤.

4.5 ­5þ�ã

��Uk¿�,½öuyëêRi�³gC��k�,^r¦^�^r¶IDiÚ#�-PWnew
i �ÑÖ

ì­#5þ, äNL§�5þ�ã�Ó.

5 U?�Y�©Û

S�5Ú�Ç´ïþ�è�Æ`��ü�Ø%�I, e¡©Olùü��¡?1©Û.

5.1 S�5©Û

�!Äk�Äu�Uk��§^r�-@y�Æ½Â��/ªzS��.,,�y²!4¥JÑ�

#�Y3T�.ÚRSA(J5b�e´S��. XMenezes[31]¤ó, �,/ªz�{®Åì¤�y²�

è�ÆS�5�Ä�Ãã,�DÚ�éuª©Ûäk�*!́ u��2��Öön)�`³,�3ïá

é�è�ÆS�5�&?�¡Eäk­��^, �!5.1.3�é�
d3ôÂ�Ñ�A�éuª©Û.

5.1.1 S��.

�!{�£�Bellare�3©z[32]¥�Äu�-���û�Æ½Â��/ªzS��.))ROM

�.,T�.ÏL�ÎýóÅ5�[ôÂö�Uå. I�5¿�´,du�©ROM�.¿Ø�é�Uk

�¸,ØU�[��Uk¿�ôÂ!�¿Ökì��Uk�¸e;k�S�%�,Ïd�©ÄuXu�[33]

ÚWang�[15]�ó�,3�©ROM�.�Ä:þ?1�
�A�N�,¦ÙU
�NÄu�Uk��§

^r�-@y�¸¥�AÏS�%�ÚI¦.

Ï&�.. �§^r@y�Æ´��d^rÚÑÖìë��ü��Æ, ^rÚÑÖìm¯k��

�
h�ëê, �Æ�8I´^rÚÑÖìÏL�p��ª�¤é*d�°Ü{5�(@, ¿�û�

�¬{��5�o�YÏ&. ^rÚÑÖì�m�Ï&&�dôÂö����, ôÂö�±�f!{

ä!íØÚuU6²úm�ä¥�?Û�E, ��±�\�E��E.

ë�ö. �ÆP¥�ë�ö�ÑÖìS ∈ SÚ^rU ∈ U . z�ë�ö��[¤�|ýóÅ, z�ý

óÅ(�¡¢~)�Õá,$�¿u�1�ÆP. ò^rÚÑÖì�¢~©O��U iÚSj ,^IkL«U∪S¥
���?¿ë�ö.

Ð©z. �â!4¥£ã, ÑÖìSPk��úh�é(e, d), ^rUPk�-pwU ∈ D, Ù¥�-�

mDÑlþ!©Ù5. d	, �^rU�ÑÖìS5þ�, S�U�u��S�kS�ëê{Ri}��Uk.

�Î. ôÂöA��Æë��I ∈ U ∪Sm��pÏLýó�Î5¢y, ±d5�[y¢¥ôÂö�

Uå. 3�Æ�$1L§¥, A��é,�ë�öI�)õ�¿1�¬{¢~. D�A��Îa.kµ
)Execute(U i, Sj): ù��Î�[ôÂö��ÄôÂ(�f)�Uå, ÑÑ��Æ�~$1�¹e�

����p&E;

5 =¦^r�-�mØ´þ!©Ù, �©¥��'S�½Â��N´?1�A*Ð[32].
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)Send(Ik,m): ù��Î�[ôÂö�ÌÄôÂ,�¢~Ikux�Em, Ik�â�Æ�A�£?nm¤
�)��A�&E. Ù¥, Send(Uk, start)uå��¬{;

)Reveal(Ik): ù��Î�[¬{���E^(®���ôÂ),XJ¢~Ik(¢Pk¬{��sk,�Ik

ÚÙº�vk��1Test�Î, K�£sk; ÄK, �£⊥. �1reveal�Î�, Ik�G�¡��m(opened).

)Corrupt(I, a): ù��Î�[ôÂöAé¢~I = U(½S)�@zUå. ÏL�¿Ökì, A�¼�
^rU��-; ÏL>&�ôÂEâ, A�¼�^rU��Uk¥��ëê; ÏLÐ¢½ó,Ï�, A�
¼�ÑÖìS�h�d; ÏLô»ÑÖì½ó,Ï�, A�¼�S����yL�{IDi, Treg}. ÏLD�ô
ÂöAéÑÖì�@zUå, �¦�.U
�[KCIôÂ!�yL���ôÂÚc�S�5�ª4S�

%�. �ALCorrupt�Î�¢~G�¡�“®@z”(corrupted).

• Corrupt(U, a) �a = 1�, ÑÑ^rU��-; �a = 2�, ÑÑ^rU��Uk¥��ëê;

• Corrupt(S, a) �a = 1�, ÑÑÑÖìS�h�d; �a = 2�, ÑÑS��yL�{IDi, Treg};
·�B�AÓ�¼�^r�-Ú�UkSh�ëê&E�Uå, Ï�ù«�¹e¿�X^rë�

@y�VÏfÑ�³, A��´ô»?Ûda�Æ, =²�ôÂ. ù���3y¢¥´Ün�. X©

z[35]¤�Ñ�, 3AÏL�¿Ökì��^r�-�Ó�(d�, ^r3y|�Ñ\
�(�-), AA
ØU¢�>&�ôÂ, Ï���¡^r3y|, ,��¡TôÂI�;���¸Ú����m. X©

z[32], ·����AÓ�¼�ÑÖìS�h�dÚ�yL�{IDi, Treg}�Uå. y¢¥, ó�¬ÑyÑÖ

ìà�yL��³¯�(XCÏAå���Õ�5��-�³¯�), �ÑÖì��Ïh���²AÏ

�o(X��©�½õ?\�),�A¼���U5��,ÑyüöÓ��A¼��VÇ´�±�Ñ�,Ï

d��AÓ�¼�üö�´ÎÜ¢S�. Corrupt(S, a)éAAé��XÚ�ª4»�, ^±�[c�S

�5!KCIôÂÚ���yL�ôÂ�S�%�.

)Test(I): ù��ÎØ´�[ôÂö�ôÂUå, 
´^5½Â¬{����ÂS�5, �$1�

g, ��é“#m”�¬{k�. XJ¢~IÿÃ¬{��, �£⊥. ÄK, �â�ÆýkÀJ����Å

'Ab�£ÑÑ: XJb = 1, �A�£¬{��sk; XJb = 0, �A�£������ÅG.

¬{I£. ½Â¢~Ik�¬{I£sid�Ik3�1�ÆL§¥¤kuxÚ�Â�E�kS?é.

�É/áý. XJ��¢~�¤�Æ$1¿�)¤¬{��, K¡T¢~�É, ÄK¡�áý.

º�'X.·�Äu¬{I£Îsid5½Âº�'X.XJeã^�÷v,K¡¢~U iÚ¢~Sj��

éº�: ÀU iÚSjþ®�É; Á U iÚSjPk�Ó�¬{I£Îsid; Â ¢~U i�º�I£ÎpidiU = Sj , ¢

~Sj�º�I£ÎpidjS = U i; ÃØ�3Ù§�¢~Ik(k 6= i, j), kpidkI = U i½Sj .

#m5. #m5�Vg^5£ãù����*¯¢: ¢~Ik(Test �Î�é�)�{��skkIØU�

´�A¤¼�, A�Ué#m�¢~?1TestÎ¯. XJ¢~Ik÷veã^�, K@�´#m�: À®�

É�O�Ñ¬{��skkI ; ÁIkÚ§�º�ùü�¢~Ñ���1Reveal�Î; Âg�Æ$1m©,eI =

U , éIk�õ�1�«Corrupt�Î, ��éIk�º��1Corrupt�Î; eI = S, �éIk�1Corrupt�

Î, �éIk�º��õ�1�«Corrupt�Î. duCorrupt(S, a)�Î^±�[Aé��XÚ�ª4»�,

�3?Øü�¬{�S�5�AA�Q¦^T�Î.

@y. @y�Æ���Ä�8IÒ´��ôÂöA�k^rU½ÑÖìS. ^Advauth
P (A)L«ôÂ

öA¤õ�k^rU(½ÑÖìS)�`³, =pidS 6= U(½pidU 6= S)�VÇ.

�ÂS�5. �¬{���û�@y�Æ,��'58IÒ´�ÂS�5. 3�ÆP��g$1
¥, A�±�1õ�ªgExecute!Send!Reveal!Corrupt�ÎÚé#m¢~��gTest�Î. 3iZ(

å�, AÑÑéTest�Î¥�9�'Ab�ßÿb′. XJb = b′,·�`A��iZ��|,¿òd¯�½Â

�Succ. �A/, A»��ÆP��ÂS�5�`³�

Advake
P (A)

def
= 2Pr[Succ(A)]− 1 = 2Pr[b′ = b]− 1

Ù¥, VÇ�m½Â3ôÂö¤k��1Ú¤k�¢~�þ. XJ3S�ëê`e, ?�õ�ªô

ÂöA¤õ�`³Ñ�'O(qsend/|D|)�����Ñ�þ, K`�ÆP´�ÂS��.

5.1.2 S�5y²

��!�Ñ�©U?�ÆP�S�5y². �Æ�S�5ÄuRSAb�,e¡�ÑRSAb��½Â.
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RSAb�. �`´XÚS�ëê, IG�RSA)¤ì, =$1IGk(n, e, d)← IG(1`), Ù¥n = pq, ��

êp, q�5��Ó, gcd(e, φ(n)) = 1¿�ked = 1 mod φ(n). �`¿©��(X-` = 2160), éu?¿$1�

m�õ�t�VÇõ�ª�m(Probabilistic Polynomial Time, PPT)�{C, VÇ

Advrsa
C (A) = Pr[xe = c mod n : (n, e, d)← IG(1`), c ∈ {0, 1}`, x← (c, e, n)]

´��Ñ�. XJéu?¿PPTôÂöA, Ù`³Advrsa(t) = maxA{Advrsa
C (A)} ≤ ε(`), ε(`)´����

Ñ�þ, K¡ Zn¥RSAb�¤á.

½n1 (�ÂS�). �A´��$1�m�t,¿�?1
qsendgSendÎ¯!qexegExecuteÎ¯Úqhg

�ÅýóÅÎ¯�VÇõ�ªôÂö. XJRSAb�3 Zn¥¤á,@o'ÃA»��ÆP��ÂS�5
�`³�õ�

Advake
P,D(A) ≤ 2qsend

|D| + 6qsendAdvrsa(O(t)) +
q2h+6qsend

2`
+ (qsend+qexe)

2

φ(n)

y²: -A�Áã»��Æ�ÂS�5�ôÂö. y²�Ì�g�´, |^A 5�ï»�RSAb�

�ôÂö, XJA¤õ»��Æ��ÂS�5, KRSAb��ô». ·�¦^�©z[15,33]aq�E|,

½Â�X�·Ü�ýiZ(Game0, Game1, Game2, · · ·), Ù¥Ð©iZGame0�ý¢ôÂ,ÅìéiZ5

K?1UC, ��3,�iZ¥A �`³���Ñ�¼ê��. ,�, ÏL�g.½��ýiZmA�
`³���5(½A�o�`³, äNy²L§��N¹1.

½n2 (@y5). �A´��$1�m�t, ¿�?1
qsendgSend Î¯!qexegExecuteÎ¯Úqhg

�ÅýóÅÎ¯�VÇõ�ªôÂö. XJRSA b�3 Zn¥¤á, @o'ÃA»��ÆP�@y5�
`³�õ�

Advauth
P,D (A) ≤ qsend

|D| + 2qsendAdvrsa(O(t)) +
q2h+6qsend

2`+1 + (qsend+qexe)
2

2φ(n)

y²: -A�Áã»��Æ@y5�ôÂö. y²�Ì�g�ÚL§�½n1aq, ��N¹2.

5.1.3 d3ôÂ�?Ø

duU?�YÄuXie�[22]�Y, �!=éOr�S�A5�Ñ{��©Û.

1) ­�ôÂ

U?�Y���@yL§I�ng�p, Mi�y
msg1���5, C3�y
msg2���5, C4�

y
msg3���5. Ïd, ­�ôÂeU¤õ, 7L´é��msg1!msg2½msg3�­�. ,��¡,

msg2Úmsg3¥�¹
^rUiÚÑÖìS�g#)¤��Åêru!rs, (�
msg2Úmsg3�#m5. Ï

d,�kmsg1�­��Ø¬�Suÿ�,��­�msg1ôÂöòÏØLSéC4��y. Ïd,U?�YU


-|­�ôÂ, ÷vS�I¦S7.

2) -|���³�k(KCI)ôÂ

b�ÑÖìS��Ïh�d�³(��yL�{IDi, Treg}E,´���). Ï�ôÂöAØ��Ui�5
þ�mZTreg��, AòÃ{O�Ñ^rUi�S�ëêki. Ïd, AÃ{O�ÑÜ{�C4, ?
�ÒØU

�k^rUi5Ð¢ÑÖìS. ,��¡, b�^rUi��-�³, duôÂöAØ��ÑÖìs�h�d,

Ã{)�Ñ^rUi��Åêru, ?
Ã{O�ÑÜ{�C3, ?
�ÒØU�kÑÖìS5Ð¢^rUi.

nþ��, U?�Y�|���³�kôÂ, ÷vS�I¦S10.

3) c�S�5

beÑÖìS�h�d�³(��yL�{IDi, Treg}E,´���), ¿�ôÂöAP¹
kc3úm
&�¥�f�Ï&�E{(CIDi, C1,Mi),(C2, C3), C4}. y3, A�)�C1¼�^rUi�)��Åêru,�Ui

�5þ�mZTregE´���, AÃ{O�Ñ^rUi�Ø%S�ëêki,?
�ÒÃ{O�ÑÜ{^rUi
kc�¬{��sk = H3(IDi ‖ IDs ‖ ru ‖ rs ‖ ki). ,��¡, beÑÖìS��yL�{IDi, Treg}�
³(�h�dE,´���),¿�ôÂöAP¹
kc3úm&�¥�f�Ï&�E{(CIDi, C1,Mi), (C2,

C3), C4}. y3, AÃ{)�C15¼�^rUi�)��Åêru, AÓ��Ã{O�Ñ^rUi�Ø%S�ë
êki, ?
�ÒÃ{O�Ñ¬{��sk. Ïd, U?�Y¢y
c�S�5, ÷vS�I¦S3.

4) |®���ôÂ
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éu¢y¬{���û�@y�Æ, U-|®���ôÂ´��­�S�á5[22,27]. TS�á5

(��´, ,g¬{�¬{����³¬Ø¬K��Ù§¬{�S�5, ùÒ�¦zg¬{¥�)�

¬{��äk¬{�'5Ú¬{mÕá5. 3U?�Y¥, ¬{��sk = H3(IDi ‖ IDs ‖ ru ‖ rs ‖ ki),
=sk��g¬{��Åêru, rs���';,��¡,duØÓ¬{¥�)��ÅêruÚrs�Ó�VÇ´

��Ñ�, sk÷v¬{mÕá5�¦. Ïd, U?�Y�|®���ôÂ, ÷vS�I¦S11.

5) |���yL�ôÂ

���yL�ôÂ[10]´�ôÂöA¼�(XÏLÑÖì�ó,�³½A�\�)^rUi��yL�

�, �ßÿ^r�-PWi½uå�kôÂ. U?�Y¥, =¦A¼�
^rUi��yL��{IDi, Treg},
�duÑÖìS�h�d´���, AÃ{O�ÑUi�Ø%S�ëêki, ?
�ÒÃ{O�ÑÜ{�@y
�C3½C4. Ïd, U?�Y�|���yL�ôÂ, ÷vS�I¦S9.

6) ]¶5

U?�Y¥æ^Ä��°I£CIDi�O·���°I£IDi, b�AÏLif¼��
CIDi, A�
kÏL)�C1��ru, âU¡EÑUi��°I£IDi = CIDi ⊕ H0(ru). ,��¡, Ï&�E{CIDi, C1,

Mi, C2, C3, C4}Ñ´Äu�ÅêruÚ(½)rs�Hash�,�XruÚ(½)rs�Cz
Cz, AÃ{©EÑü�¬
{´ÄdÓ��^ruå, ¢y¬{�Ø��l5(un-traceablity). Ïd, U?�Y¢y
]¶@y, �

o
^r�Ûh, ;�^r��lÚ�'&E�³.

L 3 ÄuRSA��-@y�Æ�S�5'�

�Y S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 S12 �y²S�5

Park��Y(2009) ´ Ä Ä ´ ´ Ä Ä ´ ´ Ä Ä Ä Ä

Xie��Y(2010) ´ ´ Ä ´ ´ ´ Ä ´ ´ Ä Ä Ä Ä

Awasthi��Y(2011) ´ Ä Ä ´ ´ Ä ´ ´ ´ ´ Ä ´ Ä

Zhu�Y(2012) Ä ´ ´ ´ Ä∗ ´ ´ ´ ´ Ä ´ ´ Ä

Wang��Y(2012) ´ ´ ´ ´ ´ ´ ´ ´ ´ ´ ´ ´ Ä

Lee-Liu�Y(2013) Ä∗∗ ´ Ä ´ ´ ´ ´ ´ ´ Ä ´ ´ Ä

�©�Y ´ ´ ´ ´ ´ ´ ´ ´ ´ ´ ´ ´ ´

* ©z[17]�ÑZhu�Y[25]Ã{-|²1¬{ôÂ.
** Lee-Liu�Y[17]3^r�#�-�Ø�yÎ�-�Ü{5, Ã{-|X©z[10,15]¥¤£ã�DoSôÂ.

L3o(
�©U?�YÚCÏA�ÄuRSA�;.�Y�S�5�. dL3��, U?�Y�Ö


Park��Y[21]!Xie��Y[22]!Awasthi��Y[23]!Zhu�Y[25]ÚLee-Liu�Y[17]�¯õS�"�,÷v

�-@y�ÆXL2¥¤�Ñ�S1 ∼ S12�Ü12�S�I¦. ��Wang��Y, U?�Y¢y
�y²

S�5, äk�r�S��æ. ¦�ö¤�, U?�Y´1���y²S��ÄuRSA��§^r�-

@y�Æ, Äg¢y
da�Æ(ÄuRSA)��y²S�5. ·�5¿�, �?ÛROM�.e�y²S

���Æ��,!5.1.2�(JÄu�ÅýóÅ�35b�,��
ó,IO�.e�y²S���Æ�

-<÷¿. ¢Ã�´, �c�~^�¢y|·A5ÀJ�©ôÂ�ú�\��YÑ�=�Ñ
ROM�

.e�y²(J[22]. oó�, U?�Y¢yROM�.e��y²S�5, E´äkáÚå�.

5.2 �Ç©Û

�âO�E,5nØ,�§^r@y�Æ��ÇÌ��ûu�p�Óê!O�þ!Ï&þ!Ú�;

þ. O�þÌ��ûu��ê��¦$�Tse!�(ÊÏ)�ê��¦$�TeÚHash$�Th, â©z[20]¢

�(JkTe ≈ 33Tse ≈ 348Th, Ù{��þ?$�X“⊕”!“‖”�ÑØO; Ï&þÌ��ûuDx�&E

þ; �;þÌ��^r�UkI��·��;�m, �U�X^r@ygê�Cz
Ä�Cz. �Ä�

5þ  ´¯k�¤�,¿�^r(­)5þ�ªÇ���$u^r�¹@y�ªÇ,Ïd�Y��ÇÌ

��ûu�¹@y�ã. Ø���5, b�Hash¼êÑ���160 bit, XÚ)¤��Åê!�mZ�Ý

�128 bit, ÑÖì�)��ên9Ùh��Ýþ�1024 bit, ú�e�2�í��216 + 1, =|e| = 17 bit, ^

rIDÚ�-PW��Ýþ�128 bit. 8��'�Y��Ç'�XL4¤«.

dL4é'��µU?�Y��ÑPark��YÚXie��Y�3�­�ôÂ"�!Awasthi��YÚ
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L 4 ÄuRSA��-@y�Æ��Ç'�

�Y
�p ^rà ÑÖì �� �?

]¶5
gê O�þ Ï&þ/bit �;þ/bit O�þ Ï&þ/bit �û E5

Park��Y[21] 2∗ 2Tse + 2Th 1024 1329+∗∗ 3Te + 1Th 1184 Ä Ä Ä

Xie��Y[22] 2∗ 2Tse + 3Th 1152 1329 2Te + 3Th 1024 Ä Ä Ä

Awasthi�Y[23] 2∗∗∗ 2Te + 1Tse 3345 3217+∗∗ 2Te + 3Th 1152 Ä Ä Ä

Zhu�Y[25] 3 1Tse + 5Th 1312 1191 1Te + 4Th 288 Ä Ä Ä

Wang��Y[20] 2∗∗∗ 1Tse + 4Th 1440 1201 1Te + 4Th 288 ´ ´ Ä

Lee-Liu�Y[17] 3 1Tse + 6Th 1184 1329 1Te + 5Th 288 ´ Ä ´

�©�Y 3 1Tse + 7Th 1504 1184 1Te + 6Th 320 ´ ´ ´

∗Äu�ÅêÅ�5Jø�E#m5�üÓ@y�ÆÑÃ{-|­�ôÂ.
∗∗Park�[21]ÚAwasthi�[23]�Y��Uk¥Ø
�;�Ý�O��êâ	, ��;
���Ý�½���g.
∗∗∗Äu�mZÅ�5Jø�E#m5�üÓ@y�Æ�3�mÓÚ¯K[15].

Wang��Y�3��mÓÚ¯K,O\
�g�pL§;3O�þ�¡,U?�Y��Park��Y!Xie

��YÚAwasthi ��Y, 3�ràÚÑÖìàO��dþü$50%±þ, �Ù§n��Y�d���

Ó; 3Ï&þ�¡, U?�Y�
-�©z[34]JÑ�;��éÄ�ID�Y�l��-ßÿôÂ, �r

àêâDxþ��Ù§Ê��YÑkO\,�E`uAwasthi��Y;3;þ�¡,U?�Y�^rà�

UkI�1184 bit�;�m, �mE,Ý`uÙ§8«�Y. I�AO�Ñ�´, 3�§^r@y�Y

¥, ^rà(�Uk)��]
É�, 
ÑÖìà]
�é´L, Ïd^rà��Ç�p$é�§ÝþK

�X���Y�`�. nþ��, U?�Y3JpS�5ÚO\]¶5!�?E5�n�A5�Ó�,

�±
�p��Ç, �·uO�]
É��£ÄA^|Ü.

6 (å�

�OÄu�|u6�Ukb��S�p���-@y�Æ´S��ÆïÄ+����JK. �©

Äk©Û
Xie�CÏJÑ���ÄuRSA��-@y�Y,�ÑT�YÃ{-|­�ôÂÚ���³

�kôÂ,�¢y¤(¡�S�5, ¿��3�?E5�!Ûh�³�¯K;,�3�±Xie��Y`³

�Ä:þ, �Ñ
��U?�Y. S�5©ÛL², U?�Y�Ö
Xie��Y�S�"�, ¢y
]¶

@y, �o
^r�Ûh, ¿�Äg3ROM�.e¢y
�y²S�5; �Ç©ÛL², U?�Y3O

rS�5�Ó�, 3O�þ!�;þÚÏ&þ�¡E�±
�p��Ç. nÜ5w, U?�Y�¢^5
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N¹1

�y²½n1, ·�¦^�©z[15,33]aq�E|. -A�Áã»��Æ�ÂS�5�ôÂö. ÏL�X�ÅÚ?

U5K��ýiZòAé�Æ�ôÂ8��AéO�5êÆJK(�è��)�ôÂ, XJA¤õ»��Æ��ÂS�5,

K����O�5êÆJK(XRSAb�)�ô», 
�öu)�VÇ´��Ñ�. ·�½Â�X��ýiZ(Game0,

Game1, Game2, · · ·, Game7), 3¤k�iZ¥, ýóÅUì�Æ�£ã?n�Î. Ù¥, Game0�[�´AôÂý¢
�ÆP, 3�Y�iZ¥ÅÚ?UýóÅ�£��ª, ±�uGame8¥A�`³�0, �3ü���¢�¥A¤õVÇ�
���±�Ñ. 3z�iZGamen (n = 0, 1, 2, · · · 7)¥, ·�½Âeã¯�µ

)SuccnµA¤õßÿTest�Î¥�ÿÁ'Ab;

)AskParanµAÏLéb ‖ PWi½IDi ‖ d ‖ Treg�ÎH0, l
¤õO�ÑUi�Ø%S�ëêki;

)AskAuthnµA¤õO�ÑØ%S�ëêki, ¿�éIDi ‖ IDs ‖ ru ‖ rs ‖ ki�ÎH1½H2;

)AskHnµA¤õO�ÑØ%S�ëêki, ¿�éIDi ‖ IDs ‖ ru ‖ rs ‖ ki�ÎHi(i = 1, 2, 3);

Game0µTiZéAROMe�ý¢ôÂ,·��â�Æ£ã�[¤k�ÎµExecute!Send!Reveal!CorruptÚTest,

ôÂöA��Æë��I ∈ U ∪ Sm��pÏLýó�Î5�[. �â½Âk

Advake
P,D(A) = 2Pr[Succ0]− 1 (1)

Game1: 3ù�iZ¥,·�ÏL�oHash�Î(J�LΛHÚΛH′5�[¤k�Hash�ÎHi(i = 0, 1, 2, 3)±9ò

3Game7¥Ñy�hkHash�ÎH′i(i = 1, 2, 3). �¢yé�Åýó�Î��l, ·�O\��Hash�Î(J�LΛA,

T�LP¹dA��¢��Hash�Î. �Åýó�Î��[5KXe:

(1)�Î�LΛH!ΛH′ÚΛAÐ©��.

(2)éuz�g�Åýó�ÎHi(x), XJ�LΛH¥�3P¹(i, x, y), K�£y; ÄK, ÀJr ∈R {0, 1}`, òr���
ÎÑÑ�£�Î¯ö, ¿�òP¹(i, x, r)V\��LΛH¥(XJÎ¯ö�A, �I�òP¹(i, x, r)V\��LΛA¥).

(3)éuz�g�Åýó�ÎH′i(x), XJ�LΛH′¥�3P¹(i, x, y,4), K�£y; ÄK, ÀJr ∈R {0, 1}`, òr�
��ÎÑÑ�£�Î¯ö, ¿�òP¹(i, x, r,4)V\��LΛH′¥. I��Ñ�´, duH′i(i = 1, 2, 3)´hk�ÎØ

éAm�, Î¯öØ�U�A, ��LΛA¥Ø¬�3P¹(∗, ∗, ∗,4).

Ø
�[�Åýó�Î	, ·���â�Æ£ã�[¤k�Execute!Send!Reveal!Corrupt ÚTest �Î. ØJw

Ñ, Game1�ý¢ôÂ´Ø�«©�, �� ∣∣∣Pr[Succ1]− Pr[Succ0]
∣∣∣ = 0 (2)

Game2: �Bu©Û, �iZ¥·��K�
Ø��Uu)�-Eµ

(1) �Åýó�Î(Hash�Î)ÑÑ�-E;

(2) Ï&�E((C1, CIDi,Mi), (C2, C3), C4)�-E,I��Ñ�´,ù
�)ù
Ï&�E�ë��¥��k��

´ª¢¢N, �C1ÚC2¥��k���Å©Ù�;

�â)F�Ø(Birthday Paradox)�n, ��∣∣∣Pr[Succ2]− Pr[Succ1]
∣∣∣ ≤ (qsend + qexe)

2

2φ(n)
+

q2h
2`+1

(3)

Game3: �iZ¥, XJA3$/ßÿÑ@y�C3, Kª��Æ��1. ·�ÏLu��LΛA5¢yù�üÑµX

JP¹(1, IDi ‖ IDs ‖ ru ‖ rs ‖ ki, C3) /∈ ΛA, �^rUi�É, Kª��Æ. aq/, XJ(2, IDi ‖ IDs ‖ ru ‖ rs ‖
ki, C3) /∈ ΛA, K¿�XA3$/ßÿÑ@y�C4, Kª��Æ��1. duHashÑÑ-E��U53Game2¥®üØ,

ÏdØ�Ü{@y�(dAßÿ
5)�áý, Game3 ÚGame2´Ø�«©�, ��∣∣∣Pr[Succ3]− Pr[Succ2]
∣∣∣ ≤ qsend

2`
(4)

Game4: �iZ¥, XJA3$/ßÿÑ^rUi�Ø%S�ëêki, �¤õ/�k^r½ÑÖì, Kª��Æ��

1. ·�ÏLu��LΛA5¢yù�üÑµXJP¹(0, IDi ‖ d ‖ Treg, ki) /∈ ΛA,�P¹(0, b‖PWi,H0(b‖PWi)) /∈ ΛA,

�A¤õ/O�Ñ@y�C3½C4(XGame3, ÏLu�ΛA�L5�O), Kª��Æ. dursÚru¥��k��´ª¢¢

http://eprint.iacr.org/2012/527.pdf
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N�)�, rsÚru¥��k��´�Å�, ¿�·�3Game2¥®üØHashÑÑ-E��U5, �Ø�kidAßÿ
5,

ÄKGame4ÚGame3´Ø�«©�, �� ∣∣∣Pr[Succ4]− Pr[Succ3]
∣∣∣ ≤ qsend

2`
(5)

Game5: XJA¤õ/O�ÑS�ëêki, =AÏL�ÎH05��ëêki(XGame3, ÏLu�ΛA�L5�OT1

�), Kª��Æ�$1. 3¯�AskPara5Øu)��¹e, Game5 ÚGame4´Ø�«©�, ��∣∣∣Pr[Succ5]− Pr[Succ5]
∣∣∣ ≤ Pr[AskPara5] (6)

Ún1 3iZGame5¥, ¯�AskPara5u)�VÇ�åXeµ∣∣∣Pr[AskPara5]
∣∣∣ ≤ qsend

|D| +
qsend

2`
(7)

y²µiZGame5¥, ¯�AskPara5u)¿�XA éb‖PWi½IDi‖d‖Treg�ÎH0. �â!5.1.1 ¥S��.½Â,

�ÎCorrupt(S, 1)ÚCorrupt(S, 2)3?Ø�ÂS�5Ú@y5�´B��, 3��dÚTreg��¹e, AéIDi‖d‖Treg�
ÎH0�VÇ�uAéki���ßÿ�VÇ, 
·�3Game4¥®�Ø
A��ßÿki�/.

A��ÏLCorrupt(U, 1) ½Corrupt(U, 2) ùü«�Î��Ï5O�S�ëêki, ·�òùü«ØÓ�¹e�VÇ

©OP�Pr[AskPara5WithCorr1]ÚPr[AskPara5WithCorr2]. �Pi = H0(b‖PWi),·�^R(U)L«^r¢~�Â��

Ï&�E(C2, C3)�8Ü, ^R(S)L«ÑÖì¢~�Â��Ï&�E(C4)�8Ü, du3Game2¥®�Ø
Ï&�E-

E��U5, l&EØ��Ý, Kk∣∣∣Pr[AskPara5WithCorr1]
∣∣∣ = Pr

pw
[∃C3 ∈ R(U), ((1, IDi‖IDs‖ru‖rs‖ki, C3) ∈ ΛA) ∧ ((0, ∗‖PWi, Pi) ∈ ΛA)]

+ Pr
pw

[∃C4 ∈ R(S), ((2, IDi‖IDs‖ru‖rs‖ki, C4) ∈ ΛA) ∧ ((0, ∗‖PWi, Pi) ∈ ΛA)]

≤ #R(S)+#R(U)

2`
= qsend

2`

(8)

∣∣∣Pr[AskPara5WithCorr2]
∣∣∣ = Pr

pw
[∃C3 ∈ R(U), ((1, IDi‖IDs‖ru‖rs‖ki, C3) ∈ ΛA ∧ ((0, b‖∗, Pi) ∈ ΛA)]

+ Pr
pw

[∃C4 ∈ R(S), ((2, IDi‖IDs‖ru‖rs‖ki, C4) ∈ ΛA) ∧ ((0, b‖∗, Pi) ∈ ΛA)]

≤ #R(S)+#R(U)
|D| = qsend

|D|

(9)

Game6: �iZ¥, XJA¤õ/O�Ñ@y�C3½C4, =AÏL�ÎH1½H2(XGame3, ÏLu�ΛA�L5�

O)��@y�, ª��Æ�$1. 3¯�AskAuth6Øu)��¹e, Game6ÚGame5´Ø�«©�, ��∣∣∣Pr[Succ6]− Pr[Succ5]
∣∣∣ ≤ Pr[AskAuth6]

∣∣∣Pr[AskPara6]− Pr[AskPara5]
∣∣∣ ≤ Pr[AskAuth6] (10)

Game7: �iZ¥, ·�^hk�Hash¼êH′i(i = 1, 2, 3)5�OHi, =-C3 = H′1(IDi ‖ IDs ‖ C1 ‖ C2), C4 =

H′2(IDi ‖ IDs ‖ C1 ‖ C2), sk = H′3(IDi ‖ IDs ‖ C1 ‖ C2). ù�, @y�C3!C4Ú¬{��sk��Õáu^rUi�Ø%

S�ëêkiÚ�Æ$1¥�)��Åêrs!ru. 3¯�AskH7Øu)��¹e, Game7 ÚGame6´Ø�«©�, ��∣∣∣Pr[Succ7]− Pr[Succ6]
∣∣∣ ≤ Pr[AskH7]

∣∣∣Pr[AskAuth7]− Pr[AskAuth6]
∣∣∣ ≤ Pr[AskH7] (11)

.
Ún2 3iZGame7¥, ¯�Succ7ÚAskH7u)�VÇ�åXeµ∣∣∣Pr[Succ7]

∣∣∣ =
1

2

∣∣∣Pr[AskH7]
∣∣∣ ≤ qsendAdvrsa(O(t)) (12)

y²µiZGame7¥,¬{��skdhkHash�ÎH′3O�
5,��ÕáuA�ôÂUå,ØJ�ÑPr[Succ7] = 1
2
.

du·�3Game5®�K
AO�Ñki��U, ��Pr[AskPara7] = 0.

3iZGame6¥, C3!C4Úsk´�ÅýóHi(i = 1, 2, 3)3Ñ\�(IDi‖IDs‖ru‖rs‖ki)��ÑÑ. e¡=±sk�~

?1`². XJAØ��ru!rsÚki, @oØ�U«©ý��¬{��Úl{0, 1}` ¥ÀJ��Åê. Ïd, �kA¼
�ru!rsÚki, âU?1H3�Î, =¯�AskH7u), ?
«©Game6ÚGame7. ·�æ^�©z[36] aqE|, @�ô

Âö��¡EruÚrsÒ�¤õ. �â�ÎSend(Sj , < C1,CIDi,Mi >)uå��ØÓ, de¡©ü«�¹?Øµ

(1)�ÎSend(Sj ,< C1,CIDi, Mi >)dAuå, �d�A¤õ�VÇ�Pr[AskH7WithSend1]. �â�¹�E<C1,

CIDi,Mi>´ÄdAgC�), q�2[©�ü«�¹µ

) C1 = (ru)emod ndAgC�). d�, ´����¹�E<C1,CIDi,Mi>7LdAgC�), ÄKMi7òÏØ

LÑÖìS��y. �O�Mi, AI�éC1‖CIDi‖ki�ÎH0, ��(�1ù��Î, AI���ki��. eA�
�ki��, Â�5gÑÖìS��AC2, C3�, �N´O�rs = C2 ⊕H0(ki ‖ ru), ôÂ¤õ. y3�'�´, (

½A¼�ki�VÇPr[AskPara7]. ��

Pr[AskH7WithSend1] ≤ Pr[AskPara7] (13)
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) A�´­�Uidc��¹�E<C1,CIDi,Mi>. �½ú�n′, e′Ú�êc ∈R Zn, eAUO�Ñru, ·��±Ï

LA5�E��¦)RSAJK�õ�ª�m�{C: �{C3iZGame7¥$1ôÂöA, -n = n′, e = e′, ¿�

ò^rUi)¤�RSA�©C1Ò�½�c. XJA3iZGame7¥ÑÑ�(�ru, @oruÒ´�êcéA�RSA²

©. d	, �?�ÚO�rs = C2 ⊕H0(ki ‖ ru), AI���ki��. Ïdk

Pr[AskH7WithSend1] ≤ Pr[AskPara7] ∗Advrsa(O(t)) (14)

(2)�ÎSend(Sj ,<C1,CIDi,Mi)>d^rUiuå, �d�A¤õ�VÇ�Pr[AskH7WithoutSend1]. 3ù«�¹e,

rs�dAgC�). XJAU?�ÚO�Ñru, �þ¡�?Øaq, ·��±ÏLA5�E��¦)RSAJK�õ�ª�

mt�{C. Ïdk
Pr[AskH7WithoutSend1] ≤ qsendAdvrsa(O(t)) (15)

nþ¤ã, ÏL'X(1) ∼ (5)��∣∣∣Pr[Succ4]− Pr[Succ0]
∣∣∣ ≤ (qsend + qexe)

2

2φ(n)
+

q2h
2`+1

+
2qsend

2`
(16)

ÏL'X(6) ∼ (12)��∣∣∣Pr[Succ7]− Pr[Succ4]
∣∣∣ ≤ Pr[AskPara5] + Pr[AskAuth6] + Pr[AskH7] (17)

�â½Âk

Pr[AskAuth7] ≤ Pr[AskH7] (18)

nÜ�
Advake

P,D(A) = 2Pr[Succ0]− 1 = 2Pr[Succ7]− 1 + 2(Pr[Succ0]− Pr[Succ7])

= 2 · {(Pr[Succ0]− Pr[Succ1]) + (Pr[Succ1]− Pr[Succ2]) + · · ·+ (Pr[Succ6]− Pr[Succ7])}
≤ 2 · {|Pr[Succ0]− Pr[Succ1]|+ |Pr[Succ1]− Pr[Succ2]|+ · · ·+ |Pr[Succ6]− Pr[Succ7]|}
≤ 2qsend

|D| + 6qsendAdvrsa(O(t)) +
q2h+6qsend

2l
+ (qsend+qexe)

2

φ(n)

½n1�y. �

N¹2

½n2�y²g�ÚL§�½n1aq. Ø
N¹1¥½Â�o�¯�(=Succn!AskParan!AskAuthnÚAskHn,

Ù¥n = 0, 1, 2, · · · , 6), ·�2½Â��¯�µ

)AuthnµA3iZGamen¥õO�Ñ@y�C3½C4, ¿��éA��Â��É.

Äk, �â!5.1¥@y5�½Â, k

Advauth
P,D (A) = Pr[Auth0] (19)

�e5, ·�æ^�N¹1¥��X�iZGame0 ∼ Game75(½Advauth
P,D (A)�þ�. �â'X(1) ∼ (12)��∣∣∣Pr[Auth1]− Pr[Auth0]

∣∣∣ = 0 (20)∣∣∣Pr[Auth2]− Pr[Auth1]
∣∣∣ ≤ (qsend + qexe)

2

2φ(n)
+

q2h
2`+1

(21)∣∣∣Pr[Auth3]− Pr[Auth2]
∣∣∣ ≤ qsend

2`
(22)∣∣∣Pr[Auth4]− Pr[Auth3]

∣∣∣ ≤ qsend
2`

(23)∣∣∣Pr[Auth5]− Pr[Auth4]
∣∣∣ ≤ Pr[AskPara5] (24)∣∣∣Pr[Auth6]− Pr[Auth5]
∣∣∣ ≤ Pr[AskAuth6] ≤ 2Pr[AskH7] (25)

Pr[Auth7] = Pr[Auth6] = 0 (26)

nÜ'X(19) ∼ (26)��

Advauth
P (A) = (Pr[Auth0]− Pr[Auth1]) + (Pr[Auth1]− Pr[Auth3]) + · · ·+ (Pr[Auth5]− Pr[Auth6]) + Pr[Auth6]

≤ |Pr[Auth1]− Pr[Auth0]|+ |Pr[Auth2]− Pr[Auth1]|+ · · ·+ |Pr[Auth6]− Pr[Auth5]|+ |Pr[Auth6]|
≤ qsend

|D| + 2qsendAdvrsa(O(t)) +
q2h+6qsend

2`+1 + (qsend+qexe)
2

2φ(n)
.

½n2�y. �


