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Privacy-Preserving Continuous Authentication of
Smartphone Users via Secret Sharing

1

2

Mingming Hu , Ding Wang , Daojun Han, Jingtao Guo, and Bibo Tu3

Abstract—Behavioral biometrics based continuous authentica-4
tion has been proven to be an effective supplement to traditional5
one-time authentication schemes (like passwords), and it can con-6
tinuously authenticate users throughout the session. Currently,7
most continuous authentication models leverage deep learning8
techniques to learn smartphone users’ behavioral patterns from9
behavioral biometric data, and have made remarkable progress.10
However, training deep learning based continuous authentica-11
tion models requires enormous computing power, which leads to12
resource-constrained mobile platforms relying on powerful cloud13
servers. Cloud servers need access to behavioral biometric data for14
training and inference, as this may raise privacy concerns. Existing15
deep learning based continuous authentication schemes pay more16
attention to authentication performance, but ignore the protection of17
behavioral biometric data. To solve this issue, we present a privacy-18
preserving continuous authentication scheme based on secret shar-19
ing secure multi-party computation (MPC). More specifically, we20
secretly share behavioral biometric data among two cloud servers21
that train continuous authentication systems on joint data using22
two-party computation (2 PC) without compromising data pri-23
vacy. Further, we evaluate the practical feasibility of our proposed24
privacy-preserving scheme on two realistic privacy-preserving con-25
tinuous authentication models, which are constructed with deep26
learning and traditional machine learning techniques, respectively.27
Extensive experiments demonstrate the effectiveness of our two28
privacy-preserving continuous authentication models.29

Index Terms—Continuous authentication, behavioral biome-30
trics, secret sharing, privacy-preserving.31

I. INTRODUCTION32

W ITH the improvement in processing and storage capacity33

of smartphones, they have become an indispensable34
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tool in our daily lives. Instead of just making phone calls and 35

sending text messages, smartphones have other complicated 36

functions, such as online shopping, electronic payment, video 37

calling, online banking, taking photos, etc. More and more 38

smartphone users choose to store private data and sensitive in- 39

formation on their smartphones [1]. Hence, attackers may obtain 40

users’ personal data and valuable information by hacking their 41

smartphones. Therefore, authentication schemes are essential to 42

protect the security of confidential data and sensitive information 43

stored on smartphones. 44

The traditional one-time identity authentication schemes can 45

be divided into two categories: 1) Knowledge-based schemes, 46

such as passwords, PINs, and graphic patterns; 2) Physiological 47

biometrics-based schemes, such as fingerprint, face, and iris 48

authentication. However, these authentication schemes suffer 49

some drawbacks. Knowledge-based authentication schemes are 50

vulnerable to attacks, such as smudge attacks [2], [3], shoul- 51

der surfing attacks [4], side channel attacks [5], and dictio- 52

nary attacks [6]. Physiological biometrics based authentication 53

schemes require the support of additional hardware, and there is 54

a risk of leakage of smartphone user’s physiological biometrics. 55

More importantly, both of them only authenticate the access 56

user once at the beginning of a session and do not provide any 57

protection against access by unauthorized after login. 58

The continuous authentication scheme based on behavioral 59

biometrics has become a promising approach for protecting 60

smartphone private data security [7]. Compared with tradi- 61

tional one-time authentication schemes, continuous authentica- 62

tion scheme based on behavioral biometrics has two advantages: 63

1) Seamless verification: It authenticate the access user’s identity 64

throughout the session and does not require the user to participate 65

throughout the entire authentication process; 2) Hardware inde- 66

pendence: No additional hardware devices need to be installed 67

to collect behavioral biometric data, and the embedded sensors 68

can be used to collect behavioral biometric data for modeling 69

smartphone user’s behavioral patterns. 70

Thanks to the raw data comprehending and deep feature 71

extraction capabilities of deep learning techniques, continuous 72

authentication models based on deep learning techniques have 73

achieved exciting authentication performance. Compared with 74

classical machine learning algorithms [8], [9], [10], [11], [12], 75

[13], [14], [15], [16], deep learning models can extract more deep 76

features from behavioral biometric data, and can better model 77

smartphone user’s behavioral patterns, such as Convolutional 78

Neural Networks (CNN) [13], [14], [17], [18], [19], [20], [21], 79

[22], [23], [24], [25] and Long Term Short Memory networks 80
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Fig. 1. Training deep neural networks based continuous authentication model
with plaintext on the cloud server.

(LSTM) [26], [27], [28], [29], [30]. With the growing complexity81

of deep learning architectures and limited computing resources82

on mobile platforms, researchers have started to train deep83

learning techniques based continuous authentication models84

relying on powerful untrusted cloud servers without training data85

(behavioral biometric data) protection consideration (Fig. 1).86

A. Motivations87

Sending sensitive behavioral biometric data to an untrusted88

cloud server may compromise the data privacy of behavioral89

biometric data: As shown in Fig. 1, attackers may get the behav-90

ioral biometric data of smartphone users by attacking the cloud91

server. Studies have shown that attackers may infer the relevant92

information of the user through the behavioral biometric data,93

such as typing information [31], [32], [33], demographics [34],94

age and gender [35], [36].95

To alleviate privacy concerns, different privacy-preserving96

methods have been utilized in classical machine learning97

based continuous authentication schemes, such as the variations98

of NTT-Sec [37], sensitive information removal [38], cance-99

lable biometrics [39], [40], garbled circuits [41], and format-100

preserving encryption [42]. Unfortunately, the above privacy-101

preserving continuous authentication schemes are only capable102

of supporting models based on basic classical machine learning103

algorithms, such as SVM, Logistic Regression, and euclidean104

distances. Due to the enormous computational overhead, they105

are still unsuitable for training privacy-preserving continuous106

authentication models based on deep learning techniques in107

practice.108

To solve this issue, this paper presents the privacy-preserving109

continuous authentication scheme based on secret sharing se-110

cure MPC protocol, which allows us to train continuous au-111

thentication models based on modern deep learning techniques112

on untrusted cloud servers without violating the privacy of113

behavioral biometric data. The proposed privacy-preserving114

continuous authentication scheme has two advantages: 1) The115

authentication accuracy closely matches that of the plaintext116

deep learning evaluation; 2) Training deep learning model is117

much faster than the homomorphic encryption-based approach.118

We secretly share the behavioral biometric data among two119

non-colluding cloud servers, and they can train continuous au-120

thentication models jointly without learning anything about the121

training data. Additionally, we generate Beaver triples using the122

additively homomorphic Paillier cryptosystem combined with123

additive secret sharing, eliminating the need for a trusted third 124

party. To reduce communication overhead, we optimize ReLU 125

and Maxpool operations through a secure comparison protocol 126

based on MSB extraction. This approach utilizes the sign bit of 127

the two’s complement representation to streamline computation, 128

making the framework highly efficient for mobile applications 129

with limited bandwidth and power. 130

B. Contributions 131

To evaluate the practical feasibility of our proposed 132

privacy-preserving scheme, we construct two realistic privacy- 133

preserving continuous authentication models with deep learn- 134

ing techniques and traditional machine learning, respectively. 135

First, we present a Privacy-Preserving continuous authentication 136

model based on Deep Learning techniques (PPDL), consid- 137

ering the correlation between the behavioral biometric data 138

sequence. Second, we propose a Privacy-Preserving continuous 139

authentication model based on the Linear SVM with manu- 140

ally constructed features (PPLSVM). Extensive experiments 141

demonstrate the effectiveness and security of our proposed two 142

privacy-preserving continuous authentication models. 143

We summarize our contributions of this paper as follows: 144
� A privacy-preserving deep learning based continuous au- 145

thentication model: Existing continuous authentication 146

models based on deep learning techniques focus primarily 147

on performance but ignore the protection of training data 148

(behavioral biometric data). To avoid revealing smartphone 149

users’ behavioral biometric data to the cloud servers during 150

training, we propose a Privacy-Preserving Deep Learning 151

based continuous authentication model (PPDL), which 152

is trained among two non-colluding cloud servers with- 153

out revealing sensitive data to each other. Based on the 154

proposed PPDL, we can fully use modern deep learning 155

techniques to improve authentication performance without 156

compromising the privacy of behavioral biometric data. 157
� A privacy-preserving linear SVM-based continuous au- 158

thentication model: Based on the collected behavioral bio- 159

metric data, we manually construct 69 statistical features, 160

such as mean, standard deviation, variance, skewness, 161

kurtosis, etc. Since classical machine learning algorithms 162

cannot automatically extract discriminative features from 163

the 69 constructed statistical features, and some statistical 164

features may negatively affect the authentication perfor- 165

mance. Therefore, we apply four different feature selec- 166

tion algorithms to select discriminative features from 69 167

constructed statistical features: Chi2, Pearsonr, Recursive 168

Feature Elimination (RFE), and ANOVA F_classif. Then 169

the selected discriminative features are fed to the proposed 170

Privacy-Preserving Linear SVM (PPLSVM) for learning 171

the behavioral patterns of smartphone users. 172
� Extensive experimental evaluation: We perform a series of 173

experimental evaluations to demonstrate the effectiveness 174

of our two privacy-preserving continuous authentication 175

models on the HMOG dataset. Experimental results show 176

that the proposed PPDL achieves an average accuracy of 177

99.54%, an average false acceptance rate (FAR) of 0.35%, 178
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and an average false rejection rate (FRR) of 0.81%. In179

addition, we also obtain 97.61% average accuracy, 2.16%180

average FAR, and 2.82% average FRR with the proposed181

PPLSVM.182
� Random attack analysis: We invite 30 volunteers to par-183

ticipate in the experiments to evaluate the ability of the184

proposed PPDL and PPLSVM to resist random attacks in185

practice. We randomly select one volunteer as the legiti-186

mate user for each round of random attack experiments, and187

the remaining volunteers serve as attackers. Each attacker188

interacts with the legitimate user’s smartphone with three189

interaction scenarios (Website, WeChat, and TikTok), and190

we collect behavioral biometric data based on the devel-191

oped data collection App. Experimental results demon-192

strate that the proposed two privacy-preserving continuous193

authentication models (PPDL and PPLSVM) exhibit high194

resilience to random attacks in real-world environments.195

The remainder of this paper is organized as follows. Section II196

reviews the related work. We introduce the threat model in197

Section III. Section IV presents the designed privacy-preserving198

continuous authentication system. Comprehensive evaluation199

experiments of the proposed two privacy-preserving continuous200

authentication models are presented in Section V. We discuss201

our work in Section VII. Finally, we conclude this work in202

Section VIII.203

II. RELATED WORK204

A. Continuous Authentication Based on Behavioral Biometrics205

Modern smartphones have many built-in sensors, such as206

accelerometer, gyroscope, magnetometer, touchscreen sensor,207

gravity, etc., and the behavioral biometric data collected from208

these sensors can imply users’ behavioral patterns when inter-209

acting with smartphones. This paper leverages the behavioral210

biometric data collected from three sensors (accelerometer, gy-211

roscope, and magnetometer) to learn smartphone users’ behav-212

ioral patterns.213

Early research in continuous authentication primarily lever-214

aged classical machine learning algorithms, such as KNN, Hid-215

den Markov Model (HMM), Naive Bayes (NB), and SVM, to216

learn user behavioral patterns from touchscreen and motion217

data [8], [16], [43], [44]. The primary merit of these approaches218

is their low computational complexity, which makes them suit-219

able for local execution on resource-constrained mobile devices.220

However, they rely heavily on manual feature engineering [9],221

[15], which often fails to capture the intricate, non-linear depen-222

dencies inherent in behavioral biometrics. Consequently, these223

models frequently struggle to maintain high accuracy and low224

FAR in complex, real-world interaction scenarios. To extract rich225

contextual semantic information for learning users’ behavioral226

patterns, recent schemes [10], [45] have employed a two-model227

framework to achieve satisfactory authentication performance.228

A deep learning model is utilized to extract discriminative deep229

features from behavioral biometric data, while a traditional230

machine learning model is trained specifically for attacker de-231

tection. However, these methods incur significant computational232

overhead and increased latency during the authentication phase.233

Due to the powerful deep feature extraction capabilities, 234

deep learning techniques have been introduced to behavioral 235

biometrics based continuous authentication models. Spatiotem- 236

poral architectures have been widely explored to capture the 237

complex dynamics of users’ behavioral patterns. Wu [14] and 238

Sun et al. [28] demonstrated that CNNs and multi-view bagging 239

architectures can effectively extract intrinsic fingertip-touch pat- 240

terns and sequential tapping information. To model long-term 241

temporal dependencies, hybrid CNN-LSTM models [27] and 242

specialized LSTM architectures [26], [29] were proposed for 243

modeling users’ behavioral patterns. The primary merit of these 244

models lies in their high recognition accuracy within closed-set 245

scenarios. However, the requirement for comprehensive labeled 246

data from both legitimate users and attackers often proves pro- 247

hibitive for individual smartphone deployments, where only the 248

owner’s behavioral patterns are accessible for model fitting. To 249

enhance model discriminability and robustness, researchers have 250

integrated advanced mechanisms such as metric learning and at- 251

tention. Wang [17] and Wu et al. [20] utilized deep metric learn- 252

ing and Siamese networks to learn robust user embeddings, while 253

Song et al. [21] designed a Feature Regularization Net (FRN) 254

to fuse handcrafted and deep features. Recently, Zhao et al. [46] 255

leveraged a gated two-tower Transformer to capture fine-grained 256

motion patterns across temporal and channel dimensions. The 257

strength of these methods is their superior generalization across 258

diverse usage contexts. Nonetheless, the high complexity of 259

Transformer-based self-attention and the intricate fusion logic 260

in FRN increase the system’s latency, potentially hindering the 261

real-time responsiveness required for continuous authentication. 262

Recognizing the lack of negative samples in real-world settings, 263

unsupervised and generative models have gained traction. Li 264

et al. [19] utilized GANs to synthesize training data, effectively 265

alleviating data scarcity. Furthermore, DSVDD (Deep Support 266

Vector Data Description) [47] and Autoencoder (AE) variants 267

were applied to learn one-class representations from normal 268

behavioral samples [18], [25], [48], [49], [50]. However, un- 269

supervised models may inadvertently reconstruct anomalous 270

patterns with low error, leading to a higher FAR compared to 271

their supervised counterparts. 272

As deep learning architectures become more complex and mo- 273

bile platforms face restricted computing capabilities, researchers 274

have begun developing continuous authentication models uti- 275

lizing deep learning. These models often rely on powerful, un- 276

trusted cloud servers, but may overlook the protection of training 277

data, particularly behavioral biometric data. However, transmit- 278

ting sensitive behavioral biometric data to a non-secure cloud 279

server poses a risk to data privacy, as malicious entities could 280

potentially obtain the biometric information of smartphone users 281

by compromising the security of the cloud infrastructure. Exist- 282

ing deep learning-based continuous authentication schemes pay 283

more attention to authentication performance, yet often overlook 284

the safeguarding of behavioral biometric data. 285

B. Privacy-Preserving Continuous Authentication 286

Various privacy-preserving continuous authentication 287

schemes based on basic classical machine learning algorithms 288
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have been proposed to protect the leakage of behavioral289

biometric data during the authentication phase.290

To enhance user privacy when outsourcing computation to291

trusted third parties, researchers have explored various privacy-292

preserving continuous authentication frameworks. Jakobsson293

et al. [51] focused on data-level anonymization, including sen-294

sitive information removal, pseudonymization, and data aggre-295

gation. The primary merit of these approaches is their low296

computational complexity. However, data coarsening leads to297

a substantial decrease in authentication accuracy.298

To provide stronger security guarantees, several studies have299

leveraged sophisticated cryptographic primitives. Homomor-300

phic encryption (HE) has been utilized to allow for profile301

matching and similarity calculations directly on encrypted be-302

havioral features [52], [53], [54]. Similarly, Paillier encryption303

and oblivious transfer protocols are combined to safeguard bio-304

metric attributes [55], [56], [57]. Furthermore, Acar et al. [37]305

proposed password-authenticated key exchange (PAKE) for se-306

cure template generation. While these cryptographic methods307

provide robust mathematical security for outsourced data, their308

main limitation is the substantial computational burden and309

communication latency they impose. As noted in the literature,310

the high overhead of HE typically hinders system scalability and311

makes real-time application on mobile devices difficult.312

In response to these efficiency concerns, recent research313

has shifted toward format-preserving and optimized outsourc-314

ing schemes. Gasti et al. [41] utilized garbled circuits to re-315

duce computation consumption in the cloud, while Hern’andez-316

’Alvarez [42] and Jacob et al. [58] leveraged Format-Preserving317

Encryption (FPE) for motion sensor data. The strength of these318

FPE-based approaches lies in their ability to maintain the origi-319

nal data format, allowing machine learning models to operate320

with minimal accuracy loss and significantly lower latency321

compared to full HE. Nevertheless, these methods must be care-322

fully implemented to avoid potential security vulnerabilities, as323

maintaining the data format can sometimes provide unintended324

leakage of the underlying statistical distribution compared to325

more traditional encryption standards.326

Unfortunately, few works have focused on privacy-preserving327

continuous authentication schemes based on deep learning tech-328

niques. We believe this work makes a new direction for designing329

privacy-preserving continuous authentication schemes based on330

deep learning techniques.331

III. THREAT MODEL332

This section describes the threat model of the proposed333

privacy-preserving continuous authentication scheme from two334

aspects: 1) Continuous authentication based on behavioral bio-335

metrics; 2) Secret sharing secure MPC protocol.336

Continuous authentication system based on behavioral bio-337

metrics: We assume that attackers successfully crack the one-338

time authentication mechanism (passwords, PINs, and graphic339

patterns) of the legitimate user’s smartphone through some340

attack methods, such as smudge attack [2], [3], shoulder surfing341

attack [4], side channel attack [5], and dictionary attacks [6].342

Furthermore, the random attackers attempt to use their own343

behavioral biometric data or behavioral biometric data from 344

public datasets to attack the continuous authentication system. 345

Importantly, these attackers have no prior knowledge of the 346

legitimate users’ behavioral patterns when interacting with their 347

smartphones. 348

Secret sharing secure MPC protocol: We consider that the 349

client outsources the deep learning based continuous authen- 350

tication model training to two untrusted cloud servers. The 351

secret sharing secure MPC protocol is designed for a two-party 352

semi-honest (honest-but-curious) setting, which is similar to 353

many representative secure MPC protocols [59], [60], [61], [62], 354

[63], [64], [65], [66], [67], [68]. We assume that S0 and S1 355

are non-colluding, meaning they do not exchange their internal 356

states or secret shares with each other beyond what is explicitly 357

required by the protocol, but attempt to learn information about 358

other parties’ private input, and the client is fully trusted. The 359

client (the user’s smartphone) is considered a fully trusted entity 360

responsible for collecting raw sensor data and generating initial 361

secret shares. We assume that the communication channels 362

between the client and the cloud servers are secured (e.g., via 363

TLS/SSL) to prevent external eavesdropping or tampering. 364

IV. PRIVACY-PRESERVING CONTINUOUS 365

AUTHENTICATION SYSTEM 366

This paper aims to train the deep learning techniques based 367

continuous authentication model on the cloud servers without 368

compromising data privacy of behavioral biometric data. There- 369

fore, we propose a privacy-preserving continuous authentication 370

scheme based on secret sharing MPC protocol [69]. The pro- 371

posed secret sharing MPC protocol enables untrusted servers 372

to interact and compute a joint function of the confidential data 373

while only revealing the output to each other. As shown in Fig. 2, 374

our proposed privacy-preserving continuous authentication ar- 375

chitecture consists of two main entities: one client for behavioral 376

biometric data collection, additive secret sharing protocol execu- 377

tion, and preprocessing. The two service providersS0 andS1 for 378

jointly training the deep learning techniques based continuous 379

authentication model without compromising data privacy. To 380

protect the privacy of behavioral biometric data x, we randomly 381

split it into two secret shares 〈x〉0 and 〈x〉1 based on the additive 382

secret sharing protocol. Then the two secret shares 〈x〉0 and 〈x〉1 383

are sent to the service providers S0 and S1 without revealing the 384

actual value of two secret inputs, respectively. We will describe 385

the implementation in detail below. Table I lists the notations 386

used in this paper. 387

A. System Setup 388

The proposed privacy-preserving continuous authentication 389

system’s execution begins with a setup phase where server 390

S0 generates a Paillier public/private key pair (pk, sk) and 391

shares the public key pk with S1. This allows both servers to 392

perform offline pre-computation using Algorithm 1 to generate 393

Beaver triples (a, b, c), which are stored locally to facilitate 394

secure multiplication during training and inference. In the online 395

phase, the client executes the secret sharing algorithm on the 396

raw behavioral biometric data x. The client then generates two 397
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Fig. 2. The architecture of privacy-preserving continuous authentication system based on secret sharing secure MPC protocol.

TABLE I
THE ABBREVIATIONS AND NOTATIONS IN THIS PAPER

additive secret shares by selecting a random number r ∈ Z2k and398

computing 〈x〉0 = r and 〈x〉1 = x− r mod 2k. These shares399

are independently transmitted to S0 and S1 via secure TLS/SSL400

channels. Because r is uniformly distributed, each share appears401

as random noise to the individual servers, ensuring that the402

original biometric datax cannot be reconstructed by either server403

individually, thereby preserving data privacy.404

B. Secure Computation405

This paper implements the secure two-party computa-406

tion scheme based on the 2-out-of-2 additive secret sharing407

protocol. During function computation, the intermediate value is 408

secret-shared between the two service providers S0, S1. For the 409

original behavioral biometric data point x, the client generates 410

a random number r in the ring Z2k , The data is then split into 411

two additive secret shares: 〈x〉0 = r and 〈x〉1 = x− r mod 2k. 412

The client independently transmits the share 〈x〉0 to service 413

provider S0 and the share 〈x〉1 to service provider S1 via secure 414

communication channels. Then the S0 holds the 〈x〉0 = r and 415

theS1 holds the 〈x〉1 = x− rmod 2k. Since the random number 416

r is uniformly distributed, each individual share appears as 417

random noise to the servers. As long as the two service providers 418

S0 and S1 do not collude, they cannot reconstruct the original 419

behavioral biometric data x. For reconstructing the secret data 420

x, one party Si should send to another party S1−i who computes 421

the secret data x = 〈x〉0 + 〈x〉1 mod 2k, where i = 0, 1. In this 422

paper, the k is set to 64. 423

Secure addition and subtraction: The two parties S0 and 424

S1 can perform the addition and subtraction locally without 425

interacting. To compute the z = x± y, the party Si holds the 426

〈x〉i and 〈y〉i, and then computes the 〈z〉i = 〈x〉i ± 〈y〉i mod 427

2k without communication. 428

Beaver triples generation: Beaver triples are used for secure 429

multiplication, which can perform secure computation on two 430

parties without compromising data privacy. We generate beaver 431

triples using the additively homomorphic paillier cryptosys- 432

tem [70] and additive secret sharing rather than a trusted third 433

party. The goal of generated beaver triples are to mask private 434

data x and y without revealing them to the partySi during secure 435

multiplication. Giving additively shared secrets 〈a〉i and 〈b〉i, 436

our goal is to obtain 〈c〉i where c = a · b, and a = 〈a〉0 + 〈a〉1 437

mod 2k, b = 〈b〉0 + 〈b〉1 mod 2k and c = 〈c〉0 + 〈c〉1 mod 2k. 438
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Algorithm 1: Beaver Triples Generation Protocol Based on
Additively Homomorphic Paillier Cryptosystem and Ad-
ditive Secret Sharing. The Gen is Used to Generate the
Public Key pk and Secret Key sk. The Function Enc(pk, p)
Generates the Ciphertext d of Plaintext Message p. The
Function Dec(sk, d) Returns the Plaintext Message p From
the Ciphertext d.

Input: The user generates additively shared 〈a〉 and 〈b〉,
and shares the shared secrets 〈a〉i and 〈b〉i with the party
Si. The party S0 generates the public key pk and secret
key sk, and shares pk with S1.

Output: The additively shared 〈c〉i, where c = 〈c〉0 + 〈c〉1
mod 2k, and c = (〈a〉0 + 〈a〉1) · (〈b〉0 + 〈b〉1) mod 2k.
1: The party S0 encrypts the 〈a〉0 and 〈b〉0, and send the

Enc(pk, 〈a〉0) and Enc(pk, 〈b〉0) to S1.
2: The party S1 selects a random value v ∈ Z2k .
3: With the public key pk, the party S1 computes and

sends the q = Enc(〈a〉0 · 〈b〉1 + 〈b〉0 · 〈a〉1 + v) =
(Enc(pk, 〈a〉0))〈b〉1 · (Enc(pk, 〈b〉0))〈a〉1 ·
Enc(pk, v) to S0.

4: The party S0 computes the
〈c〉0 = 〈a〉0 · 〈b〉0 +Dec(q) mod 2k.

5: The party S1 computes the 〈c〉1 = 〈a〉1 · 〈b〉1 − v mod
2k.

The process of beaver triples generation with additively ho-439

momorphic paillier cryptosystem and secret sharing protocol440

is elaborated in Algorithm 1.441

Secure multiplication: In this paper, we implement secure442

multiplication with the beaver triples [71], which can perform443

multiplication computation between two parties while protect-444

ing the privacy of input data. Two parties S0 and S1 can jointly445

compute the f(x, y) = x · y. The Si will compute the fi locally,446

where f0 + f1 = f . First, the party Si generates the additively447

shared 〈a〉i, 〈b〉i and 〈c〉i by Algorithm 1. Second, each party448

Si computes the 〈e〉i = 〈x〉i − 〈a〉i and 〈m〉i = 〈y〉i − 〈b〉i449

locally. Third, the party Si computes the fi = i · e ·m+m ·450

〈a〉i + e · 〈b〉i + 〈c〉i, and then f0 + f1 = f . We elaborate the451

computation process of secure multiplication in Algorithm 2.452

Most significant bit: The most significant bit (MSB) is the453

bit with the largest value in multi-bit binary numbers. For454

example, we can represent x ∈ {0, 1}n as an n-bit binary num-455

ber: {xn−1, xn−2, · · ·, x1, x0}, and the xn−1 is called the most456

significant bit (MSB).457

In this paper, we compute the ReLU function and Maxpool458

function based on the secure MSB protocol, which is achieved459

by masking the inputs with random values that will be converted460

into sharing of bits. The bits of original inputs can be revealed461

by performing the bit-wise operations, which could be reduced462

to the bit extraction operations. Specifically, given two shares463

ui, vi,S0 andS1 can computew0 = u0 − v0 andw1 = u1 − v1,464

respectively. By invoking the secure MSB protocol, two parties465

can get the most significant bit of w, where w = w0 + w1. As466

u = u0 + u1 and v = v0 + v1, the most significant bit of w467

denotes the comparison result of u and v.468

Algorithm 2: Secure Multiplication Protocol for Jointly
Computing the f(x, y) = x · y With Two Parties S0, S1.

Input: With the private shared data x and y generated by
the client, the party Si gets the shared secrets 〈x〉i and
〈y〉i as inputs. Beaver triple 〈a〉 and 〈b〉, where c = a · b.

Output: Si outputs fi, where i = 0, 1.
1: The party Si gets the additively shared 〈a〉i, 〈b〉i and
〈c〉i by the Algorithm 1: a = 〈a〉0 + 〈a〉1 mod 2k,
b = 〈b〉0 + 〈b〉1 mod 2k, and c = 〈c〉0 + 〈c〉1 mod 2k.

2: The party S0 computes the 〈e〉0 ← 〈x〉0 − 〈a〉0 and
the 〈m〉0 ← 〈y〉0 − 〈b〉0.

3: The party S1 computes the 〈e〉1 ← 〈x〉1 − 〈a〉1 and
the 〈m〉1 ← 〈y〉1 − 〈b〉1.

4: The two parties S0 and S1 share the value e and m.
5: The party S0 computes the

f0 ← m · 〈a〉0 + e · 〈b〉0 + 〈c〉0.
6: The party S1 computes the

f1 ← e ·m+m · 〈a〉1 + e · 〈b〉1 + 〈c〉1.
7: return f ← f0 + f1.

Privacy-preserving training: Training privacy-preserving 469

deep neural networks is a challenging task that requires huge 470

computational overhead. This paper aims to train the privacy- 471

preserving continuous authentication models on the cloud server 472

without compromising data privacy. In this case, we perform the 473

function f on the two parties S0 and S1 with the shared private 474

data (〈x〉0, 〈x〉1), and the x = 〈x〉0 + 〈x〉1 mod 2k. Then the 475

party Si learns nothing about the training data while training the 476

privacy-preserving continuous authentication model. 477

Privacy-preserving inference: Compared with privacy- 478

preserving training, privacy-preserving influence requires less 479

computational overhead and faster inference time. Therefore, 480

more researchers pay more attention to privacy-preserving in- 481

ference with pre-trained deep neural networks. In this paper, we 482

evaluate the trained privacy-preserving continuous authentica- 483

tion models M0 and M1 on the two parties S0 and S1 with the 484

shared test private data (〈x〉0, 〈x〉1), where the x = 〈x〉0 + 〈x〉1 485

mod 2k and the M ← Reconstruct(〈M〉0, 〈M〉1). Then, the 486

party Si does not learn continuous authentication model pa- 487

rameters of M , the private behavioral biometric data x, and the 488

inference result. 489

C. Data Normalization 490

The proposed privacy-preserving continuous authentication 491

scheme is engineered as a multimodal privacy-preserving 492

continuous authentication framework. By consolidating data 493

streams from multiple motion sensors (accelerometer, gyro- 494

scope, and magnetometer), the system captures multifaceted 495

smartphone user’s behavioral patterns. This multimodal fusion 496

not only improves authentication accuracy by exploiting the 497

complementary nature of different sensor data but also ensures 498

robust user privacy through an additive secret sharing mecha- 499

nism, which prevents any single cloud server from accessing the 500

raw behavioral biometric data. We collect the sensory data from 501

three built-in motion sensors (accelerometer, gyroscope, and 502
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magnetometer), and they can be used to capture the behavioral503

patterns of smartphone users. The accelerometer measures the504

direction of acceleration in three dimensions, which can be used505

to sense the relevant actions of smartphone users in continu-506

ous authentication tasks. The gyroscope measures a physical507

quantity’s angular velocity when deflected and tilted in three508

dimensions. The magnetometer is applied to test the strength509

and direction of magnetic fields.510

The sensory data collected from different motion sensors511

have orders of magnitude differences in value. Therefore, we512

need to apply data normalization methods to make the behav-513

ioral biometric data from different motion sensors fall into the514

same range. The data normalization operation has the following515

advantages: 1) Reduces the difference in feature weights and516

improves deep learning model convergence speed and accuracy;517

2) Behavioral biometric data from different motion sensors can518

be visualized and analyzed in the same coordinate system, which519

is convenient for finding the laws and trends in the data; 3) It520

can effectively reduce the influence of errors and outliers in the521

data.522

This paper uses the min-max normalization method to per-523

form a linear transformation with the behavioral biometric data.524

The behavioral biometric data collected from each sensor can525

be denoted as (x, y, z,m) ∈ R
4 at each time point, and the526

magnitude (m) is formulated as:527

m =
√

x2 + y2 + z2 (1)

where the x, y, and z indicate the three-axis of motion sensor528

data. Then the behavioral biometric data collected from three529

motion sensors can be denoted as (xacc, yacc, zacc,macc, xgyr,530

ygyr, zgyr,mgyr, xmag, ymag, zmag,mmag) ∈ R
12 at each time531

point, and the acc, gyr, and mag represent the accelerometer,532

gyroscope, and magnetometer, respectively. The min-max nor-533

malization operation is formulated as:534

x̃i =

xi − min
1≤j≤n

{xj}
max
1≤j≤n

{xj} − min
1≤j≤n

{xj} (2)

then data can be denoted as (x̃acc, ỹacc, z̃acc, m̃acc, x̃gyr, ỹgyr,535

z̃gyr, m̃gyr, x̃mag, ỹmag, z̃mag, m̃mag) ∈ R
12 at each time point536

after normalization.537

D. Feature Engineering538

Feature engineering is essential in constructing continuous539

authentication models based on machine learning. In this paper,540

we construct two privacy-preserving continuous authentication541

models with different feature engineering schemes based on542

deep learning techniques and classical machine learning algo-543

rithms, respectively. We will describe the proposed two feature544

engineering schemes in detail.545

1) Learning Correlation Between Data Sequence With Deep546

Learning Model: To make the deep learning based continuous547

authentication model better understand the correlation between548

behavioral biometric data sequences and capture comprehensive549

semantic information, we consider the time dependence of550

behavioral biometric data sequences in sample generation551

TABLE II
MANUALLY CONSTRUCTED FEATURES FOR PRIVACY-PRESERVING LINEAR

SVM ALGORITHM

operations. As described in Section IV-C, the behavioral 552

biometric data sequence can be denoted as si = (x̃acc, ỹacc, 553

z̃acc, m̃acc, x̃gyr, ỹgyr, z̃gyr, m̃gyr, x̃mag, ỹmag, z̃mag, m̃mag)
T 554

∈ R
12 at each time point. For a time window t, the data sequences 555

can be represented as a d× n matrix (s1, s2, s3, . . ., sn−1, sn), 556

where d = 12 is the number of axes of data sequence at each 557

time point from three sensors and n = t× f . The behavioral 558

biometric data are collected with a sample rate f = 100 HZ, 559

and we utilize a time window t = 0.5 s to segment the 560

behavioral biometric data sequence without overlap. Then the 561

training samples have a shape of 12× 50, which are used 562

to train privacy-preserving deep learning based continuous 563

authentication model (PPDL). In this paper, we construct a 564

privacy-preserving convolutional neural network architecture 565

for semantic information learning, which will be described 566

in Section IV-E. In addition, we also perform experiments 567

to evaluate authentication performance with different time 568

windows in Section V-D1, such as 0.75 s, 1 s, 1.25 s, 1.5 s, and 569

1.75 s. 570

2) Manually Constructed Features for Classical Machine 571

Learning Algorithm: Classical machine learning algorithms 572

rely heavily on the quality of manually constructed features. 573

High-quality manually constructed features can reduce the noise 574

in the original data, improve authentication performance, and 575

improve stability and training efficiency. 576

In this paper, we manually construct statistical features based 577

on each motion sensor’s magnitude (m), and the m is calculated 578

by (1). The manually constructed statistical features consist of 579

time-domain features and frequency-domain features, which are 580

described in Table II. For each motion sensor, we construct 17 581

time-domain features and 6 frequency-domain features, and then 582

69 features are constructed for three motion sensors. The role 583

of time-domain features is to extract the characteristics of time 584

series data so that classical machine learning algorithms can 585

better understand and process these data sequences. For exam- 586

ple, the Mean, Range, Maximum, Minimum, Quartile Range, 587

Variance, and Quartile measure the trend and fluctuation degree 588

of the behavioral biometric data sequence. The Coefficient of 589

variation measures the degree of dispersion of data sequences. 590
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The Kurtosis and Skewness reflect the distribution characteris-591

tics of the behavioral biometric data. Frequency-domain features592

benefit classical machine learning algorithms better to distin-593

guish the frequency components and characteristics of different594

signals. The Entropy measures the amount of information and595

complexity of behavioral biometric data sequence. Based on596

these manually constructed features, we proposed a privacy-597

preserving linear SVM-based continuous authentication model598

(PPLSVM), which will be described in Section IV-F.599

E. Privacy-Preserving Convolutional Neural Networks600

Architecture601

Convolutional neural networks (CNNs) have proven their602

powerful feature extraction ability in many fields, such as im-603

age classification, object detection, semantic segmentation, and604

image synthesis. In this paper, we attempt to construct a privacy-605

preserving CNN architecture to learn rich semantic information606

from behavioral biometric data, which is jointly trained on two607

cloud servers S0 and S1 without compromising data privacy.608

Typically, a standard CNN architecture usually comprises con-609

volutional, activation, pooling, and fully connected layers.610

Convolutional layer: The input of the convolutional layer can611

be represented as a matrix (C,W,H), where C is the number of612

input channels, W is the width of input, and H is the height of613

input. The convolution operation performs element-wise mul-614

tiplication between the kernel and a local area of the input,615

summing the results to produce one element of the output feature616

map. Convolution operation scans the whole input by sliding the617

position of the convolution kernel and gradually generates the618

output feature map. Giving the shared input 〈xi,j〉i, the party S0619

computes the shared output 〈yi,j〉0 as below:620

〈yi,j〉0 =
n−1∑
a=0

n−1∑
b=0

〈wa,b〉〈xi+a,j+b〉0 + 〈b〉 (3)

and the party S1 computes shared output 〈yi,j〉1 as below:621

〈yi,j〉1 =

n−1∑
a=0

n−1∑
b=0

〈wa,b〉〈xi+a,j+b〉1 (4)

where the xi,j is the input value at position (i, j), the b is bias,622

and the weight matrix w has the same shape n× n with the623

kernel size.624

Activation layer: The activation layer plays an important role625

in CNN architecture. The nonlinear activation function intro-626

duces nonlinear transformations, which increase the expression627

ability of the neural network and the ability to fit complex628

functions. The ReLU is a commonly used nonlinear activation629

function in CNN architecture, and we apply the ReLU in this630

paper. The ReLU function can be denoted as:631

ReLU(x) =

{
x, if x ≥ 0
0, if x < 0

(5)

In this paper, the two parties S0 and S1 hold the shared data632

〈x〉0 and 〈x〉1, where the x← Reconstruct(〈x〉0, 〈x〉1). The633

MSB protocol allows two parties S0 and S1 work together to634

determine the MSB of x without revealing the actual value of x.635

The ReLU function on S0 and S1 can be formulated as: 636

〈yi,j〉0 =

{〈xi,j〉0, MSB(x) = 0
0, MSB(x) = 1

,

〈yi,j〉1 =

{〈xi,j〉1, MSB(x) = 0
0, MSB(x) = 1

(6)

Pooling layer: The pooling layer reduces spatial dimension 637

of the feature map by downsampling the feature map, thus 638

reducing the parameters and computations of neural networks 639

and effectively reducing the over-fitting problem. 640

In CNN architecture, two commonly used pooling functions 641

are the max pooling function and the average pooling function. 642

The max pooling selects the maximum value in each pooled 643

window as the output, which can keep the most prominent fea- 644

tures in the window and improve the robustness and abstraction 645

of features. The average pooling computes the average of the 646

characteristic values in each pooled window as the output, which 647

can smooth the feature map, reduce noise and redundant infor- 648

mation. This paper uses the max pooling function to downsample 649

the feature map, which is a commonly used pooling function 650

in deep neural network architectures. Due to the two parties 651

S0 and S1 hold the shared data (〈x〉0, 〈x〉1), and we can’t find 652

the maximum value by comparison on each party Si without 653

revealing the private data x. In this case, the two parties S0 654

and S1 need to cooperate to find the maximum value in a pooled 655

window indirectly. Giving the two valuexi,j ,xm,n, and the party 656

S0 holds the shared value 〈xi,j〉0, 〈xm,n〉0 and the partyS1 holds 657

the shared value 〈xi,j〉1, 〈xm,n〉1. Then the two parties S0 and 658

S1 compute the (〈xi,j〉0 − 〈xm,n〉0) and (〈xi,j〉1 − 〈xm,n〉1) 659

locally without compromising the privacy of xi,j and xm,n. 660

Leveraging secure MSB protocol, the two parties can extract 661

the MSB of (xi,j − xm,n) and judge the maximum value of xi,j 662

and xm,n by: 663

max(xi,j , xm,n) =

{
xi,j , MSB (xi,j − xm,n) = 0
xm,n, MSB (xi,j − xm,n) = 1

(7)

Fully connected layer: Each neuron in the fully connected layer 664

is connected with all neurons in the previous layer and is linearly 665

combined by weight parameters. Like the convolutional layer, 666

the activation of neurons can be computed by matrix multiplica- 667

tion and bias in the fully connected layer. The difference between 668

the fully connected layer and the convolutional layer is that the 669

neurons in the convolutional layer are connected to the local field 670

of the input through shared weight parameters. Like (3) and (4), 671

the party Si can perform the fully connected operation locally 672

based on the additive secret sharing protocol. 673

Forward propagation and backward propagation: Forward 674

propagation refers to transmitting and processing input data from 675

the input layer to the output layer of the neural network, in which 676

the hidden layer includes a convolutional layer, activation layer, 677

pooling layer, and fully connected layer. Backward propagation 678

refers to the process of gradient computation and parameter 679

updating of the parameters in the neural network according to the 680

loss function. Fig. 3 shows the pipeline of forward propagation 681

and backward propagation with the secretly shared data 〈x〉0 682

and 〈x〉1. During the process of backward propagation, we first 683
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Fig. 3. The forward propagation and backward propagation of privacy-preserving CNN architecture.

compute the error 〈C(W, b)〉 between the predicted value 〈ŷ〉684

and the real value 〈y〉 through the loss function. Then we can685

compute the gradient of the l − th hidden layer by:686

∂〈C(W, b)〉
∂〈W (l)〉 = 〈δ(l)〉〈x(l−1)〉, ∂〈C(W, b)〉

∂〈b(l)〉 = 〈δ(l)〉 (8)

and the 〈δ(l)〉 is formulated as:687

〈δ(l)〉 = 〈(W (l+1))T 〉〈δ(l+1)〉 � σ′
(
〈y(l)〉

)
(9)

and the σ′ is the derivative of the ReLU function DReLU(x),688

which is 0 if x < 0 and 1 if x ≥ 0. Then we update W and b689

using the gradient descent algorithm, which can be formulated690

as:691

〈W (l)〉 = 〈W (l)〉 − α
∂〈C(W, b)〉
∂〈W (l)〉 , 〈b(l)〉

= 〈b(l)〉 − α
∂〈C(W, b)〉

∂〈b(l)〉 (10)

and the α is the learning rate.692

F. Privacy-Preserving Linear SVM Algorithm693

The linear SVM is a classical machine learning algorithm,694

which is usually used for binary classification and multi-695

classification problems. Its goal is to find an optimal hyperplane696

that separates different samples and maximize the interval be-697

tween samples and hyperplane as much as possible. Compared698

with deep learning techniques, the SVM algorithm has the 699

following advantages: 1) Achieving satisfactory performance 700

with fewer training samples; 2) It can adapt to different data 701

types by choosing different kernel functions. 702

Giving the training sample pairs (x1, y1), (x2, y2), (x3, y3), 703

. . . , (xn, yn), the goal of the SVM is to find an optimal hyper- 704

plane. The optimal hyperplane can be represented with a vector 705

w and the bias b, which is formulated as: 706

wTx+ b = 0 (11)

where the x is the training sample, and the y is the label. If we 707

can find the optimal hyperplane with the data pairs correctly, the 708

function used to predict the label can be formulated as: 709

y(x) = sign
(
wTx+ b

)
(12)

To find the optimal hyperplane, our optimization goal can be 710

formulated as: 711

min
w,b

1

2
‖ w‖2,

s.t. yi
(
wTxi + b

) ≥ 1, i = 1, 2, 3 . . . ,n (13)

In this paper, our goal is to construct a privacy-preserving 712

linear SVM-based continuous authentication model, which is 713

trained on the two parties S0 and S1 with secretly shared data 714

pair (〈x〉0, 〈y〉0) and (〈y〉0, 〈y〉0), where the x = 〈x〉0 + 〈x〉1 715

mod 2k and the y = 〈y〉0 + 〈y〉1 mod 2k. 716
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V. EXPERIMENTAL RESULTS717

The proposed two privacy-preserving continuous authentica-718

tion models (PPDL and PPLSVM) are evaluated on the HMOG719

dataset. The evaluation studies will answer the following Re-720

search Questions (RQs).721
� RQ1: Can the proposed PPDL and PPLSVM achieve sat-722

isfactory authentication performance with providing guar-723

antees of privacy preservation?724
� RQ2: Are the proposed PPDL and PPLSVM resilient to725

random attacks in the real-world environment?726
� RQ3: For the proposed PPDL, what is the impact on authen-727

tication performance when using different time window728

sizes to aggregate data and calculate features?729
� RQ4: For the proposed PPLSVM, do the manually con-730

structed 69 statistical features all positively impact authen-731

tication performance?732
� RQ5: Compared with the foremost counterparts, do the733

proposed PPDL and PPLSVM have authentication perfor-734

mance advantages and security advantages?735
� RQ6: Whether the time overhead of private training and736

inference is suitable for application in practice?737

A. Experiment Setup738

The proposed two privacy-preserving continuous authentica-739

tion models are implemented with Python 3.7.12 and PyTorch740

1.8.1 framework, which are trained on two parties S0, S1 with741

two Intel(R) Xeon(R) Gold 5120 CPUs @ 2.20 GHz and 128 GB742

of RAM. The operating system version is Ubuntu 16.04.1. The743

training batch size for the proposed PPDL is set to 64, and the744

learning rate is 0.001. For the proposed PPLSVM, the learning745

rate is 0.1. The behavioral biometric data collection App is746

developed with Android Studio basic development environment.747

B. Evaluation Metrics748

We apply the Accuracy, False Acceptance Rate (FAR), and749

False Rejection Rate (FRR) to evaluate the effectiveness of the750

proposed privacy-preserving authentication models.751

Accuracy: Accuracy refers to the probability of the number752

of correctly predicted samples to all predicted samples, which753

can be formulated as Accuracy = TP+TN
TP+FN+TN+FP .754

False Acceptance Rate (FAR): FAR refers to the probability of755

samples from attackers predicted to be samples from legitimate756

users, which can be formulated as FAR = FP
TN+FP .757

False Rejection Rate (FRR): FRR refers to the probability758

of samples from legitimate users predicted to be samples from759

attackers, which can be formulated as FRR = FN
TP+FN .760

Besides, True Positive (TP) means positive samples from761

legitimate users are correctly predicted as positive. False Positive762

(FP) means negative samples from attackers are incorrectly763

predicted as positive. True Negative (TN) means negative sam-764

ples from attackers are correctly predicted as negative. False765

Negative (FN) means positive samples from legitimate users are766

incorrectly predicted as negative.767

C. Dataset 768

We evaluate the effectiveness of the proposed two privacy- 769

preserving continuous authentication models (PPDL and 770

PPLSVM) on the HMOG dataset. Since behavioral biomet- 771

ric data belongs to the privacy of smartphone users, to avoid 772

the leakage of private data, current researchers rarely open 773

source the datasets used for the continuous authentication task. 774

HMOG [44] is a more commonly used and convincing behav- 775

ioral biometrics dataset for the continuous authentication task, 776

which is used as a benchmark dataset by many representative 777

works [11], [16], [18], [19], [22], [25], [30], [45], [72], [73]. 778

This paper extracts the behavioral biometric data from three 779

motion sensors (accelerometer, gyroscope, and magnetometer) 780

from the HMOG dataset. 781

HMOG dataset: Sitová et al. [44] constructed a new behav- 782

ioral biometrics dataset for the continuous authentication task, 783

consisting of Hand Movement, Orientation, and Grasp (HMOG). 784

They attempted to model the smartphone user’s behavioral pat- 785

terns with the collected behavioral biometric data from motion 786

sensors (accelerometer, gyroscope, and magnetometer). They 787

collected the motion sensor data from 100 participants (53 male 788

and 47 female) with eight free text typing sessions when the 789

participants tapped on their smartphone screens. Some smart- 790

phone users’ behavioral biometric data are unavailable because 791

the sensory data of three motion sensors (accelerometer, mag- 792

netometer, and gyroscope) are not collected simultaneously at 793

a certain time or period during the data collection process. In 794

addition, less behavioral biometric data collected from some 795

smartphone users resulted in insufficient samples to train the 796

proposed privacy-preserving continuous authentication models. 797

After data preprocessing, 90 participants are used for the evalu- 798

ation experiments in this paper. 799

D. Evaluation of the Proposed PPDL 800

1) Authentication Performance With Different Time Window 801

Sizes: Segmenting samples with different time window sizes 802

may affect the understanding and prediction ability of the con- 803

tinuous authentication model. Therefore, we need to find the 804

optimal time window size to capture and model the behavioral 805

patterns of smartphone users. In addition, a suitable time window 806

can provide richer contextual semantic information, enabling 807

continuous authentication models to extract deep features from 808

behavioral biometric data. In this paper, we attempt to apply 809

different time windows (0.5 s, 0.75 s, 1 s, 1.25 s, 1.5 s, and 1.75 s) 810

to segment the behavioral biometric data to generate training 811

samples with different shapes (12× 50, 12× 75, 12× 100, 812

12× 125, 12× 150, and 12× 175). For each smartphone user, 813

we designate his behavioral biometric data as the positive data 814

and the remaining smartphone users’ behavioral biometric data 815

as negative data. And then, we train and test the proposed 816

PPDL individually for each smartphone user with a sequence 817

of time windows and report the average experimental results of 818

90 smartphone users. 819

Table III lists the average experimental results of 90 smart- 820

phone users with different time window sizes. As shown in 821
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TABLE III
THE EXPERIMENTAL RESULTS OF FAR (%), FRR (%), AND ACCURACY (%)

WITH DIFFERENT TIME WINDOW SIZES

Table III, the proposed PPDL achieves satisfactory authentica-822

tion performance even with a small time window size (0.5 s).823

With the increase of time window size, the authentication accu-824

racy and the FAR fluctuate within a small range, but the FRR825

significantly increases. We can explain this phenomenon by826

the following aspects: 1) As the time window size increases,827

the number of positive samples gradually decreases, and the828

proposed PPDL is unable to learn the distribution of positive829

samples, resulting in an increase in the FAR; 2) Behavioral830

biometric data sequences are interrelated in time, and the longer831

behavioral biometric data sequences may not be conducive to832

modeling the behavioral patterns of legitimate smartphone users.833

After weighing the authentication performance and the time834

overhead per authentication, we apply a 0.5 s time window size835

of behavioral biometric data sequences to generate the training836

and testing samples. Note that due to too many smartphone837

users participating in the evaluation experiments (90 smartphone838

users), we cannot report the detailed authentication performance839

of the PPDL on each smartphone user. To demonstrate the840

fine-grained performance of the PPDL on some smartphone841

users, we report the authentication performance of thirty ran-842

domly selected smartphone users with a 0.5 s time window843

size. Without loss of generality, we apply the random.sample844

function1 to randomly select thirty smartphone users from the845

HMOG dataset, which is also used to randomly select four users846

for feature visualization in Section V-D2. As shown in Table IV,847

the proposed PPDL can achieve excellent performance with FAR848

(less than 1%), FRR (less than 2%), and Accuracy (more than849

99%) for each randomly selected smartphone user on the HMOG850

dataset. We demonstrate that the proposed PPDL can effectively851

learn the behavioral patterns of each legitimate smartphone user.852

2) Feature Visualization: To further demonstrate the pro-853

posed PPDL’s ability to learn the behavioral patterns of smart-854

phone users, we visualize the learned deep features to understand855

feature discriminability intuitively. Feature visualization allows856

us to more intuitively discover and analyze the more abstract857

semantic feature representations. We randomly selected four858

users from the HMOG dataset and projected their features into a859

two-dimensional space. As shown in Fig. 4, the learned deep fea-860

tures by the proposed PPDL can aggregate samples of the same861

class while also separating samples of different classes from each862

other. Experimental results demonstrate the effectiveness of the863

proposed PPDL in extracting discriminative deep features from864

1https://docs.python.org/3.7/library/random.html

Fig. 4. The visualization of deep features from four randomly selected smart-
phone users. The deep features are extracted from the last layer of the CNN
architecture. The positive samples are plotted in orange, and the negative samples
are plotted in blue.

Fig. 5. Authentication performance with varying training epochs.

behavioral biometric data, which can better model the behavioral 865

patterns of smartphone users. 866

3) Parameter Study: We study and analyze the effect of 867

parameter choices. What are the appropriate training epochs that 868

yield the best trade-off between accuracy and time efficiency? 869

We train the proposed PPDL for 50 training epochs and report 870

the accuracy, FAR, FRR, and loss for each epoch to analyze the 871

impact of training epochs on authentication performance. As 872

shown in Fig. 5(a), (b), and (c), the proposed PPDL achieves the 873

optimal authentication performance when trained only with 20 874

epochs. The loss in Fig. 5(d) drops rapidly and reaches conver- 875

gence after 20 training epochs. Experimental results demonstrate 876

that the proposed PPDL can quickly converge and achieve 877

satisfactory performance during the training phase. 878

E. Evaluation of the Proposed PPLSVM 879

Classical machine learning based continuous authentication 880

model usually requires manually constructed features (i.e., 881

feature engineering). As described in Section IV-D2, based 882

on the behavioral biometric data, we manually construct 51 883

https://docs.python.org/3.7/library/random.html
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TABLE IV
THE DETAIL AUTHENTICATION PERFORMANCE OF THIRTY RANDOMLY SELECTED SMARTPHONE USERS WITH A 0.5 S TIME WINDOW SIZE

Fig. 6. Experimental results of varying number of selected features (69) with different feature selection algorithms.

time-domain features and 18 frequency-domain features, such884

as mean, standard deviation, variance, skewness, kurtosis, etc.885

However, classical machine learning algorithms cannot extract886

discriminative features from manually constructed features au-887

tomatically, and some constructed features may affect the au-888

thentication performance negatively. In this paper, we explore889

the effectiveness of different feature selection algorithms in890

selecting discriminative features from 69 statistical features such891

as Chi2,2 Pearsonr,3 Recursive Feature Elimination (RFE),4892

ANOVA F_classif.5 And then, the selected discriminative fea-893

tures by the feature selection algorithms will be fed to the pro-894

posed PPLSVM to learn the behavioral patterns of smartphone895

users.896

We traverse all 69 features mentioned above to select the most897

discriminative features via four feature selection algorithms.898

Fig. 6 plots the mean experimental results of 90 smartphone899

users according to a varying number of selected features with900

four feature selection algorithms. As shown in Fig. 6, the RFE901

algorithm achieves the best performance with fewer selected902

features among four feature selection algorithms. In addition,903

we also list the best authentication performance of four feature904

2https://scikit-learn.org/stable/modules/generated/sklearn.feature_selection.
chi2.html

3https://docs.scipy.org/doc/scipy-1.2.1/reference/generated/scipy.stats.
pearsonr.html

4https://scikit-learn.org/stable/modules/generated/sklearn.feature_selection.
RFE.html

5https://scikit-learn.org/stable/modules/generated/sklearn.feature_selection.
f_classif.html

TABLE V
THE EXPERIMENTAL RESULTS OF FOUR FEATURE SELECTION ALGORITHMS

WITH OPTIMAL NUMBER OF FEATURES

selection algorithms with the optimal number of selected fea- 905

tures in Table V. 906

As shown in Table V, the RFE algorithm achieves the best 907

performance of 97.61% accuracy, 2.16% FAR, and 2.82% FRR 908

with the selected feature number of 15. Fewer selected features 909

mean the proposed PPLSVM will spend less time during sample 910

generation and training. Then we use these 15 discriminative 911

features selected by the RFE algorithm to perform the evaluation 912

experiments with the proposed PPLSVM. The top 15 discrim- 913

inative features selected by the RFE algorithm are specified in 914

Table VI. As shown in Table VI, most manually constructed fea- 915

tures from the accelerometer and gyroscope have richer semantic 916

information than those from the magnetometer, indicating that 917

behavioral biometric data from the accelerometer and gyroscope 918

contribute more to improve authentication performance. 919

F. Comparison With Representative Authentication Methods 920

We conduct extensive experiments with representative con- 921

tinuous authentication work to demonstrate the superiority of 922

https://scikit-learn.org/stable/modules/generated/sklearn.feature_selection.chi2.html
https://scikit-learn.org/stable/modules/generated/sklearn.feature_selection.chi2.html
https://docs.scipy.org/doc/scipy-1.2.1/reference/generated/scipy.stats.pearsonr.html
https://docs.scipy.org/doc/scipy-1.2.1/reference/generated/scipy.stats.pearsonr.html
https://scikit-learn.org/stable/modules/generated/sklearn.feature_selection.RFE.html
https://scikit-learn.org/stable/modules/generated/sklearn.feature_selection.RFE.html
https://scikit-learn.org/stable/modules/generated/sklearn.feature_selection.f_classif.html
https://scikit-learn.org/stable/modules/generated/sklearn.feature_selection.f_classif.html
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TABLE VI
THE TOP 15 DISCRIMINATIVE FEATURES SELECTED BY THE RFE ALGORITHM

the proposed two privacy-preserving continuous authentication923

models. The Acc., Gyr., Mag., To., El., and Ori. indicate the924

accelerometer, gyroscope, magnetometer, touch, elevation, and925

orientation in Tables VII and VIII.926

1) Evaluation and Comparison Under the Same Conditions:927

Most researchers conduct performance evaluation experiments928

on their datasets, and the authentication models and datasets929

are not public to us. Therefore, we need help evaluating rep-930

resentative authentication models’ performance on a common931

dataset. For fair and convincing performance evaluation and932

comparison, we reproduce some representative authentication933

models on the HMOG dataset, including a privacy-preserving934

continuous authentication scheme [53] and some representative935

continuous authentication schemes without considering privacy936

protection [16], [17], [18], [23], [24], [44]. Note that we cannot937

completely reproduce some representative privacy-preserving938

continuous authentication schemes because they involve com-939

plicated encryption details and encryption processes. Therefore,940

we can only try our best to reproduce the literature [53] in this941

paper. The experimental results reported here might vary slightly942

from those in the original papers due to undisclosed experimental943

details and parameter settings.944

Table VII lists the data source, classifier, privacy protection945

scheme, and the FAR and the FRR. Compared with these946

representative authentication schemes, our proposed privacy-947

preserving continuous authentication models have the following948

two advantages: 1) The proposed PPDL and PPLSVM achieve949

superior authentication performance when these representative950

continuous authentication schemes are evaluated on the same951

dataset; 2) We train the proposed PPDL and PPLSVM without952

compromising data privacy of behavioral biometric data.953

Note that the quantitative comparison experiments only pro-954

vide preliminary evaluation results, and we should refrain from955

using this to demonstrate the advantages and disadvantages of956

different continuous authentication schemes. Different continu-957

ous authentication schemes are suitable for different scenarios.958

Therefore, qualitative comparisons of different scenarios and959

diverse datasets are necessary.960

2) Comparison With Previous Work: We compare the pro- 961

posed PPDL and PPLSVM to some representative continuous 962

authentication schemes, including privacy-preserving continu- 963

ous authentication schemes [42], [53], [54], [55], and some 964

representative continuous authentication schemes without con- 965

sidering behavioral biometric data privacy protection [13], [14], 966

[16], [17], [18], [23], [24], [25], [29], [44]. Sitová et al. [44] and 967

Shen et al. [16] both proposed the classical machine learning 968

based authentication models with manually constructed features, 969

obtaining the authentication performance of 7.16% EER in [44] 970

and 3.98% FAR, and 5.03% FRR in [16], respectively. To train 971

the classical machine learning based continuous authentication 972

model without compromising the behavioral biometric data 973

privacy, Govindarajan et al. [55], Wei et al. [54], Hernández- 974

Álvarez et al. [42], and Gan et al. [53] both applied encryption 975

schemes to encrypt the behavioral biometric data that allow them 976

to train the continuous authentication models on the ciphertext. 977

Literature [13], [23], [24] applied different CNN architectures 978

to extract valuable deep features from behavioral biometric data 979

automatically, and the deep features are used to train the classi- 980

cal machine learning based continuous authentication models. 981

Abuhamad et al. [29], Wang et al. [17], Shen et al. [18], and Li 982

et al. [25] both applied the end-to-end deep learning architectures 983

to learn and model smartphone users’ behavioral patterns. 984

Table VIII compares our experimental settings and evaluation 985

results against representative authentication work. Compared 986

with these representative continuous authentication schemes 987

without considering data privacy protection [13], [14], [16], 988

[17], [18], [23], [24], [25], [29], [44], our proposed two privacy- 989

preserving continuous authentication models achieve satisfac- 990

tory authentication performance. More importantly, the pro- 991

posed PPDL and PPLSVM consider behavioral biometric data 992

protection, which will not compromise data privacy during 993

training and inference. Although some authentication schemes 994

attempt to apply encryption techniques to train authentication 995

models on the ciphertext [42], [53], [54], [55], they are primarily 996

basic classical machine learning based continuous authentica- 997

tion schemes with unsatisfactory authentication performance. 998

Training deep learning-based models with encryption tech- 999

niques, such as homomorphic encryption, remains a significant 1000

computational challenge. In this paper, we secretly share the 1001

behavioral biometric data among two cloud servers that jointly 1002

train the deep learning techniques based continuous authentica- 1003

tion models without compromising data privacy. 1004

G. Time Cost of Per Batch for Privacy Training and Inference 1005

We evaluate the runtime and communication cost (MB) of 1006

the proposed PPDL and PPLSVM in the training and inference 1007

phase. Table IX lists the training samples, testing samples, batch 1008

size, training time cost, and test time cost per training batch. 1009

For the proposed PPDL, we generate 364970 training samples 1010

and 243313 testing samples for each smartphone user, and the 1011

time cost is 8.97 s for one privacy training batch, and the time 1012

cost is 5.36 s for one privacy inference batch. For the proposed 1013

PPLSVM, we generate 944070 training samples and 629380 1014

testing samples for each smartphone user, and the time cost is 1015
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TABLE VII
THE FAR (%), FRR (%) OF DIFFERENT REPRESENTATIVE AUTHENTICATION METHODS ON THE HMOG DATASET

TABLE VIII
QUALITATIVE COMPARISON WITH REPRESENTATIVE AUTHENTICATION SCHEMES

TABLE IX
THE TIME COST (S) OF THE PROPOSED TWO PRIVACY-PRESERVING CONTINUOUS AUTHENTICATION MODELS FOR ONE TRAINING AND INFERENCE BATCH

0.57 s for one privacy training batch, and the time cost is 0.21 s1016

for one privacy inference batch.1017

Additionally, a critical component of this process involves1018

the communication between two servers, which inherently in-1019

fluences the overall system efficiency. The communication cost1020

primarily stems from the data exchange required for maintain-1021

ing privacy protocols during the training and inference phases.1022

Though this introduces additional latency compared to a single-1023

server setup, our optimized communication protocols ensure1024

minimal overhead by leveraging efficient data transmission tech-1025

niques and compressing communication payloads. In this sec-1026

tion, we present the communication cost of the proposed PPDL1027

and PPLSVM. As shown in Table IX, the communication cost of 1028

the proposed PPDL is 96.73 MB, which is primarily attributed to 1029

ReLU and pooling operations. In contrast, the communication 1030

cost of the proposed PPLSVM is only 3.29 MB. This is primarily 1031

because PPLSVM consists mostly of linear operations, which 1032

incur significantly lower communication overhead compared to 1033

the non-linear operations in PPDL. 1034

Like most representative privacy-preserving machine learn- 1035

ing schemes [61], [62], [64], [65], [74], [75], [76], [77], [78], 1036

[79], compared with plaintext training and inference, the secure 1037

computation operation (Section IV-B) in the CNN architecture 1038

(Section IV-E) will take more runtime and communication 1039
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Fig. 7. Behavioral biometric data collection App based on Android system.
(a) Participant registration and interaction scenario selection page; (b) Behav-
ioral biometric data collection, display, and storage page.

cost. Although privacy training and inference take longer than1040

plaintext training and inference, it is within the acceptable time1041

cost range in practice. More importantly, privacy training and1042

inference can protect the behavioral biometric data in the process1043

of training and inference.1044

H. Random Attack Analysis1045

We conduct extensive experiments to evaluate the ability of1046

the proposed PPDL and PPLSVM to resist random attacks in1047

practice. We assume that attackers successfully crack the one-1048

time authentication mechanism of the legitimate user’s smart-1049

phone through some attack methods, such as smudge attacks [2],1050

[3], shoulder surfing attacks [4], side channel attacks [5], and1051

dictionary attacks [6]. Then the attackers attempt to interact with1052

the legitimate user’s smartphone with their behavioral patterns.1053

We aim to evaluate whether the proposed privacy-preserving1054

continuous authentication models can authenticate the attacker’s1055

identity in time.1056

We invite 30 smartphone users (10 females and 20 males)1057

to participate in the random attack experiments. We informed1058

participants of the experimental details and obtained their1059

signed consent to collect their behavioral biometric data. We1060

develop a data collection App based on the Android system,1061

which can collect behavioral biometric data in the background1062

when participants interact with their smartphones. Fig. 7 shows1063

the behavioral biometric data collection App. As shown in1064

Fig. 7(a), participants register and select an interaction scenario1065

(Website, WeChat, and TikTok) to interact with their smart-1066

phones. The developed data collection App can display and1067

record the collected behavioral biometric data, as shown in1068

Fig. 7(b). The behavioral biometric data file (.csv) is stored at1069

/data/data/com.example.Collection/files/ in the Android system.1070

The selected three scenarios (Website, WeChat, and TikTok)1071

are common interaction scenarios in our daily life.1072
� Website: Smartphone users can search and browse inter-1073

esting information through websites such as Twitter and1074

Weibo, which involves simple sliding up and down op-1075

erations and complex keystroke operations to complete1076

information search (Fig. 8(a)).1077

Fig. 8. Touch postures of three interaction scenarios when interacting with
smartphones. (a) It involves sliding up and down for browsing information and
keystroke for information search; (b) It involves frequent keystrokes for editing
messages; (c) It involves sliding up and down to browse short videos.

TABLE X
THE MEAN EXPERIMENTAL RESULTS OF TWO PRIVACY-PRESERVING

CONTINUOUS AUTHENTICATION MODELS UNDER RANDOM ATTACKS IN THE

REAL-WORLD ENVIRONMENT

� WeChat: It is an instant messaging software launched by 1078

Tencent, which is aimed at smartphone users. Users can 1079

share text, pictures, and stickers with friends through the 1080

client, which involves frequent keystroke operations for 1081

editing (Fig. 8(b)). 1082
� TikTok: It is a short video-sharing and browsing social 1083

software, and users mainly interact with it by sliding up 1084

and down operations on the touchscreen (Fig. 8(c)). 1085

For each round (30 rounds total), we randomly select one 1086

participant as the legitimate user, and remaining participants 1087

act as attackers. Each attacker uses three interaction scenarios 1088

(Website, WeChat, and TikTok) to interact with the legitimate 1089

user’s smartphone, and we apply the data collection App (Fig. 7) 1090

to collect behavioral biometric data in the background. We 1091

collect the behavioral biometric data for more than four hours 1092

for each interaction scenario for each attacker. Table X lists the 1093

mean experimental results of the proposed PPDL and PPLSVM 1094

under random attacks. As shown in Table X, the proposed PPDL 1095

and PPLSVM can better identify attackers (lower FAR) with 1096

Website and WeChat interaction scenarios. We can explain this 1097

phenomenon in that attackers need to use frequent and more 1098

complex operations to interact with WeChat and Website appli- 1099

cations, such as frequent keystroke operations. We demonstrate 1100

that the proposed PPDL and PPLSVM are highly resilient to 1101

random attacks in the real-world environment. 1102

VI. SECURITY ANALYSIS 1103

In this section, we analyze the security of our proposed 1104

privacy-preserving continuous authentication scheme, focusing 1105

on data privacy, protocol security, and communication security. 1106
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A. Privacy of Behavioral Biometric Data1107

The core privacy guarantee of our continuous authentication1108

system stems from the information-theoretic security of the1109

additive secret sharing protocol. For any sensitive biometric data1110

x, the client generates two shares 〈x〉0 = r and 〈x〉1 = x− r1111

(mod 2k), where r is a random number uniformly distributed1112

in Z2k . Since r is chosen independently of x, each individual1113

share appears as random noise to the service providersS0 andS1.1114

Consequently, without access to both shares, it is mathematically1115

impossible for an individual untrusted server to reconstruct the1116

original behavioral biometric data x.1117

B. Security Under the Semi-Honest Model1118

Following the standard security definitions for MPC, we prove1119

the security of our joint training and inference process under1120

the semi-honest (honest-but-curious) model. 1) non-collusion1121

assumption: We assume S0 and S1 are non-colluding. In this1122

setting, the internal states and messages exchanged during the1123

protocol do not reveal any information beyond the final result. 2)1124

multiplication security: Linear operations are performed locally1125

on secret shares. For multiplication, we utilize beaver triples1126

generated via the semantically secure paillier cryptosystem. The1127

use of random masks in the online multiplication phase ensures1128

that servers only see masked values, which are indistinguishable1129

from random elements. 3) non-linear operation security: For1130

non-linear layers like ReLU and Maxpool, we employ a secure1131

comparison protocol based on MSB extraction. This protocol1132

allows S0 and S1 to determine the sign bit of a shared value1133

without revealing the magnitude or the actual value itself.1134

C. Communication Security1135

All communication channels between the client and the cloud1136

servers, as well as between S0 and S1, are protected by secure1137

protocols (e.g., TLS/SSL). This prevents external eavesdroppers1138

from capturing secret shares or intermediate computation results1139

through sniffing attacks.1140

VII. DISCUSSION1141

A. A New Direction for Designing Privacy-Preserving1142

Continuous Authentication Scheme1143

Smartphones must rely on powerful cloud servers for deep1144

learning-based continuous authentication because their local1145

hardware cannot handle the massive training load. Nevertheless,1146

offloading sensitive behavioral biometric data to a cloud server1147

introduces significant privacy vulnerabilities, as the integrity1148

and trustworthiness of the server cannot always be guaranteed.1149

By compromising cloud servers, attackers can obtain users’1150

behavioral biometric data, which research indicates can be1151

leveraged to infer highly sensitive personal attributes such as1152

typing patterns, demographics, age, and gender. Existing deep1153

learning techniques based continuous authentication models1154

pay more attention to improving authentication performance,1155

but no measures were provided to guarantee data privacy. To1156

solve this issue, we propose a privacy-preserving continuous1157

authentication scheme based on secret sharing MPC proto- 1158

col, which allows us to train deep learning techniques based 1159

continuous authentication models on untrusted cloud servers 1160

without compromising data privacy. Although some continuous 1161

authentication schemes attempt to apply encryption techniques 1162

to train continuous authentication models on the ciphertext [42], 1163

[53], [54], [55], they only can train continuous authentication 1164

models based on traditional machine learning, which usually 1165

achieve unsatisfactory authentication performance. Compared 1166

with these continuous authentication schemes, our proposed 1167

privacy-preserving continuous authentication scheme can com- 1168

bine privacy-preserving protocols with deep learning to improve 1169

authentication performance and ensure privacy guarantee. We 1170

believe this work makes a solid step towards introducing data 1171

privacy-preserving into deep learning based continuous authen- 1172

tication schemes. However, we also recognize that privacy- 1173

invasive nature of activity tracking remains a critical issue asso- 1174

ciated with biometric modality indices. In our future work, we 1175

are committed to investigating more privacy-preserving schemes 1176

to specifically address these privacy-invasive concerns regarding 1177

user activities. 1178

B. Random Attacks Analysis in Real-World Environment 1179

Past work [8], [9], [10], [11], [13], [16], [18], [19], [29], 1180

[44] evaluate the effectiveness and authentication performance 1181

of the proposed continuous authentication schemes on their 1182

datasets while ignoring the ability to resist various random 1183

attacks in the real-world environment. Section V-H examined the 1184

authentication performance of the proposed PPDL and PPLSVM 1185

under random attacks in the real-world environment. We develop 1186

a data collection App based on the Android system (Fig. 7), 1187

which can collect smartphone users’ behavioral biometric data 1188

when interacting with their smartphones. In the random attacks 1189

experiments, the attackers select the interaction scenarios (Web- 1190

site, WeChat, and TikTok) to interact with legitimate users’ 1191

smartphones (Fig. 8). Experimental results demonstrate that the 1192

proposed PPDL and PPLSVM are highly resilient to random 1193

attacks in the real-world environment. 1194

VIII. CONCLUSION 1195

In this paper, we propose a privacy-preserving continuous 1196

authentication scheme, which secretly shares the behavioral 1197

biometric data among two untrusted cloud servers that train 1198

the continuous authentication models on the joint data via 1199

secret sharing MPC. We evaluate the practical feasibility of 1200

our proposed privacy-preserving scheme on two constructed 1201

privacy-preserving continuous authentication models (PPDL 1202

and PPLSVM). Experimental results demonstrate that they 1203

achieve satisfactory authentication performance without violat- 1204

ing the privacy of behavioral biometric data. Moreover, random 1205

attack experiments demonstrate that the proposed PPDL and 1206

PPLSVM are highly resilient to random attacks from diverse 1207

attackers in the real-world environment. We believe this work 1208

provides a brand new technical route for designing privacy- 1209

preserving deep learning techniques based continuous authenti- 1210

cation models. 1211
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