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UC-Secure Multi-Factor Authentication With
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Abstract—Multi-factor authentication (MFA) has been widely
applied in various fields, including smart homes, autonomous
driving, and mobile communication. Although a number of
MFA schemes with different security goals and properties have
been proposed, most of them are found to pay little attention
to password forgetting and loss issues, which may lead to
the permanent loss of the account. Additionally, little effort
has been devoted to designing MFA schemes with fine-grained
access control to perform authentication flexibly. Therefore, the
above issues raise the question of “how to construct a MFA
scheme with dynamic password recovery and fine-grained access
control?”. In this paper, we, for the first time, introduce attributes
and a dynamic password recovery method to propose a multi-
factor authentication scheme with dynamic password recovery
and fine-grained control, named MFA-DPRF. In MFA-DPREF,
authentication succeeds only when a user provides both a valid
password and a set of attributes satisfying the specified access
policy, thereby enabling fine-grained access control. Furthermore,
a dynamic password recovery method based on secret questions
and the secret sharing technique has been designed to address
password forgetting and loss issues. Users can not only recover
the original password locally, but also update secret values
such as security questions to enhance security. The security of
MFA-DPRF can be reduced to the computational Diffie-Hellman
problem under the Random Oracle Model. We also analyze the
security of MFA-DPREF in the universally composable framework
to ensure composable security. The informal analysis proves that
MFA-DPREF is secure against known attacks. Compared with the
state-of-the-art works, performance analysis shows that MFA-
DPREF is superior in security and efficiency.

Index Terms—Multi-factor authentication, password recovery,
fine-grained access control, UC security.

I. INTRODUCTION

ITH the rapid advancement of mobile communica-
tion and wireless sensor networks, digital technologies
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such as wireless communication, Internet of Things, and
Internet of Vehicles have been extensively deployed across
critical areas like e-commerce, industrial automation, and
national defense. However, the widespread applications of
these technologies have also introduced significant security
vulnerabilities, including identity impersonation or phishing
attacks, and sensitive data leakage. Therefore, how to ensure
network security and avoid illegal access remains a critical
challenge. Identity authentication, serving as the first line of
defense for network security, plays a vital role in addressing
the above issues [1], [2]. Generally, authentication factors
can be categorized into three types: user-known information
like passwords; user-unique biometrics like fingerprints; and
user-owned physical information like smart cards. Multi-factor
authentication (MFA) [3], [4], [5], [6], [7] has been introduced
and thoroughly investigated during the past years, which
employs two or more authentication factors to prevent threats
even if some authentication factors (not all of them) have been
compromised.

As shown in Fig. 1, three entities are commonly involved
in a MFA system, including the user UR, the authentication
gateway AGW, and the server SR. Firstly, UR sends a reg-
istration request to AGW secretly, and then AGW generates
partial smart card data and then returns it to UR. Secondly,
when UR wants to communicate with S R, she transmits a login
and authentication request to AGW and attempts to exchange
a session key with SR later. Finally, a session key K will
be established between UR and SR successfully for futher
communication.

Password remains one of the most widely used authentica-
tion factors in MFA schemes due to its ease of deployment and
update [3], [5], [8], [9], [10], [11], [12]. Most of the existing
schemes assume that passwords will not be forgotten or lost
and require users to provide their original passwords during
the login and password update phases. Due to the limited
memory, people can only remember 5 ~ 7 passwords correctly
[13]. Nevertheless, on the one hand, more and more systems
require users to set complex passwords to prevent password
reuse and password guessing attacks [14]; on the other hand,
the number of passwords created by users is becoming larger.
According to research conducted by NordPass, the average
number of passwords per individual has reached 168 [15]
in 2024, significantly increasing the likelihood of password
forgetting across different systems.

To solve this problem, password recovery methods [16],
[17], [18], [19] have been introduced to help users recover
their passwords through fallback authentication, improving the
reliability of the authentication system. For MFA schemes,
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Fig. 1. The system framework of multi-factor authentication. Az, PW, and S C denote the attributes, password, and smart card, respectively. The dashed line
represents the secure channel, while the solid line represents the public channel. K is the session key established between the user and server. Pass or Fail
denotes the outcome of authentication. In addition, the serial number shows the order of message transmission.

implementing password recovery involves performing fallback
authentication with other authentication factors (independent
of the password), which should be easier to remember and
secure in practical scenarios [20]. In addition, these fallback
authentication factors should also be dynamically updated to
avoid privacy leakage. As far as we know, little attention has
been given to designing MFA schemes with dynamic password
recovery.

In addition, existing MFA schemes such as [3], [9], [10],
and [12] fail to take fine-grained access control into con-
sideration. They only verify whether a user is legitimate
(e.g., by checking valid authentication factors), without eval-
vating whether the user is authorized to access specific
resources. For example, in a streaming service subscrip-
tion, traditional MFA only verifies that a user holds the
valid account credentials, allowing any family member to
access all content—including age-restricted material—without
further authority restrictions. Attribute-based authentication
[21], [22], [23], [24] addresses this limitation by using
attributes instead of explicit identities, enabling anonymous
authentication with fine-grained access control through flex-
ible policies. For instance, an age-based policy can verify
whether a user meets a minimum age requirement with-
out revealing the exact birthdate. However, to the best of
our knowledge, little attention has been given to combining
attributes with other authentication factors to construct MFA
schemes, making them unsuitable for scenarios that require
both strong multi-factor security and fine-grained access
control.

Above all, it remains an open problem of how to construct
MFA schemes with dynamic password recovery and fine-
grained access control.

A. Related Work

Since Lamport [25] proposed the first authentication scheme
in 1981, considerable efforts have been made to propose
various multi-factor authentication (MFA) schemes with var-
ied security goals and desirable properties over the last
30 years. In 2006, Bhargav-Spantzel et al. [26] proposed
a biometric-based MFA scheme that employs the password
and biometrics to conduct authentication and applies zero-
knowledge proof to hide actual biometrics. However, it cannot
provide mutual authentication among the different parties.

To address this issue, Huang et al. [27] introduced an improved
MFA scheme, which not only provides mutual authentication
but also achieves anonymity. However, a formal analysis of
anonymity is absent, and it also fails to resist man-in-the-
middle attacks.

To provide a formal analysis of anonymity, Wang et al.
[3] summarized the limitations and challenges of achieving
anonymity and introduced an evaluation criterion to measure
the security and efficiency of anonymous schemes. To be
secure against man-in-the-middle attacks, Roy et al. [28]
applied the Chebyshev chaotic mapping technique and pro-
posed a scheme that creates random password credentials
and resists man-in-the-middle attacks. However, it has expen-
sive computational costs due to the application of expensive
operations.

To solve this problem, Modarres and Sarbishaei [29]
proposed a lightweight MFA scheme that avoids complex oper-
ations, making it more suitable for resource-limited devices.
However, the publicly transmitted message may leak biometric
information. To address this issue, Zhang et al. [30] employed
the fuzzy extraction method to introduce a MFA scheme to
keep biometrics secret. With the advancement of quantum
computing technology, traditional public-key cryptographic
algorithms become vulnerable to quantum attacks. To resist
this threat, Wang et al. [7], [31] proposed MFA schemes
against quantum attacks while ensuring practical deployment
in lightweight environments.

However, the above schemes only deploy authentication
in single-user scenarios where users choose and store their
authentication factors secretly, failing to provide authentica-
tion and fine-grained access control. To address these issues,
Guo et al. [21] proposed an attribute-based authentication
scheme for mobile health networks, where users succeed in
authentication as long as their attributes satisfy the access
policy, but it lacks mutual authentication where users cannot
check the validity of the authentication gateway.

To address this issue, Sucasas et al. [32] proposed a scheme
that not only provides mutual authentication but also achieves
key exchange. However, it fails to provide perfect privacy
preservation for users. To solve this problem, Alpar et al.
[33] introduced a novel attribute-based authentication scheme,
achieving perfect privacy preservation and mutual authenti-
cation via zero-knowledge proof. To further protect privacy,
Sucasas et al. [34] introduced an attribute-based anonymous
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authentication scheme that employs anonymous credentials
and pseudonym techniques to avoid privacy leakage.

Although the above schemes achieve fine-grained control
when users’ attributes satisfy the access policy, they fail to
ensure security and reliability in case of attribute leakage.
To address this issue, Papadamou et al. [23] introduced a
device and attribute-based authentication scheme that performs
additional authentication to enhance security. However, it
requires users to be equipped with additional authentication
devices, reducing the practicality of the scheme. To solve this
problem, Song and Wang [35] presented an attribute-based
password authentication scheme, ensuring that only users who
share the same password and provide attributes satisfying the
access policy can succeed in authentication.

Password-based authentication is widely adopted due to its
ease of deployment and update [36]. However, due to the
limitations of human memory, users can typically remember
only 5 to 7 distinct passwords [13]. As the number of user
accounts increases, it may result in password forgetting or
loss issues. As far as we know, most schemes assume that the
password will not be forgotten or lost, and they require users
to resubmit their original passwords to conduct authentication
and perform password updating. Therefore, these schemes fail
to be deployed successfully in the password forgetting and loss
scenarios. As pointed out by Weinshall and Kirkpatrick [37],
users will be unable to access their accounts permanently if
they forget or lose their passwords.

To address these issues, Ellison et al. [38] constructed a
password recovery scheme based on the encryption algorithm,
where the password is encrypted locally and can be decrypted
by users who own the secret key. According to their scheme,
the secret key can be reconstructed through the correct answers
to secret questions via the secret sharing method. While
Ellison et al. [38]’s method achieves password recovery to
help users find their password, it fails to consider the security
guaranteed by underlying secret questions. To tackle this
problem, Just and Aspinall [39] evaluated the security of secret
questions and found that many user-selected questions have a
low entropy, making them susceptible to guessing attacks.

Bonneau et al. [40] and Golla and Durmuth [41] identified
vulnerabilities in secret question-based authentication through
comprehensive analyses of large-scale, real-world datasets.
Their studies provided critical empirical insights and design
recommendations for account recovery mechanisms. Neverthe-
less, requiring users to recall all secret answers may impose
an impractical memory burden, undermining the feasibility of
such recovery methods. To solve this problem, Li et al. [19]
introduced a password recovery method based on email and
short messages services (SMS), but it fails to provide a formal
analysis under takeover or phishing attacks.

Although several password recovery methods have been
proposed to address password forgetting and loss issues,
few of them support dynamic password recovery—a feature
that allows users to update recovery credentials and secret
values to prevent privacy leakage. Moreover, these methods
are vulnerable to secret question guessing attacks, where an
adversary can compromise the recovery process by exploiting
easily guessable or publicly available personal information.
Given the multi-factor security of MFA schemes, the password
recovery method must satisfy stronger security requirements,
such as resistance to authentication factor compromise. As a
result, the above password recovery methods cannot be directly
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deployed in MFA schemes. Therefore, designing a dynamic
password recovery method for MFA schemes remains an open
challenge, which serves as the main motivation of this work.

B. Motivations

Password is the most widely used authentication factor in
constructing MFA schemes (see [29], [42], [43], [44]) because
of easy modification and deployment [36]. However, user-
chosen passwords tend to follow Zipf’s law [45], [46], which
makes highly susceptible to guessing attacks. To reduce this
threat, an increasing number of systems enforce stringent
password policies that require a combination of uppercase and
lowercase letters, digits, and special symbols [14]. Although
implementing a complex password policy can enhance secu-
rity, it may simultaneously increase the burden on users’
memory, potentially resulting in password forgetting and loss
issues [47]. Additionally, with the increase in the number of
various websites, the average number of passwords owned by
per person is also increasing, which is 168 in 2024. (see the
research conducted by NordPass [15]).

Some password recovery methods have been proposed to
address the password forgetting and loss issues. However,
these methods cannot be directly deployed in multi-factor
authentication schemes. On the one hand, existing password
recovery methods (see [16], [17], [19]) require users to inter-
act with the server and store recovery credentials on the
server side. These credentials may contain some sensitive
information, such as secret questions, biometrics, and email
addresses, which may result in privacy leakage. On the other
hand, existing password recovery methods (see [48]) fail to
update secret information, such as secret questions and secret
keys. Dynamically updating the above secret information can
reduce the risk of privacy leakage and improve the security
and reliability of MFA schemes.

In MFA schemes, recovery relies on fallback authen-
tication when the password is unavailable. As noted by
Lassak et al. [20], fallback authentication factors should be
easy to remember and be secure against known attacks.
Existing password recovery methods primarily rely on secret
questions or SMS/email-based verification. However, these
methods fail to consider malicious behaviours like secret
question guessing attacks and SMS/email spoofing attacks, and
thus cannot ensure security. Therefore, achieving secure and
dynamic password recovery in multi-factor schemes deserves
further research.

Furthermore, most existing MFA schemes (see [3], [5],
[43], [49]) are introduced for single-user applications where
authentication factors are generated and kept by the user
secretly. There are several concerns raised when implementing
these schemes. On the one hand, it may leak user’s privacy
information such as identity and biometrics, thus failing to
provide privacy protection. One the other hand, using authenti-
cation factors bound to the individual user is unable to provide
fine-grained access control through a flexible access policy. For
example, users can pass the authentication if she can provide a
threshold of valid authentication factors. In contrast, attribute-
based cryptography enables fine-grained access control by
allowing authentication only when a user’s attributes satisfy a
predefined access policy.

As far as we know, only Song and Wang’s scheme [35] at
IEEE TIFS’24 is the closest to this work. They presented an
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attribute-based password authentication scheme, ensuring that
users who pre-share a password and provide valid attributes
can exchange a session key with each other. However, Song-
Wang’s work is designed for peer-to-peer model and is based
on the assumption that the password will not be forgotten.
In addition, they fail to define and prove their protocol in
the universally composable (UC) framework, thus failing to
provide composable security. Above all, it is urgent to solve
the problem how to construct a UC-secure MFA scheme with
dynamic password recovery and fine-grained access control.

C. Contributions

To address these challenges, we propose MFA-DPREF,
a UC-secure multi-factor authentication scheme that simulta-
neously supports dynamic password recovery and fine-grained
access control. The proposed scheme employs attributes as one
of the authentication factors, ensuring only users who provide
valid attributes, the correct password and the valid smart
card can pass the authentication. It also provides dynamic
password recovery, allowing users to recover their passwords
locally and update recovery credentials securely. The specific
contributions are as follows:

(1) We propose a UC-secure multi-factor authentication
scheme with dynamic password recovery and fine-
grained access control, named MFA-DPREF. It guarantees
that only users who provide the correct password, the
valid smart card, and attributes satisfying the access
policy can pass authentication.

(2) We introduce a dynamic password recovery method that
allows users to recover their passwords locally without
server interaction. The method leverages secret questions
as fallback authentication, which are bound to secret
shares of a decryption key using a linear secret sharing
scheme. The ciphertext of the password is stored in
the smart card, so it can recover the password locally.
Moreover, MFA-DPRF supports dynamic updates of
secret values, minimizing the risk of privacy leakage.
To resist password and secret question guessing attacks,
it employs the fuzzy verifier technique to mix up the
distribution of passwords and answers, and then provides
real-time detection of malicious behavior.

(3) We prove the security of MFA-DPRF in the random
oracle model, reducing its security to the computa-
tional Diffie-Hellman assumption. Furthermore,we fur-
ther define an ideal functionality Fypa and prove that
the proposed scheme securely realizes it in the univer-
sally composable framework. Informal security analysis
demonstrates that MFA-DPRF resists various known
attacks, including password guessing, impersonation,
insider, node capture, and replay attacks. Performance
evaluation shows that MFA-DPRF achieves robustf secu-
rity and efficiency compared to existing state-of-the-art
MFA schemes.

D. Paper Organization

Section II introduces the preliminary knowledge, including
the monotonic access structure, linear secret sharing scheme,
the oblivious pseudorandom functionality, the authenticated
encryption, the adversary model, and systematic evaluation
criteria; Section III presents the construction of the proposed
scheme; Section IV, Section V, Section VI, and Section VII
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provide the formal and informal analysis; Section VIII presents
a performance analysis; Section IX concludes this paper.

II. PRELIMINARIES

This section outlines the cryptographic primitives and tech-
niques employed in MFA-DPRF, such as monotonic access
structures, linear secret sharing scheme, oblivious pseudoran-
dom functionality, authenticated encryption scheme, adversary
model, evaluation criteria, and UC security.

A. Monotonic Access Structures

Let U represent the set of all attributes and P(U) denote
the power set of U, i.e., the set of all possible subsets of
U. Define an access structure as any non-empty subset A of
P(U)\ {0}. Within this framework, subsets belonging to A are
termed authorized sets, whereas those not included in A are
referred to as unauthorized sets. A is defined as a monotone
access structure if it maintains the property of authorization
under subset inclusion. Specifically, if B is an authorized set
(i.e., B € A ), then any superset C of B (where C 2 B and
C € P(U)) is also authorized, that is, C € A.

B. LSSS-Linear Secret Sharing Scheme

Define U as a universe of attributes. A linear secret-sharing
scheme 714 over U for access structure A, operating within
Z,,, encompasses two polynomial-time algorithms. The method
utilizes an / x k share-generating matrix M and a row labeling
function p : [/] — Iy that assigns each row of M to an attribute
in A, where Iy represents the index of U.

1 Distribute (M, p, @): This algorithm, given M, p, and a
secret @ € Zp, randomly selects z,23,...,2% € Z, and
forms the vector v = (@, 22,23, ...,2%) € Z’;. It generates
[ shares as {M; - v : i € [l]}, where M;, the i-th row of
M, spans Zf,. Each share A, = M;-v is associated with
attribute (7).

2 Reconstruct(M, p, Att): Accepting M, p, and a set of
attributes Atr € A, this algorithm identifies I = {i € [[] :
p(@) € Iay}, where Iy, indexes Att. It outputs {attr; :
i € Iy}, ensuring Zielm Ao 1s a valid share set of «
under//y .

The access structure is characterized by the target vector
(1,0,...,0), meaning Atr € A iff (1,0,...,0) lies in the linear
span of rows of M indexed by Att.

Lemma 1: Given (M, p) realizing A over U, where M is
an [ x k share-generating matrix, for any A7t C U such that
Art € A, a polynomial-time algorithm exists that outputs a
vector w = (—=1,wp,...,wy) € Z’;, such that M; - w = 0 for
each i where p(i) € Iy, with I, as the index set for Afrt.
Att satisfies the access structure A (or equivalently, A accepts
Art) if and only if A#t is an authorized set within A, explicitly
At € A.

C. Oblivious Pseudorandom Functionality [50], [51]

A pseudorandom function (PRF) is an efficiently com-
putable keyed function f;(-) whose values are indistinguishable
from random elements in the function range for a randomly
chosen key k. The oblivious PRF (or OPRF) is a protocol
that allows the server SR, on input the key &, to let the user
UR compute the value fi(x) of a PRF fi(-) on any input
x of UR’s choice without releasing any other information
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eUpon receiving a query (EVAL,sid,SR,x)

decrement tx(SR*) and do the following:

Functionality Fgprp

The functionality F,pgrr is parameterized by a security parameter k. It interacts with the user UR, the server SR, and the
simulator SIM via the following queries. For each server SR, a table T(SR,") is initialized to empty.

from TUR (or
(evalrec, sid, STM, SR, x)), and send (EVAL, sid, UR, SR, |x|) (or (EVAL,sid,SIM,SR,x)) to SIM.

eUpon receiving a query (SNDRCOMPLETE, sid, SR) from SIM, increment tx(SR) (or setto 1 if previously undefined) and
send (SNDRCOMPLETE, sid, SR) to SR orto SIM if SR is not a server’s identity.

eUpon receiving the query (RCVCOMPLETE, sid, UR, SR, SR*) from SIM, recover the record (evalrec,sid, UR, SR, x). If
there exists no such record or SR is honest and SR* # SR or tx(SR*) = 0 (or undefined), abort the session. Otherwise,

DIf T(SR*, x) is defined, then send (EVALCOMPLETE, sid, SR/SR*, T(SR*, x))) to UR.
I> Else, choose sk € {0,1}}, set T(SR*,x) = sk and send (EVALCOMPLETE, sid, SR/SR*,T(SR*,x)) to UR.

SIM ), record (evalrec,sid, UR,SR,x) (or

Fig. 2. The ideal functionality Fopgrp. It interacts with U R, SR,and SZM via the EVAL query, SNDRCOMPLETE query, and RCVCOMPLETE query.

to SR to make sure that the SR learns nothing from the
protocol. An OPRF protocol corresponding to a PRF function
fx(+) is a secure computation protocol for functionality Fopgrg:
(k, x) = (fi(x), L).

Definition 1: A two-party protocol m between a user UR
and a server UR is an oblivious pseudorandom functionality
(OPRF) if there exists some PRF family fi(:) that m securely
realizes the following functionality:

1) UR inputs x; SR inputs key k.

2) UR outputs fi(x); SR outputs nothing.

The ideal functionality of the oblivious pseudorandom func-
tionality (OPRF) is shown in Fig. 2.

The ideal functionality Foprg involves the user U'R, the
sever SR, and an ideal-world simulator SZM. We denote by
A the security parameter, which is the length of the output
of Foprr. As shown in Fig. 2, the evaluation is triggered
by an (EVAL,sid,SR,x) query from UR requesting the
computation of Foprr with SR on input x. SNDRCOMPLETE
and RCVCOMPLETE denote the completion of SR’s and
UR’s computation during the session identified by sid. An
(EVAL,sid, SR, x) query from UR with SR is completed
by a (RCVCOMPLETE,sid, UR,SR,SR*) where SR" is
specified by adversary .4 and may not be the server SR
in the EVAL query. In the case SR = SR", we have a
computation with the intended server SR. While in the other
case SR # SR", it corresponds to the attacker channeling
the request to a different server, possibly a corrupted one.
We allow the adversary to specify a value SR* which may
not even be a server identity (in such case SR* will be
interpreted as a pointer to a function table). Thus, there is
no guarantee of the correctness of the evaluation request and
two requests with the same SR and x can be answered
differently.

The functionality Foprr maintains a table 7 used to record
the results of the OPRF evaluation by different senders on
user-requested inputs x. Specifically, T(SR, x) is defined as
SR’s OPRF evaluated on input x. The table’s entries are
initially undefined and are filled with random values by Foprp
upon RCVCOMPLETE activations. Note that T(SR,x) is
chosen at random even in the case that SR is corrupted

or it corresponds to a function table of the adversary. As a
result, any realization of Foprp needs to ensure that evaluations
with corrupted servers result in pseudorandom outputs. Note
that the values T(SR,x) are communicated to the request-
ing user, but the inputs x remain fully hidden as they are
never communicated to any party, including SZM. Finally,
note that Foprr provides the adversary with direct access
to all function tables by allowing EVAL queries directly to
FopRE-

A highly efficient and composable Oblivious Pseudorandom
Function (OPRF) protocol is proposed by Jarecki et al. [51],
which requires only a single exponentiation operation for the
server and two exponentiation operations for the user. This
OPREF protocol securely realizes the ideal functionality Foprp
shown in Fig. 2, and thus can be served as a component for
constructing the MFA protocol in this paper.

D. Authenticated Encryption [52], [53]

Authenticated encryption (AE) has been a vital operation
in cryptography due to its ability to provide confiden-
tiality, integrity, and authenticity at the same time. Tra-
ditional encryption-only schemes ensure confidentiality and
integrity/authenticity as separate services but were subse-
quently shown to fail to protect even confidentiality without
ensuring integrity. This fact paved the way for the naissance
of the notion of authenticated encryption (AE). Encryption
ensures the confidentiality of messages under a secret key. The
sender encrypts a confidential plaintext message and transmits
the ciphertext; the receiver decrypts it, returning the plaintext.
The sender calculates a message authentication code (MAC)
and attaches it to the message for authentication. The receiver
employs as the sender does to make sure that the two codes
match; if they do match, then he/she is assured that the
message is authentic and accepts it; otherwise, a forgery is
assumed, and the message is discarded.

An AE scheme has the following steps:

(1) Key Generation. KeyGen(1) — (K,, K,,): Given the
security parameter A, it outputs secret key K, and K,,,.
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Functionality F,g

The functionality F,y is parameterized by a security parameter k. It interacts with the sender S, the receiver R, and the
simulator SIM via the following queries.

Key Generation:
eUpon receiving the query (KEYGEN, sid,S) from R, if sid # (S/R,sid") or a record (keyrec,sid,S,R,,') exists, ignore.
Otherwise, send (KEYGEN, sid,S,R) to SIM and wait for a response from SIM:
D> If receives OK from SIM, create a record (keyrec,sid,S,R,K,,K,,), send (KEYCOMPLETE, sid, S, R,K,, K,,) to
S and R, and send (KEYCOMLETE, sid,S,R,| K,|, |K,,]) to SIM.
> If receives REJECT from SIM, return FAIL to § and R.

Encryption and Authentication:
eUpon receiving the query (AUTHENC,sid,R,M) from § (or from SIM ), record (authenrec,sid,S,R,M,--), send
(AUTHENG, sid, |[M|) to SIM. If there exists no record (keyrec,sid,S,R, K,, K,,), ignore; Else, if there exists a record
(keyrec, sid, S, R, K,,K,;,) and §/R is honest, do the following:
[> If there is no record (authenrec,sid,S,R, K, Ky, M,CT,0) , generate CT and o ,
(authenrec, sid, S, R, K,, K, M, CT, o), send (AUTHENCOMPLETE, sid, S,CT,0) to R (or SIM).
> Else, if there exists a record (authenrec,sid,S,R, M,CT,a) send (AUTHENCOMPLETE, sid, §,CT,0) to R (or
SIM). // message M has been queried via encryption and authentication interface

record

Decryption and Verification:

eUpon receiving the query (DECVRY,sid,CT,o) from R (or from SIM), if sid # (R,sid") or there exists no record
(keyrec, sid, S, R, K,, K,,,), then output (DECVRYCOMPLETE, sid,-,reject).to R (or to SIM) Otherwise, if there exists a
record (authenrec,sid, M, CT, o), output (DECVRYCOMPLETE, sid, M, accept) to R or to SIM. If there exists no such
record, randomly choose message and authentication tag M' € M and o' € o, record (authenrec,sid,S,R,M',CT,¢"), and
output (DECVRYCOMPLETE, sid, M’, accept) to R (or to STM).

Fig. 3. The ideal functionality Foprg. It interacts with S, R,and SZM via the KEYGEN query, AUTHENC query, and DECVRY query.

(2) Encrypt and Authenticate. aEnc(M,K,,K,) — If there exists
(CT,o0): Given a variable-length message M and secret S is honest, Fag will check whether there exists

there
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a record (keyrec,sid,S,R,K,,K,) and

exists

key K, and K, it outputs the ciphertext CT and the record
corresponding fixed-length authentication tag o

(3) Decrypt and Verification. aDec(CT,o, K., K,) —
(M, (accept/reject)) Given the ciphertext CT and secret
key K., K, it outputs the message M, and accept if the
decryption is successful and CT is valid; Otherwise, it
outputs re ject.

The ideal functionality of the authenticated encryption
scheme is shown in Fig. 3. It involves three parties: the sender
S, the receiver R and the simulator SZM. These parties inter-
act with the ideal functionality Fag as follows. Upon receiving
(KEYGEN, sid, R/S) from party S or R, Fag checks if this
session sid has been activated. If it has been activated and there
exists a record (keyrec, sid, S, R, -, -), Fag Will also ignore this
query. If this session has not been queried before, then Fag
sends (KEYGEN, sid, S, R) to SZM and waits for a response.
If STM returns OK, Fag will choose K, and K,,, from the key
space randomly and create a record (keyrec, sid, S, R, K., K,,),
it outputs (KEYCOMPLETE, sid, K., K,,) to S and R, and
sends (KEYGEN, sid, |K,|,|K,,|) to STM. If STM returns
REJECT, then output FAIL to & and R. It indicates that
SZM can learn something about the established session key
such as the length of the session key.

When receiving (AUTHENC, sid, RM) from S (or
from SZIM), record (authenrec,sid,S,R,M) and send
(AUTHENG, sid, |IM|) to SZM. Note that if S is honest,
the simulator can learn the length of the message M.

(authenrec, sid, S, R, M,CT,o). 1If
such a record, it denotes that the message M has
been queried on the session sid, therfore Fag will

send (AUTHENCOMPLETE, sid,S,CT,0) to R (or
to SZM). Otherwise, Fag generates CT and o
from the ciphertext and credential space randomly,
records (authenrec, sid, S, R, M,CT, o) and sends

(AUTHENCOMPLETE, sid, S,CT, o) to R (or to STM).

Upon receiving (DECVRY, sid,CT,o) from R (or from
SIM), if this session sid is not the matched session or
there is no record (keyrec, sid,S, R, K., K,;), Fag will out-
put (DECVRYCOMPLETE, sid, -, reject) to R. Otherwise, if
there exists a record (encrec, sid, S, R, M,CT, o) for (CT, o),
Fag will output (DECVRYCOMPLETE, sid, M, accept) to
R or (DECVRYCOMPLETE, sid,-,accept) to SIM. If
there exists no such a record (encrec,sid,S,R,M,CT,o)
for (CT,o), which denotes that S or SZM makes no
AUTHECC query to obtain CT and o, Fag then randomly
chooses M’ and o”, record (authenrec, sid,S,R,M’,CT, o),
and outputs (DECVRYCOMPLETE, sid, M, accept) to R or
(DECVRYCOMPLETE, sid, -, accept) to STM.

A UC secure authenticated encryption scheme is presented
by Canetti et al. [53], which is realized using a standard
encrypt-then-mac approach combined with a programmable
random oracle to achieve adaptive security. According to
the security assumption defined in this paper, where the
hash functions are treated as random oracles and the ideal
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functionality Fag denotes the ideal execution of the authen-
ticated encryption scheme, thus the UC secure authenticated
encryption scheme designed in reference [53] can be used to
construct the MFA protocol in this paper.

E. Adversary Model

Referring to representative works [3], [10], [54], the adver-
sary model is described as follows. Additionally, we have
added the adversary model Adv7 to show the secret question
guessing attacks conducted by the adversary when he compro-
mises the smart card and attempts to recover the password.

Advl. An adversary can access and enumerate all elements
in the attribute and password space efficiently.

Adv2. An adversary can control communication channels,
enabling interception, modification, eavesdropping,
and replay of messages transmitted publicly.

Adv3. An adversary can compromise any two of the three
authentication factors (not all of them).

Adv4. An adversary can compromise the servers, obtain
secret values, and try to conduct impersonation
attacks.

Adv5. An adversary can compromise the random value and
attempt to reconstruct the session key.

Adv6. An adversary can register and log in as a legitimate
user, aiming to access other secret information.

Adv7. An adversary can compromise the smart card, per-

form secret question guessing attacks, and attempt to
recover the password.

FE. Evaluation Criteria

The evaluation criteria outline the security requirements and
ideal properties that a well-designed multi-factor authentica-
tion scheme should meet. As mentioned earlier, Wang-Wang’s
evaluation criteria [10] is the most comprehensive and con-
crete, and it has been widely adopted (see [7], [10], [49], [54]).
Here we make some modifications (i.e., dynamic password
recovery, no passwords and secret answers exposure, and fine-
grained access control) and present as follows.

C1. No Password Verifier Table: The authentication gate-
way and sensor nodes don’t generate password tables.

C2. Dynamic Password Recovery and Updating: It per-
mits users to recover and update passwords dynamically
and flexibly.

C3. No Password, Attribute and Secret Answers Expo-
sure: Publicly transmitted messages ensure no password,
attribute and secret answers exposure.

C4. Resistance to Smart Card Loss Attack: It is infeasible
for adversaries to conduct other known attacks through
a stolen smart card.

C5. Resistance to Known Attacks: The scheme maintains
security against various attacks, such as password guess-
ing attacks, and node capture attacks.

C6. Sound Flexibility: The scheme allows for the revocation
of accounts to exit the session.

C7. Key-Agreement Provision: A session key is collabora-
tively established between users and servers.

C8. No Clock Synchronization: The scheme operates effec-
tively without synchronized clocks.

C9. Timely Detection: It is configured to respond promptly
to malicious behaviour.
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C10. Mutual Authentication: Mutual authentication is con-
ducted among all participating entities to ensure com-
munication security.

Cl11. User Anonymity and Untraceability: It is designed to
protect the privacy of all entities, ensuring anonymity
and untraceability.

C12. Forward Security: When the long-term secret is com-
promised, the session key remains secure.

C13. Fine-Grained Access Control: It sets an access policy

to achieve access control via users’ attributes.

Note that C2 is enhanced to support dynamic password
recovery to prevent account loss. Moreover, C3 has been
modified to ensure that publicly transmitted messages will
not reveal any valid information about the answers to secret
questions, thus ensuring the security of the password recovery.
In addition, C13 has been added to check whether MFA
schemes can provide fine-grained access control.

G. UC Security Definition

The security of a scheme is defined through the compu-
tational indistinguishability of a real-world experiment and
an ideal-world experiment, which is introduced by the UC
security framework [55], [56], [57]. In the real-world experi-
ment, an adversary interacts with the actual protocol execution,
while in the ideal-world experiment, a simulator interacts
with an ideal functionality that captures the desired security
properties. The environment cannot distinguish between these
two experiments with non-negligible probability, ensuring that
the protocol achieves composable security.

The following entities are involved in the UC framework:
dummy parties, a real-world adversary .4, an environment &,
an ideal-world functionality F, and an ideal-world simulator
SIM. & gives inputs to and obtains outputs from parties
in both real-world and ideal-world experiments. More impor-
tantly, £ can arbitrarily interact with A in the real-world
experiment and SZM in the ideal-world experiment.

In the real-world experiment, there exists an extra adversary
A who controls some corrupted parties and interacts with other
parties who run the instance of the scheme n. In the ideal-
world experiment, the same group of parties completes the
task of scheme 7 by interacting with F, which is trusted and
cannot be compromised. In particular, there exists a simulator
SZ M that controls the same set of corrupted parties as A does
in the ideal world. The communication between parties and F
is authenticated and confidential. The key requirement for UC
security is that no environment Z can distinguish whether it is
interacting with the real-world experiment or the ideal-world
one, meaning SZM must produce a perfect or computationally
close imitation of the real-world adversary’s effect.

Definition 2: Given a security parameter «, a scheme
n securely realize a functionality F if for any real-world
adversary A, there exists an ideal-world simulator (adversary)
SIM such that Pr[Real 4, — 1] = Pr[ldealszmre — 11
Here, Real 4. ¢ denotes the output of £ observing the real-
world experiment, while Idealszaqr e denotes the output of
& observing the ideal-world experiment.

III. THE PROPOSED PrROTOCOL: MFA-DPRF

This section presents the construction of MFA-DPREF, which
includes six phases: system initialization phase, user registra-
tion phase, server registration phase, login and authentication
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Fig. 4. The system framework of MFA-DPRF. It consists of four phases: registration phase, login and authentication phase, dynamic password recovery
phase, and update phase. The user can recover the original password and then reset a new one during the update phase.

TABLE 1
SYMBOL AND NOTATION

Symbol Notation Symbol Notation
UR User AGW Authentication Gateway
SR Server PW Password of UR
Att Attributes of UR sC Smart card of UR
OPRF| Oblivous pseudorandom functionality| F; Hash funtion
AE Authenticated encryption r Random value
T Secret chosen by UR idx; Index of z;
y Secret chosen by AGW s Secret of SR

A large prime KGF Key generation function
e Pairing operation MAC Message authentication code
@ XOR operation Il Concatenation operation
cr Ciphertext I3 Authentication tag
Kgus kgs Secret key K Session key
Q Secret questions asw Answers
M,p Access structure PWC Ciphertext of PV

phase, password recovery phase, and updating phase. Table I
shows symbols and notations in the proposed scheme.

A. Design Idea

The framework of the proposed scheme is shown in Fig. 4.
In the registration phase, UR inputs attributes Azf and runs
oblivious pseudorandom functionality OPRF with AGW on
inputs w;. Upon receiving sk; from OPRF, UR chooses a
random value x and generates its shares as x;; UR fur-
ther computes X[idx;] = AES.ENC(x;, sk;), where idx; =
H3(Hpwoanllatt;), HPW — (Hpw\||[Hpw.|l...|[Hpw,). Note
that only when UR inputs the correct password and a set
of attributes A#t* that meet the access policy can x be
successfully reconstructed in the login and authentication
phase. Upon successfully reconstructing x, UR computes

1 = Hy(H((HPW")||H(x)mod np), PID, = C, ® C;, and
C; = H{(Hs(g™)IIPID,). If C; = C3, UR can extract the
secret information from the smart card SC. UR computes
(CT,,0) via the authenticated encryption scheme, and C4 =
H\(HPW*||PID,||Hs(g"*)) to AGW as the login request. AGW
will pass Cs, CT,, 0, g, T3 to SR if it verifies C; = Cj.
If C5 = Cs, SR will compute K = KGF(g", g",(g")") and
send 03,8, T4 to UR. UR will establish the session key K
with SR if 05 = 073.

Note that the proposed protocol employs an authenticated
encryption scheme AE to protect the publicly transmitted

message g as (CTy,01) = Fag.Enc(my = g™, kg =
g"”). When successfully authenticating UR and verifying
the validity of the message, AGW runs an instance of the
authenticated encryption scheme to protect g=. When SR
authenticates AGW and the validity of the message, it chooses
a random value ry, and generates the session key K =
KGF(g', g™, (g")). Upon receiving o3, g™, UR computes
K = KGF(g",g",(g") ) and establishes the correct session
key K with SR if o = 0.

To conduct password recovery, UR inputs attributes Atf;
and chooses random values r;" € Z,, computes ¢ = g"z{',
¢; = Hy(Hz(att;||EML||RID) mod n,)’", and computes the
index value {Hs(att!||salt)}ican. If e(c1,c3) = elci,ca), the
attribute art] is valid. If the number of the valid attributes
is no less than 7, UR can extract the recovery credentials
{M,p, Q,{ti}icg, PWC} from the smart card SC. UR then
answers the secret questions Q; — asw;. If UR gets asw;
correctly, she can reconstruct n = ZiEQ l; x A; and recover
PW = Dec(PWC,n). In addition, UR can reset secret ques-
tions Q; — QF", secret value s — ™", and parameters
(M,p) — (M™",p"™") to regenerate password recovery cre-
dentials. Dynamically updating the secret information can
resist leakage issues and further enhance the security of
password recovery.

B. System Initialization

Given a security parameter k, it outputs parameters
{G1,Gr, e, p}, where G| and Gt are cyclic groups of order p.
p is a large prime whose length is at least 2“. g is a random
generator of G,. Five hash functions are defined as follows:
Hy : {0,1} — {0, 1}, Hy : {0,1} — Gy, H3 : {0,1} — Z,,
Hy : {0,1}" — {0,1}", Hs : G; — {0,1}". A key generation
funciton KGF is chosen, KGF: G|, x G| x G; — {0, 1}".
A message authentication code function is defined: MAC:
{0,1} x {0,1}* x G; x G; — {0,1}*. Additionally, a label
function ¢ is chosen, ¢ : {0, 1}* — Zy,; n, and n, denotes the
size of the password and attribute space. The public parameters
are as follows params = {Gi, Gr, p, g, np, e, (Hji<i<s, @,
KGF, MAC}.

C. User Registration

This phase is shown in Fig. 5 and described as follows.
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User Registration Phase

User

Input Att = {atty,att, ..., att,}, PW
via a secure channel

w; = Hy(att;), © €R Z,

HPW = Hy(PW | salt) ski

-

via a secure channel

Authentication Gateway

‘% ku €R Zp
via a secure channel

Set MSP matrix and lable function (Myp, p)

nEr Ly, v=(n21,2... )TN = Mysp(i) x v

t; = Hi(Hy(asw;||salt) mod p) ® \;, PWC = AES.ENC(PW,n)
7‘: ERZy. 1= g"’, ¢y = Hy(Hs(att;||[EML||RID) mod n,‘)r:

W Hs(atti||salt)] = (c1, ¢2)

SC = {M,p,W,Q, {t:}ieq. 9", Ca. Cy, PWC}

(n.)=55S.share Cy, ¢*, HPW, X

T {z17$2;<-71n}
via a secure channel
HPW — (Hpw:||Hpws||...|| Hpwy,)
id; = Hy(HPWy,l|atti), Xlidz;) = AES.ENC(z;, sk;)
Cy = Hy(H\(HPW)||Hy(x) mod ny)
Set N questions Q; — asw;, 1 <i < N y €r Ly, PID, €5 {0,1}*
Cy, C3, g”

via a secure channel

Cy=PID,® Cy, Cy = H\(Hs(g"™)||PID,)

Fig. 5. User registration phase. UR sends registration requests to AGW and obtains partial smart card data as a registration response in this phase.

URI1. UR first sets attributes Art = {atty,atty,...,att,},
and password PW, and computes the hash value HPW =
H\(PW || salt), and generates 2n parts of HPW as HPW —
(Hpwi||Hpwy||...||Hpws,); computes w; = Hy(att;); runs
OPRF with input w; to obtain sk;. Note that the OPRF protocol
is treated as an ideal functionality Fopgp in this paper which
is executed securely between UR and AGW. Therefore, sk; is

transmitted securely to UR. Then, UR chooses x €r Z, and

(n,t)-S S S.share
generates shares x; as x —— > {x],x2,...,X,}; com-

putes idx,- = H3(HPW¢(azti)||atti)7 X[ldx,] = AES .ENC(X,‘, Ski),
Ci = Hy(H\(HPW)||H(x) mod n,) and sends X, Cy to AGW.

UR2. Note that, AGW chooses a random key k, €g Z,, and
runs OPRF with UR. Upon receiving X and C;, AGW chooses
a random value y €g Z,,, PID, € {0,1}", and computes C, =
PID,&C,, C3 = H{(H5(g™)||PID,). It keeps k,, PID,, X, and
sends C,, C3 to UR.

UR3. Upon receiving C, and C3, UR sets N number-
driven secret questions (e.g., “Your last phone number”)
Qi — asw;, 1 < i < N and a MSP matrix and lable
function (Myxy1, p); chooses a random value n €g Z; and
sets a random vector v = (n,zl,zg,...,zL)T, where z; € Zp;
then computes A; = Myxr(i) X v, t; = H{(Hy(aswi|salt)
mod p) ® A;, PWC = AES.ENC(PW,n); then UR chooses
¥, € Z,, computes ¢| = g, ¢o = Ha(Hs(att;|[EMLIRID)
mod n,)" where EML denotes the email address and RID
denotes the recvoery identity associated with the specific
user; then defines W[Hj(att;||salt)] = (c1,c¢z). It also sets
a threshold num,,. which denotes the maximum number
of password recovery attempts. Finally, UR sets SC =
{Mno’ W’ Q7 {ti}iEQ’ gy’ Cz, CS, PWC’ numrec}~

D. Server Registration

SR1. Upon receiving the registration request from SR, AGW
chooses s €g Z,, sends s to SR and keeps g*.
SR2. Upon receiving s, SR keeps it securely.

E. User Login and Authentication

User login and authentication phase is shown in Fig. 6.

UL1. UR inputs Atf;, computes w; = H(att), then
UR runs OPRF with the input w; and obtains sk;; UR
inputs PW*, computes HPW* = H{(PW*|salt), HPW* —
(HpwillHpwall ... \[Hpway,), idx; = Hz(Hpwgllatt;), and
sends idx;, T to AGW.

UL2. Upon receiving {idxi},-eRA,,;, if |T{ =T, £ AT and
Xlidx;] # L, AGW sets count,+ = 1. If count, > t, it sends
(Xlidx;l)icau; to UR.

UL3. Upon receiving {X[idx;]}ican;, UR performs the
decryption to recover x; = AES.DEC(X[idx;], sk;) and recov-
ers SSS.Reconstruct(x;) — x. UR inserts S C, computes C] =
Hy(H(HPW")||H (x) mod n,), PID, = C, ® Cy, and C; =
H\(Hs(g™)IIPID,). If C; # Cs, abort; otherwise, chooses 74,
Tus €R Z;‘,, computes kg, = (), (CT1,01) = Fag.Enc(m; =
8|\ T2, kgy), and C4 = H{(HPW*||PID,||Hs(g"#)). UR sends
C4,CTy,04,8™,T, to AGW on the public channel.

UL4. Upon receiving Cy4,CT,01,T5, if |T; — To| < AT,
AGW computes kg, = (g), my = Fag.Dec(CTy,kg,);
if FagVerify(mi,o1,ky) = 1, it computes C; =
H,(HPWI|IPID,||Hs(g"<)); if C; = C4, it chooses rgs €r Z,,
PID; ep {0,1}*, computes Cs = H{(PID||Hs5(g'*)), kgs =
(&")» and (CT,,03) = Fag.Enc(PIDj||g"||T3, kgs). Finally,
AGW sends Cs, CT,, 0», g"=, T3 to SR through a public
channel.

ULS. Upon receiving Cs, CT,, o3, g+, T3, if |T; —
T3] < AT, SR computes ko, = (g"#)" and PID||g"||T3 =
Fag.-Dec(CTy, kyy); if Fag.Verify(PID;l|g"™||T3,02,kgs) = 1,
it chooses ry, €g Z;, computes K = KGF(g",g", (g"™)™)
and 03 = MAC(K||T4||g"||g"). Finally, SR sends o3, 8", T4
to UR through a public channel.

UL6. Upon receiving 03,8, Ty, if [Ty — T4l < AT,

UR computes K = KGF(g"=,g", g™ ) and
o5 =  MACKI|Tilg™llg™): if o3 = o3 UR
returns K.
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User Login and Authentication Phase

User Authentication Gateway Server
Input Att; “i N . k ki, €rZy

via a secure channel via a secure channel

ski

w; = Hy(att!) s

via a secure channel

If |T) — T3] < AT: ko = (g7)°

Input SC, PW*

idx;, T, if [T) — 71| < AT A X[ide)) # L county+ = 1 PID,||g"||Ts = Fag.Dec(CT, kyy)
HPW* = Hy(PW* || salt) idei, Xide}

record X|idz;] If Fap-Verify(my, o, ko) = 1:

HPW* — (Hpw:||Hpws||...|| Hpway,) If count, > t: send {X|idx;]}ican. Cs 1(PID||Hs(g™))

ide; = Ui(llpu'(,',,,,TJHaT,f,,’)
z; = AES.DEC(X[idx;], ski), SSS.Reconstruct(z;) — x

Cy,CTh,01,9™, T,

CY = Hy(H,(HPW")|[H(z) mod n,)

PID,=C,® Cy, C5 = Hi(Hs(g™)||PID,)
If C5 = O3t Tugy Tus € Zpy kigu = g™
(CTh,01) = Fap-Enc(my = ¢™||T3, k)
Cy= Hi(HPW?||PID,||Hs(g"))

If [T, — Ty| < AT: K = KGF(g"™, g, (g")")

If MAC(K||Tul|g"|lg"") = o5t return K

If |T) — Ty| < AT: my = Fap.Dec(CTy, kg, = (g7)")

If Fap.Verify(m, o1k,
C; = Hy(HPW||PID,||Hs(g™)
If Cf = Ct 1ys €R Ly, kys = (¢°)™
PID, € {0,1}"

Cs = H\(PID||Hs5(g™))

(CTy,02) = Fap-Enc(PID||g"||Ts, kys)

If C5 = Cs: r g Z;‘,

Cs5,CTy, 09,9, T K = KGF (g, g™, (g")"™)

03 = MAC(K||T g Ilg"™)

u)

Fig. 6. User login and authentication phase. UR logs in to the system and establishes a session key with SR after mutual authentication in this phase.

Password Recovery Phase

User
Input Atty = {att], atts, ..., att }, m >t

"
* r
T; ERvaclzglv

% RID, ¢}, c5, H(att]||salt)

Smart Card

count, = 0, countpec+ =1

& = Hy(Ha(att:||[EML||RID) mod na)"
Compute /;: ZM" x l; = (1,0,...0)
1€Q

Q; — asw;, \; = Hi(Ho(asw||salt) mod p) ®t;

AL P Q7 {t1}1€Q7 PWC

If count, . < numyee:

Check if e(c1,c5) = e(c], ca):

count,+ =1

If count, > t:

n=>Y_lix\, PW=AESDEC(y, PWC)
1€Q
Return PW

Send {M, p, @, {t}icq, PWC}

Else, send {M ,p,Q,{t};cq. PWC'}

Fig. 7. Password recovery phase. UR can retrieve her previous passwords locally when she forgets or loses password in this phase.

F. Password Recovery

This phase is shown in Fig. 7 and described as follows.

PR1. UR inserts SC to the specific device and inputs
attributes  Aft;; UR chooses a random value r/ €r Z,,
computes ¢ = g7, ¢5 = Hy(Hs(att]|EMLIRID)mod n,)""
and sends messages {RID,c},cs, Hy(attf||salf)}ican; to the
device.

PR2. Upon receiving {RID, c’l‘,cz,H3(att;‘||salt)},v€A,,§, the
device computes the current number of attempts at password
recovery count...+ = 1 which corresponds to the recovery
identity RID and checks if count,.. < num,,.; if so, it extracts
WI[Hj(att}||salt)] = (c1,c2), set count, = 0, and checks

if e(c1,¢5) = e(c],cp); if the above equality holds, it sets
count,+ = 1; if count, > t, it sends {M, p, O, {t;}ico, PWC} to
UR, and sets count,.. to zero; if count, < t, dummy message
{M',p',Q, {ti}l’.EQ,PWC’} following the same distribution will
be sent to UR.

PR3. Upon receiving {M,p, O, {t}, PWC} from SC, UR
answers Q; — asw;, and computes A; = Hi(H(aswi||salt)
mod p) @ . Furthermore, UR computes [; where
Zitei X M,' = (1,0,...,0), and n = Zitei X ﬂl’. UR
computes PW = AES.DEC(PWC,n).

Specifically, UR is able to change secret questions Q; —
oy, (M,p) — (M"™,p"") and chooses a new secret
7" and sets V™" = (n”ew,z'l’ew,zgew,...,z’L’ew)T to compute
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A = M) x v, Hi(aswi®"||salt) & A7,
PWC™ = AES . ENC(PW,n"®"). Dynamically updating these
data can prevent privacy leakage and enhance the security of
password recovery. That’s why we call it dynamic password
recovery.

Since this process is only executed when users want to
perform password recovery, the computational overhead gen-
erated in this stage will not affect the user’s login and
authentication process every time; At the same time, as long as
the attributes Az, meets the threshold policy (n, t), the user can
pass the authentication, so the number of pairing operations
executed in the smart card can be compressed to 2¢ times,
which reduces the computational cost. Additionally, if the
smart card is kept safe, the adversary cannot perform attribute
guessing attacks; if the smart card is stolen, due to the appli-
cation of the verifier technique (c; = H,(Hs(att;||[EML||RID)
mod n,)"%, ¢§ = Hy(Hs(att;||IEMLIRID) mod n,)7), and the
rate-limiting policy (allows the adversary to perform password
recovery no more than num,.. times), the adversary fails to
guess attributes or extracts the attributes from the compro-
mised smart card efficiently.

new j—
¢ =

G. Password, Attributes, and Smart Card Update

a. After providing the old password PW, attributes Atz
and smart card SC, UR recover x and PID, according to
the above description, computes C5 = H{(Hs(g™)IIPID,) and
sends C3, T4 to AGW.

b. Upon receiving Cs, if [T — T4| < AT A C% =
H\(Hs(g™)|IPID,), AGW verifies the identity of UR.

c. UR selects the new password PW"", attributes Att"™",
computes HPW"™" = H{(PW™" || salt""); chooses riv g
Z,, and computes """ = H;(att}"), W = Hy( fi"ew)’iw" ;

Cs =

; runs
OPRF with AGW to obtain sk*”; chooses x"*" €p Z, and

(n,t)—-SS S .share
generates shares x]" as B v R vl
computes idx!" = H3(att!*"||HPW""), Xlidx]*"] =
AES ENC(xX, skr"), C' = Hy(H(HPW"")||H, (x"*)
mod n,), and sends X" and g to AGW.
d. Upon receiving X" and g*", AGW updates X — X"
and g% — g%

e. UR chooses (r)y" er Z,, computes ' = g™
A = Hy(Hz(att™"||[EML||RIDYmod ~ n,)""™"
and defines  W[H3(att}"||salt™")] = (1, 5",
computes PWC"™" AES ENC(PW"™",s), C}*" =
PID, ® Hy(H\(HPW™)|H,(x") mod n,), CI% =
Hi(Hs(g"" " M||PID,); finally, UR updates the smart card as
SCrev =(M, 0, wrew . Q, {ti}iEQ gy’ Cgew, Cgtew’ PWC™  numye ).

Considering the scenario where users prefer to use their
previous password rather than resetting a new one, we design
password recovery and password update separately. However,
enabling a direct password reset within the MFA protocol
remains a challenge, as authenticating with a newly chosen
password may typically require a full registration process
and some potential threats (e.g., password reuse) need to be
analyzed. Therefore, designing a MFA protocol with password
recovery and reset deserves further research and we will
address this issue in future work.

IV. FORMAL SECURITY ANALYSIS OF MFA-DPRF

Theorem 1: Assume that there is a probabilistic
polynomial-time adversary A that executes gg times of

5669

Extract(0ur, Oacw, Osr), qs times of Send(Our,Oacw, sk, M),
qn, times of Hi()i[1s5)> qenc encryption and decryption
queries and @uqc message authentication code queries Then

MFA-DPR i, +4s o -
Advy < Diena HIH JFAdVAE iy + T +

zlm+l
v 1 (getas)*+2gs <1H| Aasw;
2C"qg + o + +Zl>,qg<numm 2,(,,,‘ + QrgfEcan-

Referring to works [10], [40] [41] C", 17, Ausw, and Gy, are
constants related to the password and private questions, /; is
the length of H;(-)i[1 5 lenc is the length of the ciphertext,
Imae denotes the length of MAC, [, denotes the length of
att;, and &.4, denotes the advantage in solving the CDH
problem.

The complete security proof is shown in Appendix A of the
full version at https://I1ng.com/cyt3cog

V. ANALYSIS OF PASSWORD RECOVERY SECURITY

Theorem 2: Assuming the existence of an efficient adver-
sary A who can extract Q, PWC and {t;};cp from SC, the
advantage of A successfully recovering the password is no
more than AdvAES ‘IH]GN/laml +Zl>l s <nume; 2:‘,”, + 2pN’ where
AdvAES denotes the advantage of A successfully breaking the
underlying AES algorithm and ~—~ denotes the advantage of
guessing the secret question. See 2 more detailed analysis of

password recovery in Appendix B of the full version at https://
I1ng.com/cyt3cog.

VI. UC SECURITY ANALYSIS OF MFA-DPRF

Theorem 3: The proposed scheme securely realizes the Fypa
in {Foprr, FAE, Fcrs}-hybrid model. In other words, given a
security parameter «, for any real-world adversary A, there
exists an ideal-world simulator SZM such that environment
£ is unable to distinguish whether it interacts with A and
MFA-DPREF in the real world or with SZM and Fyga in the
ideal world,

Pr{Real'{ ity sorre = 11 ~ Pr{ldeals gy, e = 11.

A sequence of hybrid experiments is defined, starting from
the real world and ending in the ideal world, where in
each experiment we change some aspect of the simulation
and show that £ cannot distinguish any two consecu-
tive experiments with non-negligible probability. Finally, we
will prove that £ is unable to distinguish the interac-
tion with A and MFA-DPRF in the real world or with
SIM and Fyga in the ideal world, except with negligible
probability.

Fig. 8 shows the ideal functionality Fya, Which represents
the desirable security properties of MFA-DPRF. The registra-
tion phase is captured by the query REGIS. The login and
authentication phase is performed by the LOGAUTH query.
The key generation phase is captured by the NEWKEY query
and the active attacks such as password guessing attacks is
performed by the TEST query.

Low-entropy secret information is always vulnerable
to guessing attacks. Consequently, we capture password

guessing  attacks,  attribute  guessing  attacks and
secret questions guessing attacks via the interface
(TEST, sid, UR, PW’, Att’ , {asw/}icp) in Fypa. SZM can

receive ‘“‘correct guess” from Fypa when it successfully
guesses the password and attributes. This session will be
marked as COMPROMIS ED. Otherwise, STM will receive
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Functionality Fyga

The functionality Fyg, is parameterized by a security parameter k. It sets a password recovery threshold num,... and a value
count,,. to record the recovery attempts. Fyps interacts with the user UR, the server SR, and the simulator SIM via the
following queries.

Registration:
eUpon receiving the query (REGIS,sid, AGW,PW,Att,Q) from UR, if it is the first registration query, record
(regisrec, sid, UR, PW, Att, Q,{asw;};eq, SC) and make it fresh. If this is the second registration query and there exists a
record (regisrec, UR, PW’, Att',{asw;}icq,SC"), then record (regisrec,sid,’uR,PW,Att, Q,{asw,—}ieQ,SC). Finally, send
(REGIS, sid, AGW, UR, |PW |, |Att|, |att;], lasw;|) to SIM and wait for response from STM:
D> If receives OK from SIM, return (regisrec, sid, SC) to UR;
D> If receives REJECT from SIM,return FAIL to UR.
eUpon receiving aquery (REGIS, sid, AGW, IDgz) from SR, ifitis the first registration query, choose a random value s €, Zj,
record (regisrec,sid, SR, s), send (NewSess, sid, SR, |PW |, |Att|, |att;|) to STM and wait for response from STM':
D> If receives OK from SIM, return (regisrec,sid,SR,s) to SR;
> If receives REJECT from SIM: return FAIL to SR.

Login and Authentication:
eUpon receiving the query (LOGAUTH,sid, PW*, Att*,SC*) from UR (or from SIM ), first keep the record
(logauthrec, sid, AGW, UR,W*, Att*,SC*). Then, send (LOGAUTH, sid, |PW~*|,|Att*|,|att;|) to SIM and wait for a
response from SIM:
D If receives OK from SIM, check if there exist a record (regisrec, sid, UR, PW, Att, Q, {asw;};cq,SC):
-If there exists a record, and PW = PW™ A |Att N Att*| = t, return “successful login and authentication” to UR.
-Else, return FAIL to UR.
> If receives REJECT from SIM, return FAIL to UR.

Key Generation:
eUpon receiving the query (NEWKEY, sid, UR/SR,K*) from STM, if there is a record (keyrec, sid, UR, SR,”) not marked
COMPLETED:
[>If this session sid is marked as COMPROMISED, or UR/SR is corrupted, set K = K*
[>If this session sid is marked as FRESH, and a session key K' has been sent to UR/SR, set K = K'.
[> Else, set a random session key K € {0,1}<n,

Password Recovery:
eUpon receiving the query (RECPW, sid, Att™, {asw;};cq,SC™) from UR (or from SIM), set count,..+= 1 and keep the
record (pwrec, sid, UR, Att™,{asw;};c,SC*) and then send (RECPW,sid, |Att*|,|att;|, |asw;|) to SIM.

[> If there exists no record (regisrec, sid, UR, PW, Att, Q,{asw;};eq, SC), ignore.
DIf count,o.+=1 > num,,, return L to UR. // rate-limiting mechanism.
D Else, if |Att N Att*| =t A {asw;}ieo = {asw;}ieg A count,,.+=1 < num,,, return PW to UR.// attributes are
valid and answers are correct
DIf |Att N Att"| <t V {asw;}iep # {asw;}icq, return a random string PW' €, {0,1}PW! to UR. // incorrect answers
or invalid attributes will lead to a random password

Active Attacks:
eUpon receiving the query (TEST,sid, UR,PW' Att',{asw,};eo) from SIM
(regisrec, sid, UR, PW, Att, Q,{asw;}icq, SC), ignore; Else, do the following:
DIf PW' = PW A |Att 0 Att'| = t, mark this session sid COMPROMISED and return “correct guess” to SIM. //
password and attribute guessing attacks
> Else, mark this session sid interrupted and return “wrong guess” to SIM.
PIf {asw;}ieq = {asw;}ieq, return “correct answers” to STM.. // secret question guessing attacks
> Else, return “wrong answers” to SIM.
eUpon receiving the query (LEAKSC,sid, UR) from SIM, if there exists no record (regisrec,sid, UR,,,,,SC), ignore;
Otherwise, return leak(state, SC) to SIM. // side channel attacks against the smart card

, if there exists no record

Fig. 8. The ideal functionality Fypa. It interacts with U R, SR, and SZM via the REGIS query, LOGAUTH query, NEWKEY query, and RECPW query.
Furthermore, it captures active attacks, including password guessing attacks, attribute guessing attacks, secret question guessing attacks, and side channel
attacks, via the interface TEST and LEAKSC. Upon guessing the password and attributes successfully, the session sid is marked COMPROMISED.

“wrong guess”, and this session will be marked as interrupted.
The complete analysis under the UC framework can be seen
in Appendix C of the full version at https://l1nq.com/cyt3cog

VII. INFORMAL SECURITY ANALYSIS OF MFA-DPRF

This section presents an informal security analysis of MFA-
DPRF, showing that it can resist known attacks such as
password guessing attacks, impersonation attacks, node cap-
ture attacks, and it can achieve fine-grained access control,

multi-factor security, dynamic password recovery, and forward
security.

A. Resist Password Guessing Attacks

MFA-DPRF employs the fuzzy verifier technique to mix
up the distribution of passwords, effectively reducing the
risk of password guessing attacks. If the adversary A
intercepts the publicly transmitted message idx;, Cs4, CT)
and o, since we apply the fuzzy verifier technique to com-
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TABLE I
SECURITY COMPARISON AMONG RELEVANT AUTHENTICATION SCHEMES

Adverary model

Thirteen evaluation criteria

Scheme Year Ref. Authentication factor

Advl Adv2 Adv3 Adv4 Adv5 Adv6 Adv7 C1 C2 C3 C4 C5 C6 C7 C8 C9 Cl0 CIl CI2 CI3
Guo et al. et al. 2014 [21] Attribute vV v - X X v - - - - - X X VvV VvV x x VvV x V
Sucasas et al. 2016 [32] Attribute v v - X X v - - - - - X XV VvV X x VvV x YV
Zhang et al. 2018 [58] Attribute v v - X X v - - - - - X XV VvV X x vV x V
Lu et al. 2019 [59] Password+Smart card+Biometric v v X X X v X v x vV x x v vV x v v x x X
Srinivas et al. 2021 [60] Password+Smart card+Biometric v v v v v X v X vV x x v vV x vV x x x X
Sahoo et al. 2021 [61] Password+Smart card+Biometric v v v v N X v X VvV x x v vV x Vv vV x x X
Han et al. 2021 [62] Attribute v v - X X v - - - - - X XV VvV X x vV x V
Sutrala et al. 2022 [12] Password+Smart card v v v v v v X vV x Vv x x v Vv x v Vv x v X
Braeken et al. 2023 [63] Password+Smart card+Biometric v v v v v v X v X vV X X X vV x v vV x x X
Sucasas et al. 2023  [34] Attribute v v - X X v - - - - - X XV VvV X x vV x V
Shi et al. 2024  [64] Attribute v v - X X Ve - - - - - X X VvV VvV x x vV x V
Song et al. 2024 [35] Attribute+Password v v v v v o X v X Vv - x v VvV vV v Vv v Y
Wang et al. 2025 [65] Identity+Biometric+Certificate v v v v vV - vV - - -V vV VYV x v vV x X
Yang et al. 2025 [66] Reputation+Certificate v v - vooox X - V- - - VvV x VvV x v vV vV X
Le et al. 2025 [67] Password+Biometric+Smart card v v v X v X v x v Vv x v vV x v vV x X
Han et al. 2025 [68] Identity+Certificate v v - X X v - - - - - X XV VvV X x VvV x YV
Our scheme 2025 —  Password+Smart card+Attribute v v v Vv v v vV v Vv vV Vv vV v v v v ovovoVv

The details of the adversary model Advl~Adv6 and criteria C1~C13 are referred to Section II-E and Section II-F. Note that “v"” means

achieving the corresponding goal,

while “x” means failing to achieving the corresponding goal, “—” means not applicable.
TABLE IIT
PERFORMANCE COMPARISON AMONG RELEVANT AUTHENTICATION SCHEMES
Scheme Ref. Computation cost Communication cost
User Server Total User Server Total

Guo et al. [21] (27 +2n)Tar + (45 +n)Tw (5+n)Tn +6Tp = 429.074 ms 5120 bits 11264bits 16384 bits
Sucasas et al. [32] 3T+ 8+2n)Ty +2Tg + Tp ATy + (3+2n)Ty + 2Tk + 5Tp = 275.171 ms 5120 bits 12288 bits 17408 bits
Zhang et al. [58] (3+3n)Ty + (16 + n)Tas + 6Tp (1+n)Tu + (10 +n)Tar ~357.477ms 9728 bits 34816 bits 44544 bits
Lu et al. [59] 6Ty +Ts+3Tp+ 1B 2Ty +2Ts + 2Tp ~ 56.829 ms 2036 bits 852 bits 2888 bits
Srinivas et al. [60] 17Ty +6Tp + T3 8Ty + 4Tp ~ 107.491 ms 2472 bits 1504 bits 3976 bits
Sahoo et al. [61] 8Ty +2Ts +3Tp+Tp ATy +2Ts + 2Tp ~ 65.602 ms 2576 bits 1640 bits 4216 bits
Han et al. [62] (1+43n)Ty + (174 8n)Ta + (28 + 15n)Tg + (10 + 8n)Tp 21Ty + 13T + 28T + 81p ~ 2491.283 ms 7680 bits 1176 bits 19456 bits
Sutrala et al. [12] 16Ty + T + 5Tp 8Ty +4Tp ~ 100.093 ms 2608 bits 992 bits 3600 bits
Braeken et al.  [63] 3Ty +4Tp+3Ts +Tp ATy +3Tp +Ts ~ 68.659 ms 1012 bits 768 bits 1780 bits
Sucasas et al. [34] 27Ty + (84 ™) Ty + (7T+ 8n)Tk + 3nTp 2Ty + (9+4n)Ty + (6 +5n)Tk + 3nTp =~ 2144513 ms 3,018 bits 4,408 bits 7,426 bits
Shi et al. [64] nTy + (5n+2)Ty + (4n+ 13)Tg nTy+ (2n+2)Ty + (n+1)Tg +7Tp =~ 915.683 ms 7168 bits 4,408 bits 11576 bits
Song et al. [35] 8Ty + (114 2n)Tar + (124 3n)Tg + 5Tp (14+4n)Ty + (3+8n)Tg ~ 1288.794ms 11776 bits 11776 bits 23552 bits
Wang et al. [65] 2Ty + Ty + (Is + 1)Tas + LTr + (215 + 3)Tg Ty + (I, + 1)Tg ~167.972ms 2048 bits 512 bits 2560 bits
Yang et al. [66] 3Ty +4Ty +TTg 2Ty + 4Ty + 6T = 74.036 ms 4608 bits 2560 bits 7168 bits
Le et al. [67] 15Ty + T + 6T 10Ty + (T + 6)Tar = 89.631 ms 2560 bits 4352 bits 6912 bits
Han et al. [68] (Al +12)Tar + (s +17) T + (216 + 9)Tp (2 + )Ty +31,Thy + (Al + 4)Tg + Tp  ~1133.513 ms 3,018 bits 4,408 bits 7,426 bits
Our scheme - Cn+ )Ty + (n+3)Tg +Ta+nTr 3Ty +2Tg+Ts =~ 323.548 ms 11264 bits 1024 bits 12288 bits

T,

n” represents the number of attributes (we set n = 20); “l;” represents the number of servers (we set g = 5). Tx, Ts, Tg, T, T, Tp, Ta, Tr denote the
hash operation, symmetric encryption operation, modular exponential operation, multiplication operation, fuzzy extraction operation, bilinear pairing operation, authentication

encryption, and oblivious pseudorandom operation, respectively.

pute idx; = H3(H(Hpw))||H,(att;) mod n,) where HPW —
(Hpw1|[Hpws|| ... [|[Hpwy), it is difficult for A to guess the
password PW even if he may provide a valid attribute. Due to
the randomness of g"«, r,, and the security of the authenticated
encryption scheme AE, it is impossible for .4 to extract some
valid information about PW from the publicly transmitted
message C4, CT; and 0.

See the complete informal analysis in Appendix D of the
full version at https://l1nq.com/cyt3cog

VIII. PERFORMANCE ANALYSIS

This section conducts an exhaustive comparison of some
representative authentication schemes with MFA-DPRF.

Table IV shows that these representative works [21], [32],
[34], [35], [58], [62], [64] are attribute-based authentication
schemes, while others are multi-factor authentication schemes.
None of them employ attributes to construct MFA schemes
except Song and Wang [35]’s work. However, Song and Wang

TABLE IV
PERFORMANCE OF DYNAMIC PASSWORD RECOVERY

Process Computation cost Communication cost
Generation nTy +Ta +2nTp + Tepnc 2n|G| + (n + 1)|Zp|
Recovery nTy + Ty + 20T +2nTp + TepNnc -

[35] fails to address password forgetting and loss issues and
cannot provide composable security. It reveals that, except for
MFA-DPRF, other schemes fail to meet evaluation criterion
C2, which requires dynamic password recovery and allows
users to change their secret values flexibly. Additionally, nearly
80% of these schemes are unable to meet criteria C4 and C5,
indicating they are vulnerable to password guessing attacks,
node capture attacks, and other known attacks. Furthermore,
although schemes [21], [32], [34], [35], [58], [62], [64] support
fine-grained access control (see C13), none of these works
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TABLE V
OPERATION COST AND DESCRIPTION

Operation Cost
Ty ~1413
Tp=6.827
Tar =~ 3.652 |one modular multiplication operation|
Te =~ 2.947

Description Operation Cost
Tp ~ 4.665
Tp ~ 3.251
T~ 2.172

Ta =~ 4.537 |one authentication encryption operation|

Description

one hash operation one OPRF operation

one bilinear paring operation one fuzzy extractor operation

one Symmetric Encryption operation

one modular exponential operation

can provide forward security and multi-factor security. MFA-
DPRF can not only support dynamic password recovery and
forward security but also achieve fine-grained access control.

For simplicity, we assume that the sizes of attributes,
passwords, and biometrics are 60 bits, the size of random
values, physically unclonable function outputs, and fuzzy
extractor values are 160 bits. The size of the hash function
and symmetric encryption output are 256 bits. Table III
shows that MFA-DPREF is more efficient than Guo et al. [21],
Sucasas et al. [32], Zhang et al. [58], Han et al. [62], and
Sucasas et al. [34]. Compared to the state-of-the-art works
[21], [32], [34], [35], [58], [62], [64], Fig. 9 shows that MFA-
DPREF is more suitable for the resource-limited environment.
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Additionally, to measure the cost of key operations,
including bilinear pairing, hashing, modular exponentiation,
multiplication, and symmetric encryption, we have conducted
some simulations on a microcomputer equipped with an
Intel(R) Core (TM) i5-12500H 2.50 GHz processor based on
the Pairing-Based Cryptography (PBC) library. The simulation
results are shown in Table V. Compared to some representative
works [21], [32], [34], [35], [58], [62], [64], according to
Fig. 10, it shows that MFA-DPREF is superior in efficiency.

Table IV presents the computation and communication costs
of the dynamic password recovery method. To further enhance
security, we perform attribute verification prior to executing
the recovery algorithm. Only when the user’s attributes meet
the access policy can UR obtain recovery credentials from
SC. Consequently, the recovery process requires 2¢ pairing
operations, where ¢ is the threshold. Fig. 11 and Fig. 12 illus-
trate the relationship between computation and communication
cost and the number of attributes. Although computation and
communication costs increase with the number of attributes,
it is executed only when users need to recover passwords
and will not affect each login and authentication phrase, thus
balancing security and efficiency.

Authorized licensed use limited to: NANKAI UNIVERSITY. Downloaded on September 07,2026 at 02:28:11 UTC from IEEE Xplore. Restrictions apply.



ZHU AND WANG: UC-SECURE MFA WITH DYNAMIC PASSWORD RECOVERY AND FINE-GRAINED ACCESS CONTROL

IX. CONCLUSION

To address the issue “ How to construct a UC secure MFA
scheme with dynamic password recovery and fine-grained
access control?”, we propose MFA-DPRF in the UC frame-
work. In MFA-DPREF, authentication succeeds only when a
user provides the correct password, a valid smart card, and
a set of attributes that satisfy the specified access policy,
thereby enabling fine-grained access control. It also supports
dynamic password recovery, allowing users to recover their
passwords and update secret values to prevent privacy leakage.
The security can be reduced to the CDH problem in the ROM
model and can be proven secure within the UC framework.
Compared to the state-of-the-art works, performance analysis
shows that MFA-DPREF is superior in security and efficiency.
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