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Abstract

With the rapid development of e-commerce, e-health as well as e-government, user
authentication has become an essential mechanism to assure the distributed systems’ security
and privacy from malicious adversaries. Owing to its high level of security, portability,
simplicity and cryptographic properties, smart card based password authentication has been
widely adopted in various applications. After twenty years of intensive research, the security
requirements and desirable properties that such schemes can support gradually tend to be ideal.
A common feature among most of the previous schemes is that, the smart card is assumed to
be tamper-resistant, i.e., the sensitive parameters stored in the smart card cannot be extracted.
However, recent research results have shown that the secret information stored in the smart
card could be extracted by some means, such as monitoring the power consumption, reverse
engineering or analyzing the leaked information, which invalidates the basic assumption that
the traditional schemes are based on. Consequently, the design of a secure and efficient
scheme based on the non-tamper resistance assumption of the smart cards has been a hot topic
in the domain of lightweight cryptographic protocols since 2006.

Unfortunately, under this new assumption, how to design a secure and efficient smart card
based password authentication scheme is really a big challenge. On the one hand, there are
various security requirements and desirable features that a practical scheme should satisfy; on
the other hand, the smart card itself is resource-constrained and computationally intensive
operations are not suitable for such environments. Although there are a number of schemes
using non-tamper resistant smart cards proposed in recent years, all of them have been found
severely flawed shortly after they were first put forward. The main reason of such dilemma is
that, previous researchers either only focus on the realization of some security requirements or
admired properties, or just present an enhancement after cryptanalysis of a problematic
scheme, no systematic work or rationale is given. To alleviate this situation, in this thesis,
taking the password authentication schemes using non-tamper resistant smart cards as the
main line, we focus on the evaluation criteria, the analysis and design principles, as well as
the design of new schemes. And our contributions are as follows:

1) Three recently proposed smart-card-based password authentication schemes are
investigated. Firstly, we cryptanalyze the RSA-based scheme proposed by Xie et al. in 2010,
and find it vulnerable to replay attack and key compromise impersonation attack. Secondly,
the password-based authentication key exchange protocol presented by Hao et al. in 2011 is
analyzed, and we find it susceptible to offline password guessing attack and key compromise
impersonation attack. In addition, it is subject to the clock synchronization problem. Thirdly,
Hsieh et al.’s scheme is scrutinized. This scheme only employs lightweight cryptographic
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primitives such as Hash function and XOR operations, and thus it is very efficient.
Unfortunately, we point out that it cannot withstand offline password guessing attack and
insider attack. Moreover, it is not repairable and not well-suited to mobile environments.

2) The relationships among the evaluation criteria are examined. To the best of our
knowledge, we are the first to put forward three general principles for smart card based
password authentication: (i) public-key techniques are indispensable to resist against offline
password guessing attack and to preserve user anonymity under the non-tamper resistance
assumption of the smart cards; (ii) at least two exponentiation (respectively elliptic curve
point multiplication) operations conducted on the server side are necessary for achieving
forward secrecy; and (iii) there is an unavoidable trade-off when fulfilling the goals of local
password update and resistance to smart card loss attack.

3) A novel RSA-based password authentication scheme using smart cards for
resource-constrained environments is proposed. Before giving our new scheme, we
investigate the scheme proposed by Fang et al. in 2011. For the sake of efficiency, Fang et
al.’s scheme only involves symmetric cryptographic primitives (such as Hash function),
which violates the “public key principle” and it is inherently unable to resist against offline
password guessing attack. Accordingly, based on the observation that the computation cost of
RSA encryption and the corresponding decryption is quite asymmetric, we advance a secure
and efficient scheme and its security is analyzed by heuristics. In comparison with related
schemes, our scheme is superior in the efficiency at the client side and thus is more suitable
for mobile environments.

4) An “ideal scheme” proved secure in the random oracle model is proposed. Based on the
intractability of CDH problem, we put forward a provably secure scheme that can satisfy all
the security requirements and provide all the desirable properties, which highly indicates the
settlement of an open problem raised by Madhusudhan and Mittal in Journal of Network and
Computer Applications in early 2012. Besides, in this scheme, we propose the concept of
“fuzzy verifier” which well resolves the problem that no previous scheme can achieve the
goals of local password update and resistance to smart card loss attack at the same time.

Key words: Password authentication protocol; Smart card; Non-tamper resistant; Offline
password guessing attack; Random oracle model
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&, Wang%E 1 RAVRTCIE LB E 2%, HAFE 2 4w, MECUHPu B Bt
B LA RSNt . AR R MG AR 4R 45 2 5E ™ Y, Sood. KhanFIwWen-Li
FEF G TS TR, HIXET R T E—, #E A IE A ARSI


wangdingding
鉛筆


WG R VR R K S il 2 A8 S

FH P B 4 PRI B9 48 1 A 45 o . 20124F, MaZs"™ 5 F-19984F Halevifl Krawczyk™
P TAE, EIDIERTEIEPTE R BE RAR T, AHEARX THiE 4 O 255 B AT
BB, AR, WangFTMa i B A AT T7E 25 T8 A R 1 1 A DI B4 BT 75 T (2 5,
HEWT: EAEPUEI R R R T, AFHERXS T SEELH - BE 44 1 R A nT Bk 1 .

MEL2F ] LA, R TIEPTE R e R O S IEMM Sy se b, FEA =
SR T 2

1) £h2004 KuZs ™o e iy — & ik 2k . BRI T WML 22 4 E, R H T4
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2.2.2 thilREBHF
ST R R R P 1 UE P BUAR B U FUE R BIUTLP U6 RN 4
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BB RAMIR I A A Be B k. — 7T, R4 — oS04, 5 &g
W 55T, QAT SRR, 1A B O 2R R T Bk o
I, Bt — A2 AR R BRIk . AN, BB B AR A 3 0 Y
SRS HRIIR R, BkiH it Ea ) BB, Kk RIS . T REE
7 IR e AN o T B AN S, Tt TENE TR B O B A T I B, S s 22
AR B A BRI . (ER, EVSGEET IR R A R B HEHUR T B 2 I A0 %
Kk, SEPLATFH2e RS dnk 1.1 is):

(1) Hisssk 11455 B (S1)

TR B e SRR ey C-00, Meeh# A WILLIS 26 P IR 1 A3 ], fH ek R
SKECTFTCVERRAEFTA I O 4 IE R . AR n, R A SE B 0T s b v S
(C-1) s /A 32 55 H P e R N AR 240 (C-2(ii)) #3211 —NIESS
R, A B R N 1A AT EIRE, BRI B IERI 14 k. i FiZsehi
BATERSH2 Y, B A KRZIEAT AR SIS 4450 . HEHU B A i S AT
1] 14 B LS00 S 9 J2 e A 2 4 7R T, 3 2 0 A HE BB T I 0 B 22 4 ™

(2)  HUGTEEAET S H(S2)

AR T B AL by C-4 (i), o A BT 8T EUIR 2558 b A2 A 1 F P UK B IE
T I SRAFAE IR ) o A4 HAREESR, B A SREL T AR5 2% A7k 0 P OB IR IE 2
W, REMRAEVETARS DR, R —ANERRE, IERS 5 LAk
BRI R TIPS R KRB RS 48, I B R SR 2 A 224 H A%

(3)  $ifi B Biti(S3)

AR Tt & A JMA i C-1, Beib A W LLEIRE R . SLEOA FHAE 8 A
Bl B AR FOB R, RS e A b g C-2(ii), Mo i A i E O
fe R A IORL B S 40, ARG MR Y BT 1B 0 SR P 83, I 2010 4F Song™ % 2009Xu
7 PR P B . A% A BARESR, TERE SRR R BRI T, AR
T SRR E AR B S .

B 7T, ARARICE R SR R C-1, Wi A T LLEI RN . BEATHEE
AL RV Bk B IR 45 4 AR B & R AL b i C-2(ii), ek T 0
CUERE RN IAL B S, ARG RO 07 B IR 55 Bt B F P 8 i SR BEAT I R . A%
A HARER, 1RV MRS SR AIR 45 48 s AE G AR I R O B AR e
FA PSS B 7 B IR 25 20 412 P (08 33 SR A7 95

(4) PUEAER BRI (S4)

PR e B R B A T A KR, A AR 2AR T O P AR
7B AR P 8T A2 4 HARE R B0 % B e 4 R LR

(5)  HLE I (S5)
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Bt # A W] e 7R MR 18 i A\ TR v Bk 2034 07 B Boa (1) B 1Y, a0 3.1.2
HAR SCAEE £ X Xie & 07 R E ST . R At i, & Beig A bl id ) FoAIE A
P Ve H bR, Bt B RO BT R R SR P SR AN I L M 2 R ), AT RE
KB TP B G R IS AT I A 208 o 1250 4 H RRER SR A X S5 1 ] B 08 AS 8
RIS 22 4 1tk

(6)  Pi-PAT 2= E B (S6)

EXEE AR ZHET, W) —AN A Sl 9F K ig17, RN Z MEIT S
A BEBE N —MSAT B 7 A FEANE AT o R A2 R - SR SO A RE S S ML BAIX
AAFESERINEE, WS A LU e 21l T A S A T 45w 12,
R 23X P B BRI BT o

(7D Prdb 455 Bt (S7)

AR A R S5 B e AN, AT R AR R TG R e A, Bl R 21k
FAAT N HMGE AT A T (865 P, BT IRSS 2SS IRSS 25 A
REIE A I SRR S5 o 1Bl iy AZE H P e kA, (AR B - .

(8) PLAHBA B (S8)

B A sG-S ER 2NN RS, R O8N IE RS 3
RPN R %n, MZ NN A T RefEFZ O E R P R ENH RS . %58
HARESR, A RARER RS #50iE, 8E AReaeid i) g B9 21, W s 25 8ot .

(9 PURIFHH(S9)

SR T T LU A S B 1 — AR AA, Hodh A —NH B R 45T B K
BT o AR — A FIIBOL T, bednyy S A% 5 TUA 1) [R] 52 W45 3k 1) S A XA
[ BRI FR, A3 75 AT BEAR R MUK X — 2% B LR IR 9 J2. 2 R B 77 1) IE A (B 42 9 HL AR 4%
FERGETE, MSEPR B — P AT REARA R A L

(10)  PUk AL E LT (S10)

XTIEREH P A YGRS &, e RefAE N B 7 2 B s A IS P B
WRAFIH P ASERR T 4016, (HR2SEhr b B A # ASERIKSiE. i, AmfER
PR A M STE S, HRF IR T IGEPCRAEY:. B, FHP B U A
J7C R T 2l ERSERR EAE M A RIS, JEEA B A C #GE IS .

(11D P % AL (SLL)

R L AT 2 S M R, AT SR A Z ), RIS # A R RE X
53 T 23U R B S AN — S I\ A (] AR s B B AL

(12) P9 E& 15 B 2t (S12)

WETT B KRV ER 5, Bit#E A vTURA S E 78 B U@ E M 5 — 7,
B2 A B R K AL B B i R e PR B AR, 2k A =3 B KR AR
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I8 783815 7 — 7 KK B.
2.3 BEARZEZHY

A% /INF fR] B RAE i SR PCBE T A 22 4 P UE B o 280 ) — S8 i e A S LA
2.3.1 EWB{FH

FROMAG], WA ANEL RSN (Cryptosystem) SX#A0 /7% (Scheme), ‘B4§—4
WAL MRS R AT TR R S
EX 2.1 —AEEEHE-ANTTHM, C, K, E, D), Hh M RRHICEE, C
FoRFEL T, KRREHTE, ERRMERE, DRRMERL. Hd, BNF
A kEK BN %] ke PR 250 kg FIAL R, B k = <k, kg>o
BmeM AN, k=<ke, ki>EK E—ANEH], N
c=E (meC
m=D, (c)eM
AR, E—NEEAR MR mEM, #NA
D, (B, (m))=m
FAT
— AN LA TR B R AR ] N 2 AR R B AR A
(D AREHTE K AR, FHMRiE EATT,
(2) fECHIIASC m AN # ek, i, TR =B () Al 752 U A SERG
(3) £ LRI 3L ¢ AIii s s Bk, N, SKRARWI SCm=D, (c) I £E 2 TN 8] A 5E B
TE Ky ARFIN,  H S0 e T I SC m 2 R HERY

i |
v —— g > —— i > BI%m
A
ket Ky K
. XEFRET L K, =
Wi S8 o e
HIIEE BV | ABTEEESL KK,

2.1 ZERDARH

R A st) AN JER B T 40 A SR S R A ) R G R BB R A o o B SR AN S B 8 R A 1
N w ik, SR % kg AR, B rh— NS G 57—, TIRRH Ao B i 44
il (Symmetric Cryptosystem); 75 U], I A AEXRIFR 3 i 44 CAsymmetric Cryptosystem) .
2.1 45 T R AR HIIAL

PR AR ] (1) 22 A BB T3 AR 2 e, SEERRE LIS, B % SO
IR FOEANRRIT BB S, PRI, PR 5 A A i) F % O Il 8002 85 R 8 B 1), B 5
S IR A . B . fEE . B, N RS AL R, R A

18



2 FEARIH

SRR, WREMIR RGN 2. b, W R B E E O, B
FRAL IR AT B AP T 2 R B R AR 3 T I e 4 {5 e i B 4 U7 U AT
XA TT AT T HRA T, T B A AT AR B m] R kb IX AN o B H A H ) H AR AETE
LA TE A I A PR N B, X TR R T A 4 B AR S R Ak ] ) 2T
Bbz—. W ILAKFREDEVAEE DES. AES. IDEA. RC R4, Safer++%4%,

FEARX RREE A A A, HROIN S 55 B0 K, TH MR & B K, 2 RHE R (22 TR (] AN R]
1), IXFh RG] SURR N A9 444] ( Public-key Cryptosystem, PKC ), Hi Diffie £l
Hellmen - 1976 =1 k4eth. 7£ PKC 1, HP A —XEH (k, k), R ANAR
PXF. Hor, N sk fT LA, O A S (Public key), W PUIE IS A IE A1 40
(Authentication Authority, CA) #ATIEM AN, BEFTHRGUEESE5ERIEZHA T
ANTHE B 2 U (B TR R X . IR A 2 % EH U 2 AR 1, Bk 9 FAEH (Private key),
B PEC, HEEMAAREH K, 8L EATHE B HES R PKC 32T NP HEfE i
], RIS RS R 1, IR a] BASEEL: O —ANF P RlE X 7 A 8 1 R 8
2N P ROEME S @— AP RnEE ST HEE 2P k. frETHT
AT E IR B EAS, 158 T T SEHU H P GIE. B ILR A HE SRS
RSA. Elgamal. Rabin. MH ¥ 5%4%,

X TR R A H R A BB A A ) ) REAR AN BS 1, (RO AR B B I R S vy, DRI
M TH R RN R E@ET, MAHEMEHTHTFESL .. SHME. SSRNES.
2. 3.2 Hash pR#§

Hash bR 0% — AN A IH 225 [0 BUE 25 (R A el s, AR 9o sR 8l e A R 2R
F A . Hash BEUE — P A RAERFE R I KA, B DU R KENRAE
AR A B E e K, HBOEFEFONESIME (Hash Value). 75 S 4% (Message
Digest) 474 (Digital Fingerprint), FAT# H {0, > {0, ~h—HitHKEH n
[ Hash ek %5, Je 2 LAF 2% A

(D BN HTAERKEMHEE, BedeEKmim.

(2) MMEELEMHEE X, HEHX)RE SN, TR AL 57T 5280 .

() WTAERSEHHEE 2z, FHx, 15 HX) =z ZA1TH.

(D M TAERLEMHELE x, FHy, 5 y£x HHX =Hy) & AR,
(5) F4k (xy), 1A% x#y HHX) =Hy) ZiH5H LA,

PR (D ) “AERE” RIBELRTEER, “EKM¥d” & Hash R34
Rk, PR (2) {EFE Hash s mT P, 5 (3D, (4D, (5) NUJE Hash sRECH 2
AN [ N FH T e L 1R 22 A e

PR (3) FRAHL A PE (One-way), WA NHLEIZ M (Pre-image Resistance), #& Hash
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PRE EE A ST, " mT PARIT 1k BV B B BRI I m) sR Y R, XA R PR (4D
A (5) B SAT . N Hash pRECANE 2 S 1, R4 - HRmlEAE A P2 PR HE )

PEIR (4) F1 (5) &5 Hash BN BA PribftE . M5 (4) FROAPTFMERE 1 (Weakly
Collision-free), tHF AP EE —JE % 1 (Second Pre-image Resistance), ‘& 7] AR 1EX} Hash
BRE i, R — AN B BOIME Dk s — M BB AT ER AT 1)
PERR (5) FRoAPLIRREREYE (Strongly Collision-free), ‘& AJ LARS (L%} Hash e& sz jiti 4= H
By o PrommipA e Hash e 8 bbpss i v ¥ Hash pR & 22 Ve s =y, B 2 osm Al
1Y) Hash eRECH €W R DTSSR, AL,

# UL Hash %0 MD5. SHA-1. SHA-256. RIPEMD-160 %,

2.3.3 MAC E %

YR AT 3 A SEAREFNE BAER A SR YGIE RIS IE SR ) & 4, T8 B AINIE
SKISUEE B L. WENEAB/MER, —RRIEE BRIEM S, — K jﬂ*
BIFWAE; 57— AR50 BRI se st B BAEAE A i fE e Bk, thig
4 EAAIERS (MAC, Message Authentication Code) & —FHAiFFA, ZI57H E%ﬁ**%ﬁ
BRI AT REBWERE AR AT AERR. B KENEIE, NI,
YIRS 53845 b RS RS AN R, o i FH Al e 13845 SR e 1T 2 B0 B R A R
T ERS & FH R B 1 h Bl 3 % S B e s i& v 2 e B, ik Ty A Fd2 )7 B FE—
FHK, AR BRIEHEM, W ATH

MAC = C (M)

Hr Cx (VRFHIEH AT REL FRAMERE, MAC 2 M [ EIMERS, FRoN
MAC fE. A#JEHTHE M Il MAC —2RIE4 B, B XTUREIFITH S M FIFE 1) 2 ik
ITFFERAE R BT, 15 1T MACT, ISR MAC 5T H I MACTHEAT
Pfste AR AsOR WU JiE %50 K, H B iHEA 21 MAC 582 MAC —2, .

(1) By v DUARE R IET7 KR BRI E S FEAKEHE AN RIEESH, Bl

RER% 7E B 50 S5 A R B 2 MAC i, T a0 SRR MO 2, WHRWCT THE R MAC
@h S EI MAC (A [H .

(2) T v LIRS A& T A B 78 o B BRISOR U5 407 J6 oA N N 264,
DR 28 = 5 AN RE = A IE 0 31 20 MAC 1 .

MAC RS INaE BEEL, AFRZ AN MAC BB DRI, b, i
SERMAE XA, MAC ¥ H K MAC (B2 KA, TN Sk B I RE S 5 g
EH . Fi, MAC BBt s Bk N R g, JEER, Aok A
Hash B EOR B MAC i, X2 N

(1) Hash &% (41 MD5. SHA-1) FI3AF LI T 70 2% (4 DES) H A5k
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o
(2) Hash eRE AR RIS .
(3) Hash BRELAA H RS, 14> 4125 AS BRI BT MAC A H FIBR .
{H2&, Hash MEIEAR LA MAC xR, H Hash BRECAE %, FrbleEAs
BEE B MAC. BT S g H VT2 5T Hash (974 S VGER Y, 4 HMAC (RFC 2104)
e SRR AR IR 2 105 %, AN FIPS198 # A, vz 48 A i 22 4= i SSL
(Secure Socket Layer) #t/2&H HMAC SksZELyH BAIED AE

2.4 HEERMEELR

BT rH R AR M AT R B 2 4 T R AETE I UK 22 A PRI, R 3R T R AR

C 3RATIE R e
%xzz,ﬁ?%A HEO)Mg(x), HAE—NIEFH Kk F—NIEREE X, , W EXT
i x>x, #A 0 < f(x)<kg(x), NWIATH f(x)=0(g(x))
EX 2.3 (MJRBERED WReKE f(X) 2P 2R, WX TR 20 p(), SfFE—
MHARHKeN, T x>k, ()<
SEX 2.4 (AT BBSRED 5 f () AR n] 2SR AL, T f (X) ZAS AT 208 bR 4R
EX 25 (BWAREEIE) W—NEENMAKEA n, WEREREMERT, ZEE
HIIZATIS ]S O(nk) B — R, Horb k N H, IR ARz B N2 N 5L &
o 5N RAE AT N A AN RS XA A€ , B4 FRATRRE Ny — AN 3E 2 T (] SRk
EX 2.6 GFEATXA): BN DA X ={X Joan MY =Y Joan R THEATIX 73
(7, WS TAE R AR 2 I (A BE M, UEAERMIEZ T g(n) , #ififEk eN
g n> kI, e

| PIM(X,,, 17) =1] = PrM(Y,, 1n) =1][< 5
EX 2.7 (EHFER): —A kAN ARIBEEL, WA N4 BRI A
p=1-(l-) 7
Lt p=%, Wk~2249, EMIMEHNEREL. HXFIMR K, 4 E(nkK)FER
B K ASDNERBENUI A n METR, 2FWANEREN DN ETRSEEE, )
E(nk)=1-(1-31-2)--1-51),

L

N

1-e 2 <E(n k)< D

ES 2.8 (BEOTE B (DLP: Discrete Logarithm Problem)): 4 <G, ->&mxR—Nr
N R, g R ERAERTG. SE RS S MRy e G, T EH i x e Z,,
ffiff y=g*modq .
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EX 2.9 (& Diffie-Hellman [5] & (CDHP: Computational Diffie-Hellman Problem)):
<G, - >FR—ANN q KB, g RREMENRIT. 15 Diffie-Hellman 7]/ 2: 4
sE=Tull<g, 92, g° > (Hh, BEVltEa, beg Z), THH g,

EN 2.10 (P45 E(IFP: Integer Factorong Problem)): 455 —Mar& 3N eN,
HHEEH xeN, f#15x|N .

2.5 BEHLF S VIARE

LK ey Rt T TR R NS TR T2 AV 1 I o TINS5 5 R e O o
iR SC A v H ) EE ] R }\ﬂ‘HEX’E%E—’F\‘@QﬁﬁﬂF”‘%{E&T RS PR —AMIK
ORI T REG AN AT S, BBIEAE SR 2 M BEALT S MU A — 242
(R T A 25 B 5 28 FTE 22 4 PR S A VI E B ™. Y 2 72 8 1 B Ty R
FELERENL TS HUBL B R\l E %2 45/, WA % (Public Key Encryption) 77 %
RSA-OAEP, #1724 (Digital Signature) J5% PSS.

BEML I 5 LR 70 AL TR 22 A A0 B i), =5 22 AR TE 0 A5 R S 5 18 N
BEALER B — —BENLT S Ao EVRSOTIRE T %, RGBS L RS HL
SRR, PG ER T, T SEBR B A B B0 BT S P e,
SEN 2.11 (FENLTEHL): AR REH 0 >{0,0" i & LU -

Biste: WEHLH %R E{o, 13" RIS 5N,
o WEE: X TAHREIREIA, BISHLH R D S A F
AR 45— NMmANE X, H(X) BITHE R LE ST x B B RIS IR 22 1
A CRARTS LR LMD INFA] N 58
PR BEHL IS AL
N 2.12 (FENLT S HLE R (Random Oracle Model, ROM): 711 B S5 R pisl i) 22 4 Pk
I, n SR P LTS HUA B IR IERT, T84S REROTIE MR R R g L T3 5 WU A,

fE ROM ', 8 H R BEMEM R R — M 7k (Game), 41l 2.2 .
WE R 3 AR . A SR U LAAS o] 2 R Z U s A B SO 3 T () TR X 1)
W (JURLAI I CDHP, DLP, IFP) 4 Ak il il BRI AR AN] 0%, 1 5 S 12 2 60 R i
v R R ME MR AR A I, DRI 2 B & AR SE TR ANEAE R, P AE ROM A T 222 4
(9, EHET ROM (EBI T, B T BENLT S HL(Random Oracle)Z 4F, B LT —4>
FERACHE, PR ONRAL2E (Simulator, TEFR Simon ), ‘& LARLE () HFh 7 R EEAN S
5% (AR % Malice ) IIBEHLTR S 17 . 5524 Malice 7= /E— MBENL T = i1, Malice
SEBR_E AR Hi A % A W6 A0 45 Simon , - Simon B 1447 25 1 I 3 5. A% i 5] 25 1) 25
B, R REPRRZ NG (Trainning) . 7E7 B INIZE R, B84 H &R m
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Pk (Challenge ), IR Malice SIhfE ki, B4 B Malice 7547 B Ek A HUEE .
DRl Ry 91 4 346 % 119 Challenge /£, 7 A5 155 0L 38 T FH >R A ke Bl 130 By 225 T 1 PRD e i A8 g i

( Knowledge ), # Malice SIhfif Pk, T8 BALES vl B AR 12 PR e vl i, SR AR
& 5 SEBRIGBUAR T JE IR, UE B 5E R

Encryption scheme & public key Encryption scheme & public key
Simulated
—Y  cryptanalysis —
Cryptanalysis training
training
M M S
:RSA
a m,, m a . i f*
| ot | X | ¢ : arandom
) c : ¢ m point
| |
Simulated 0
C i c .
- Cryptgn_alysm Cryptanalysis n
€ training € training
Educated guess f(c*)

Educated guess

Random
Oracles

Simulated random oracles

[&2. 2 ROV YA BEEK T 12
2.5 KRB

AR FEANG TR SO T A B AT AR 1 e T A WMSRE T P
TG A HEATEI s AR5 B45 1 TR B R AR P A VAR PR i Bl 5 g AR A
CAR R B SEEL N 224 H ks 5B /vl 1 BASE S A A E AT SRR R e &,
[ 2L IR 1 BENLITE ML ROM 2 Al
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%35 R P E SO RFR I AT

#38 TIRA AT RS

AT Sl = SR AT o A, F8 R B S IR AN SRR, 15
AR T SRR T R AEE BRI . SRS, e ath. AR R AR =
AN IR, AEXT & YERE M O R AT R 2RI LAl b, BE RS E R NI ST R

ZIa) s ANFRILE A ROT 3R Z AR LR & D9 PO B B0 0 25 AN S s st T SR iR S 43t
2%, wa, R =AEERAR RN, I AR 5 A SR RAR 56 T 5 H BT I
R R, Bt = A m R P BGR e T

3.1 XPILHA= 8B S i

TR P YGE PSR 20 3T A IR AL TR S AR P2, T T AR
BT Ly o EE T RSA FllZET Diffie-Hellman W35, A5 /0 A 0 =4S gl 7 ..
Xie %77 %™, Hao 4575 "F0 Hsieh %7 =", Jorh,  Xie 257 RIET RSA ABIHEA,
Hao %77 %55 T Diffie-Hellman £{R, Hsieh %577 5 TR HIAR .

AT RS L Lk 3.1 s

R31HFIHEXL
(il X e X
U P i Tu Hash iz 57 8] 5 24 %
S k453 Te B Ifedz SR ) B2 44
ID, FF i AR IR TF h() LA R
PW, R a4 h () TR K 2 AR R
X k55 %5 £ 25 ® Fo i s
ed RSN, FAH I terFiE e
D F P 1473 1] A—>B:M CHIHE m B EEEED A L% B
T« FEUEHBEERE | A=B:M K E vl 2 5 M ALi%kE B

3.1.1 3t Xie FHEM SR
3.1.1.1 Xie F 5 Z/[E M

2009 4 Park 2R Hy T — AR TR B R AR T A AR P R AR A A
W%, BRI 7 25— AN RSB 2k D A I B i 3 T AR B B A R 11 4
WIET %, T HRERHEAME AR AR RN B B 4. Park 25
TR MR T AR, B A A R h AR SRS B, (B TR
PRI 1A O TERE, BETT bk 7 A5 I B . 2010 4F, Xie 2545 & 91 Park
SR ) 77 S SR b TEVE T O it B MBS R T A I B, SRS R T G .
BHAE k7 e A BRI (B R, O 2 S CLBE LB A AT T 407 . i
TIXFIRHLAIZEAL, B A St L LB LS B BEAT 4007« 1EREE T RS =AM
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B, HVEMBYEG. Bk BAAER B, 7 R AT AT 5 R sk 3.1 fivk.

(1) EMPrE
R1. FHJ" Uii&$% 1D, F1 PW;, it 22 45 18 K 4 i FE R 5548 RS.
R2. M&5# S A RKEH p Mg, itH n=pq;&ite i15 d, & ed =1 mod(p-1)(g-1);
HES, =h(ID, | PW,)®h(d @1D,); #{n, e, g, ID;, Si, h(AYENE K, Rk fE K@
7 AFIERAE Uio [FI, S AR @I ETE REHE R List_ui, WA .

(2) BFME
L1 7 Ui IAE4APW,, ZEER7AREIIEN,, 1HE:

B; = (S @h(ID; || PW;) @h(Ny) || Np)® modn.

SRIGHE msgl=(IDi, Bj) KRS %% S.

(3) AEHTBE
V1. k45 SUEIk A U 11D, M1 B J5, 8 List_ui, 4% By eList_uj, MIZ& ikl
MK B 5\ List_ui . 5 BYmodn, iEEXAT 128 f2 3RV, J& 128 AN, , 115
V/'=h(d ®@ID;))®h(Ny), TiFV, 5V & E5H%E. HA%E, W SHHLU; 185, EHEEL
M, WHHC =h(M), ZX&NT Ik TR TR BRI 5%, MRS E S B
ZU ER, THE:

C, =h((N; +1) || (h(d ® ID;)+2) modn,
SRIG S B msg2=Cy K1E Uio
V2. Uil Bk E S IR C e, tH5 CEmodn, JELER
cemodn =h((N; +1) || (S; ®h(ID; || PW,) +2)) ,
SRR, WRAGA I, B NRAE R .
3.1.12 Xie FHFRMZ LMD

LA B RRATER A et g S AT DR BT E RO, (EARSC TR I, Z 5 AR
PraE et AN DB A R R 1 i

(1) ERBE

SHTEIL Park 2577 KR UL, (AR BN E R A,
MIFTEE 7 4R T — 8B, FIgh Xt ik,

R Ui B2 k (k21)REFERF, BehE#HFIE U RS EBERSSE S MEE
msgl=(ID;, B)E M msgl’ = (I1D;,B/), MAkS s S UeF msgl J5 BB AL IGAUE, S
] Ui Ki&Cy=h(M) . AP U 7RIS C BB AN I B0 0E , 2 LR UGIE R, SEFr I,
B msgl=( 1D, , B, )5 N msgl’ = (1D}, B,) 7R A Itk H 1), 3 BAY AL B, J9 il

WAE, BT B RGIAREMERSAE S, Kk B ¢List_ui, Zrah RIEAHIEH 1Y
14 PW;, {5AfE i msgl=(ID;, B;), msgl KMt i ik i 2H 55 77 8 1 v 0 B s 25 e A il
B, gEmdE i m RS S HSE, B,
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%3 & WA PAE PN FEARBT 7T

(2) WEARBE

SRS, AT ITEMES AR RS QP s AR 114,
AN S PR 1A DL SC B & 28 2 SR HH R (1) 7 SR TR IR 52 52 4 IR 55 7, AR 25 2%
S O 2 P BN R TR P B A B B e RS R4 7E Xie &gt A
B A DS 77 A R &5 #88258 . (I, Xie 7 RIIEIPTN EBN R

(3) HHMEGELE

XTT 2t B H T R AR PR, RRIRPUR M R O B M R — N E e e B
2 e e B YE RN, M 5k A KRS RS, Mol BARAE R Ih B 78
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S, T Ui N 4 PWY R, =k @h(b @ PW™), SR )5l Ry B HER &

4.3.5 EFMMMEE

LR REL, BEKMSE Kk MER. 1S PW AR, H Ui R 4
|D; A 14 PW" 2R 55 ds EOHHE M, BARS RS SIEME B A .

4.4 BUHF RS
2 MR R R T B3 T L1 AIE 7 AR5 I A B S AR, 1 43 590 M J
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4T HEIE T RTINS A I R
NI IHEAT S Hr
4.4.1 BREMSSH

H T30 7 R 3T Fang 255, k7K T Fang 2505 RFTEA 0% 4, Hlinseol
S AGE IR [ 22 4, SRpTE i« 0B ki IR s, 15X — B4 34T
AR 486 3 ) 22 A AR AT 49 HT o
4411 IMBELZOSHENK S

B BE T o 38 o AR AT B 5% B 1 B R S 5 ek AR ™ ™, 38 T U
e RN Z S50 R A b

FH P 2 9 2% R A4 (0 L PR AL 2 114 PWG SO R, T RS Y 5
KW H RIS R, REBS RN BT . B, RS RS P R SRR
Zid A AEHA RN, B F AR, B EEFIEMEL. RASH k has
PW; {5 H, SMd Fang SR —F, BHFELEBMOL New , REiHH
K'=R@h(b®PW,"), F@ITIEFTVT 0 K [ IE R SRIE BRI () W, (R IE AL
BT E#53k 7 {ID;, Cy, Co, Tu MFI{Cs, Ts}. MHZEH T Co M Cs Ayt #FIN T —
ABENLE r, T v R A T RS 3 S LA d ARES Co A RESRIN,  BRIL I % 3R HL r
FROHE FEE 5 20 A — A R n ARSI JG 22— A NP IR . ¢ (IR
VERINLEF PER (R T Co A0 Ca 55 PW, 22 IRIBGAIE ¢ RAGHLES 1, i Bt 2 JC st a3k 1
WIEVY BRI B V510 K R IERAPE,  9E 1 ek 2 sk JC B0 E B F) P, 14 T 1
Vho BRIE, By T DUHEAE S 2k ARk
4.4.1.2 BEMNFRABE

Fang 257 % 5 18 CUR B SR RS R R 7E T, 2515 %4 SK = h(r ®b) & B 7 B
C, =k ®h(r ®b) (I ELEHI R4, SK Al k Z 10 AR RIF AR BUZ L R Wi WS
SEGEET L Cy A1 SK R E LR S k, Blk =C, ®h(r®b)=C, ®SK ,

NG =, ST 25340 SK =h(ID, || T, | T, [| r) 78 P AT M AGE 1 S8 1
BRI By, O EAEVEAE SKIE B NI 21528 Te, Tu il r RS2
SR SRS . R, ol Uy RIMAR T 2SI s Y, gg
W HEHT O 0 2 B
4.4.13 FITRIEBE

H1 T CyRIE T msgl={ ID;, Cy, Cy, TuIIZEHENE, Co il T msg2={ Cs, Ts}HI5E 8
Ve, my GRIE T msgd3={ ms, TS HKISE 8N, AT IR RSN, Wb FUR M 5 msgl,
msg2 5k msg3 (I E He; Y — 751, Civ CaMim, FIZEHI R, H Civ Caflm, I T
I RV To B Tyo RILE, H%H R — 2 BSPAT S5 B AN S Ty, 0%t %t Fang 257 %
(AT AE B FEA T PR A L. BEAh, Cov Co Rl mg thEIN T FLF I S A7 1R
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£ 1Djo Ak, ¥ msgl. msg2 5% msg3d & N H & A GET HHITE R, #RR 8 AL
WE. DAL, oSy BT Sl B
4414 BPRRFMHE

Fang %55 S 15 114 BB B P A i PR 22 AR AR D RIZE T, P ot A0 I 25 2 i 2
i L BIES L, A 3 Z BRNIESEA — BT RetE . 4 F P i AR 5% 28 i — 2
ZAIFPNESHOR A — SN, A TR RIRSS 48 S, FH P AE— BRIt 6 23 [F] ) i
fZHTIRPRA 4o ARG T R ORI B, A EAEIRSS 2 b o E S5, 1)
JIH R T P RIS SR BIVGESBA — 8T RetE. R, A 114 pw, 835 kit
B, BUERRERERN, AhE EEMBOREIAME E . i, ST ZREAREL
MBS ER, $eeE TP AU

F A2 REET Fang 7% Wang Z 5% . Chung Z5 07 A1 A SC AT # H ety = 1)
GAEVE . HER 4.2 ATAL, SO RUREN T Fang S5 R ARG, SR T SCER[70]FT
B H I A IE VSO 5 1Y) 9 T2 B 22 4% H #r o

F 42 FRTER P HSNET RN ZEME R

Sy X filE $iDoS  EAHL  PUE PUE PUHT O mEEE bidk
- WIE ettt el R Wl Wl RWMGE RGP

Wang HAED R & R = £ & 2 i =
Chung %7 %84 & R R £ £OR i i i
Fang 7%59 £ R % RoOR @ ji #
AXmirE R R R 7 R R i i i

4.4.2 MRS

MR VSR e R EE e, S F P U AR 7 R AR B T A B A A B
B OIFEEAA R BEEEERARNGE R IHEEEEIRT KIS Rk
B Ten /IMEHBTREFIZ T T F Hash 385 Ty, Hrp T, ~600m, ™, HAM R “0”
A 20 A7 B P T T B B A AT A (R o 2 RS BT M R S e A,
F FLF P A AT 2R B e T P B S AR, R SR A R T B T B 5t
B BeANIERT B e AN — e, R Hash iR, #AYE 40 SHA-1, HEHIME A 160 bit,
R RRMBENLE. 7 1D FIE4 PW KN 128 bit, AR4s#s =42 KR n ATFAEH
d KE¥N 1024 bit. FER TR H S, ShHRNHT BN TIRSINEEE, A e
WEBUER DN, We=30e=17 . £ LZEFREFWIAE, NBGRNEEISE, A
e [ ANEEIUE S 2° +1™ BRI, R A e KB A 32 bit, N T, ~ -2, -T, ~ 20T, .
BT IFUE ARSI MIRCALY, 388 K O SLI¥is: PIV 3-GHZ AbFIES, 512-MB
WNAF, Linux-2.6.10 ##/E R%Gi. LI FEAECY 1000, Tev Tse M Ty FTAEZR I A1 N5E 4.3
FizR, Horfn|fle| /3 IR NEEL n FIFEEL e MK, BI b LRRFEL. DO
(PR LB INER 4.4 Fiw
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04T SIS T 2 IR BRI A P AIE T %

R 43 FHRFEEBRIEBEMTE (MS)

IR RIBERIZHT, MeEEEREHE T, HashizgHT,
- (|n|=1024,|e|=1024 ) (Inj=1024,e|=32) (h=SHA-1)
I ) 9.057 0.273 0.026

K44 MREEHF OSNET RIMEGRELE

R e RO i TR Ak
Wang %575 %[ 2 5T, 3T, 576 288 448 75 Iy
Chung &7 %B 3 2T, +6T, 2T, +6T, 1472 1184 3232+ " Py IF
Fang % J7 =[] 2 5T, 4T, 576 288 288 2= =
AL % 2 Te +4T, T, +4T, 1440 288 1216 P [iss

VE: Chung 2577 U BB R T A7 4% 3232 bit IUEE AN, IBAERE T — MR IR A R

Chung %575 SR FIBEALELH RIE (L B pr e E, FE IR H, HE =M R
PR F I T LR, PSS ELED AT, ek )7 %08 T SR Fang 5507 S8R Wang 5577 8 4%
FERT B 2 M BGEBRE, SN T AHER, AR P bR 2 — RN R Rz
DLAE E T4 IR R 92 4 F A SmartMIPS-4KSe 33MHz i A S Ab 38 651™, 24658 n K
A 1024bit B, — R @B IRIZ FAERS 320ms, 1 — NMERURR RIS FAL 7R
2.28ms. CHR[149, 1501 it B, /N EOBCRE e is B 00 v BARAY LUt 1 1 20 T ofe
IBHEARS 2, AERIEZ IR ok, R RIS, 34T — IR NMR R R IRIZ
SRV LARZ 1)

M3 4.3 FI3E 4.4 XFEL AT 40 2 J7 22 A0 Chung %575 228 7 5 ik Fang %575 A1 Wang
T FAAERIRZ 2RI, SIN T AHER, A EE A — MG SO R
AT 5 Chung &6 7 R FESER 2N, HESBERBRIIMNT Chung 555 %, HI,
BT RARFR T Fang 2507 REUERCEA Chung 57 R 4tE, EiES TR 24 FR
52 v ) B VRS2 RS FH R

4.5 KREING

AREE ST T Fang 5505 RAY et $8 N0 RCECITER TR L 04
B, B SR B AP AT S B R Mg s ARIREIRRF Fang S5 =R
B MR L, ST ST R, K e R T R B e VR B
TR L. 2 VE TR, BT U kAl 1 Fang SEJT SRR ARG, RENS S
FAR D IE BN 23 2 1) 9 IR B2 2ok, I HaRwm 7 A Bk
W, ASCEE T RONIR I  SE I B A 5 m ARG N 1 — /IR RO R SRz 5
R SRAR T A [R5 22 A Chung 557 o ZR6KE, B3 7 2 03 F AR
Fang 5575 %< Wang %575 S8 f1 Chung 5577 8 KRR, HEIE & 10 %2 2 7 SR i B
4 IDLEEZ S

i R A, ety S 2L eV o A VPR AR R RS, A AR 2 4
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WG R VR R K S il 2 A8 S

AR SO T S AT A R A E LR R AT N — D I LAE. Bk, ST %
[A] Fang 5% 5 %A1 Chung 2577 %8 —#F, A DI B8 fa 25 iR S5 aim AT A B, R fig
SEHL P O E HTERT” X R B, DA TERTTERR S RS A A

TR ISNIETT R, REAHE— DT TT
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B5E TN AR A
58 ANEAZRERIERREA P OSIAETRIY

S50 2R B R T RSA BOIEFE A E ORI R c™, i maR e
BT AN S A S, (EAEAE R T RBR M 1. B e At AT AR 2 A R
1, = PRSI T SRR I 5 2 BSORSCREF 10 4 (0 A 53T, B R sEERER AR R 4 U2,
SNREXE CA i, AR R T O SO AR PR R Y — AT IE 22 A R R FE T A AIE B
W ZPMNAE 2.2.1 TSR IS E LA T RRAESCI S1~S12 1X 12 M4z Hiw, HH
FHF U1~U10 ix 10 MEAEEE, #EififRse T Madhusudhan A1 Mittal ™ 2012 4E47E
Journal of Network and Computer Applications b # Hi )2 FF X R

5 Ve AT E SCRR[88] $2 HH I PSR b, AR 5 BT8R HE BB R TR E T B
BEMETE 2.2.1 T FITeh I M0l F A 28 F SzBiL S1~S12 3X 12 244 H b, 111 SCHR[88] H 1 1
WAE C-00 fii% T (FEILEE 2 TR 2.1) JovEHRPt B 46 O A0 Xt

BT T B 22 A I AR F P A GE PSR — A B BRI r 5™ %L
AN (Tn[19, 25, 27, 30, 50 4t IR AGUER, {HBE f5 #8 R BAF AR XA B RE 1
GARMG . —NEMAER 24, T0EE G X R IA %4 (FFEZ AR, 72 AR X
XGRS W 7T R R . — 75 TR T R 1R R A M RIE W 7 v B I v, T AKAIE
IR 5 ™™ S — 7T, — e A T A A R S 3, GBI 2 A T SR
— TR, EAR AN —EA A, R FUnSCHER[25, 5019 R A (1 BAN #4500
AR BRI Mo a7 1.2.3 BTk, FEARZ TR L7 7R, BEHLTH S HLBLEL (ROMD
NAMIE R 2 At R B m TS, I B 4K 2 B B R AR e e i ER e T
ROM FHITEB™, B, A2 H 5% ROM B,

2009 4F, Xu 21995 th 7 55—~ ROM T HJIE B 22 4= (1M . 3R 92 , 2010 4F Song™”
RI— BREF SRR B RN (5 8, Xu SR sUE ik iky 0 B ooy, il
B L SLBIEA H s ——XUAAIE. Song #5H T eeiE &, (H -t Bl k Bk
PB4k AR Y. — 5T Xu S5 R4 I T TR RAGEW, Y — 5T X AEAE
ARG, PR T G IR ARA R R R4 7 B T T VA A B (R R,
&2 T AGIE I R I R R EOX — P JE 2 i — W, AR A A

REH T Xu R REH S R RIRZ A, ARG — AN LT s
S1~S12 %4 HprAl U1~U10 BARJE RN “HARDML”, FE4 HHE41H ROM AR 2R
WALIER] o BCE TR, BTt PR iE SE3 22 A PR R B R T 3 s R 0%

5.1 XuFERZEENNWIERBLIZS
AT S B Xu 27 2250 Song™ g 0 B B, SRE R H Xu o =AU
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WG R VR R K S il 2 A8 S

WE B AR B SRR 2 Ak o
5.1.1 Xu & HEEE R

Xu Z7 =" N5 3 AN B, BB B YGEM R A E RIS, 5 = rp BT
FH 555 S 8 Uk 5.1 Fior.

£51 FE5EX

(Rl R (e R

Ui HF i p.q PR EREL Hi e p=2g+1

S i & g PEINHE Z I AE T

ID; A AR RS ® s S elis

PW,  HFAMIi R4 I PR e

X M5#s E%8H | ABIM CKEEE M E@EEiEH A 153 B
h() Za&HSmE | ASBM KHE Misd o2 EEm A £i5%] B

5.1.1.1 M B

RI. AP Uil A 4 1D A1 4 PWi.

R2. Ui=S:{ID;,PW,}.

R3. k%48 S i B=h(ID,)* +h(PW,)mod p, 4R/5¥{ID;, B, p, g, h(s) }5 NE fit

R4. S=> Ui & &

5.1.1.2 AR B

V1. H A Uil AE B R, A 1D A1 PWi.
BREREAERN B we Zy , BCHATHR L T, 15 B'=(B—h(PW))" mod p,
W =h(ID,)* mod p #1C =h(T || B'[|W || ID;)

V3. Ui—S:{ID;,C,W, T}.

VA4, fR% 4% S TER R T/ 820 Bk | Ui MAAIEIESRIG, 7 1D AT B &k, 45 1D 8k
TR, BET T >AT, NFELEFIER.

V5. S B =W*mod p, ZRGEAENT ||B"||W || 1D,) F1 C & HAHZE . Wi A,
SR Ui BRI, STFEIEHMEN Bime Zg, SCHATIRIELT", T3
M =h(ID;)™mod p #1C"=h(M || B"||T" || ID;)

V6. S—»Ui{ID;, C',M, T" }.

V7. Ui BT AR, SREHAEh(M ||B'||T"||1D) & 755 CaAHEE. tnsAass, M U
1S ) FE =L iER I SK = h(ID; | M ||[W || MY), TAIIE 58 B

5.1.1.3 4B HFr B

Cl. T;J(L TEFMBAINIERT B, 58 BOWU R S A AE

BRe R AR A4, fFHPRAFTERRH 04 PW™ G, BEeRitH

B™" =B —h(PW,)+h(PW,"") , JfH] B"™" £ B.
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5% EHZEREAEH P E A AR
51.2 3 Xu FHEHNAPFERE

SCHR[L9]H BA A B 8 2 i 3 AT DA I A 0 B RO R RE R RS S U B
HHER, BMESEERPOXEEE, AR, sebr b, 1E40 Song At
e — R, Xu 77 Z IR B SO RIS . T N BT U i BEAE T
B 55 1 15 RO B S (M B B R T, AR B R R R AL S 5B A
p A EMEEAF (HEARFERFD SFMmEE, BB RED T

D 5 h(ID4)* =B-h(PW,), KAU 408 H SR BERXT N4 PW

2) EHEN S we Zy, ERERKESGERIHFU,, 5B =(h(ID4)*)"modp,

W =h(ID,)*mod p F1C =h(T || B'|W || ID,) . Fr, U, RuiEZEH U, 1
F AR 1D, , WD, AT EERE, REFFE RG0S bn R G R AT
(& — 2 Bk 0.

3) U, S{ID,C, W, T}

4) WEPRA MRS S KN JE, THE2STE%H SK=h(ID, | M W [[MY).,

TEMRS 2Rk B LR IR 3) rRRBiERG, BT IDA T FRERFSEK,
I H B =(h(ID4)*)* mod p= (h(ID, ¥’ ¥ modp= B', SARBUCKEU, iER (S2hx b
UL, FERIU 3R B Y

R fEEMRIER T : 1 U AMUBESE TR IR 528 i Th B 5%, 1 B AEBE 1t
HEEH SK 2) Uy WU EMEEH P, ER2ERRGHAFEH -, XMEEYE 7L
TR 58 251

5.1.3 Xu FMNFRMIERA R IR

S Xu SR ERIE TR AR 2 = F AR, AT AL IE B AR AR iR 2 b /b
AW, UUBURSEIIA DS % (WISCHRTL0, 24]) 8RAAAE JLF-AH IR BB . (R,
NIRRT RO A BAIE B SRR 2 AR HEAT T

Xu 55K H ROM AL Frd Hh WS g AT 1% A e B, o AR 2l Wit — &
H )i BLSE56 (Expa, EXpa, -+, Exps), KB E A XU S h B 3 2 B%F CDH 7] # A
R EVILERES Expy 1, TS UL 2 A B SEbrbiil, 7RG 82 seia iz b
B E AU T 3, A8 A FEARAR AN S8 e DR 1Y) 22 8 2 — AN RS e,
PriExpil 8 By 5 7E S5 Exps 1 (i=1,2, 7 5) I ML .

TESCHS Expa s TS HLAL P DR FIA (125 B0l M 3, 5 Pr(Expa] =0
TE 925 Expy 1, #BRIHEA{ID;, C, WL ID;, C', M} 52T 215 o g% B2 5UAH 41

v N 2 2
ML %4315, # Pr{Expy] < (oeend)

AL Bxpy 1, E A H RN C 3 C', WA ILSETE, 4 Priexps] <9,
TS Expa 11, RITALA Hash BOHCN() 1S () RAFHL &A% 41 SK, 14 21541
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WA RV TR R S 22 A 1S

SK=h(ID, [M||W). &4 SK 5h(-). Ky 8t Kg K. ExpsFl Exps FIME— X HI7ET
Wi AXFID, || M ||W || Ky ZZID, | M [|W || Ks 250 h(-) « Xu ZK X B2 40 A st
ID; | M [|W ||[CDH(M W) 1 2 ¥, @k 1 B 2 s Dh & WAk % 0 48 & %1
M =h(ID,)™, W =h(ID,)", sRf# CDH(M,W) = h(ID,)™ fI{t % . (K1t PrExpa] < PrlAskH,] ;
X T SK HAAA Hash & h'() tHREAS, BahE sIh s Pr[Succ,]=1 .

fES25 Exps ', FIH DH W M BENL B AL R PE, KA PrlAskH,] =
PriAskHs] < %29+ g, AdVEPH (t + (Ggeng +Texe + ) - Ts) » HEMITE A

Xu & FEdREH MR RZAAET, LB Expa T, HHFH AN
ID; [|M [|W ||CDH(M W) K] & ¥ & # )3 25 9 & %1 M =h(ID,)", W =h(ID, )" , K fi#
CDH(M W) =h(ID,)™ FIft# . 1X—IHZ)52 Xu Z£iF B i FE 1 ek &, (He2hr B, X—1H
L)AL o Xu S5 25 8 B A 8L # B IE -

WS ZdiE A A B OHRERER, —J7f, ARHEHh(ID,)* =B-h(PW,), &
Ja BAT RN Blw e Z3, AEREFRREGERMIU,, 5B =(h(ID4)*)"mod p,
iBU, MRS S KIEEFIEKR{D, C, W, T}: B—7m, AMEKIKEIKS
M=h(ID,)"modp 5, H FH I wez, M H A EE, WTRSITHE
MY=K ID""moc

BT e ARt IEBREAZ RN : KB A XD, || M ||W || CDH(M W) (]
WM AIRL N, CFM=h(ID)" BN w FZEHF SMHisiR ID, HH
CDHM W h 1D, ™ ifiLds. WA, Bk i # PriSucc,] =1,

5.2 ROMTAIIERR &R & HUHT /5 Rk

ARTTAESCHR[BB] MM FIRT Xu s #r CEVER PR IL[152]) HIEEAl -, $2
— T I T B WO BOE AR I TR 22 A I AR S T ERM G, i WMMAE 2.2.1 Y
FITes R B AR R BB S B S1~S12 X 12 M4 Hik, JF H3CEF U1~U10 iX 10 4
HARJE M. BT REE ANIEL B B BB B IAUERY BORT 4 SR EL,
T S RS RS Xk 5.1 Fios.
5.2.1 MM ER

PISCE SCT B q IR BE G =< g > b, Hor q KN £> 252, g NG HIZE TG
ptaE—ANEH, q|p-1. Hash B H () : {0, 13> {0, 3% (i=0, 1, 2, 3), H.A I, > 210,
E X AR/ FEE N (28<n<28) ke D, PW) AR, (X, y=g°) 45
TR S AR AH .
RI. I/ Uik B 4 1D AT 4 PW;, AERBERLE b, FHit5 h(o @ PW,) .
R2. Ui=S:{ID;, H,(b®PW,) }.
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95 % ANEMReREiE T 02 AETR Y

R3. Mi55#% S Uik B2 CHEMA . e U vk, MRS E S 755 a5
PN Ui P2 E— N4 H (D, Treg)s L Treg R Ui I M OB TRTER; 7501
HRg5as S INEH Treg HIME. %, S THE Ni=H(b®PW) @ Hy (X || 1D, [| Treg) -
A =Ho((Ho (b © PW;) @7, (1D;)) modn)

R4 SH{A, Ni, p, O, Y5 0 Ho(), H(), (), He() YSARRER.

RS5. S=U;i: BaEFk.

R6. Uit b 5 NERER.

5.2.2 BFEER

LI [ UiAEGER, fA 1D7 ATPW,™ .

L2. B RIHE A = Hy(Hy(b® PW) D H, (ID))modn), I&iE A 2 G 5& K7
I A S, BAESE, HE4L: BNEREL L (=22, Hn=2") Wi
REID =1D;, PW,"=PW,.

L3. BAERTHEBNLE u, IFHC =g'modp,Y,=y"modp, k=N, ®H,(b| PW,) ,

CID; = ID, @H(C, | Y1) » My =H (Y [[K[|CID;) -
L4. Ui—S:{ C1, CIDi, M; }+

5.2.3 IANIERYER

V2. IR& % SIFEY, =C*mod p, ID, =CID, ®H,(C, ||Y,), FHFHE ID; A R, #&
ID; TERUMFE 2 2 s iR s B, S HRAE 1Dy, MG & HE 3B 1D 6 R Nio

V3. ST K =Hy(X || ID; | Treg) » M =Ho (V1 [|K||CIDy) » SRJSIEIE M;" = M; & 75RO
WERAREAL, W SHELA U B35 KGR &), S =A% v, 115 C,=g"mod p,
Cs=H(ID; [ 1Ds Y1 [|Co [[K || Ks )

V4. S U;i:{ C,Cs}.

V5. B HERIHE Ky =(C)" modp, C"=H(ID; || IDs Y, [C, Ik Ky)» FFHECS = Ca
T, MRS, W Ui 4R E21H 5 Cy = H(ID; || 1D || Y, | C; (1K (| Ky )

V6. Ui—S:{ Cs}-

V7. IR 28 1H5H.C =H,(ID || IDs |V, |1Co 1K (| Ky) s FRESIE C, = Cos& THNAL . U ARAT,
M Ui F1S A 3L 25555 SK = H(ID, || IDs || Y, || G |1 K || Ky ) s A 5E o

5.2.4 OSEHMMEL

ClL HF Uit NE e+, %A ID" FIPW

C2. Rl A = Hy(Hy (b ® PW) @M, (ID))mod n) , Wil A" 275 58 Ee -~ 1

Mo A AZE. ZRMASE, M4 AR DL (29 un_210) [k
1D =1D;, PW =PW,.
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C3. BB RARIR F P N 114, 5 B P\ IR O 11 4 PWEe J5 0 B i

N."e = N: @h(b® PW,) ®@h(b ® PW."") - Avew = 1, ((H, (b © PW,™) @ H,(ID; ))modn) » I H

N BN, AT B A

BB A e AR R M U R4 B Sav 7E 114 SEFTIE R AP IH 11 4 22
SEVERIOAE B . B, BR T N 387 BN 5 1A M1 2 4 5T 7R 8 B
Erh, XA I A, W AR A B s, i, E4
A = Ho(PW, @ H, (1D) 174758 B rh o 70T AR U7 1 At B rh, P P 75 B A 5 40
FRR DS FIIA 14 PW, SRJGIGTE A = Ho(PW ©H,(1ID7) & 75 5151 A A%, R
K, Wi AR AR AR b S, T T B9 IR (1D, PW) . 4RTTT,
B4 A= Ho (Mo (b ® PW) @ Hy(1D;)) mod n) , 1l

1 AR RE R AR b, HO&ZER P E MR D, A Hat
B -1 [ DI O4, EF T RAMEEDS. it FiREan 5 EEnsd, ARbg
SE 7R 2% 11458 M e K% —HER

2) EOAFEPFET, TP SR 1D FIH T4 PW IR
AT SRR A RIZE, MIEIREDL AL (>898 p = 210) il D] = 1D,
PW," = PW, , 2372 B FF 7 O A R NS BT R TR AN T ok

b AT, I A SRR OIE T, 97 S AT AT U2 R SA. KR
i 3.3.3, 50l T At e 4o ) T 0 2 7 T G ) BRA TR Y PO B PR T A A
BIBOAE R 770 SO AL n 3@ B BRI “ BOBIBOAE R 77, S2bs bl SURTR I
Hash BRECRSZEL, W14 A =H(H(PW) @ H(ID))), Hd H:{0,17 —{0,13°,

SJysSEIFE AR Usr SEH Diffie-Hellman 84758 ot A RS2 55 4 A 132 4 1
SRR AR Us, 72 MR S5 S5 AR P17 — AN 4% H (1D, Treg) FHL P SRS 25 B R 1
FEFEH Teg, MAHEHRGGIRU ID: B— 70, KHEBEAEY U NS
JEAE Us, FA PO SO BRI 1Dy D A2 A ROBEHL S G bR CID; s Ay 9B ERAR & 1 Uso,
PR BE LU0 T T B LB R 105 S P 7

5.3 ROM T 1t & £ UERH

ARATIRATE S TR BRI R A P O VAR SCE L —ME e 8, SR
JEE B T 4 H (5T 5 SR AE ROM BLALFT CDHP M PER B T A2 2243 1. Redil i, B
Ui SRAEM SEELAT M) 22 Atk L R B L A B R 7 E
5.3.1 AU RERE

A fal E2 el Bellare 55 /£ SCHR[101] 7 7€ SR T 144 B P i s RO A 22 4
B, JEE BRI E VORI B E R B, ACABERSRHEAEA, Mk
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95 % ANEMReREiE T 02 AETR Y

Fi Bresson 25"V A0 J5 IO SO, I HEAT — SR BRI RS R N T EE R
Rz 2 A P A A UE B R R 22 42 75 3K

5% . P A IS 5E NIRS S S AH P U. 42 5E LR —HFSHL,
BATUE ML (BFREH)D w]sr, ERIFRPATINL P o RSS20 H P B9S2 7 5l %
HSIRIUY, Wg—RRNI, i jkeZ.

R4E 5.2 Fh ik, ARG EIE —DAMTXT (g%, x), A 0L, HA S
ARSI 3 AR R 23 6] D R EBURE. 2 BbAh, 4R U RIS 38 S SEARE, S A U ik — A
WEA ZEZHIN;, A YRR,

B, LitiH A SHPHNIS5E | RN EE TS YL RRSLE, PR
I SE R B FE IR ST, T A AR A

—Execute(U',S?): XA WABRIICE & S BGE (i) MIfe 1, AP
IEH B T T AR R

—Send(l,m): ENEREDIBEER FEshETE, A RSEE I KIEHEEm, | RHE
PP 1] A IR [FIALEE m B P AR A R A B FoHR, Send( 1, Start ) A A2 — 22146 5

—Test( 1 ): IXANE WAL H B GE ST, A2 R e L iE 5 HIE L&
e, R r—I, HAX “HriE” Maila R wRSH | el % e, kE .
B, BEHLERE—NEHE ¢ iR c=1, 1M A RBISTEESH sks WHE =0, M ARFA—
ANERKBIREAL A

—Reveal( |l ): XANEWEMSTEFHAREH GINER 198 C-3). WIFRSLH] | AL
WA SEEH, B AHAKE R AP AT Test Ty, WERE] sks A0, &[E L

—Corrupt(l, a): XNEWEB T EREEE S GIRER 1 /) c-2 fl ¢-4). E
= A B ] LUET /SRS P I AN VGERE FH I — A CREBEPRAN BN 3RO :

o Wfa=1, NMHHHU KL PW;
o MFa=2, WiHU MEREFSHEN;, A, b}
o WHa=3, MWK S R x

AMEFRH, RIS WER 2.1 F B B BT R

IKPER R . AR T SURFRIRTT sid K@ XAkEER R kU A s AM s,
R RKA L, WR—XHKE: OIXPANSLHS 852 @ IX AN L3 A+ [l ) 2=
TEFRRST sid; @ S2filU ' Ak EEFRIRST pid=S ', 5251 S ' K AERRIRAT pid=U ' . — i,
A4 sid U " B S A $IR -2 5% B 33 1O B RE B

FrERME . HTEEVE LS R IR X — AN B SR AR Z B Mk B
RET R A1 32 N, WO ZFEER: O e HirEH &in%

2 R D A S AR T T Rom I HRE, IO D IR 31, R ZD R 4 B O AT A A AT etk
IR 1A (R 2 MRS
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B @ | FIERAKFEX A S # R B AT Reveal Tif); @ BHMSUEITHFGGR, XTAHRH
P 22347 — M Corrupt &), HARX RS 44T Corrupt £ i1,

SE&M. RV A STXBEA LB BNk R A ez, e AR 2
B, B sk =skd .

AE . NUER ) — AN A B ARt 2 B7 - B # 7B A AU BiRSS A8 S « A dvie®
FKoRBEHHE ARITEH AU (BRSSO s, w2, REsss (BHPU)
R TS, HXNSEHAARMEEFRIHAU (B8RSR S) L=,

B e, W2 TEE AR E S — A 5F BAnil s et . fEX
PW—kiziTH, AR PIHHATZ IR Execute. Send. Reveal. Corrupt £ 1) A%t HT i
S — IR Test Bl EWFXRZAE RN, A HiHxT Test BP0 &P LURR ¢ I ¢’ o 4
Rc'=c, TAUL A BAFIARA R, F¥ b FHAF € L Suce « FHMNHEL, A B HRML P
A8 e At AR A

Adv¥e(A)= 2 Pufc — F 1 @Pa
Horb, MEZRTAE XAEBGEH A R m A RsEplc . WMREZEZSH LT, 1£
— Z WA B E D) AR 2 AT 2, B P 21l A

5.3.2 R MR

AL BT ZRAE ROM ALY T ()2 Ak B, FEFT5 2.4 1) CDH fRiX. A
TETIRAT PRSI, S B 7 ZAT A %, B 5. 2.1 79 R3 i “ansie U
FIRIUGEME, MRS %% S #EJa G 8RN Ui A — sk H (D, Treg) ™ T
NI Ui ORI IR S5 2% S 125 &8l ZEdh v Ui 7 4R — N H ) 2% H (D, Tregs
R(=h(b®PW,))) 7, TR, XFERUEE R TR R, X )
AN 2218 SR T R

EH 5.1 GENRE) WG=<g>RNERHE, TR DN, PR 52T
R, Bt A A 22 WU 1] t N 8% 22 1EAT Qeeng X Send B\ Qe {X Execute £ i+
O IXFEALTR S AL W, NI P G 2o

Advae(A) = 2Pr[Succg] —1+2(Pr[Succg] — Pr[Succ,])
< 2end 4120, AV (t + (Gsend + Gexe +1)- 7c)

2
+ Y 'i?send + (9send EQexe )?

HoAr T, RRBEG PR (B ECC [ 53R) @&EIMAE, 1 =max{;}, i=12,34.

WEBR: A A KB SOE S . UF M EE AR, FIH AR
PR A A 2 R S E Y M 2, 2R A BB IR B SUAE S e A, ) 22— N0 R v
WL . FATE L — RFT EiER (Gameo, Gamey, Game,, **+-* , Gameg), TEFTH ]
TR, TS VUL R R A EE A ). HoA, Gameo XM B SEMIHMN BLd:, 755 4E
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e B SIS MU R T, DECT#E Games 1 A A RIS . R MF
¥ Game,(N=0, 1, 2,-----, 8 1, FAE L FiRFA:-
Succn: A INFEM Test 1) A Ak ELAF ¢
AskParan: A LR X || 1D, || Treg B b || PW; B i) Hy » AT AT 5 A% O 2 2 S 3 ks
AskAuth,: A INHE O 2S5k, FFEXID, || 1D || Y. |C, || K || K A i) H, 5
Hy, HHPK=K,EKs;
AskHn: AXTID; || IDg YL ICo 1K | K &l H; (1=1,2,3), Hh K=Ky sk Ks;
Gameo: XN N, ROM T E S, R E A
Adve(A) =2Pr[Succ,] -1 (5-1)
Gamer: Ak, FHATIEEEMITAR Hash &if) H, LA Game; H1 H LY
H' (i=0,1,2,3, H4Ey—4 Hash MG RIIK A, (KA, ZFIRICFKE AT E#E
SEHF Hash B X THEER, RFS5ESELHDBEEAZ. AHEEH,
Pr[Succ, ]—Pr[Succ,]=0 (5-2)
Gamey: NETI0Hr, ARk JAT 25 3 — L8 A K AT BE A A HO L3 -
—BfEWHE ((Cy, CID;, M), (Cy C3), Cyp) HIALEE, FEFRHAIZ, X
Lo AR X B AE W B IS 507 B0 AR IWEESE, i C M Gy
=D AN FEL AT

—Hash i H O fill 42 ;
MR A B i, s
Pr[Succ,]—Pr[Succ,] < —(qse”d;;‘exey + ZT—El (5-3)

Games: AU, WIER A iz HUEIRAETG My o Cs B Cup T2 IR UL A
17 o HT Hash % Al i AT REYELE Game, tP L HERR, BIBRIEAEVIETT (A 74D
WetE4e, Games Il Game, 72 ANFTIX 73,
Pr[Succ;]—Pr[Succ,] < qsz;;“d (5-4)
Gameg: AJFIRH, WIER A FISHAE N B O Z2ZE k, WZ B EHAT. H
FAHUETE M, « Cs 5 Co REREIITTAEMELE Game, FREFEIR, INBERREH A BAT24
G TCTE LS, Games £ Games /& AN AT X 20K,
Pr[Succ,]—Pr[Succ;] < qS;—I”d (5-5)
Games: AUrkH, R A EFHTHE RO Z2SH k. BT grE H 7 8k
%A%, WZIEHAT . FEFAF AskParas AR AEMITEIL T, Games il Game, /2 ATTIX
I HI, WA
Pr[Succs]—Pr[Succ,] < Pr[AskParac] (5-6)
Games: AUEMH, MR A IEFHTHE HIAIETT Cs 8 Coy WZ IR HIHAT . 1E
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F1 AskAuths NAERIEDL N, Gameg fil Games /&N A X 40, W45
Prfucc, 7 Pwufcs <] ABWAuth, ]
PrpskPara; 4 PAskParas < ] ABkAuthg

Game,: Ak, RATHAA M Hash B H RIRE K, (1=1,2,3, BIF

Cs :Hi(lDi [1Ds Y|1 Cl[;
Ca =1, (ID; || 1Ds [ Y1 [ C2)
SK =H'(ID; [| 1Ds [|Y; [ Cz)

XFE, Cs v Cofl SK BRI TZOLESH K. Kyt Kso FEFAE AskH, AR AERITE

HLR, Game; fll Gameg /2 AN AT X 411, Al
Pr[Succ,]—Pr[Succg] < Pr[AskH,]
Pr[AskPara,]— Pr[AskParag] < Pr[AskH, ] (5-8)
Pr[AskAuth, ] — Pr[AskAuthy ] < Pr[AskH, ]

5| 5.1 fEJFxk Game; 1, FAY: Succy Al AskPara; KA HIRERZ RN F -

Pr[Succ,] =%

(5-7)

(5-9)

Pr[AskPara,] < qTeTnld + _qs;nd

UERA: fEUFAk Game; 1, 215 %5 4H HAAA 1 Hash BREL H 1HE R, T A
WX diae /1, R PriSuccs] =1 -

ERATH RU) s H P Ll B RIEEH R (Co, Co) WIS, HR(S) Fanik
A SEEI I RIRIEEEE (C MES. HTRAE Game, LA LR T AFizH
HRIRZ O 2 S H Kk TSR, AR LLEIT Corrupt(1 =UT, 1)1 Corrupt(1 =U', 2)iXPH
MEMEFBRIE Kk, XA A R B8 55 90 id N Pr[AskPara,WithCorr, 111
Pr[AskPara,WithCorr,] . FRAITE Game, H' L Lk Tl E7H BREEE AT RetE, WEEIRH
M, N

Pr[AskPara,WithCorr; ] < qs;—,“d
Pr[AskPara,WithCorr,] = Pr[3C; e R(U), (L ID; || IDg || Y1 | C, || K || *,C3) € A 4]
+3C, eR(S), (0, *, B)e A ]

< #RU)+#R(S) _ dsend
- Dl Dl

Gameg: AUk, FIH Diffi-Hellman jn) @ 5 152048 (145 —AMHEAL CDH 52
(A B), MMM uver Z;, H C=AC,=B", Ml A CDH(CyCo)=
CDH(AY,B¥) = CDH(A,B)" . 5 ZiEE M aE, AskHg &7~ A X ID, || IDs ||V, [|C; Ik
|CDH(C,,C,) &Eifl H, (i=12,3, RiEEXH

Pr[AskHg] = Pr[AskH,] (5-11)

BILBEHLLE Ay SR IR, WA g- (#3435 CDH(CL,Co), 1T AT T 5 th

CDH(A,B) = CDH(C,,C,)w , 2
Pr[ASng] < thdV%j'F(‘; (t’) (5-12)

(5-10)

60



¥ 53 AEMeREER T A IETRY

o, U <t+(qsend+qexe+1) T, T, RRBEG PR (B ECC 553/ 125 1R [a],
gx LTk, E@id KR (5-1) ~(5-5) 1

Pr[Succ,]—Pr[Succ,] < zqse”d 4+ (Gsend +eee)® |

2p 2|+1
R & (5-6) ~(5-9)nI 15
Pr[Succ,]—Pr[Succ,] < Pr[AskParas] + Pr[ AskAuth, ] + Pr[AskH, ]

R E SCH Pr[AskAuthg] < Pr[AskHs]
ZRE1T Adve(A) = 2Pr[Succg] -1+ 2(Pr[Succg]—Pr[Succ,])
- ZC;%?d "_:|-2QhAdVth (t +(qsend * Oexe +1) T)

n qh +f;‘|1send + (9send ;qexe)

EHE 5.2 CAEM) WG=<g> &R, HLSFRD Y4, P52 Hid
P, Mo A £ TN 8] t N 55 2 3547 Qgeng X Send B\ Qe X Execute £ ifi
On REENLTR S HL AW, U”JI&EBUD HIXL A A TEPE L3

amh (-A) < q|Sepn|d + 5thdVth (t + (qsend + qexe +1) T)

qh +60send + (send +Gexe )
2|+l 2 p

Hrp T, RORBEG PR (B ECC 538 BN, | =max{l}, i=12,34.
WEB: 2 A R BRI SCRA PGEPE S o IEI I R AR RS R S e X 1
Ffeho BATHE L —AF
Auth,: A £k Game,(n=0, 1, 2,----- ,8) FIN B HANIETT Cg 8Y Cys
Y5 E X, 4 Advdth: (A) = Pr[Auth,]

WG, BATRHSIEHEHE 1 TP — R B0 B (Gamey, Gamey,
Gamey, -+-* , Gameg) BIT[153 R4, XHEAHIER.

5.4 MERESTHR

A, @ 53CHR[19, 81, 87, 88, 141]H 7 SEHEAT XS LUIRVTAR 1Y 5.2 i U7 S 11
5. Z LIRS L 7 AR AR G, R EATTR D EI AN SCRE 76 & 1 F) 2 4
PERIPR . ARIESR 1.1 1 1.2 AR IR 25 AT VAL, 45 SR W3k 5.2 F1 5.3 FiR.

% 5.2 MBI P ONTEH RO AR LLE

BiE  Wang &5 & Xie 5EET Horng &7 &MY Chung &7 kB Xu &7 M)
R 6T +14T, 6T +12T, 8T +7T,  7To+4T +8T, ATe +2T,+12T, 6T +8T,
HEE 2560 bits 2560 bits 3328 hits 2432 bits 2560 bits 2816 bits
fPfkE 3488 bits 3456 bits 1280 bits 3328 bits 3200 bits 3200 bits

*E?Eﬁﬁg%%‘ﬁﬁﬁ%, TCFE P XA A UE 7 R R £ R T B WA . EAE
. WEEMFWE. BEEEEEEHNERE: 1MTEE BRI TEREIRIZHE Te.
BIFIEHE T X, Dn/ﬁé’ﬁﬁ: ZH T Ml Hash B8 Ty, HbTe =T, >Ts >> Ty M, Hpw
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THHEEM “o” FZE: fAfE 248 P o f E SR, Z IR
SEHS AR, I H A PR e B A T P SV, DR T SRR
FERRT &R BANUERT B AR — R, {BRi% Hash B E#8IE Jy 128 bit, R4:
ARRIBENLE. F 7 ID A4 PW KA 128 bit, MRES#sF=ERIRE S p Ml q K
41024 bit, RGiL S n KK 32 bit.

TR, BEERNIEELD, Ni, A, y, n, g}, SAEEEITE N 3456(=32+3*128
+3*1024) bits; {5 &N E K AAIEIL A2 FEIX K B & 2332(=3*128 +2*1024) bits; &
SRAMAERE R b, R 55 28w A P v F T H S B Ay 6Te+14Tw. HIR 5.2 ATH, HiT R
(1T Horng 2577 2“0 Xie 7 %™, 5 Xu %77 %™, Wang 2575 &1 Chung
sy =R B

* 5.3 B THITTEMIANSRIT RV fabr i 2 E 0. Hr T Bl SEI A
S1~S12 24 H Al UL~U10 BRAR R, IAEISCHR[69]H Frgh i) “ BRAE B EEK .
Hr M Chung %57 ZHA M LA, (HIEETCEEI U2, US f1 U8; HAi LA
T5 RHAFAEIXFE BB FE [ 2 A BB, (EERAR 8 M I SCRE T T AN R =

% 5.3 WK O NEH BT H570 250

HE A AN RIS
Wang 24158 R E E B A R R EEEE T R EELEAEERETT R
Xiell4e! EE B R RREEREERTREEETSTS REB A
Horng %144 EE E R R REAERERERTARATERETEARRTR
Chung 24184 B E B £ £ R R EEE EZE R ARTS EETE RT R E
u 27 g0 E & K A R EGB R ERST RSB REBRE RSB BB
T~/

5.5 RE /NG

ARE Sl b Xu 5507 L RMCIE R AR R R R, 48R 7 ER %4
AT B R AR R “BOBIIAIE R 5RO, BET CDH WM, 2t T
—A CHARPM, JRE ROM AR H IR Z M L bl . e, 85 RZ0r
FHEATXL, SR 1T RS RAEE TR, 7 A2 2 A RENE SEELIT A S1~S12
‘74 AARAT U1~U10 BARJRYE, fifoR 17 SCHER[69] 4 H ¥ 2 JF il o
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SET R RBP4 W B
& it

TR RM A NIEH T2t e, g, MR g, s Z
IR FIAER AR o A% G R W — B i B e = AR A5 B 24, (ABEAE L
NETEBCHHEAR AW R, S8R a8~ A (S B aldd ge e o4 T I B0 A )
TS T B UGt & R 0 Rk, AR FEAESEPUE PR fE RO R el & m A i #5
F A E PSR A B E R R S

AL FHGeEETAEPTE I G- R A 7 O VAET IR FE bR A SR BTt
SN AT . I O SO AL B AT, Fa I e AU TR D REEREG, ARER
WM FEFRIM N TEC R, FRHE PR SCRTT RN . JET R 7o R M il @, #eit T — A%
G TR P R P S VAETNL, FE5ER T B R T RO 5L
MERRE R, Wit T ARSI L BT 4 B AR A SE BT A S AR B P, I L
TERBHLTE MU AL R 5E i 7 B R e A E R . 2 BEEUAS 17 DT DY J5 THI R -

D b TR =AM 7 R, B Xie 2575 % Hao 2577 M1 Hsieh 7 %, M
Xie %7 ZHT RSA AHEAR, $8HILTCIEMPURE A HE L Hao 277 1 Hsieh
Gl RHTAET X FREDIEAE (Hash BRED, T H BN TEIE LT EARFIHCHT 228
MRS . X=ATTREA T RERR L2 S T, JFEREZer, HAKE
RABEHEE R, 8 R 2 58 ™ OB A P BGE 256, R o) A,
e BT AT IE BH 22 AR KA TR S 22 A 1 2t B 47 R e 4%

2) BT R R AR O DE WS VRN Fa A AH SCHIF 7 7 B A 2 1) i)
WRIEAE X IE AR 100 RA LRI 25, M T SHErRmIMHEERR, 2HE T
S BCGATE . T UGER TAESETE R fe R T, R AHBAR R ST
PUES 26 VX5 M M IR b 22 56 B IR 1 E IR 55 2 i G BBUR IR UE R TS T T, IRSS
#r (B HATHIRBRIEE (BUSIRIEE) & SCILET M) 22 4 1t 1) L B2 A

3) FIH RSA AHEARK I AR 18 R AR BRI, Wk T —ANE T 2R 5HR
WERPEFE R P O EL . 5 CE MK BAHLG, B R 2 FIRE, 7E
& RE T A B E R

4) T CDH Wt %, Wit 7T —/ ROM FREZ 4 “ERARHML ", wliE R
AT AR FE PN 224 M A T B, ROM N A HIE 22 4 I WM SUE AT RE g B dr b 3o 22
APERUSERAT AT, OGS T B IR BRI Be R MR . 5 O AT DO L 25 SRR Y,
IR m BRI AR, SEELT T A M s s E T, T
Madhusudhan A1 Mittal T 2012 E4J4 H i85 28 T 1] fL

B T2 ST BRI AR K SE A TR 2, RS SCRRBUIM TR TR R E 4
WIERT S B LA A Bk P SO 4R AR X — B FL N AR U, AT R AR YR %
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MM 25 B T SN FRARIRI R C R, XX S8 56 R 1 IER 1 5 75 A 45 H B AR 5]
WEe HEINK— i, KR AEXEFESE, TS A SGEER 51—t 3.
Brit, FATWNEL N BB RERH — DT

1) %1t ROM R A[E 224 [T RSA 2 P A UEYL . RAEE B,
A ERA AT T RSA B BE, (HREP UL TR R0, £F
RSA I F - s R AR BRI, 75 BRI Z RIS N A MR 55, #italiE
ARV IATT — 28 TAE,

2) Wit T Z RS AE R P O AU . 35K B AR SCHTil 9T (1) ax e
%, NTHANHRS, P ZEIEMMNE ID MO4. AEE SRR,
KEME R RS E R, AP HESER Gdl2) KEM D, H4) X, XKL
AR AR 2 e i . Nk, BT 2RSS MM A EEN AT, H
X7 FERIRITTE a6, 2 — DN EHEE AR AR T7 1

3) BFRIRRE NS, B e AL A B N IR T S S ] 4 ] R AE 7]
A, DEBEETREH AR R R, JoZmh G N8 T IR R @5, ok
WeTh 2 4 AR R OBUR P UGIE T, 0K 2 2 ARk AR H i T AE .
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