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Abstract. The design of secure and efficient user authentication protocols for multi-server environment is becoming a hot research topic
in the cryptographic protocol community. Based on the widely accepted adversary model, this paper analyzes three representative,
recently proposed user authentication schemes for multi-server environment. The paper reveals that: 1) Wan et al.’s scheme is subject to
offline password guessing attack as opposed to the authors’ claim, and it also cannot provide user anonymity and forward secrecy; 2)
Amin et al.’s scheme cannot withstand offline password guessing attack, cannot preserve user anonymity and is vulnerable to two kinds of

forward secrecy issues; 3) Reedy et al.’s scheme cannot resist against user impersonation attack and offline password guessing attack, and
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also falls short of user un-traceability. The paper highlights three principles for designing more robust anonymous multi-factor
authentication schemes: Public key principle, user anonymity principle and forward secrecy principle, explaining the essential reasons for
the security flaws of the above protocols. It further proposes some amendments for the identified security flaws.

Key words. multi-server environment; authentication protocol; user anonymity; offline password guessing attack; forward secrecy
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R (U SCHER[511), 18 A I RHE o A1 g 4390 5 46 B HL S Ny A N 8 284 (1 R (U1 Chaotic-Maps) t ik 21 H ).

5 Amin &5 Z[Em

A A Amin 25\ POZE 2016 4R 1L T 3074 1D HoR 2 IR %% 3 R85 R B 7 GIE B0 Amin 25
75 &P L A A B . B AIE. DA TR
5.1 JEMMER

TEMEBT By F P B BRI 35 25 1 W B BL 58 IR 55 4% Sj 1B H B 3 Fn iR SID; ik 45 M P 0 RCRC

FEFR AL x THEE Py = h(SID, || x) SRl id %2 A 5 18 ik g S P i #

1) FF U B bRis 1D, , 114 PW, FIBEHLEL b, 3115 PWR =h(PW, ®b).

2) U;=RC:{ID,PWR}.

3) RC WEIRH Ui MTEME KRG IEBBENLEL i, 715 CID =N ID® y® B.RC A A 4 i vh & B AEH
CID;, #3%A4 UICA U; & FrEM i 7 i 5 REG = h(1D || PWR || CIR), T= N CID® 3® PWRXZ,RC &
HBNLE Y, I CID =h(ID® y, ® ), RC ¥ {CID,REG,,T,, y,,h()} 5 A& fit .

4) RC=U, HHEE.

5) Uils b 5EANERER.

52 BRME
1) HIF Uy B8 Re AR AR 2% 5N 1D, fil PW,, SC it 51 PWR = h(PW @ b), REG, = K ID|| PWR|| CID).
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JF L REG', /& 75 % T47 1) REG,. fu1 A%, 22 W1 FiL P 4N F 1D, L PW, 457%,5C 118 L, =T, ® PWR,, 2k j i
BUE NG N2 BSE N = Ny © N, Ly =N, © PWR, Ly = (L, ISID; IN 12 IN )
2) U; >RC:{CID,SID; T, L, L,,N;}.

5.3 AIERTER

1) RC W0k [ P I8 3 U S K 2 CID, A1 SID; b 202 75 IE A, SR AN IEAf RC 41 40 % S 15 K 75
W,iHHE A =h(CIQ|| %, PWR=T® A N=L® PWR N= N® NARJE LB L =h(L | SID; N, |IL, |
Ny) /2 75 2% T B EI 10 Lo S A A% RC 2 1k £ 4 45 U ,RC 2 BB LB Ny, i 55 A, = H(SID)
X), A=A ®N, N =N, ®N,, A =h(P, | N, | N, [ CID,).

2) RC—S;:{CID,, A, A, N}

3) SEMBIKE RC M EE U N, =P @A, N =N;® N, A, =h P N,|| N || CID) I LLB 2 1555 T
AL TR U S 08 RC AN U; 2 BER.S) ZEBENLEL Ng, 1H5E N, =N, @ Ng, SK, =h(SID; || CID; || Ng ||
Ny, A =h(SK; || N).

4) S; >U,:{SID;, A, N}.

5) Up HUEKA S5 I EJE 5 Ng =N, ® N, SK, = h(SID || CID|| N || N), & = h(SKI|IN)FFLb# A
T As I FAE S W P A Sy A it U AT Sy 2 A B 7 23 146 25 4 SK, = SK,.

6 Amin FRFRBZEMS

Amin £ A\ 7ESCER[26]50 45 ), Sood 25 AR5 S BRI Li 25 A 7 R TR BT 2 O A R I e
A7 8 Bk, 3 X P 2 o S 58 A, O i 0 R B, Amin 25\ R HE 0 S O PO v Se LT
FR, ELAF A5 P B 44 1 190 30 0 17 [ 22 4 ek ) 1.
6.1 EZMEM

RSZHLF B 44 P, L IR 7 i SR D Das 45 N IR U s 25 1D R 65 20SE P 44 B AE 2315 W) A2 1Y
£ 1D R ACAE AR 45 48 BT 3R FH P LS 1D, 1 A% 46115 38 A F Ath S TG VR SR BT AT A FH 094 A8 18R A X
HAR MBS AR N B AL R PR Amin 5505 2R A T <3l 1D R (B3R 84 Se A P B 4 1.

FP U [BE M o0 RC RS S0 REE {CID, SID,, T, L, Ly, N}, o, CID, FIR B F 98 1D 1
i 4.CID, =h(ID, ® y; ® x) B RC JEEUFENLEL y, THE TR, K IRFIE RC BB E LA P &R R AR &
ST AT AN, T WS A Uy B O B AR R T Mok A AT BRI [ E S8 CID, BLT, SRR
Ui IV 84T 9 AR RIX — 8 /R, CID; (T B S50 y, o1 & A BENLEL N, N, Phé [E e S35 T
6.2 B&OLSBENKRE

T A SARAZ 77 32 B, A P AR A S B AR A B 10 1 A B238 gk Bk 2 WA B (1) fELR T I (2) B
287 UL 5 FOR B A BB 00 O 40 J5 38 AN 75 22 5 I 45 23 28 B, AT FE A M E A7 A 52 i 45 8 i 42 A L 1 PR
), 2 FE T 114 AR AAIE WA U3 T W ) o K 2 s sl i 1530,

TEAR BT e R B B Bt A ALE I I A5 T B (it ) TR AR, 22 0y B8 40 0¥ 3145 0 ik &
W EUEME 2 {CID,REG, T, ¥, b h()}, A W K20 T 145 il 2 s

1) A MWH P &ty 23 6] D, #1104 228 D, 550 (ID°,PW);

2) A PWR, = PW', ® b); REG, = I ID; || PWR, || CID); 4, CID, A1 b A A K 42 HL;

3) ¥k REG = REG; J& 75 & 7. 4n S 57, U (1D, PW ™) 5 00 1E#i, 75 M %% 1).

R S (i 1) R R Y O((2T, + T )| D || Dy ), 377, T 9 Hash 45 A5 1 18], Toor 9 57 B35 A 1 1] 3C
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Hk[32,33] 4 W P £ i 2 1) R 14 23 (8] 43 2R | D [ D, [<10° AR SCHR[S0]7E Intel i7-4790 3.6GHZ
) PC LWREE B, T, (SHA-1) Iz 1T IS 18] 0.591us, Tyor P33 17 18] 4 0.006us, W) - 34 T o w76 5 & P9 52
A0 AR B B 38 55 2 S BT AE L/ P 5E AR

B AR AR B LR A AE I B AR R R R R B R RO R R X — B AT R A 1 2
A BEIRE T H P RER, RS B 2 0L SCHR[50]. — BLIE A A 55 H IER R (1D, PW™), FILF & RE £
M4 CID; A1 b, B BEALEL Ny, No, fE 7T 71 B S5 Ly, Lo, Na, 4 B L U, 17 AT =R S5 38 S

F5 11,1999 4, SCHR[S3]0F B SR A A B3 4 AR 52 ISR IR 11 4 DATIE B 0BT 8 4 11 4 G W B8k ) 0 E A
;2014 4F, SCHER[2710E B3 R A BH 4 AR SE B 0 4+ 34 BE = WA 1 DOE B 0P 25 28 11 4 0 B = 1) o0 B 5%
. T Amin 2575 LR T X FR SR (B Hash 5650, 495 E A RESR L% 2005
6.3 AR 2 4@

TEFF U 28 35 55 BT A 2 5 0045 2 1 10 SR (A F P R BR 45 98 ) 380 S B 0 R AN AT sl R HE7E 2 IR 45 4
IRBE N R T 5L (WA TE BB 3 5 A 1) R 45 %, #0250 (R0 ) M 45 5 4K U1 FA 0 Vi 88, IR) bt 7 ff R 2 1 2
B 55 (N FH ) IR 55 2 AL B < T B kST

BBt A SR T IR%5 38 S K IAFAST Py, IR @3k RC R AE S 1 B {CID, A, A, NJ} & S; [ U; 197
S {SID;, A, N}, T SREL Ui A1 S 1) 2 15 35 99, A AR RR G F

1) AN, =P, ®A;N,=N;®N,

2) AHHE Ny =N, ® N, {7325 4 SK =h(SID; || CID; || Ng || N,).

RSBl _EIR ey i R DU A S T M R S R S5 A L M i A I 3RAE T B
JIE 45 3% S5 PR P B 23 5 45 B e A T 170 2 4 M R VP A 2R G0 8 W K U SR AR VR 1) 2 42 TR Mk E. Amiin 257 220
i k55 A Sy K IIFL ST Py = h(SID; || X) S5 7E M b0 RC HAASH x i — A%, — ELRR 25 S 40 x ki, o idi & ) 3545
B MR 45 2% 8 S P I 2 00 5 51 UM B2 A R G0 %2 Ak W S SE BRIz A7 B, Dy 38 5 1 e, B AIR R GRS f
B EM AL RC B R 15t RASHIERUE A P RS2, AN E#E2 5 P IMETE.

6.4 AIEIZREMEREI

AT I R e A P R R R B A AT AR RS SR IR Py N THINZS H 5 — R ek U AR AR
%062 WHEHTANHBERFNZESH IFELBL D AHBNBHIHEH T U B4 Pw, I A 5
PWR, =h(PW, @b) LAFSREL U; A1 S; 12335 2% 81, AR AR R

1) A B3R U RAE S SRR E{CID, SID, T, L, L, N} IF it N, =L, ®PWR, N, =N, ®N;

2) A Bk S X Uy 17 S {SID;, AL NG} I THE Ng = N, © N;

3) A R34 SK =h(SID; || CID, || Ng || N).

NI AEACAZ, 7 A 1 4 A 4, o R B 104 3 AN A 2 T P A AR (R AR 15 2,
5 W Ty 0 W SR BB SE B P A R ELS 0  LE AESR AN 2R K A W R S A K
JE 82, KR T Y 1Ak R 4 XU B2, 2013 4R, Yahoo 10 12 1 45 EtR, B AE 44 . 4 AR L lBAS
Hi3k45:2016 45, 5 % . Myspace. Linkedin. Twitter. Tumblr. VK. Com %5 %14 %3k () 50112 1 4k B2 % 57 B
(541 B8] gk, T 7 11 4 Y3 (00 T B 1 3 v T I 4% s A B0 93 10 T B S £ 2R 4 4 W R R P SR A ik AR T s
A FERELH A2 s BT ELT.

7 Reedy ZF 5 R[E M

2017 4F,Reedy 55 NP — A0 B Bl 10 2 R 95 2 PR T B B VR B, P LB S DRI B,
JURIIR 5 BHE MY By BORB B A ELER B T AW A 7 B B IR 55 4 sh A5 39 B BE R 4
TR LB B AT AE AR B i 0 RCOEIURII I 26 E ) y? =% +ax+b b — 51 PEIUAY] USKASK,
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NIFZHAE, P.h()}
7.1 BREGIAMMEL

1) S;=RC:{SID;}.

2) RCit5 K, =h(SID; || ASK), 7E 7 & %udks e th 47 % {SID; , K ; }.

3) RC=S5;:{K,,h(ASK),P}.
7.2 BPEMME

1) HF U ID, PW, A BB HLE e Z7, TH5 PID = (1D || ¥), PWQ= h(PW]|| )

2) U, =RC:{PID,PWD}.

3) RC Ka & PID & 75 /2 C&EM K 7 N BT M 9 SID; i1 Q; =h(PID || K)), Ry = Q ® PWD,fEX T;
Fi £k {SID; R}, 3 Te A {PID,, C, Ty = .34 1 Te=1 I U MIVKIEM.RC 5L W, =h(PID, ||USK ), #§{W;,
Tih(ASK)} S5 N8 fig R .

4) RC=U, FHEE.

5) Ui L WIHRHIE BIO;, IS X, =W, ® PWD, G = h(ID || W), 0, 0;)= Gen(BIQ),\{= 1® 1 ,)X; &t W,
¥ {C.V,, 03 ENE R R E R R A& 28X, .V,,C.T.6,,P,h(),h (ASK)}
7.3 BRMWE

Ui il AN B RER 5N ID, PW,, 94 BIQ.

1) SC itH o/=Re BIQY), # W &), PI® ( |H,; ), PWD (hPW )¥ Wg X %‘ﬁECi;
h(ID; [|W;), A RAAH &5 45 £ 8 Sk K.

2) U IBBCRZ DI S, MR T mRE R, Q= R,®@ PWR AEMBENE N, e Z,, it 5 a=NP,
B, = PID, @ h(SID; || « || h(ASK)), D; = h(PID, || Q; [| ).

3) SC—S,;:{B;,D;,a}.
7.4 AERER

1) S B U 198 x5 KRG, iH 5 PID=B; ®h(SID, ||« || h(ASK)),Q; =h(PID, || K;), JF % il Diji
h(PID; || Q; Il @) #& 75 Bt 3L W R A7, Sy WAAIE Uy vk P 45 S 446 1k 22 3.

2) S LEBENLE N, e Z, tH5 B = N,P,K;; = N,ar,SK =h(Q; || K;; || PID,), E; =h(SK || SID; || 81| « || Q;).

3) s, U, {E;. At

4) Uy it 5 K = NS, SK= W(Q || K;; || PID) R E Eijih(SKn SID; [ 8 lla 1| Qy )72 1 B AL W R 3, U AIE
Sj; 7, £ 1B 2235 U 155 Ry = h(SID; |l || 8 I SK I1Q )

5) U —S;{R}

6) S; Jeik Fi,-;h(S“D. lle |18 11 SK Q) )/ 75 AL A R B AL, U U Al Sj 58 A ELNALE, 82 37 2% 1 % 4 SK.

8 Reedy FHRREM D

Reedy 2 A\ PR FR T2 077 28 AT AR H % 26 B ey (0 RS20 AT R B, 1277 R AN BEHR T 25 46 11 4 5 0l
Wik 158 B, EARESZIUH F B 4 k.
8.1 BL&BMBEH

55 4.1 WAL ZHF I R BT E A RSP ENMMERE (04 B R
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T, HIWTRE TS B 25 = AN UAE R T T P B 3R R O 4 PW, A2 55 04, B 2k 1405 M Bt X ik 2 1y
U FRRE R S A B A S 3T 32 55 30 e B AR (B i AR R 22 4 BERE 4 W LB SR AT R R N BURS
B{X;V,,C,,T,,6,P,h(),h(ASK)}, JF il id 3% s 1 4% 345 1 P A 45 2 BIQ,, JUIAT DU 2 11 405 2 i

1) A5 op =Rep(BIQ,0); £ = V(@ ho ) 3Lrit, Vi Al 6, MR il kA,

2) WHIF &6 2218 D, FIE 4228 D, 559 (ID7, PW”);

3) A PWD, = h(PW' || {);W'= X;® PWD,;; C,= W ID; || W), X; B g b3k A,

4) B6F C =C, & 75 L. W Hp sz, M (1D°, PW ™) 5 i 15 H, 75 ) 4% 2).

T BERLEC vy W 55— ¢, 7T 200 D) bk ks (¥ I 18] B2 2% BE DR O((2T, + Ty} 1 Dig | ID 1) 52 B £ 25 6]
4 23 8]+ 53 45 IR (| Dy [ Dy, [<10° B323%0) ki fig 75 22 100 QI 190 Py 58 il AN 3 5% L, 3k T 8 0% i 2
AR AR R T B P R BRI S0 C Bt 4241 7 S0 W 11 4 TE A P 1) B0IE T — BB 3 3R 19 S5 40
PW,, (AL FEREN B o, TH H S 4 By, Dy 17 B U BRAERIRE S;.

8.2 HEXEH

A R B Seh T B A RIRE R EA P U R RIS 5 — Rl )5 3078 Reedy S5
ey A 7 B RS R R A REVE T R O RC I IAASH Hash {8 h(ASK). i R Wi % A —EE M U, T E
OV e R P RS h(ASK), &2 - 15 B B

1) A#3RU, > 5s;:{B;D;a};

2) A5 PID=B;® N(SID ||« || h(ASK)):

3) A MEREREMNE T IRy, iH5 Q; =R, ® PWD,;

4) A ERBENEINT € Z,, 1F5 o" =N"\P; B}, = PID @ h(SID [l || h(ASK)); B, = (PID|| Q |ix")

5) A—S;:{B,,D.a}.

T PID AGEE B i ST, DY W LA S S0 e il o oe AR 2525 S B B 1 22 0 2 B SKL Lk
WBeati v, Beh % T AT S 45 08 R R S AT LR 2 P SR A AR AN L R R R BU AT R P B 1 SR AR
JR B A O, Bk R TV RS R P A 6 h(ASK)HE S PID, M 26 Ty BOM5 BT 51 45 28 S; I & 4
ZHL QTR P s it )7 B B

AN RN, TR Bt AR A S RLE F T A B P 8 R b #0476 7 R (R 1 RC RIS, 1% 45 2 5 Reedy %5
NTER R B X B8 S 301 B 0 SE I M o B 42, R M o 0 AN 22 5 IE I AR, DAk /> 3845 5 7 1118
2 B () I 38 S 3 Y L B 2 90 3 5 ok R 2 G M 3K — T 9 1 NI [ R R A 1 R o TR 4% I8
f PR 7 JB  E LR R A A 0 2R T AR S IR 45 75 SR R K, 2 IR 55 2% BB (0 AT 9 2 g S T e £ i 2.
Reedy %577 %2+, 4 SR 8 IR 25 #5 I\ R 40, F P UG Tl 55 397 0 A, 56 37 8 R R b S 804 B8 Uy i iR 25 8 1% ™
FE N T R A RIS R G R ARSI,

8.3 EZMEY

fE E—Fh O T U 3BT R R S5 2% S5 B8 i sRAS Bh # 4F PID, S8 AL &L M
Uy i A S8 B8 AR 1 h(ASK)HEST H PID 1 WLEE 8.2 W (¥ 88 1 F2B 3R 2.3+, PID, =h(ID, || ), 1;
SR Y BB ER ) A T PID, S 5 P B b TR B B AR DG K [ i 2 A e nT DU PID, I ZIE R U,
97 7 i3 7. 5 Reedy %505 KPR e SLELA] 1 B 44 1

F B 41 b ORI RS IUE BE R IR R SUR A B RS BAR (U0 Hash 55 85055 ) 6 vk s
FURE &R N AE Reedy 25 A HY (0 56 T 6 51 f 2 A0 328 R FH P AAIE 5 2 24 e iy A FETARA I3 sy 2% 2 5Fe et i 320 2 )
F & bRiR ID.
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9 g RN AR

F1 1993 4F Chang % A BTy R 2 48 B 10 B 43 DOUE DR AR, K Bk 3 B AL B SCR 4R Y 7 J 28 T4
Hh AT S B X S AT 7 S 0 X, #E BT B O R R B K D0 B AR AR R A R Ak X B A
£ 2 B AR P SO TN — AN EAR R .
Yt — otk — Bk — sodk. ..
JEA R E TARRT T ILAT VUL 22 42 8RB (4 SCHR[9-11,26,57-591), A5 A Wb 808 v Ji D £ HR 41 ok 23 B B AT
UL (B T X A T [ R () SR 15— 7 A0 S B b AR ST HE 1 Wan 5 020, Amin %5 41829
I Reedy 25 BP0 A% 2 22 A b, 45 2 DR M3 I TR IR 2 DR LA AR B S (L %% 3).

Table 3 A summary of the violation of three protocol design principles in recent multi-factor schemes
3 WA J7 EX AT ZA W BGE T AR SR I (¥ 3 e 15

P BRI J5 U] ) P VR SRS B I
e N FEAEPUE I B R R T, A D AR LI L R T 22 4 M 1 06 T2 1 [5,12,15,20,37,46,52,60-64]
FH P BB 44 TR AP E M B e R ER T, AL HE AL LI & 4 M0 0 I AR 4 1 [12,17,20,52,59,61-64]
B )22 AR RN AN AR A SBR[ 2 4 P I 0 TR 5% A, HLIR 45 B i 2 D P IR A B i B [5,12,17,20,34,37,59,60-64]

Q) ABHA

L #R[53] #,Halevi-Krawczyk $& H —AN 3T 104 BB EH 7~ B 43 IR B 3, HUE B 7E 20 A ok S e R 8
(R Dolev-Yao #7129 (% 5% FHl o} k5 ) 35 (U0 Hash 38520, 53 B2 520) B 11 A DGIE S TG VE SR 3T 28 28 11 455 Il
Wik T 45 1 Ma 5 \PHIE B 7R AR BT S P08 A R BT, AR SR A B 85 R B AR (0 80U R T UGIE Bl R RE G
VEIRPT B 28 1A %5 I ik

RHEEE 2.2 R ST 3B, S = R B 022 A PR, AR 15 Bk 3 AT 3 A L AT A AN UGE R 7 (D
A REE R B AR ), H BT RE TS B 2B = AN UGIE R 7 IR e, 78 4 B B 26 140 I 0 e AR R I A T A
BE < PYRREE BRI AE MR E, U = IR 7 22 AR AL AR G810 3 T 114+ e R B SOUR FUGIE P AR 2 4 R HE &
I, Wang 25 A AIE B 1 00K 7 453 1 2 BH 4 R s I TR R S@& A F = IR B 22 TR (R OUE B 130 B A, 75 3 A 1) 42
ZJFE N ELAG O B SE 1 C/S 220 G T 2 IR S48 9840 . TR A% A M4 IR . B30 HL B I 4.

AL T =AU N ST 14 AR 1 22 4 TR 7R 5 fig R H S8 A7 A 10 4 B0 IE 3R I, DR e v i s 2k O
AR By, BUAEAE Huang 45 A 3R H A2z 4 vs. AT AP 47 1) B2 5 5 (0 2, SC R 491 B B8 3iF PR 74
ARBIRN 5 45 22 440035, 1 “Honeywords™ 352 AR AR 45 &, B 2 il ke 1 SCHR[2] v 8t B 0 il 1, T SIS 6 £ 1 fl e 22 4
P vs AT PR, JE L IR AL 4t IR 1) 22 4k

(2) H PB4 JE )

SCHR[8]H ,Wang 55 N &% To 2k A5 a8 S TR T 1) “ A+ e R 7 W FHh 38 T B R AR
AR AEPUE P BE RS T AR A AR 3 B R Sl s L 7 B 44 M 1) 1 s R B B AN AT AT 19 . SCRR[8] 2% T
Havelli-Crawczyk /&0 Impagliazzo-Rudich T 7ES 4% i B T 12 J5 0] 194 Rk SC R854 46 H ix — 5
FUA W38, ANGE P T T0 28 1% R 3 W 4 A 855, TR R0l T 2 AR 45 S8 R 8 e Wan 5100, Amin 25 1281
K FH Hash R 20F0 57 548 A S8 0Bk 00 S5 7E AR R b e i St i o B 48 1 RS Reedy S5 WIMSCR T 406 [ 1 22
FERY AR AZE AN T 2@ EH 05, B A STEHE B R AHEWLIEH, 20 T X 3% 1D 1R H ik
Reedy & P00 AR A b T0vE S LS 4 E.

(3) Tl ) 22 A )

R8I AT [ = AR WD B AR EE — A B T MK AR MR A T R RT L I S E R AR &
A CHR[66] B YR FT T % B0 B s B 0 SE B AT 1) %2 4 M A TR U, H R 1R 22 A e RE E R R O v R SR
(1) T4 Diffie-Hellman #4978 45 R;(2) 36T I 45 4% Fr ik BE AL B (ML 28 o SCHR[27]3k — 5 4 i, Ay sk
AT )22 A 1, 2 T 104 (0 2 TR 7 W 3000 230005 2 B AR 4% 1R (L) SR A RS R (2) IR 55 4% o 22 /0 7% T IR
15 e 12 B BN 1 1 4 3 B X AR AT M e B 1 SBR[ 25, 26] 2 AU S AT
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W 7 SR FH A% 45 ) Diffie-Hellman 25 942 # 43 AR 768 JE T Chebyshev 15 i il 55 %5 51 22 e SR B R 3 25 K
W F R T 40 A PR M 1 e Ot T A K S LR ) 2 A bk PRGBS AR, AT B ST A D E TR
i 25 (). 185 B8 F R0 HL it B o 52 PR A 1% 4% (0 28 T4 B8 R IIE W il) (H TR B AR B8 2 B 3 1R % B SEBRIRAIE.

10 4 I8

B O B AR DNIE PRI 22 A A — A 2 T S, — 77 1 B Dy S Y £ 3 B W OB SR BR 5 2%, 55— 777 T 7 T 3 B
B SCIE 55 7 FE AR T DI LR T A 2R 6 A R T ks 3 04 Bl WA BE AT BEAT A P PR I . A SRS
2 R 55 25 W AT T 1 = AMRR A BE A4 A TE B CHEAT 1 %2 4k 23 A, 5% L Ao Lk SR B 80 ARy — 4 77 B 22 4
FFa 7 AT RE SR I B AR O T B R DR BB R A R B BRI 4 25 R

FLARRA, A SCE 5 (8T Wan 55 B3 330, 45 H HASBER ST 8 2k 1105 W Xy, HLAS RE SE DR /7 [ 44 P AT 17) 22
SV IRJE 2T T Amin S B HR O FIREAS BEARST 25 2 1S5 W ety ELAS REHR 14K B2 44 1P, 0 7 8 BB IR T 1) 22
Sk B R MG 55 0, 555 0 T Reedy S5 W, Fi H OGS B 2 11 % I el A 7 B ek =2 e 58 1, HAS e Se Bl
B PR AT 100 AN BESR BN o T 20 56, 05 WA A 17 22 Mk B ALl 37 SR AT 20 2R SR I g X P e 1
AR T SR BE R AN 2 S 5 R T 1) 22 A i) R

F5 A I P BOAS REHR T 2 10 T el T vk S BB 44 PR AT AT 70 22 4 (AR AR B BRLAE 1 3 S 17 = MR M
22 DR IAIE B BB T 3 AR JEU U - 2 GRS N R B A 1P D DU A T i <22 4 P S ) B B B LA AR A
RiR ZAbJa 320 g T U SR AE RS TE J7 i AR X S P T B AR RN, B R AL WHEM e mE 4 2
P E R N — 2B AR T 7 1.
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