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Abstract—The understanding of password security highly re-
lates to our knowledge of how adversaries guess passwords, and
this makes the modeling of guessing attacks a pivotal task.
To maximize guessing effectiveness, the adversary generally
attempts to guess in descending order of likelihood, akin to
the way generative retrieval learning-to-rank works in a rec-
ommendation system, which prioritizes information to targeted
users based on predicted relevance.

In this paper, we propose a password guessing framework
based on adversarial ranking, named RANKGUESS. We regard
the password creation process as sequential decision trajecto-
ries. In this context, the adversary is assumed to train an
agent where the current state is represented by the password
sequence generated up to that point. The action taken is to
generate the next token, and the evaluation score assigned by
the ranker serves as the reward signal received. Consequently,
we frame the problem of password guessing as a Markov Deci-
sion Process and tackle it using adversarial ranking techniques.
Due to the generality of our framework, RANKGUESS can be
applicable to various guessing scenarios (i.e., trawling guessing,
targeted password guessing based on personally identifiable
information (PII), and conditional password guessing).

By employing 12 large-scale password datasets and six PII
datasets, we demonstrate that our models are effective: (1)
RANKGUESS surpasses all current state-of-the-art models and
outperforms GAN-based methods by 26.29%~43.69% (avg.
34.80%); (2) When the victim’s PII at site A (namely PII4)
is known, RANKGUESS-PII for targeted password guessing
based on PII4, which guesses 58.21%~91.95% of common
users within 102 guesses, outperforms its foremost coun-
terparts by 6.32%~17.09%; (3) Within 107 guesses, our
RANKGUESS-MASK based on victims’ partial passwords (e.g.,
d#*#%]*02%), improves the password cracking success rates by
7.70%~14.85% (avg. 8.21%) compared to its state-of-the-art
counterparts. The paper provides a new technical approach to
a well-known challenge in the password-guessing field.

1. Introduction

Passwords are the primary means of user authentica-
tion [14], [95] and are crucial for online daily activities of
5.45 billion netizens [8]. With the proliferation of online
services, the number of web accounts that users need to
manage constantly increases, ranging from 80 to 107 [69].

However, users typically can remember only 5 to 7 different
passwords [40]. Unavoidably, users tend to choose popu-
lar strings [83], employ personally identifiable information
(PII) [84], and are susceptible to password stuffing [7] and
tweaking attacks [64]. Recently, users seem to have become
accustomed to catastrophic password breaches from high-
profile sites (e.g., 3 billion Yahoo leak [2], 1.1 billion
Alibaba breach [61]). Even if users’ passwords have been
stored in slow hash (e.g., PBKDF2) or memory-hard hash
(e.g., berypt), once these hashes are leaked, users’ passwords
are subject to offline guessing: the adversary .4 can employ
dedicated password-cracking hardware like GPU [3] and
smart guessing algorithms [86], [87], [91], and a large por-
tion can be recovered/guessed [4], [6]. Thus, it is important
to understand how much strength passwords can provide.

To this end, modeling password guessing attacks has
become a pivotal undertaking. Guess number [75] has been
found to be a good metric to evaluate password strength,
and those easily guessed by the adversary A are considered
to of low strength. Besides password hashes, A may gather
extra information (e.g., PII [84], or partial passwords [66])
about the victims to boost her guessing success rates. The
incessant escalation of attacks underscores the urgency of
investigating the ever-evolving tactics employed by .4. Note
that, the proportion of users who use password managers is
still low in recent years; for instance, BitWarden discovered
that only 34% of people use password managers [1]. Even
those who use password managers still need a user-chosen
master password to protect their password manager vaults.

Overview of password guessing. At ACM CCS’05,
Narayanan et al. [60] proposed the first probabilistic guess-
ing model utilizing Markov Chain. Since then, a series
of trawling password guessing approaches and methods
that employ users’ behavior of choosing popular passwords
have been proposed, such as PCFG-based [87], Markov-
based [54], LSTM-based [56], GAN-based [36], [52], [66],
[93], and Random forest-based [86]. As PII is becoming
more and more easily gathered, and more often than not,
users’ PII is leaked together with password hashes [5], [9], it
is imperative to characterize PII-aware guessing adversaries.
At ESORICS’15, Wang et al. [82] proposed the first PII-
aware guessing model Tar-Markov. They worked along this
line and proposed a series of PII-aware guessing models like
TarGuess-I [84] and RFGuess-PII [86]. Furthermore, there



are cases where A has somehow obtained (e.g., through
side-channel attacks like shoulder surfing [25], keystroke
audio feedback [27]) partial passwords (e.g., d*x** 1«02 x)
of the victim. To model this password guessing attack sce-
nario, Pasquini et al. [66] proposed the first conditional pass-
word guessing model, CWAE to fill in the unknown char-
acters of the target partial password. At USENIX SEC’23,
PassBERT [92] was proposed by using Bidirectional En-
coder Representations from Transformers (BERT) with the
pre-train and finetuning paradigm to fill the unknown char-
acters in the partial password (e.g., d**x*1x02x).

1.1. Motivation and Challenges

Learning-to-rank (LTR) [28], [59], [77] plays a crucial
role in generative retrieval systems [50]: (1) Machine trans-
lation: ranking the translations of a set of hypotheses. (2)
Computational biology: ranking the candidate 3-D structures
in protein structure prediction. (3) Recommendation sys-
tems: ranking relevant news articles for users after they have
read the current news article or based on user information.
Reward models are widely used to evaluate sequence gen-
eration in large language modelings (e.g., RLHF [55], using
given prompts to get the reward from human evaluation), to
align with human preferences as much as possible.

Password guessing further has a clear preference as shown
in Equation 1, where the adversary A usually attempts
to guess in descending order of likelihood. Motivated by
the above analysis, a natural research question arises: is
it possible to propose a password guessing agent (i.e.,
guesser), to align with the preferences of learning to rank
in password guessing. How to answer this question is not
straightforward, and here we explain why in detail.

In ad-hoc password guessing, given an additional query
information ¢ € @ (i.e., PII, and partial password) and a
set of N password candidates G = {p1,p2,...,pn} from
a password space C, a guessing model f aims to associate
a relevance score f (q,p,) with each pair (¢,p,) € Q x C
to rank the whole password set based on their relevance to
q. For example, the ranking model outputs the guessing list
L =[pnN,pN-1,-..,p1] if it determines that

f(qapN)>f<Q7pN*1)>"'>f(Q7p1)7 (1)

as A usually attempts to guess in descending order of
likelihood, just as generative retrieval learning to rank. We
aim to establish a guessing model capable of interacting with
the environment, perceiving the strength of passwords, and
thereby generating guesses like the real-world adversary as
Figure 1. We divide the aforementioned password guessing
attack process into three parts:

o Learning to generate: generate guess candidates for
different Scenarios #1-#3 in Table 1 via the guesser.

e Learning to rank: learn which passwords are ranking
towards the top in password space C via the ranker.

« Instructing to guess: with the aforementioned two ca-
pabilities, the ranker can instruct the guesser to guess.

Offline RL Model
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| Candidates
State, Reward .
Policy
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Rank PWs
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Environment  Attacker A Scenario 2 p@ssword
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Figure 1: An illustration example of the offline Reinforcement
Learning (RL) guessing models for three guessing attacks, i.e,
trawling, targeted and conditional password guessing Scenarios #1-
#3 as in Table 1. The attacker A makes decisions about the best
next actions to maximize its rewards based on the current state.

Now three challenges emerge:

C1: Even minor errors would result in the failure of
password guesses. Passwords are extremely short texts
with rich semantics and syntax. Contrastively, small changes
in text generation still carry semantics. For example, if a
model generates daniell1027 it would fail at guessing
d@niell1027. This imposes more constraints on the exact
match in Section 1.1 mentioned three tasks [41], [86] and
needs more additional restrictions when generating guesses.
C2: How to design rewards for password guessing task.
Password guessing can be regarded as a learning-to-rank
problem, which generates guesses ranking via likelihood in
descending order. Fundamentally, a reward signal is an ab-
straction of the task and serves as the bridge through which
we convey the task objective to the agent. Designing rewards
in password guessing can be a daunting task, as defining
desired behaviors through reward signals can be challenging
or may necessitate numerous expert demonstrations. In the
learning process for generating and ranking, we need to
assign a suitable reward to each state of the password, fol-
lowed by the calculation of the cumulative reward collection
for the entire password generation trajectory.

C3: How to utilize additional information to guess
users’ passwords. The construction of passwords typically
involves PII or commonly used strings, and the adversary .4
may acquire partial passwords (e.g., d*x* 102 *) through
various means. How can a guessing model for individual
users be learned from the additional available information?
Wang et al. proposed solutions for traditional matching
methods in TarGuess-I [84] and RFGuess-PII [86]. However,
there is no clear-cut solution for deep learning approaches
here. The challenge lies in maximizing the success rate by
leveraging additional information with a limited guesses.

1.2. Our contributions

In this work, our key contributions are three-fold:

« A new technical password guessing route. We build a
password guessing model using the adversarial ranking
technique, treating passwords as trajectories. We, for



TABLE 1: Summary of three password guessing scenarios with toy examples, labeled sets, and corresponding explanations.

Attack scenarios ‘ Toy example ‘

(x— y) with (zxe X, yeY)

Inputs X, accompanied by its outputs Y

Labeled sets ‘ Explanations of attack

Trawling guessing ‘ Bs; daniell1027 — daniel1027 E;

Passwords with the begin symbol B, with them
shifted right with the end symbol E.

The attacker does not care who the specific
target is, and its the only goal is to guess as
many passwords as it is possible [81].

(daniel@xxx.com,daniel, lavender,

Targeted guessing ‘ 10271985, 123-456-7890)—>daniell027

PII (email, user name, name, birthday, phone,
etc.) with corresponding targeted passwords.

Utilizing models to inference password
with provided specific users’ PII [84].

Conditional guessing | d**xxx1%02+x — daniell027

| Partial passwords with complete passwords.

| Complete password by filling the pivot [66].

the first time, define the learning to rank rewards for
password guessing. Then, We employ ranker-instructed
rewards at each timestep ¢ during Monte Carlo rollouts,
facilitating policy gradient optimization. The model
learns from the leaked password dataset to generate
high-quality password guessing candidates.

o Three improved password guessing models. We sys-
tematically analyze various experimental results. Our
RANKGUESS demonstrates exceptional performance
than state-of-the-art (SOTA) in trawling guessing sce-
nario by 0.79%~7.41% (avg. 4.32%) and outper-
forms GAN-based SOTAs by 26.29%~43.69% (avg.
34.80%). RANKGUESS-PII, when armed with the vic-
tim’s personally identifiable information (PII4) at site
A, achieves targeted guessing with a remarkable suc-
cess rate of 58.21%~91.95% within 10'2 guesses, out-
performing SOTA by 6.32%~17.09%. RANKGUESS
-MASK, exploits victims’ partial passwords (e.g.,
dx*x+x1+x02«), and significantly enhances the crack-
ing success rate by 7.70%~14.85% (avg. 8.21%)
within 107 guesses, surpassing latest SOTAs.

o Some insights. When it comes to predicting the next
token in the state n-gram patterns, RANKGUESS em-
ploys a reward model via learning to rank approach,
which converts non-differentiable evaluation function
scores to policy gradient updates. RANKGUESS can
better detect PII segment in Chinese passwords, and
sequential information in English passwords, while en-
hancing capabilities for capturing substrings (len>6).
We design a password strength meter based on
RANKGUESS to enhance user protections. In addition,
we evaluate its accuracy and security on real-world
passwords. It is capable of resisting both offline and
online password guessing attacks in the real world.

2. Background and related work

2.1. Three guessing scenarios

Trawling password guessing. Trawling password guessing
means that the adversary A does not care who the specific
target is, and the only goal is to guess more passwords under
the guess number allowed (e.g., > 109 as recommended by
Wang et al. [81]). At IEEE S&P’09, Weir et al. [87] pro-
posed the password guessing models based on probabilistic
context-free grammar (PCFG) [39]. In 2014, Ma et al. [54]
implied that the PCFG algorithm is statistics-based models
that crack passwords by counting the frequency of elements
in the training set (e.g., the LDS in PCFG), which has

the inherent limitations of password sparseness and overfit-
ting [54]. Meanwhile, Narayanan et al. [60] introduced the
Markov Chain [38], [70] to capture dependencies between
passwords. In 2019, Hitaj et al. [36] proposed PassGAN, a
method that learns password samples between the real and
generated passwords to simulate password distribution. They
use a generative neural network to capture password features
and a discriminative neural network [34] to evaluate the
similarity between training and generated ones. At this point,
it indicates that the generator has the capability to generate
real passwords. After that, Pasquini et al. [66] alleviated the
mode collapse problem of training GANs and Wasserstein
autoencoder via Wasserstein GAN and Context Wasserstein
Autoencoder, abbr. as WGAN and CWAE. On this basis,
they constructed two password guessing frameworks, that
is, Conditional Password Guessing (CPG) and Dynamic
Password Guessing (DPG). However, both PassGAN [36]
and Pasquini et al. [66] simply utilize ResNet [35] as their
generator from random noise and discriminator without
accounting for the cyclic dependencies within passwords
nature. GENPass [52] is a hybrid model combining PCFG,
LSTM, and CNN for password generation and classification.
Yu et al. [93] apply the gradient normalization method to
improve password training and generation process stability
and therefore propose the model GNPassGAN.

Targeted password guessing. There are many kinds of PII
about users, such as demographic related personal informa-
tion (name, birthday, age, phone number, education, gender,
etc.). The goal of targeted password guessing is to crack the
password of a given targeted user as quickly as possible [84].
In 2015, Wang et al. [82] introduced the first targeted
probabilistic model known as Tar-Markov. Grounded in the
principles of Markov Chain [60], this approach was de-
signed to leverage the frequency of names within a training
password set in order to estimate the likelihood of specific
users choosing name-based passwords. In 2016, Li et al.
[46] proposed a targeted password guessing model called
Personal-PCFG, which builds upon the PCFG [87]. This
model utilizes the length of PII to segment and analyze
password. After that, Wang et al. [84] showed that their
TarGuess-I is more efficient than Personal-PCFG [46] using
PII categories to crack passwords, which can gain success
rates over 20% with 100 guesses. TarGuess-I adds six more
PII tags (name, username, birthday, etc.) to the three basic
LDS segments in the PCFG algorithm [39].

Conditional password guessing. Conditional password
guessing means that the adversary A has obtained an in-
complete password (e.g., some wildcards) of the victim
by exploiting various side channel attacks [25], [27], [66],



[92] (e.g., shoulder surfing, keystroke audio feedback, and
thermal residue), then initiates a password guessing attack
(e.g., exx*xaxrtx, d+x+x1x02x). A plain way to tackle
conditional password guessing is by using trawling models
to create numerous potential passwords [66]. Then, these
potential passwords could be filled into the wildcard through
a filtering process. However, the task of efficiently remov-
ing irrelevant passwords from this pool can be resource-
intensive and demand significant storage capacity.

At IEEE S&P’21, Pasquini et al. [66] proposed the first
deep conditional password guessing model based on Wasser-
stein Autoencoder [73]. They refer to the final model as
context wasserstein autoencoder (CWAE) which consists
of an encoder embedding a partial password into latent
representations, and a decoder converting the latent repre-
sentations of the partial password into passwords. In 2023,
Xu et al. [92] proposed a SOTA approach for conditional
password guessing based on bi-directional encoder repre-
sentation from transformers (BERT) [26] using pre-train and
finetuing paradigm [51]. However, PassBERT [92] requires a
massive pretraining password to achieve results competitive
with CWAE [66], giving it a biased advantage over other
models. Additionally, BERT [26] was originally designed
to address issues of long-range dependencies and parallel
processing between words, which are not pertinent concerns
in password guessing. Therefore, choosing Transformer [79]
models like BERT family network [26] as the backbone
network may not be a suitable option.

3. Setting and RL formulation

3.1. Password guessing modeling

Suppose the password token set in this work is denoted
by V), and at timestep ¢, the previous tokens generated are
PWi.; = (wo,w1,...,wi—1) illustrated in Figure 1, where
all tokens w; € V are listed in Table 2 (and Table 9 in
Appendix A). To formalize this, we regard password gener-
ation process PWyi.r = (wg, w1, ...,wr_1) as a sequential
decision process [68] in the form of:

T = {s0,a0, $1,01,..., 57,471} . ()

At timestep ¢, action a; could be considered as to choose
a token from the token set V, with the policy denoted as
mo (as | st), where the state s; is the t-gram in previous steps
PW.(4—1). In such a case, the offline reinforcement learning
(offline RL) model aims: to learn an optimal (or nearly
optimal) policy from a pre-collected password D without
an interactive environment. We use S and A to represent
the RL models’ input and output space formally called state
and action in RL scenes as Figure 1. 7 € R is the temporal
reward for each timestep ¢, where R is the real number
set. A unit in a pre-collected password called transition is
a four-element set: {s;, at, r¢, St41}, where s; € S,a; € A,

TABLE 2: The abbreviations and notations in this paper.

Notations  Descriptions
B; Es Begin symbol and End symbol.
PW PW;., Password and partial password.
L, D, S, The letters, digits and special segment in length n.
TE Reward and expert.
E; means username/local part;
E.~E;3 E- means the second-level domain;
E3 means the top-level domain,- - - .
T'; means the whole phone number;
T ~T3 T2 means three digits/area code;
T3 means subscriber/line number,- - - .
N stands for name usages,
N, ~Nio NN for the usage of full name,
N, for the abbr. of the full name
(e.g., ds from danielsmith), - -.
B stands for birthday usages,
B.~Bi5 B; forfull birthday in MDY format (e.g., 10271985),
B, for full birthday in YMD format, - - - .
7 means password generation policy;
m(a,s) T (a,s) means guesser action and state pair;

T means a trajectory of password.

and s;+1 € S is the successive state of s;. The probability
of a trajectory 7 is given by the format of

PG(T) = P@ (807a0751aa1a e 7ST7aT)
T-1 3
= Py (so0) H g (@t | 5¢) Po (Se+1 | St,a0) -
=0

For example, PW;.r = {P,a,s, s, w, @, r,d}, we set sg
as By (standing for the begin symbol), then the action aq is
chosen to obtain the maximum reward with r( for the trajec-
tory token wy = P, resulting in s; = B,P, then make next
action a; to get s, = BsPa, and so on, until the complete
password BsPassw@rdE;, is generated. A set of transitions
in chronological order forms a trajectory in password D.
Based on the transitions, the offline RL model learns the
Markov Decision Process (MDP) underneath the passwords
and forms a policy g (a¢|s;) such that the password ranking
expected reward £() is maximized [37], [71]:

2(0) = IE:7'~P9 () [T(T)]

- EPW]:TNPS(PWI:T) [T (PwliT)] ) “®
where 7 (PW1.7) represents the total reward for the pass-
word PW ;.. This is the first attempt at modeling learning
to rank for guessing in this manner, utilizing RL to train a
guessing model. Thus, we name our model as RANKGUESS.
The goal is to maximize the reward of the guesser Gp.
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Figure 2: The workflow of RANKGUESS contains three steps, i.e., model preparation, cumulative reward accumulation, and guess process.
RANKGUESS firstly pre-train a guesser model and a ranker model via Section 3.3 on the trainset, then collects the cumulative rewards
via Section 3.2 from the state-action pairs of password using offline RL model. After k iterations, the training process of the model
converges and stabilizes. Finally, RANKGUESS can employ the rewarding process of trajectories and thus be used to generate guesses.

3.2. Learning to rank reward function

Regarding the mentioned reward in Section 3.1, we need
to design an appropriate one for password guessing. To
determine the strategy our expert employs for guessing, we
rank the passwords in the trainset to obtain the top pass-
words (typically, 1w) or tagged tokens as expert £ to imitate.
The task of guessing the password requires a corresponding
reward mechanism for password guessing alignment.

Ranking scores. Taking inspiration from the ranking steps
used in network search algorithms like PageRank [63], we
introduce a similarity metric capable of evaluating relative
ranks between PWs and formulate the ranking score of PW
concerning a given expert £ and comparison ST as follows:

P(PW|€ S+) _ €xXp [COS(YPWa yg)]
7 ZPW’ es+ U{pw} &P [Cos(ypw/ ) yg)]

®)
Here, ypw and y¢ are the feature vectors of the input
and expert password. For a set, the ranking score is the
expectation of each individual, denoted as R, (PW|E,ST).
Monte-Carlo (MC) rollouts. Note that in traditional RL,
the current reward is influenced by the rewards from in-
termediate states and future states. However, in password
guessing, the guesser Gy obtains the reward if and only if
one password has been completely generated, which means
no intermediate reward is gained before the sequence hits the
end. To relieve this, we utilize the MC rollouts methods [16],
[47], [58], [94] to simulate intermediate rewards:

QQ7¢(PW1:I§_175) = [E [RLP(PW|5,S+,PW1¢_1)] .
PW~Gy
(6)
Here, PW represents the password sampled by rollout meth-
ods at state s;_;. To be more specific, the beginning tokens

(wo, w1, ..., wi—1) are fixed, and the rest tokens are consec-
utively sampled by Gy until the last token wr is generated.

Assuming we conduct N trials and obtain N trajectories, de-
noted as 7, 7). (V) with corresponding state value
of Qg,g,(r(”)), the state value of s; can be approximated as:

N
~ 1 N
Qo (PWi1,8) = & ; Qo p(r™). (D
As N — oo, the empirical state value function estimator
Qo,p, (PW1.4_1,E) converges in probability to the true value
Q97¢(PW1:t_1, &) (as demonstrated in Appendix A.2) which
we denote as d; for short as the empirical state value.

3.3. Workflow

Step. 1: Model Preparation (MP). In the box to the left
in Figure 2, the adversary A prepares the guesser model Gy
and the ranker model R, based on the target password,
which contains m trajectories 7(Y) with the length of T
(¢ € {1,2,...,m}). The ranker model is optimized to
estimate the cumulative reward of each state-action pair. For
each trajectory in the password, a series of predictions for its
state-action pairs compose the exclusive feature for learning
to rank. We use the Monte Carlo Tree Search to optimize
the ranker model (see in Section 3.2). In addition, the
adversary A trains a set of guesser models with conventional
MLE methods using the supervised pre-training with model
initializations. Note that the tokens for different guessing
Scenarios #1-#3 are different as in Section 4.

Step. 2: Cumulative Reward Accumulation (CRA). In
the middle, the guesser model Gy observes the states of the
password and takes actions. For the i-th trajectory in the
password, the R, observes the state s} and the action aj
of each iteration model, where a; represents the guesser
model’s action at the ¢-th step of trajectory 7;, representing
the learned policies with model initialization and training
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Figure 3: Our RANKGUESS training phases are divided into two steps: (1) training ranker R, and (2) training guesser Go. The ranker
R is trained to assign corresponding rankings to mixup passwords under the guidance of expert £, which represents the top passwords
from the training set (serving as the expert for imitation). S* consists of n randomly samples from the training set, S~ comprises 7
passwords generated by Go. By mixing these sets with blending ratios ranging from 0 to 1, we create n mixup password sets. The expected
distribution is monotonically decreasing due to the changing blending ratios A. Meanwhile, the training of the guesser Gy generates a
password with a high reward passing back to the intermediate value via Monte Carlo Tree Search (MCTS) [17] in Section 3.2. Through
these optimizations, the guesser model Gy can generate effective passwords under the guidance of the ranker model R.,.

on the password. Using the learning-to-rank reward in Sec-
tion 3.2, the ranker R, calculates the estimations for all
state-action records, i.e., the estimated cumulative rewards,
which are the samplings of the exact cumulative rewards.
Iteratively, we update the guesser and ranker model & times.
Step. 3: Guess Process (GP). After the above two steps,
the guesser Gy obtains the estimated cumulative rewards
from the ranker models R, and then conducts the guess
process. For j-th trajectory, the guesser model Gy knows
{Q; |i€{1,2,...,k}} which obtains the best reward, i..,
Qj. We will detail the algorithms adapted for different
password guessing attack scenarios in Section 4.

3.4. Implement detail of workflow

Due to the need for sampling during Step.2, the non-
differentiability caused by sampling for discrete token
generation makes gradients unable to back-propagate to
the guesser Gy. Therefore, we need to convert the non-
differentiable loss into a reward signal using policy gradient.
Training guesser. With the feasible intermediate rewards,
we can finalize the objective function for a complete pass-
word. Refer to the proof in Appendix A.3, the gradient of
the objective function for guesser Gy can be formulated as:

VoL = Z Z Vi logmo(a:|PW1t—1) |,

PWlTNgG t=1a,€A
®)

where Vy is the partial differential operator. Es,.,.~g, is the
expectation over all sampled complete password based on
the guesser’s parameter # within one batch. Note that we
only compute the partial derivatives for 6, as R, is fixed
during the training of the guesser. Importantly, different
from the policy gradients in other works [36], [66], [94],
our method replaces the simple binary outputs with a rank-
ing system, which can better reflect the quality of imitate

password and facilitate effective training of the guesser Gy
(see Figures 12 and 13 in Appendix A.5).

Training ranker. To train the ranker’s parameters set ¢,
we keep the 6 parameters fixed. We generate samples S—
using the guesser Gy and sample the same size passwords
from the ground truth as ST ~ P}, in D. Next, we create
mixup shadow samples SM = \,S* + (1 — )\;)S~, where
blending ratios A; ~ U(N). Then, we obtain the mean rank
distribution of Tg.,(SM, £), and update ¢ via the equation:

T-1
VLo ==Y VoTou(SM,E)log A, )

1=0

by measuring the difference between the mean rank distri-
bution and the \; distribution using Kullback—Leibler diver-
gence. We can find that the two parts of our training have
inherent adversarial attributes. That’s because the ranker has
a razor-sharp sense of what’s valid and what’s not, while the
guesser gains a strong capability to generate guesses:

o The learning objective of the guesser Gy is to have
the ranker R, assign higher ranking rewards to the
generated sample S~ compared to the real ones ST.

o The learning objective of the ranker R is to assign
lower rewards to the generated sample S~ via the
guesser model Gy compared to the real ones ST.

In this assumption, the ranker R, continuously rewards the
guesser Gy under the guidance of expert £ to enhance the
the guesser’s password generative capability.
Consequently, this can be regarded as a process where Gy
and R, engage in a minimax game. The proposed password
ranker R, shares a similar recurrent neural network struc-
ture. Firstly, it maps the connected password matrix into
embedded feature vectors y, through a series of nonlinear
functions. Subsequently, ranking rewards for the password




TABLE 3: Basic information of 12 real-world password datasets with PII used in trawling and conditional password guessing experiments,
including details on the web service, language, when leaked, unique passwords after filtering, with PII or not, and the size of those datasets. '

‘ Dataset ‘ ‘ Web service Language When leaked Total PWs Length>30 Removed % Unique PWs With PII ‘
Taobao E-commerce Chinese Feb., 2016 15,072,418 88 0.01% 11,633,759
Dodonew E-commerce Chinese Dec., 2011 16,283,140 13,4758 0.15% 10,135,260
CSDN Programmer Chinese Dec., 2011 6,428,632 0 0.01% 4,037,605
‘Wishbone Social forum English Jan., 2020 10,092,037 250 0.01% 5,933,902
Matel Dating website English Mar., 2016 27,401,505 12,430 0.06% 11,916,080
000Webhost Web hosting English Oct., 2015 15,299,907 4,159 0.76% 10,526,769
Twitter(X) Social forum English Jun., 2016 40,669,963 282,149 0.69% 10,583,709
LinkedIn Job hunting English Jan., 2012 54,656,615 17,162 0.22% 34,282,741
Rockyou Social forum English Dec., 2009 32,603,387 3,140 0.07% 14,326,970
12306 Train ticketing Chinese Dec., 2014 129,303 129,303 0 117,808 v
ClixSense Paid task platform English Sep., 2016 2,222,045 0 0 1,628,018 v
Rootkit Hacker forum English Feb., 2011 69,330 5 0.01% 56,835 v

TPWs = passwords, and PII = personally identifiable information. As with [83], [86], we filter out passwords with length >30 or containing non-ASCIL.

features y s are computed using expert features y¢ extracted
in advance by R. Secondly, we construct the ranker R.,.
Its input is a piece of password, and its output is a value
representing the ranking of this password as a genuine pass-
word. This output serves as the reward for the input, and it
will be passed back to the generator at the end of each round
for the update of policy parameters # in the guesser. Next,
we build the guesser Gy, incorporating the policy function
mo(at|st) mentioned in Section 3.3, where 6 corresponds to
the parameters of the guesser model Gy. The guesser will
be updated according to the previously mentioned policy
gradient as Equation 8. GRU has two gates: the update gate
and the reset gate. To prototype the model discussed, we use
GRU [19] as the guesser model Gy, which maps the input
embedding representations (e, ...,er_1) of the sequence
PWi.r = (wo,...,wr_1) into a sequence of hidden states
(ho,...,hy_1) by using the update g recursively,
h; =g(h;1,e). (10)
Moreover, a softmax output layer z maps the hidden states
into the output action distribution taken by the guesser Gy,
z (h;) = softmax (¢ + Vhy), (11)
and the ¢ and V are bias vectors and weight matrix. To deal
with the common vanishing and exploding gradient [33] of
the backpropagation through time, we leverage the GRU
cells [19] to implement the update g in Equation 10 to
control the sequential trajectory in Algorithm 1.

4. Experimental results

4.1. Trawling password guessing (Scenario #1)

Trawling guessing [86], as one of the most traditional
and common attack scenarios, involves attempting password
guesses without using any personally identifiable informa-
tion (PII) or extra information (e.g., partial passwords).
Guesses generation. To align with the length distribution of
actual passwords, we have developed an adaptive password
generation algorithm. Initially, we start with an empty stack
Q for prefixes and a lookup table LUT for storing printable

ASCII characters from 32 to 126. The algorithm iterates
by popping a prefix from the stack and predicting token
probabilities using guesser Gy. If this probability exceeds
the threshold or the token is E;, then the prefix is considered
a valid password and is added to the set P.

Algorithm 1: Training RANKGUESS Framework.

Input: Password or PII tagged set D, training
epoch O, iteration count K, state space S,
action space A, differentiable policy
7o (at|st), learnlng rate a, f.

Output: Policy 7y (at | s¢).

1 Randomly initialize parameters 6 and (;

2 Pe-train Gy using MLE on D and update 6.

3 Generate S~ samples using Gy for training R,.
4 Pre-train D, via minimizing the cross entropy
sfor t + 0toO—1do

6 /* Training ranker model R */
7 for £ < Oto X —1do
8 Samples S~ ~ Gy and ST~ P, in D ;
9 Mixup shadow samples
SM = \;8* + (1 — \;)S~, where
Xi ~ U(N);
10 Get the mean rank distribution 75 ,(SM, £)
via Equation. (6);
T—1
1 gpecp—aZVW%,LF(SiM,E)log)\i;
L i=0
12 /* Training guesser model Gy*/
13 Generate n trajectories
() = {S( D a0, 59, ald, ... S(T)7G(T)}
based on the strategy 7y (a | s);
14 for [ < OtoC—1do
15 0 +— 7?; W(Pwl +-1,&) via MC search;
16 00
T
17 B E Z Z Voo log me(as[PWyis—1) |
PWa.n~Go t=1 a; €A

18 return 7 (a | s)

Otherwise, the prefix is extended with the token, its
probability is updated in LUT" data structure, and it’s pushed
back onto the stack for popping. This recursive process
continues until the stack is empty. Ultimately, the generation
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Figure 4: Guessing performance of our RANKGUESS in comparison with other SOTA approaches (i.e., RFGuess [86], PCFG [87], 3/4-
order Markov [54], [60], and FLA [56]) in the cross-site guessing scenarios with training sets that are of both varied sizes (from 0.01M
to 1M) and the fixed size 1M(=1 million), where — means that that the attacker uses the left side data to train the model and uses the
right side data as the corresponding test set. Our RANKGUESS performs the best among its counterparts in most testing cases.

algorithm returns the generated guess candidates P.

Algorithm 2: Trawling password generation.

Input: The threshold 7 of generated passwords.
Output: Passwords set P.
1 Init LUT:look-up table{key : prefix,value : prob}
2 Q.push(B;.tokenize()) /* Implement a tree using
a list, build an ordered search tree using BFS.*/
3 while /Q.empty() do

4 cur_prefiz + Q.pop()

5 next_prob <+ guesser Gy(cur_prefix)

6 char_set V<+top_w(cur_prefiz,beam_width)

7 for c in char_set V do

8 cur_prob «<—LUT [cur_prefix| * next_prob|c]

9 if cur_prob > o then

10 if c == FE, then

11 k P.append(cur_prefiz)

12 else

13 Q.push(cur_prefix + ¢) /* The
entire algorithm generates
passwords by traversing trajectory
7 that meets the criteria. */

14 LUT[cur_prefix + c] < cur_prob

15 return P

Hardware and software dependencies. The experiments
are conducted on a workstation operating on Ubuntu 22.04
LTS. The models utilized are implemented using PyTorch
and TensorFlow with their corresponding libraries. Notably,
the experimental computing machine is equipped with an
Intel Xeon Gold 6230R @2.1GHz CPU, 256G Memory,

NVIDIA RTX 3090 GPU (with 24GB of VRAM), a 1TB
solid-state drive and a 4TB hard disk drive. We posit that
this configuration is attainable for real-world adversary.

Datasets. We evaluate the existing password guessing ap-
proaches and our RANKGUESS model based on 12 large
real-world password datasets (see Table 3), a total of 421.79
million (M) passwords. Eight of our password datasets are
from English sites and four are from Chinese ones. Our
first step involves removing passwords consisting of symbols
beyond the 95 printable ASCII tokens (i.e., the Appendix A
in Table 9). We have observed that the original datasets
include abnormal passwords that do not seem to be user-
chosen passwords or relevant information, either because
they are too long (exceeding 30 tokens) or too short (less
than 4 tokens) the same as previous work [56], [66], [86],
[87]. Therefore, we have initiated the task of cleaning the
datasets before conducting any experiments. These datasets
exhibit variations in terms of web service, scale, time, with
PII or not, password policy, and language, so it is sufficiently
comprehensive to compare the performance of SOTAs.

Evaluation metrics. We compare the performance of dif-
ferent models (limited to 10'* guesses). Once the produced
guesses hit the targeted password, the account is cracked.
We calculate the cracking rate among the account by ﬁ’,“&

accounts

Ethical considerations. Our datasets are all publicly avail-
able on the internet and dark web, and have been widely
used in password research [13], [64], [66], [84], [92]. Still,
they contain sensitive data (see Table 4), and we take
three precautionary measures to ensure that there is no
additional harm to users: (1) All our datasets are stored and



processed on computers disconnected from the Internet; (2)
Only report the aggregated statistical information and treat
each individual account as confidential; (3) Delete all the
intermediate sensitive data (e.g., email and datasets of target
guesses) once our analysis finishes. While these datasets
might be already exploited by the adversary for miscon-
duct, our use is helpful for security administrators/users to
measure password strength and prevent weak ones. That is,
the defenses (e.g., one can design a password strength meter
similar to [15], [56], [76]) derived from our guessing model
can be in the public interest. As our datasets are all publicly
available from various sources over the Internet, the results
in this work are reproducible. Our use of these datasets has
been vetted by the security and privacy experts.
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Experimental setup. We compare RANKGUESS with lead-
ing guessing model (i.e., PCFG [87], Markov [54], FLA
[56], PassGAN [36] and RFGuess [86]). The setup and
hyper-parameters of these compared models are as follows:

e PCFG. The PCFG we use is consistent with [54],
that is, the probability of L segment comes from the
trainset, which surpasses the original Weir et al. [87].

e Markov. For Markov, due to the influence of order,
this work carries out both 3 and 4-order experiments
simultaneously and adopts the Laplace smoothing and
end symbol regularization as Ma et al. [54].

e PassGAN. The source code (see https://bit.ly/3Ylc
F4V) of PassGAN [36] is not optimal as random
sampling, so we train it with 10,000 iterations and 10
gradient penalty. We sort the guesses according to their
frequency, merging the same passwords.

e FLA. We use the source code of FLA [56] (which
is available at https://bit.ly/4h2hKXo), and follow its
recommended parameters in our experiments. More
specifically, we train a model consisting of three LSTM
layers with 200 cells (i.e., small model in [56]) in each
layer and two FC layers, 20 epochs.

e RFGuess. The RFGuess parameters we use are con-
sistent with Wang et al. [86], and we train the random
forest model using scikit-learn with 30 decision trees.
Meanwhile, the minimum of leaf nodes is 10, and the
maximum ratio of features is 80%.

o RANKGUESS. As detailed in the Algorithm 1, we train
RANKGUESS with penalty v = 0.1. The loss function
is KL divergence, and the optimizer is Adam [42], with
an initial learning rate of 0.001 and betas of (0.5, 0.999)
for momentum. We train the model with five pre-train
epochs and a total of 20 epochs. More specifically, we
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Figure 7:The t-SNE-based visualization of ranker R¢ latent space
for passwords. We sampled 10,000 passwords, projected them into
Ranker’s 512-dimensional latent space, then reduced them to 2D
using t-SNE [78]. The visualization distinct clusters for very weak,
weak, moderate, and strong passwords, and red represents weaker
passwords, such as passwordl123, followed by green, yellow,
and blue. The effectiveness of our Ranker model is consistent with
the evaluation of the password strength meters as we expected.

train the guesser Gy and the ranker R, with 17 group
numbers and 0.3 dropout rate.

Experimental results. Given the computationally intensive
nature of enumerating guesses, we employ the Monte-Carlo
algorithm [24], [49] to approximate the number of attempts
needed for the adversary A to discern a password by making
guesses in decreasing order of likelihood.

Our experiments are mainly divided into two parts:
(RQ1I) corroborating how much better RANKGUESS per-
forms compared to other SOTA models and (RQ2) the
impact of various factors on model performance: training
size and language in Figure 4, 5 and 6. To answer RQI,
we conduct an apples-to-apples performance comparison
of these approaches using Twitter, LinkedIn, Taobao, and
CSDN to crack others (i.e., Figure 4(c)~4(f), and 6). Ini-
tially, the password guessing crack rates of all evaluated
models are relatively low, making it difficult to discern
any significant advantage. However, the superiority of the
RANKGUESS begins to manifest distinctly at 10* guesses.
In the testing cases, RANKGUESS outperforms the SOTAs
by 2.83%~10.91% (avg. 6.91%) and the GAN-based SO-
TAs by 26.29%~43.69% (avg. 34.80%). The distribution
differences between different websites are significant and
IM trainset is substantial in differentiating the performance.
Size and Language impact. To answer RQ2, we train
0.01M~0.1M Twitter to crack the same site (i.e., Rockyou).
We observed that all models improve with larger training
sets. The performance range of PCFG is 14.73% to 53.07%,
while RankGuess ranges from 46.63% to 83.55%, partic-
ularly excelling with smaller training datasets. Analysis
across 1M cases shows varying results; however, categoriz-
ing by language reveals distinct patterns. Models perform
significantly better on English websites (Figures 4(c) and
4(e)) compared to Chinese sites (Figures 4(d), 4(f) and 6).
We analyze the statistics for PW containing a substring of
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5+ letters (Rockyou 71.69% and 000Webhost 67.82%), and
the results are notably higher than that for Chinese (CSDN
28.03%). This discrepancy explains why RANKGUESS per-
forms better on English websites, as the sequence informa-
tion is stronger. In addition, we visualized the space of the
ranker R, for randomly sampled 0.1M passwords, reducing
the dimensionality from 512 dimensions to 2 dimensions us-
ing t-SNE in Figure 7. The password123 is the weakest,
so it appears in the red. Next is lovedever in the green
category. In the blue category are the strongest passwords
(e.g., ZXj6Y!g2rxM). It is evident that ranker R, exhibits
a clear capability learning to rank which instructs the guess-
ing process as mentioned in Section 1.1.

Further analysis. We now reveal the unique advantages of
RANKGUESS by comparing the overlap ratios of cracked
passwords with RFGuess [86] and FLA-small [56].
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Figure 8: The overlap ratios of cracked passwords.

Overall, 39,254,758 unique passwords are used in our
testing sets as conducted in Figure 4, with overlap ra-
tios ranging from 1.36% to 7.60% for English datasets
and from 0.54% to 12.81% for Chinese datasets. Figure 8
shows a total overlap of 60.18% (23,623,513 /39,254,758)
among the three models. For independently cracked pass-
words, RANKGUESS has a 11.23% overlap rate (7,325,206
/39,254,758), while that of RFGuess [86] and FLA [56]
are 5.57% (3,633,250 /39,254,758) and 7.12% (4,644,298
/39,254,758), respectively. Notably, the intersection of
RANKGUESS with FLA [56] is much larger (i.e., 6.69%
= 2,626,143 /39,254,758) than the intersection between
RFGuess [86] (i.e., 3.37% = 1,322,885 /39,254,758). This
highlights that RANKGUESS is closer to the performance of
FLA-small [56]. The above analysis reveals RANKGUESS
is good at what RFGuess [86] and FLA [56] can do.

To investigate where RANKGUESS has an advantage, we
analyze the characteristics of the passwords cracked by
different models, focusing on the length and composition of
those cracked passwords, as well as providing examples of
the cracked passwords in Tables 14 and 15 in Appendix A.6.
As illustrated in Figure 16, RANKGUESS outperforms other
models by 0.56% in cracking 6-character passwords and by
1.44% in cracking passwords of 11 characters or longer.
To measure the similarity between the cracked passwords
and the test set, the total variation distance (TVD) between
RANKGUESS and the test set is the smallest among all
models, indicating that it closely matches the password
length distribution of the test set. As shown in Figure 17,
RANKGUESS performs well across combinations of mixed
letters and digits (LD) and digit-letter (DL) structure.

4.2. Targeted password guessing (Scenario #2)

There are many kinds of PII about users, such as de-
mographic related information (name, birthday, age, gender,
etc.). The goal of targeted password guessing is to crack
the password of a given user in a given service as quickly
as possible [84]. Targeted password guessing predicts the
probability of the real passwords (PWs) given PII:

PPW [P = [ P(PW:|pi,Gs), (12

PW; €EPWs
pi €PIL

where PW denotes the password given personally identifi-
able information with p; are six PII attributes.

TABLE 4: Basic information of our PII datasets.

[ Dataset [ Language | Items num | The types of PII attributes
PII-ClixSense English | 2,222,045 | Email, UID, Name, Birthday
PII-000Webhost | English 79,580 | Email, UID, Name, Birthday
PII-Rootkit English 69,418 | Email, UID, Name, Birthday
PII-12306 Chinese 129,303 | Email, UID, Name, Birthday, Phone
PII-CSDN Chinese 77,216 | Email, UID, Name, Birthday, Phone
PII-Dodonew Chinese 161,517 | Email, UID, Name, Birthday, Phone

PII matching algorithm. For passwords containing PII
[84], such as daniel1027 (i.e., N3 : daniel in name
danielsmith, B4 : 1027 in birthday 10271985, etc.),
we have noticed that such passwords can be split into
PII segments, such as N3Bs. Li et al. [46] introduced an
approach for PII matching akin to the PCFG method [39],
where, for instance, N3 denotes exactly three letters in PII,
such as Tom. It’s evident that when PII is already known,
splitting the password into segments based on letters as the
basic tokens may lead to a loss of entropy of PII [86], which
can better preserve semantics as proofed in [86]. For the
password daniel1027, compared to splitting it into token
levels, tagging [10], [48], [53] PII can help avoid the loss
of both the name and birthday information. Therefore, we
need an effective PII matching algorithm for deep generative
models to find PII segments in passwords.

Inspired by Wang et al.’s work [84], [86], the first pro-
cedure in our PII matching involves designing a set of
tagging rules and establishing a series of tokenized labels to
represent personal information. The summarization of these
labels is provided in Table 2. Our tagging rules start from
1000 as N, where 1000 represents the complete PII, 1007
denotes the uppercase surname N7, 1004 represents the low-
ercase surname N3, 2000 indicates the complete birthday as
B, and so on. We have constructed a comprehensive and full
tag-matching representation, illustrated in Figure 14. Based
on these rules, a password containing PII can be represented
using these labels as the new training trajectory.

The second procedure involves enumerating all possible
taggings for each password by substituting PII labels. For in-
stance, consider the targeted password daniel1027. It can
be represented in different ways: {N3 B4}, {N31,0,2,7},
{N3B10,2,7}.{N31,0,B11},{N3B10B11 },{E3 B4}. . .,
and {d,a,n,i,e,1,1,0,2,7}, a total of 17 representation
methods. In contrast to Wang et al.’’s works [84], [86],
where a single representation is selected as the definitive



TABLE 5: Comparison of four Pll-based guessing models."

Experimental setup RANKGUESS- | RFGuess- | TarMarkov Tar-
Guessing scenario Guess # PII PII [86] 3-order [82] | Guess-I [84]
10 1591% | 16.06% 15.67% 8.41%
50% PII-12306 102 21.37% | 20.40% 20.09% 18.47%
1 10° 2827% | 27.20% 26.35% 29.01%
50% PII-CSDN 108 44.90% | 41.00% 43.27% 39.51%
101'® 7045% |  66.58% 65.94% 56.05%
10 4.15% 520% 412% 4.93%
50% PII-CSDN 102 6.81% 7.90% 7.28% 5.96%
1 10° 1240% | 10.96% 11.45% 9.97%
50% PII-ClixSense | 108 27.83% | 25.46% 23.23% 24.85%
101° 94.69% |  90.74% 85.17% 64.51%
10 251% 3.07% 2.40% 252%
50% PII-Dodonew 102 7.33% 8.00% 7.10% 6.18%
1 10° 19.05% | 17.29% 16.50% 14.39%
50% PTI-000Webhost | 108 24.84% | 22.62% 23.45% 21.72%
1015 7222% | 69.61% 68.86% 53.80%
10 1482% | 11.87% 10.90% 9.12%
50% PII-ClixSense | 102 20.05% | 18.05% 17.70% 16.67%
1 10° 32.36% | 30.06% 28.70% 29.15%
50% PII-12306 108 57.11% | 54.01% 51.48% 55.75%
1015 99.29% | 97.33% 92.38% 78.60%
10 6.96% 5.95% 6.32% 547%
50% PII-Rootkit 102 1140% | 10.07% 10.46% 9.21%
1 10° 16.17% | 14.88% 15.12% 12.25%
50% PII-Dodonew 107 3945% | 38.81% 27.73% 36.77%
1014 89.81% | 86.10% 78.24% 56.91%
10 10.82% 875% 7.90% 6.76%
50% PII-000Webhost | 102 15.19% | 13.89% 14.10% 12.64%
i 10° 27.82% | 25.17% 22.32% 21.71%
50% PII-Rootkit 108 37.57% | 32.26% 30.34% 31.73%
101° 93.93% | 90.45% 85.43% 60.64%

TA value in bold (attack success rate) indicates that it is the best within each respective row.

one for each password, our generative PII-tagged approaches
involve inputting all potential representations into the model
during the training process. Our approach deviates from
conventional machine learning paradigms, as deep learning
necessitates substantial training datasets and places less
emphasis on intricate feature engineering and preprocessing
techniques. In this context, multiple representations can
serve as a part of data augmentation [90]. Our approach can
help enhance the robustness and generalization capabilities.
We summarize our PII matching in the Algorithm 3.

Datasets. We evaluate the existing approaches and our
RANKGUESS-PII based on six large real-world datasets (see
Table 4). As shown in Table 3, three datasets originally
contained diverse forms of PII. To facilitate comprehen-
sive targeted password guessing evaluations, we align the
passwords that do not initially contain PII with these three
PII-containing datasets through email matching. This results
in a total of six datasets associated with the PII attribute,
detailed in Table 4 along with language and item count.

Approaches for comparison. The prevailing targeted guess-
ing models that utilize personally identifiable information
(PII) predominantly consist of TarGuess-1 [84], which is
rooted in PCFG [87], and TarMarkov [82], which is built
upon the Markov model [54]. RFGuess-PII [86], on the
other hand, is designed using a random forest classifica-
tion approach based on n-grams. It’s worth noting that the
original TarMarkov model, as proposed by Wang et al. [82],
primarily focuses on leveraging name information. However,
it can be readily extended to include additional user details

such as user name, birthday, email, and so forth in this paper.
Evaluation metrics. We use pick one of the leaked PII
passwords from a specific user as the input, and then infer
its variants (limited to 10'* guesses). Once the produced
variants hit the other password of the same user, the user’s
account is cracked. We calculate the cracking rate among the
evaluation uses/account by % given different guesses.
Experimental results. In this part, we also propose two re-
search questions: (RQ3) How much better is RANKGUESS-
PII compared to other SOTA models? and (RQ4) What is
the impact of language, size, and PII on the users’ password
security? To accurately depict the success rates of various
attack methods, we conduct 22 testing cases and present
specific result values at certain guess numbers (i.e., 10°
and 10% in Table 5). Traditional statistical methods, i.e.,
TarGuess-I [84], and traditional machine learning methods
perform well with small guess numbers (i.e., < 10%). How-
ever, RANKGUESS-PII, based on DRL, outperforms than
RFGuess-PII [86], TarMarkov-3/4order [84], and TarGuess-
I [84] by 6.32% to 17.09% (avg. 12.70%) at 10° and 10%
guesses. It is evident that RANKGUESS-PII is more stable
and better suited for targeted guessing at large guess number.

Algorithm 3: Our PII matching algorithm.

Input: Passwords set X = {pw1, pwa, ..., pw,},
mapping from PII to labels pattern2tags.
/* Pattern2tags are a series of pre-defined
(personal information segment tag) tuples,
indicating tagging to each PIL.*/

QOutput: Passwords tagging PII structures P.

1 for pattern,tag in pattern2tags do
2 pos = P.match(pattern);/* Perform string
matching to ascertain the presence of PII. */

3 if pos! = —1 then
4 for i = 0 to pattern.length() do
5 for index = i + pos do
6 | tag_pwd = P.replace(index, tag)
7 tag_pwds =
| PII_match(tag_pwd, pattern2tags);

8 /* Conducting DFS, with tag_pwds storing

the matched password strings. */
9 for ¢ = 0 to pattern.length() do
10 tag_pwd =

pwd.replace(pos + i, patternli));

11 for pwd in tag_pwds do

12 P.append(unique_tag(tag_pwd));/* Represent
each PII with a single tag, eliminating

| unnecessary tags. */

13 return P

Language, size, and PII impact. To answer RQ4, we also
perform a like-for-like performance comparison of these
approaches with regard to dataset size (Exp. #6—#8 in
full version) and language. It was also observed that for
RANKGUESS-PII, as the proportion of PII-Mixed training
data increased from 50% to 90%, the effectiveness at 10'*
guesses improved from 91.73% to 99.28%, representing



TABLE 6: Provided are pivots and the coresponding top-5 passwords cracked by RANKGUESS-MASK in Rockyou. The main results
are classified according to pivot frequency. For instance, pivot like “e**aet*” in 107 guessing attempts yield a success rate of 95.20%,
in which “elezabeth”, a well-known female first name, emerges as the top-5 probable password. The blank spaces indicate that the

passwords were not successfully guessed. The Crack(%) row indicates the crack rate for example pivots.

Pivot | Common Uncommon Rare Super-rare

Rank wEppietit  kgrEaniier  rgERke]23 | gk kjkekho®  edigEett | 1RFEEETEEQ)  mywkssiipk gl P Fppr #Hokesotetr  1¥51F1#§6HE
1 minniewow darkangel augustl23|longhuong fisherboy elizabeth|1234567890 mypassword sliveshow|hairclipper ilovesoccor 10519148650
2 hunniebee farhanall bunniel23|longhornl singerboy ericareta|1234567880 mypasswOrd slivOshow ilovesoccer 13512108611
3 hanniel23 harkangel hungryl23|longhorns silverboy elixabeth|1234567650 mylesstorm slideshow llovesoccer 13510138639
4 jonniecel maryangel butterl23|langhorn! mickeyboy elysabeth|1334567980 mypassworl slidwshow
5 minniel23 marianl23 turtlel23|longhorn7 cinderbob elezabeth|1234567000 mypasswor8 slinkylaw

Crack (%)‘ 99.13 78.26 86.91 ‘ 69.48 83.72 95.20 72.67 91.19 85.09 ‘ 28.53 43.71 56.76

an increase of 7.55%. We observe that the crack rate for
Chinese is, avg. 9.83% higher than that for English, as
shown in Table 13 #3A~#3B and Table 5. In analyzing
password patterns, it was observed that the occurrence
of Date_YYMMDD and 11-digit phone numbers in
Chinese password sets ranged from 16.67%~27.30%, with
an average of 20.23%. This is significantly higher compared
to the 2.01% average for English passwords. This indicates
that Chinese users’ passwords include a higher proportion
of PII, making them more susceptible. This is also a key
reason for the improved effectiveness of RANKGUESS-PII,
as it more effectively identifies PII within users’ passwords.

4.3. Conditional password guessing (Scenario #3)

The adversary A has obtained an incomplete password of
the victim by exploiting various side-channel attacks [66],
[92] (shoulder surfing [25], keystroke audio feedback [27],
etc.), then initiates a conditional guessing attack. Condi-
tional guessing models crack passwords given a partial one
(e.g., exx*xaxetx, dxxxx1x02x). A simple way [66] to
tackle this issue is by using trawling models to create numer-
ous potential passwords. However, the task of efficiently re-
moving irrelevant passwords from this pool can be resource-
intensive and demand significant storage [92]. In this work,
the symbol * serves as a wildcard character. For example,
the partial passwords (denoted as pivot) exx+a+rtx sig-
nifies a list of passwords with elizabeth.

Conditional password generation. Conditional password
guessing [66], [92] predicts the probability of the real
passwords (PWs) conditioned on the pivot:

P(PW | pivot) =[] P (PWi|pi,pivot,Gs). (13)
PW, €PWs
pi Epivot
Finding an optimal guessing strategy that minimizes the
expected guess rank has a high time complexity. However,
the adversary A could still find approximate solutions that
minimize the expected guess rank. We design a Breadth-
first search (BFS) with pruning as Algrithm 4. It generates
a set of guesses P, given pre-collected partial passwords
(denoted as pivot), the number of guesses n, and the number
of masked positions m. It employs an iterative process to
investigate potential characters for each wildcard position.
Datasets. We evaluate the existing approaches and our
RANKGUESS-MASK based on eight large real-world pass-
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Figure 9: Guessing performance of our RANKGUESS in com-
parison with other targeted approaches using PII (i.e., Targuess-I
[84], 3/4-order TarMarkov [82], RFGuess-PII [86]) in the cross-site
targeted scenarios. Our RANKGUESS-PII demonstrates superior
performance compared to counterparts, especially at large guess
numbers, where — means the adversary A uses the left dataset to
attack the right and fractions represent proportions for training.

word datasets (see Table 3) and their combinations. Five
of our password datasets are from English sites and three
are from Chinese ones. In strict adherence to the evaluation
meticulously outlined in previous cutting-edge research [66],
[92], we systematically apply randomly masked characters
with a precisely calibrated 50% within a password. Further-
more, as a stringent criterion, we meticulously retain only
those ingeniously generated pivots containing a minimum
of five wildcards and four discernible as [66], [92].
Evaluation. Our evaluation aligns with both RANKGUESS-
MASK and existing methods like CWAE [66] and PassBERT
[92]. We generated a substantial pool of 107 candidate
passwords for each evaluation pivot. We classified these
evaluation pivots into four categories based on the num-
ber of passwords satisfying each pivot, denoted as Npjvors:
(1) common if Ny € [1000,1500]; (2) uncommon if
Npivos € [00,150]; (3) rare if Nyyos € [10,15]; (4)
super-rare if Nyos € [1,5]. These categories provide a
nuanced measurement of pivot guessing performance across
different pivot frequencies. Specific illustrative examples of
evaluation pivots can be found in Table 6.

Evaluation metrics. The evaluation metrics are the average
cracking rates among evaluation pivots in each pivot class.

The cracking rate for each pivot is N‘i‘“, where the
pivots

Ninersection 18 the intersection between the 107 candidates

and the passwords satisfying the pivot in an evaluation set.

Experimental settings. We compare RANKGUESS-MASK
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Figure 10: Semantic and syntactic metric distributions of independently cracked passwords by three major models. Our comparison is
structured along three dimensions: semantic information, sequence information, and overlap-based analysis as the same as Figure 8. We
systematically examine the advantages RANKGUESS-MASK gained across different models and test sets in all cases from #A1 to #C2 in
Table 7. RANKGUESS-MASK excels at cracking passwords that consist of English and Pinyin words, as well as keyboard patterns and
substrings longer than 6 letters (length>6). In addition, it also achieves the best crack rate for common pivots in Table 10.

Algorithm 4: Pruned BFS for conditional attack.

1

2
3

4
5
6
7

10
11
12
13

14
15

Input: Password pivot p, guess number 7, masked
number m.
Output: Passwords set P.

Search width w = [ §/n]; /* Calculate the possible
states for each position p. */
Empty queue Q with parallelizable pop operations;
Initialize the queue Q, and
Q.push((initial_state, prob = 1.0));
for masked position p; to p,, do
while !Q.empty() do
cur_tuple = Q.parallel_pop();
for cur_pivot, cur_pivot_prob in
cur_tuple do
next_probs = guesser Gg(cur_pivots);
Select top-w next_probs and chars /*
Select w candidate characters for each
p; in the pivots template. */
for c,next_prob in chars,next_probs do
next_pivot =cur_pivot.replace(p;, c)
new_prob =cur_pivot_prob*next_prob
Q.push(next_pivot, new_prob) /*
Search for possible characters at
each position p; in the pivots. */

Cﬁlpu? password candidates P = Q.parallel_pop()
return P

with two models, i.e., CWAE [66] and PassBERT [92].
The setups of RANKGUESS-MASK are identical to those
outlined in Section 3.3, while the others are as follows:

e CWAE. The CWAE employed is consistent with

Pasquini et al. [66] using the code (see https://github
.com/pasquini-dario/PLR) with the default parameters.

e PassBERT. For PassBERT [92], we use the source

code (see https://github.com/snow001 1/PassBertStreng
thMeter) of Xu et al. [92], and follow its recommended
parameters in our experiments. More specifically, to
fine-tune on the pre-trained model released by Pass-
BERT [92] (i.e., pre-training on 60 M passwords from
Rockyou-2021), we train a model consisting of two
hidden layers with every 128 hidden sizes, gelu hidden
activation and Dropout rate of 0.1.

TABLE 7: Comparison of conditional guessing models.

Experimental setup RANKGUESS-| Pass-

CWAE [66
Guessing scenario Pivot Mask BERT [92] (661
common 85.57% 82.38% 95.44%
. uncommon 76.41% 72.86% 83.29%
CSDN = LinkedIn rare 66.50% | 68.19% 84.84%
super-rare 74.96% 60.29% 73.19%
common 79.14% 75.67% 76.87%
uncommon 78.57% 74.26% 71.48%

DN 'Webhost
CSDN = 000Webhos rare 40.02% | 39.69% 38.94%
super-rare 18.30% 24.81% 15.02%

#A1: Engmix — Rockyou

common 99.41% 89.42% 76.20%
uncommon 93.09% 83.10% 72.19%

rare 92.30% 82.21% 70.35%
super-rare 90.29% 74.81% 72.74%
common 89.14% 85.53% 88.15%
. uncommon 73.09% 70.26% 71.95%
#A2: E Taobsz
ngmix — Taobao |, 7586% | 69.58% 71.90%
super-rare 73.09% 70.59% 68.42%
common 92.12% 91.80% 89.13%
. uncommon 89.52% 86.72% 83.19%
#B1: Chmix = Rockyou |, 85.17% | 81.16% | 80.57%

super-rare 83.46% 74.72% 50.19%

#B2: Chmix — Taobao

common 98.10% 96.72% 95.53%
uncommon 93.47% 91.36% 90.65%
rare 89.13% 87.30% 85.41%
super-rare 84.19% 81.23% 80.58%

#C1: Mixed — LinkedIn

common 99.81% 97.29% 95.39%
uncommon 94.01% 91.22% 90.94%
rare 91.72% 87.32% 90.37%
super-rare 89.85% 86.37% 85.68%

#C2: Mixed — Dodonew

common 98.59% 97.34% 94.71%
uncommon 97.21% 95.99% 91.31%
rare 91.35% 90.92% 88.87%
super-rare 80.35% 60.41% 72.32%

T A value with dark gray (resp.

light gray) represents the highest one (resp. 2nd one).

Experimental results. To comprehensively evaluate our
model’s guessing performance and investigate its general-
ization ability (i.e., cross-site password guessing scenarios),
we design 14 password guessing attack cases (see the first
column of Table 7 as well as Table 10) in Appendix 3.1.
We divide the password sets into Chinese (CSDN, Dodonew,
Taobao), English (Wishbone, 000Webhost, LinkedIn), mixed
Chinese (i.e., mix all Chinese passwords), mixed English
password sets (mix all English passwords), and all mixed.
Notably, in the Rockyou — Clixsense case at 107 guesses, it
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Figure 11:Unsafe errors in PSMs. The utmost significance of this lies in the initial row, as it pertains to the quantity of passwords that are
grossly overestimated by other meters. Our RANKGUESS meter evaluates a total of 7,377 passwords as being guessable within the range
of 1 to 10* guessing attempts, while the Zxcvbn [88] meter categorizes them as requiring more than 10* attempts. RANKGUESS-PSM
and FLA-PSM [56] show similar performance on unsafe errors. The exaggerations of strength are visually and graphically represented in
various shades of bold red, while underestimations are depicted in deep shades of purple, and precise evaluations are denoted in soothing
shades of green. The color intensity escalates significantly by the number of passwords within a specific category, as [32], [56], [91].

outperforms better than CWAE [66] by 14.85%, relatively.
Across all the cases, RANKGUESS-MASK shows an average
success rate improvement of 8.21%, providing significant
evidence of its superior cracking performance compared to
PassBERT [92] and CWAE [66]. To evaluate the model’s
guessing performance at various guessing levels: low, mod-
erate, and high guess number (i.e., 10, 104, 107). Based
on the experimental results in Table 10, our RANKGUESS-
MASK outperforms the SOTAs level.

Language and PII impact. Moreover, we study the model’s
cracking performance when cracking passwords across lan-
guages (i.e., Chinese — English, and vice versa) to investi-
gate its generalization. In cases involving Chinese, English,
and mixed training sets, RANKGUESS-MASK performs the
best in almost all cases, improving by 7.09%. This shows the
generalization ability of RANKGUESS-MASK. It is observed
that RANKGUESS-MASK does not exhibit a clear preference
for specific English or Chinese languages or PII.

Case studies. A significant research question (RQ5) is iden-
tifying which types of passwords that RANKGUESS-MASK
excels at cracking. To concretely answer it, we analyze
passwords generated by different models against our pre-
collected semantic dictionaries (detailed in the full version
English word, Name, Pinyin word, and Keyboard pattern).
We discovered that RANKGUESS-MASK performs well in
generating English, Pinyin words, and keyboard patterns,
but is less adept with names compared to PassBERT [92].
RANKGUESS-MASK showed improved results for pass-
words with more than five characters, aligning better with
the ground truth distribution. Our findings also indicate that
passwords with common pivots were successfully cracked,
demonstrating the method’s effectiveness in distinguishing
pivot categories, which highlights the guessing capability of
RANKGUESS-MASK in the conditional scenarios.

S. Implications and insights

As one of the important applications of password cracking
algorithms, some password strength meters (PSMs) aim to
accurately measure password strength from the adversary’s
perspective. PSMs [15], [22], [23], [29], [31], [32], [65],
[74], [75], [81] show the strength of passwords to help

users change a weak password to a strong one, since users’
perception of password security is generally unreliable [81].
Labeling passwords as weak may cause usability problems
while classifying them as strong could introduce security
issues. Additionally, we have implemented a PSM using
RANKGUESS. Our PSM can use a guessing algorithm to cal-
culate the number of guesses required to guess a password
and can output the reward for each character, thus prompting
the user to make modifications. For specific implementations
and examples, please refer to Appendix A.5. To evaluate the
effectiveness of our meter, we evaluate its performance using
two accuracy metrics [31], [81] to detect unsafe errors [56].
On the accuracy of PSMs. To obtain general results across

TABLE 8: Accuracy(rs) across PSMs, determined through the
Spearman correlation of five models. Bold value signifies the best.

Dataset | English | Chinese

PSMs | Linkedln  Rockyou | CSDN  Dodonew
RANKGUESS 0.652 0511 0.728 0.535
FLA-PSM [56] 0.367 0.355 0.643 0.322
Zxcvbn [88] 0.579 0.463 0.514 0.475
Markov-PSM [15]|  0.201 0337 0.268 0.297
Min_auto [76] 0.558 0.694 0.575 0423

meters in the real world, we refer to practices [31], [81]
that count how meters’ guesses for a given password are
correlated with occurrence frequencies in an evaluation set
using the Spearman coefficient (r,) [89] as Golla et al. [31]:

63 d?

n(n?—1)

where d; = rank (PSM) — rank (FRE), represents the dif-
ference between the password strength ranks in PSMs and
real frequency for each password ¢ in the test set, and n is
the number of passwords considered in the calculation.

As shown in Table 8, our meter achieves better accuracy
than the Zxcvbn meter, and in half of the cases, it is
better than Min_auto [76]. In evaluation sets using CSDN
0.1M, RANKGUESS-PSM has a correlation of 0.728, com-
pared with 0.643 and 0.514 in FLA-PSM [56] and Zxcvbn
[88]. Among them, Markov-PSM performs the worst. Our
RANKGUESS-PSM provides a more precise measurement
of password strength according to the results.

rs =1—

(14)



Unsafe errors. The unsafe errors [56] refer to rating easy-to-
guess passwords as strong ones or namely, overestimation
of password strength. We investigate these meters’ unsafe
errors and show the average results using 100,000 passwords
randomly sampled from CSDN. Our RANKGUESS-based
PSM demonstrated superior accuracy, with up to 1.7 times
less unsafe errors compared to Markov-PSM [15] and FLA-
PSM [56] as in Figure 11. We use our tuned RANKGUESS-
PSM described in Section 3.3. In addition, we find that,
compared to others, the Zxcvbn meter’s errors are often at
very low guess numbers, which can be particularly unsafe.
Overestimation of password strength can be disastrous since
the seemingly secure passwords could be actually not safe
or very vulnerable. For example, Zxcvbn [88] makes 183
utmostly unsafe errors. Overall, our RANKGUESS-based
PSM has relatively few unsafe errors but is more accurate
than other PSMs as in the Figure 15 and Table 8.

6. Conclusion

In this paper, we introduce RANKGUESS, a novel pass-
word guessing framework that employs the learning-to-rank
approach within a Markov Decision Process. This model
characterizes password generation as a sequential decision-
making process, realizing the goal of password guessing as
learning to rank. Tested across three real-world guessing
scenarios, RANKGUESS significantly outperforms existing
state of the art models, in 29 out of 32 major password
guessing cases. Further, we propose a password strength
meter to mitigate the risks of real-world password guessing
attacks. This work provides a brand new technical route for
modeling human-chosen password guessability.
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Appendix A.
Detailed proofs

Here we provide the password characters notation used

in this paper in Appendix A.2, detailed proofs for Equation
7 in Appendix A.2 as well as Equation 8 in Appendix A.3,
discussion of alternative solutions in Appendix A.4, some
supplementary experimental results in Appendix A.5, and
further analysis about the crack password in Appendix A.6.

A.1. Notations

Table 9 summarizes the various categories of printable
characters and the begin and end symbols used in this paper,
which are ASCII 32-126. This is also the standard for token
data pre-processing and model training in this work.

TABLE 9: Typical categories of characters in this paper.

Character type Symbols Count
SR 3 3 3 -3 3 11 1) KR §A E3 AR Y
(n Lo e alr Ls [t Julw]v]x]y[z]
Goper oty PTEICIBIETFIGTRI TLIKTCIN)
(NJoJPJQR]S[T U] VIWIX]Y]Z]
Digits (o] 1]2]3)4]5]6]7]8]¢9] 10
(Space] (1] (" [# )8 e & ] ()]
Special symbol L= L Id=0) 33
e I 1)
Begin & End B. 2
Total types ASCII 32-126 and [Bs] (Es 97

A.2. Proof of the MC rollout converge

As the number of visits to each reward tends to infinity,
each estimated reward by Monte Carlo rollout converges.
This is easily understood in the context of first-visit MC:
each reward is an independently and identically distributed
estimate with the finite variance of Qg ,(PW1..—1,£), and
by the law of large numbers, the sequence of these estimates’
means converges to the expected value. Each mean itself
is an unbiased estimate, and the standard error of its error
decreases as 1/ VN, where N is the number of rewards.
Assuming we conduct N trials and obtain NV trajectories,
denoted as 71, 7). 7(N) with corresponding total re-
wards of Qg ,(T(M), Qp.,(7),..., Qy,(r(V)), the total
reward can be approximated as follows:

lim P

N—oo

1 N
N Z Qe,w(T(")) - Qeﬁ(p(Pwlttflag) >e) =
=t (15)

A.3. Proof of the policy gradient

We now prove our proposed policy gradient update algo-
rithm. The goal of reinforcement learning [72] is to learn a
policy mp(a¢|s;) that maximizes the expected reward £(6) =
Eoy.rnPy(zr0) [T (w1:7)] , as mentioned at Section 1.1. One
direct method is to search the policy space directly to find
the optimal policy, known as policy search. Policy search
[45], [67] is essentially an optimization problem and can
be categorized into gradient-based optimization and non-
gradient-based optimization. Policy search may not require



value functions, but it can directly optimize the policy.
The agent needs to explore parameterized policies that can
handle continuous states and directly learn policies.

B0 = 2 [ P T(mar
_ ( 1>T
:/ ) (a0

/pe( )<ae log Py(r )> T(r)dr
=Ernpy(r) { log Po(7)T (T )},

Py(r >) T(rdr  (16)

00

where % log Py(7) represents the partial derivative of the
function log Py(7) with respect to 6. From Equation 16,
it can be seen that the direction in which parameter 6 is
optimized is such that it increases the probability Py(7) of
trajectories 7 with higher total rewards 7 (7). Meanwhile,
% log Py(7) could be partitioned into:

P P T-1
%logPe( T) = %log <Pg (s0) H 7o (at | st) Py (se41 | st,at))

t=0

T-1 T-1
(log Py (s0) + Z log mg (at | s¢) + Z log Py (s¢+1 | st,a,,))

=0 t=0
~ 0,
00

I
M7 gls

log 7 (ay | st) -

.*
Il
o

(17)
The derivative w.r.t. 6 of Py (so) and Py (sp41 | s¢,a¢) are
equal to zero. Thus, it becomes evident that the gradient
%bg Py(7) is solely dependent on the policy function,
and not on the state transition probabilities. As a result,
the policy gradient, denoted as 929) " can effectively be

a6
expressed using the following mathematical formulation:

1

T
327? = 7—~P9(T [(Z 82 Ogﬂ'e [e23 | 5t)> T(T)]

t=0

T
= E [Z Z Vo 10g7T9(%|PW1:t1)5t‘| .
PW1i.7~Gg

t=1 a; €A
(18)

A.4. Discussion of alternative solutions

Statistical approaches. Using PCFG [87], the complex
structures in training datasets lead to low generation prob-
abilities and an overestimation of security strength. PCFG
[87] lacks an effective method to handle unseen basic struc-
tures, further complicating accurate generation as a larger
guess number. The effectiveness of a Markov model in
password cracking peaks at a fourth-order model, as higher
orders lead to overfitting due to data sparseness and the de-
pendency on the frequency of n-gram strings in the training

dataset. To mitigate this issue, Ma et al. [60] recommend
Laplace smoothing which adds a small constant to character
frequencies post-training, yet this method mainly lessens
rather than resolves the sparseness problem and overlooks
crucial sub-string features. TarGuess-I [84] and TarMarkov
[82] are variants of previous models.

Machine Learning approaches. RFGuess [86] constructs
a sequence model using n-grams as classification features
to predict the next tokens, while FLA [56] utilizes RNNs
for feature extraction using n-grams to predict the next ones.
CPG/DPG [66] constructs password guessing models. GANs
and VAEs primarily focus on data generation and recon-
struction, and do not directly involve the complexities of
environmental interaction or objective optimization. GANs
and VAEs need to fully map data into the latent space, but
they struggle to learn the sequential relationships between
passwords. PassBERT [26] employs BERT as the base
model for password guessing but faces shortcomings such as
slow inference speed and its inadequacy for generation tasks.
Conversely, CWAE [66] is limited to conditional password
guessing as it optimizes the entire password as a whole,
which complicates sequence generation and leverages addi-
tional advantages, like PII or partial password.

LLM-based approaches. We have observed that large lan-
guage models (LLMs) excel in natural language generation
tasks. However, our experiments suggest that this may not
apply to password guessing. As discussed in Section 2,
passwords differ significantly from natural language; they
are typically short and have a vocab of only 96 characters,
compared to the 100K-prompt range found in natural lan-
guage. Furthermore, while the goal of LLMs is to align with
human preferences (RLHF) [21], the objective of password
guessing aligns with learning to rank, providing crucial
insight for our research. Even RLHF, as employed by LLM,
relies on RL techniques as ours (such as PPO [20], [30],
[43], efc.) to boost performance. However, according to
Occam’s principle, we prioritize simplicity. Thus, we have
opted for a solution with fewer parameters. Our main task
is to solve a learning to rank alignment problem. Notably,
a significant challenge with LLMs lies in their slow infer-
ence speed and difficulty in generating a large number of
password guesses.

A.5. Supplementary experimental results

We considered 14 more guess experiments of cross-site
password guessing scenarios. A bold value in each row
means that it is the highest one in Table 17. More results
focusing on trawling password guessing can be found in
Table 16, along with supplementary experiments on condi-
tional password guessing in Table 7.

Comparison with other RL methods. We also noticed
that some precious works have also used RL techniques
to trawling guessing, such as [18]. Our approach differs
from other RL methods as we address more of learning-to-
rank alignment problem rather than directly optimizing for
password guessing. Password guessing requires ranking the



TABLE 10: Comparison of conditional password guessing models
with the other SOTA models: PassBERT [92] and CWAE [66].T

-Experlméntal setup RANKGUESS-|  Pass- CWAE [66]
Guessing scenario  |Guess number Mask BERT [92]

10 28.12% 25.80% 29.13%

CSDN — LinkedIn 104 59.80% 56.13% 61.19%
107 75.86% 71.88% 85.19%

10 18.59% 16.82% 15.44%

CSDN — 000Webhost 104 51.79% 49.86% 44.56%
107 54.01% 53.61% 50.58%

10 24.14% 23.44% 19.19%

Wishbone — Dodonew 104 56.00% 55.69% 44.34%
107 67.65% 64.78% 57.58%

10 30.17% 25.11% 27.70%

Wishbone — Taobao 10 60.29% 56.42% 52.14%
107 73.77% 67.63% 64.37%

10 23.12% 13.38% 16.06%

Rockyou — LinkedIn 10% 61.77% 58.16% 44.01%
107 78.52% 62.35% 72.69%

10 26.91% 25.12% 24.84%

Rockyou — Clixsense 104 68.01% 58.69% 55.87%
107 80.13% 66.99% 70.19%

T A value with dark gray (resp. light gray) represents the highest one (resp. 2nd one).

guess candidates, which has a clear preference, as described
in Section 1. Previous methods (e.g., [18]) did not address
the core challenge of password guessing (i.e., learning-to-
rank) and merely solved learning-to-generate guessing tasks.
Here, we provide a comparison of them in Table 12.
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Figure 12: 1W Twitter —-CSDNFigure 13: 1M Twitter —Taobao

Figures 12 and 13 show that learning-to-rank significantly
enhances password guessing, offering substantial gains over
the traditional binary (true/false for classifying password
generated by generator) approach. Password guessing re-
quires ranking the guess candidates, which has a clear
preference. There are mainly three differences with those
adversarial password generation models: (1) The Q-network
described in [18] is used solely for Dynamic Temperature
Sampling (DTS); (2) The other adversarial methods (e.g.,
PassGAN [36], GENPass [52]) fail to address learning-
to-rank and merely focus on learning-to-generate; (3) In
contrast, RANKGUESS builds a preference model to align
with the preferences of guessing. RANKGUESS transforms
the reward from a single feedback signal into preference
feedback (e.g., f(q,pw1) > f(q,pw2) > -+ > f(q,pwn)),
where ¢ is the additional information. Furthermore, their
method is somewhat limited and cannot be applied to a
broader range of guessing scenarios in-the-wild.

TABLE 11: The guessing performance of our RANKGUESS model
is compared using Cosine, Manhattan, and Euclidean metrics.

Scenarios Cosine Manhattan Euclidean

0.01M Twitter — CSDN 57.92% 49.58%  29.73%
50%PII-ClixSense—50%PII-12306 99.29% 89.01%  81.45%
Rockyou(Con.) — LinkedIn(Con.) 78.52% 64.95%  52.23%

Comparison with GAN-based methods. As shown in
Figures 5 and 6, GAN-based models perform less effectively
than alternative existing models like PCFG [87], RFGuess
[86], and FLA [56]. As Pasquini et al. [66] pointed out,
PassGAN requires up to ten times more guesses to reach the
same number of matched passwords as its probabilistic and
non-full probabilistic competitors. In reality, non-full prob-
abilistic models (e.g., PassGAN [36], GNPassGAN [93],
and WGAN [66]) typically generate password samples by
sampling from random noise, without producing an ex-
plicit probability value for guess candidates. This process
is filled with randomness and uncertainty, making it unable
to prioritize passwords that A considers to have a higher
likelihood, leading to a large number of duplicates [36],
[66], [93]. Here we present comparison results under the
same experimental setups: we compare with the previous
GAN-based model using a large number of guesses. We
trained on 50% Rockyou and tested on Twitter in Table 12.

TABLE 12: The performance of our RANKGUESS in comparison
with GAN-based models (i.e., PassGAN [36] and WGAN [66])
training on 50% Rockyou to crack the Twitter at > 10® guesses).

Guess number  PassGAN [36] WGAN [66] RANKGUESS
1-108 6.31% 8.67% 52.12%
1-10° 17.62% 22.53% 60.51%
1-10% 27.97% 35.49% 70.67 %
5.10%° 35.01% 46.37% 73.34%

Why choose cosine similarity? For Equation 5 using cosine
based similarity, when data differences are concentrated in a
few dimensions, the LI norm (Manhattan) can provide better
performance. L2 norm (Euclidean) might require normaliza-
tion when the scales vary. The cosine-based metric performs
the best, because (1) passwords may have different lengths
but can still be quite similar; and (2) cosine-based metric
focuses on both the angle between two vectors and their
lengths, making it effective for handling sparse password
vectors [64], [85]. We have verified this with experiments
in Table 11. The performance of the cosine-based metric
surpasses that of the Manhattan and Euclidean methods,
with improvements ranging from 8.34% ~ 28.19%.
RANKGUESS-PSM for administrators. We have set up
a toy usage example for website administrators or public
safety maintainers, who can deploy our model in the real-
world website as shown below to achieve the desired effect
for users to prevent easy-to-guess passwords in Figure 15.
The model is saved in binary format, compressed to
about 1.34 MB, and can be deployed offline via methods
such as web frontends and browser plugins. Additionally,



First name User name Phone(len=10)
j/mith N [ e \v R
Ny N3 Ny Ns Ne Ny Uy U, T T, T3
danielsmith daniel smith dsmith daniels Daniel lavender Lavender 1234567890 123 7890
\ Daniel ///'4/' Email
T ID(len=18)
Last name 123 456 10271985 7777 daniel@xxx.com
e o — P
I I, month day year I3 E; E, E3
123 123456 10 27 1985 7777 daniel XXX com
By B, B3 B, Bs Bg By Bg By Bio Biy Biz Bi3
10271985 19851027 27101985 1027 1985 198510 101985 || 102785 1085 10 27 2710 271985

Figure 14: An example of a process where a user’s password is matched with their PII used by themselves is detailed. We have summarized
the specific rules in Table 2. For instance, consider the targeted password daniel1027. It can be represented in different ways: {N3 B4},
{N31,0,2,7}, {N3B10,2,7},{N31,0,B11},{N3B19 B11 },{E3Bu4}..., and {d, a,n,i,e,1,1,0,2,7}, a total of 17 representations.

a pre-generated dictionary for MC simulations, containing
100,000 passwords and their probabilities (approximately
800KB), is required. The total storage needed for the pass-
word strength meter application is roughly 3MB. Note that
this usage method is not set in stone. It can be customized
to meet more advanced requirements for the website. The
design of levels could be refined for finer decision-making
and more detailed feedback [81]. For example, an additional
feature could be added to provide suggestions for strength-
ening passwords by identifying and alerting users about
insecure elements. An extra module could also provide PII
checking to ensure passwords comply with specific policies.
The RANKGUESS MODULE in Figure 15 should be replaced
with RANKGUESS-PII to tackle the PII-taggs.

Evaluation

Password PW

Pre-generate
Monte

Input PW Carlo
Module
RANKGUESS |
Module

Input Calculate
PW:Prob

Rank

7y

PW:Rank

I—l Input

if PW in block list or level == weak:
Return dangerous!

else:
Return level

Figure 15: Example of RANKGUESS-PSM for strength evaluation.

Why remove passwords with len>30? As with the major
studies [80], [83], [86], we remove password strings with
len>30, because after manually scrutinizing the original
datasets, we find that these overly long strings do not seem
to be generated by users, but more likely by password
managers or simply junk information. Generally, such un-
usually long passwords are often beyond the scope of the
adversary who care about cracking efficiency [12]. Besides,
the fraction of such overly long passwords is negligible (i.e.,
< 1% for all 12 datasets as shown in Table 3), which will
not affect the experimental results and our conclusions.
Against randomly generated passwords. In this part,
we evaluate and analyze the strength of random pass-
words generated by managers. Specifically, we use the
JavaScript-based random password generators from popular
password managers including, including 1Password [57],
LastPass [44], and Bitwarden [11]. We generate 1 million
(M) random passwords from each manager using the 3class8
criteria (i.e., length 8 with three character classes) for a fair
comparison. We use the RANKGUESS and MC method [24]
to measure the strength of these random passwords.

TABLE 13: Guessing performance of our RANKGUESS training
using Rockyou train data in comparison with random passwords.

Guess number  1Password [57] LastPass [44] Bitwarden [11]

1-108 0.00% 0.00% 0.00%
1-10%° 0.00% 0.00% 0.00%
1-10'? 0.00% 0.00% 0.01%
1-10% 0.26% 0.15% 0.36%
1-10'¢ 6.83% 6.74% 9.89%
1-10'® 59.18% 66.23% 69.39%
1-102° 98.69% 100.00% 100.00%

In Table 13, at the early password guessing stage
(108~10'2 guesses), all password managers show 0.00%
guess success, indicating strong resistance against ini-
tial brute-force attempts. At mid-range guessing stage
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Figure 16: The distributions of password lengths cracked by each
model. Our RANKGUESS best approximates the length distribu-
tions of the test set among the five password guessing models.

(1012~10'8 guesses), Bitwarden [11] shows slightly higher
guess success rates compared to 1Password [57] and Last-
Pass [44], suggesting it might be slightly more vulnerable
at this stage. At large guess number (>10'® guesses), all
password managers become significantly more vulnerable.
It can be found that Bitwarden [11] generates the weakest
passwords, followed by LastPass [44]. The strongest pass-
words are generated by 1Password [57]. This conclusion is
consistent with the findings in [62], where we assume the
adversary A does not have any knowledge about PII or
password policy 3classS, which differs from [62].

Detailed information about our semantic dictionaries.
To make our work as reproducible as possible and to
facilitate the community, we now detail how to construct
our semantic-based dictionaries in Figure 10. The first
dictionary “English word” from the Oxford English
Dictionary (OED) via https://www.oed.com/ includes 1M
common lowercase English words. The second dictionary
“English name” is a combination of the “firstname”
and lastname” featuring 1M commonly used English
names from the American National Corpus (ANC) via
the link https://anc.org/. The third dictionary pinyin
words are from the Chinese Hanyu Pinyin Database
https://www.cjk.org/data/chinese/nlp/chinese-hanyu-pinyin-
database/. The last complex keyboard pattern is created by
systematically identifying patterns in keyboard sequences
that are more than three characters and extend in various
directions: horizontal, vertical, diagonal, and their reverse.

A.6. Further analysis

Length distribution analysis. Here we use the pass-
words cracked by each of these five models to explore
their differences in cracking passwords of varied lengths.
Figure 16 shows that our model primarily focuses on
passwords with lengths of 6 and 8. Initially, it is evi-
dent that RANKGUESS achieves a higher success rate for
passwords of length 6 compared to other models (i.e.,
FLA-small [56], RFGuess [86], PCFG [87], and Markov-

3order [60]), exceeding them by 0.56%. Specifically, FLA-
small [56], achieves a rate of 13.47%, RFGuess [86]
12.39%, PCFG [87] 11.43%, and Markov-3order [60]
10.23%. Furthermore, for passwords exceeding 10 charac-
ters, RANKGUESS successfully cracks (%) 8.91 + 4.56 +
2.93 4+ 0.96 + 0.64 4 0.38 + 0.14 (18.52%) of passwords.
In contrast, FLA-small [56] cracks 13.94%, determined by
2.6249.02+0.81 +0.24 4+ 0.12 + 0.11 4+ 0.02 (%), while
RFGuess [86] cracks 17.08%, calculated as 10.51 + 3.87 +
1.76 + 0.51 + 0.26 + 0.10 4 0.07 (%). Our RANKGUESS
demonstrates a notable advantage in cracking longer pass-
words, offering a 1.44% improvement over other models.
In the case of passwords of length 6, the cracking rate
of RANKGUESS is higher than that of other models, mak-
ing it easier to discover weak passwords. For passwords
longer than 10 characters, RANKGUESS exhibits a higher
proportion, making it easier to crack long passwords. As
password length increases, other models show a significant
decrease in cracking performance for these passwords, while
RANKGUESS continues to exhibit similarities to the length
distribution of the test set (such as at password lengths 11
and 16), indicating that RANKGUESS not only performs
exceptionally well on shorter passwords but also remains
competitive on longer passwords. Moreover, we use the total
variation distance (TVD) in Figure 16 to measure of the
difference between test distribution P(x) and crack model
distribution @(z), which can be defined as:

5 2 IP@)
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The TVD between the length distributions of the test set
and RANKGUESS is 0.0848, which is less than between
the test set and RFGuess [86] at 0.1243, and the test set
and FLA-small [56] at 0.2051, the test set and PCFG [87]
at 0.2772, and the test set and Markov-3order [60] at
0.2118. The cracked password length distribution between
RANKGUESS and the test set is the remarkably closest,
meaning that the passwords generated by our RANKGUESS

significantly approximate the test set.
60%
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Figure 17: The composition distributions of cracked passwords.
Password composition analysis. Previous research [83]
demonstrated that the three most common structural pat-
terns overwhelmingly represent a significant portion of user
passwords. For instance, in Chinese datasets, the top three
structures: D, LD, and DL comprise, on average, 81.90% of
passwords, while in English datasets, the patterns L, LD, D



TABLE 14: Ten examples of password cracked by each model: RANKGUESS, FLA-small [56], PCFG [54], Markov-3order/4-order [60]
and RFGuess [86]. We summarize the number of guesses each model needs to crack the password. RANKGUESS has the smallest number
of guesses for these passwords among all the models. The smallest number is highlighted in bold, indicating the best performance. An
oo value in each row means that the PCFG [87] cannot learn the templates and filled content from these training sets, resulting in an
inability to guess the corresponding passwords. This is due to an intrinsic flaw in the nature of the PCFG [87].

Index Password RANKGUESS FLA-small [56] PCFG [87] Markov-3order [82] Markov-4order [82] RFGuess [86]
1 @E969810 1.93 x 10° 5.87 x 101 00 1.21 x 1013 5.27 x 10%° 4.94 x 1010
2 apple@416 1.08 x 1010 2.03 x 101! S 1.37 x 1013 6.44 x 1012 4.51 x 1011
3 GS880511 2.10 x 10° 5.92 x 1010 8.29 x 1013 3.25 x 1012 3.59 x 1012 1.55 x 101!
4 6064915+ 1.02 x 10° 8.16 x 10° 2.36 x 104 1.20 x 1013 6.65 x 1014 4.23 x 1013
5 administrator || 5.35 x 101 5.23 x 109 5.82 x 1012 1.37 x 1011 6.81 x 10% 1.13 x 108
6 13561059393 4.01 x 1010 9.96 x 108 00 2.13 x 10! 1.84 x 1010 7.03 x 108
7 fenghuanwugi || 4.38 x 1010 5.82 x 1010 00 6.53 x 101 1.29 x 1012 3.89 x 101t
8 kingsakura 7.93 x 10° 9.32 x 1010 8.30 x 1016 1.67 x 1010 4.97 x 1011 4.01 x 1010
9 1ligingming100 || 1.08 X 10° 6.19 x 1010 S 5.45 x 109 2.01 x 10° 1.25 x 1011
10 127789777 1.17 x 108 7.02 x 10%2 4.39 x 1014 2.31 x 10%2 2.73 x 1013 1.37 x 1011

make up 81.26%. Based on these findings, we categorize the
passwords that were successfully cracked into five distinct
groups: L (lower-case sequences), D (digit sequences), LD,
DL, and others. Figure 17 shows that different guessing
models are good at cracking passwords with different struc-
tures. From Figure 17, we can see that FLA-small [56] and
Markov-3order [60], both n-gram-based sequence models,
are particularly adept at cracking passwords composed en-
tirely of numbers, with the D structure being 54.61% and
47.36%, respectively. In contrast, RANKGUESS has a lower
capability in this structure, at only 41.83%. In terms of pure
letters, Markov-3order [60] and RFGuess [86] are stronger,
at 22.43% and 22.82%, respectively, with RANKGUESS
being weaker by 1.22% than RFGuess [86]. However, in
the LD structure, RANKGUESS has a cracking percentage
of 28.80%, which is 2.64% higher than RFGuess [86] at
26.16% and Markov-3order [60] at 25.24%. In the DL struc-
ture, RANKGUESS cracking percentage is 5.40%, which
is 0.39% higher than PCFG [87]. Additionally, in other
structures, RANKGUESS exceeds PCFG [87] by 0.56%.

Examples of password cracked by each model. We
provide ten representative examples of passwords cracked
independently by each model in Table 15. FLA-small [56]
excels in deciphering passwords comprised entirely of nu-
merical sequences, such as 1512007446, 1505452412,
and 1366303655, indicating its proficiency in handling
numeric passwords. Conversely, RFGuess [86] demonstrates
its strength by cracking passwords that incorporate com-
mon phrases, cultural references, or popular elements, in-
cluding Forever?, administrator, Beijing2008,
and infosec. Our RANKGUESS model shows a clear
preference for complex structures; for instance, it success-
fully cracks passwords like 139389.x, which combines
numbers with a period. It also adeptly handles passwords
with higher complexity and cultural significance, such as

zxh_0606 (a mix of letters and numbers with an under-
score), 890522Tc (potentially a date combined with let-
ters), and Wgh@1227 (a blend of letters, numbers, and spe-
cial characters), which may require sophisticated attempts.

TABLE 15: Ten examples of password cracked independently by
each model: RANKGUESS, FLA-small [56] and RFGuess [86].

Index RANKGUESS FLA-small [56] RFGuess [86]
1 139389.x 1512007446 Forever?
2 L(xse” () {}I< wodecsd administrator
3 zxh_0606 Jjial23000 Beijing2008
4 890522Tc 1505452412 12345654321
5 Wgh@1227 1366303655 power870
6 xiaogiufeng520 102932. hellodearbook
7 Jjtr520xy 1381082706 pass@word
8 resender19821111 Jngt200 infosec
9 w1l988423« 0.03214 daniell988
10 zbzb@880923 1314721317 piggyl1l0

Guess number of password cracked by each model.
Each model exhibits significant differences in the number
of guesses required for passwords of varying structures and
complexities. For instance, the RANKGUESS, RFGuess [86]
and FLA-small [56] models generally need fewer guesses in
most cases, while the PCFG [87] shows an infinite number
of guesses for several samples, indicating its ineffective-
ness for these types of passwords. The administrator
is very inefficiently guessed by the Markov-4order [60]
(6.81%10° guesses), likely because it is a common dictionary
word. Conversely, the password kingsakura requires a
high number of guesses (8.30 * 10'®) in the PCFG [87],
demonstrating the model’s limited capability in handling
this compound vocabulary. In all, our RANKGUESS requires
fewer guessing attempts to crack these passwords.



TABLE 16: Comparison of the cracking rate of five different trawling password guessing methods™

Experimental setu Markov- Markov-
Attacking spcenario g ——— RANKGUESS PCFG [87] 3order [82] | 4order [82] RFGuess [86] | FLA-small [56]
103 11.31% 15.82% 10.05% 13.3% 14.83% 6.98%
106 27.21% 32.03% 25.15% 28.74% 30.42% 14.98%
#1:1M CSDN—sCSDN_rest 109 58.72% 42.51% 55.5% 54.58% 50.02% 46.94%
1012 82.95% 46.02% 80.12% 75.07% 69.95% 77.37%
101 92.11% 47.01% 89.29% 85.95% 87.04% 90.36%
1018 98.24% 47.01% 96.17% 94.41% 95.41% 96.94%
103 4.54% 4.62% 1.63% 3.32% 5.07 % 4.84%
106 30.79% 28.51% 18.64% 25.52% 31.33% 29.02%
#:1M Twitter— Twitter_rest 10° 61.33% 43.37% 53.07% 51.01% 58.81% 55.75%
1012 84.76 % 48.82% 77.34% 72.52% 82.46% 79.41%
101 94.65 % 50.31% 88.77% 86.24% 92.71% 91.06%
1018 97.51% 51.26% 93.85% 93.31% 96.75% 95.37%
100 1.13% 1.51% 1.51% 1.51% 1.51% 0.52%
102 2.21% 3.28% 1.62% 2.49% 3.05% 2.26%
43:1M LinkedIn—Taobao 104 4.79% 5.32% 3.32% 4.41% 5.06% 4.98%
106 11.49% 8.83% 7.32% 8.35% 10.46% 9.25%
108 27.03% 13.52% 23.45% 23.33% 25.11% 24.13%
1010 46.63% 17.93% 41.95% 38.44% 43.24% 43.41%
10° 0.84% 1.94% 0.15% 1.42% 1.37% 0.15%
102 2.74% 4.75% 2.79% 4.01% 4.75% 2.48%
#3:1M Taobao—s000Webhost 104 7.33% 9.29% 5.54% 6.75% 8.60% 6.78%
106 16.73% 18.95% 14.35% 16.31% 18.21% 16.04%
108 37.27% 30.09% 35.21% 37.06% 37.17% 33.89%
1010 65.82% 38.16% 64.40% 60.87% 62.93% 60.71%
100 1.28% 0.45% 0.45% 0.45% 0.67% 1.05%
102 3.36% 2.76% 2.98% 3.62% 3.74% 2.92%
#5:1M CSDN—s Taobao 104 8.62% 7.56% 5.75% 7.18% 7.63% 4.16%
106 17.12% 15.23% 14.47% 16.06% 15.46% 14.63%
108 37.25% 22.75% 33.32% 32.95% 32.95% 33.01%
1010 64.11% 29.82% 59.5% 53.84% 57.69% 59.65%
100 0.61% 1.08% 0.12% 0.66% 0.33% 0.24%
102 2.74% 2.77 % 1.14% 1.93% 2.17% 1.75%
#6:0.01M Twitter—Rockyou 104 8.93% 8.27% 3.86% 6.64% 5.19% 7.60%
106 26.26% 13.28% 16.18% 14.06% 20.64% 22.03%
108 47.21% 14.18% 30.06% 24.75% 42.26% 40.63%
1010 70.69 % 14.73% 46.24% 40.81% 63.93% 57.72%
100 0.48% 0.96 % 0.18% 0.96% 0.48% 0.48%
102 3.36% 3.45% 1.37% 1.97% 3.06% 2.94%
#7:0.1M Twitter—Rockyou 104 12.46% 12.82% 4.62% 10.35% 12.16% 11.98%
106 35.13% 26.57% 22.95% 25.72% 31.33% 29.41%
108 57.99% 33.25% 46.58% 41.15% 53.46% 54.25%
1010 76.74% 34.69% 64.13% 56.89% 71.79% 72.27%
100 0.20% 0.88 % 0.32% 0.74% 0.44% 0.32%
102 3.58% 3.44% 1.47% 1.95% 3.44% 3.51%
#8:1M Twitter—Rockyou 104 16.46% 17.61% 4.58% 11.36% 17.48% 16.39%
106 39.86% 39.46% 23.64% 32.87% 38.85% 37.22%
108 64.90% 48.74% 52.14% 54.31% 60.42% 58.85%
1010 83.55% 53.07% 72.48% 69.23% 76.83% 78.32%

* A bold value in each row means that it is the highest one among all six methods. RANKGUESS performs better when using larger guess numbers.




TABLE 17: Comparison of the cracking rate of five different targeted password guessing methods™

Experimental setup TarMarkov- | TarMarkov-
Attacking scenario Guess Number RANKGUESS-PII | RFGuess-PII [86] | TarGuess-I [84] 3order [82] | 4order [82]
10 8.36% 5.78% 8.12% 1.95% 1.98%
) 105 13.99% 18.18% 14.32% 13.08% 13.53%
#1: 1M PII-000Web.— PII-PII-000Web._rest 108 23.38% 5322 20.59% > 16% 25200
1014 73.06% 62.52% 36.43% 51.46% 53.32%
10 14.36% 24.20% 14.55% 16.47% 15.55%
) 105 34.51% 33.45% 34.11% 34.08% 34.48%
#2: IM PII-CSDN — PII-CSDN_rest 108 58.69% 58.06% 34.08% |  47.18%|  48.92%
1014 96.55% 91.44% 43.67% 77.29% 79.99%
10 12.53% 16.32% 11.28% 8.53% 8.54%
10° 33.29% 33.21% 29.88% 31.70% 31.56%
#3: IM PIL-12306 — PII-12306_rest 108 57.92% 59.97% 34.11%|  49.82%|  46.07%
1014 96.68% 82.40% 44.86% 88.01% 83.43%
10 5.57% 7.24% 6.18% 491% 4.92%
) . L 105 33.22% 23.21% 22.05% 20.21% 20.21%
#4: IM PII-Rootkit — PII-Rootkit_rest 108 42.78% 42.54% 28.66% | 29.98%|  30.01%
1014 89.37% 82.40% 31.34% 69.89% 70.12%
10 8.36% 7.14% 9.14% 8.16% 8.11%
. . 105 35.16% 31.79% 27.55% 29.23% 30.25%
#5: IM PII-Clix—PII-Clix._rest 108 60.73% 5721% 31.63%|  51.32%|  52.43%
1014 96.36% 86.16% 56.93% 79.90% 84.21%
10 18.07% 15.36% 17.13% 16.97% 17.73%
10° 31.91% 29.50% 26.32% 27.89% 28.66%
. PII-Mixed! -

#6: PII-Mixed!: 90% — 10% 108 67.86% 68.32% 66.62% 63.69% 61.88%
1014 99.28% 96.36% 93.19% 91.82% 92.96%
10 16.55% 15.36% 14.1% 13.94% 14.72%
) L 105 28.70% 27.60% 29.31% 26.63% 27.47%
#T: PII-Mixed: 70% — 30% 108 62.67% 60.17% 61.43%|  57.58%|  58.85%
1014 93.60% 91.25% 65.66% 88.23% 89.15%
10 16.17% 15.16% 14.32% 12.86% 13.48%
. 105 27.41% 26.78% 28.76% 26.90% 27.57%
#8: PIl-Mixed: 50% — 50% 108 57.16% 56.44% 5891%| 4977%|  50.87%
1014 91.73% 89.23% 61.27% 85.50% 86.79%
10 11.88% 11.28% 12.66% 10.28 % 10.30%
1o . 105 24.69% 23.56% 22.13% 20.78% 21.53%
#3A: 3 PI-12306 — PI-CSDN 108 47.19% 45.48% 46.16% 41.36% 40.19%
1014 81.50% 78.13% 62.64% 75.66% 76.96%
10 10.31% 9.73% 9.87% 8.52% 7.61%
1 105 18.68% 17.35% 18.39% 17.10% 15.39%
#3B: 7 PI-12306 — PII-CSDN 108 41.92% 38.34% 40.32% 38.61% 36.53%
1014 72.36% 69.63% 58.98% 61.94% 60.73%
10 7.12% 7.46% 7.65% 5.27% 6.71%
10° 14.66% 14.58% 13.79% 12.13% 12.78%

.1 pIL g
#3C: § PI-12306 — PII-CSDN 108 26.77% 26.16% 24.11% |  2333%|  22.66%
1014 58.02% 56.21% 49.66% 55.44% 51.14%
10 9.47% 9.13% 8.56% 8.18% 7.93%
1 . ) , 105 18.01% 17.49% 16.60% 16.30% 15.85%
#3A: 3 PII-ClixSense — PII-000Webhost 108 23.89% 23.12% 24.45% 22.40% 21.75%
1014 62.50% 58.88% 53.56% 55.05% 59.62%
10 8.51% 7.28% 8.98% 6.24% 7.18%
1 . 105 16.07% 15.65% 15.39% 12.38% 14.90%
#3B: i PII-ClixSense — PII-000Webhost 108 23.92% 22 48% 22.599% 20.70% 23.07%
1014 58.36% 55.67% 52.09% 50.01% 51.48%
10 8.48% 7.39% 8.12% 8.01% 831%
1 ) 10° 14.66% 13.76% 12.91% 13.20% 14.63%
#3C: g PIL-ClixSense — PI-000Webhost 108 25.21% 24.94% 24.16% 21.03% 23.38%
1014 57.02% 55.20% 48.93% 52.23% 52.54%

* We considered 14 guess experiments of cross-site scenarios. A bold value in each row means that it is the highest one among all five methods.
T We mix three English datasets (i.e., 000Webbhost, Rootkit, and ClixSense) and three Chinese datasets (i.e., CSDN, 12306, and Dodonew) and use 90%,
70% and 50% of them for training and the rest 10%, 30% and 50% for testing. Further, elucidates the stability in the case of a larger training dataset.



Appendix B.
Meta-Review

The following meta-review was prepared by the program
committee for the 2025 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

B.1. Summary

The paper introduces RANKGUESS, a new password-
guessing framework utilizing adversarial ranking and re-
inforcement learning. By framing password guessing as a
Markov Decision Process, the framework models the guess-
ing process as a sequence of decisions, making it applica-
ble to three specific scenarios: password trawling, targeted
guessing using PII, and partial password guessing. The
authors evaluated RANKGUESS on several large datasets,
demonstrating that it outperforms existing state-of-the-art
methods.

B.2. Scientific Contributions

o Creating a new tool to enable future password security
research.

o Addressing an interesting question: guessing with re-
inforcement learning, a new approach in password se-
curity.

o Providing a successful method to derive adversarial
ranking in password security.

B.3. Reasons for Acceptance

1) The paper provides a new solution to a well-known
challenge in the password-guessing field. The use of
reinforcement learning and adversarial ranking signif-
icantly improves password guessing, particularly in
trawling and PII-aided scenarios.

2) The RANKGUESS framework can potentially be
adapted for other password-guessing contexts and
enables broader research applications, offering re-
searchers a new tool to assess and improve password
security.

3) The framework outperforms state-of-the-art models on
multiple datasets. The analysis demonstrated the viabil-
ity of applying adversarial ranking and a reinforcement
learning framework to this long-standing problem.
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