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Efficient and Provably Secure Distributed Signing
Protocol for Mobile Devices in Wireless Networks
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Abstract—Rapid advances in wireless communications,
hardware/software, and Internet technologies have contributed
to an exponential growth in the number of users accessing the
Internet using mobile, wearable or other Internet of Things
devices. Identity-based signature schemes have been widely
applied to enforce user authorization and validate user messages
in mobile wireless networks. However, the user’s private key used
to generate signatures is prone to leakage because the key is being
stored on the mobile device. Several (¢, n) threshold secret sharing
schemes have been proposed to address the issue. One limitation
is that the private keys in most of those schemes have to be
recovered on a single device when generating signatures, so that
the user who holds the device can sign any message without the
participation of other users. To address the recovery limitation,
we propose an efficient and secure two-party distributed sign-
ing protocol for the identity-based signature scheme in the IEEE
P1363 Standard, where two users can generate a valid signature
without recovering the whole private key. We formally prove its
security under a nonstandard assumption. We also implemented
our proposed protocol using the MIRACL Cryptographic soft-
ware development kit. The experimental results obtained show
that the time it takes for two general Android devices to generate
a signature is about 709.53 ms.

Index Terms—Distributed signing, IEEE P1363 Standard,
mobile device, provable security.

I. INTRODUCTION

ECHNOLOGIES, such as smart mobile devices and
Internet of Things (IoT) devices have dramatically
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Fig. 1.

Smart home architecture.

changed how we communicate (wired or wireless) in today’s
increasingly interconnected society. Unlike a wireless network,
it is easier to ensure the security of the wired network.
According to Statista [1], the number of connected prod-
ucts will triple from 2018 to 2025. For 2020, the installed
base of IoT devices is expected to grow to almost 31 billion
worldwide. Typically, devices with any intelligence and data
collection capability come from different vendors and they
often rely on different connection standards and have different
network interfaces. However, as shown in Fig. 1, the con-
cept of a smart home assumes every device and sensor can
work together, and this highly heterogeneous environment can
be integrated into a unified system. Boddy and Shattuck [2]
reported that IoT attacks grew 280% from the prior six-
month reporting period, with a large number of these attacks
attributed to the Mirai malware that infects IoT devices and
turns them into bots. Robles et al. [3] and Komninos et al. [4]
showed that additional challenges and issues also exist in smart
home.

In 1984, Shamir [5] proposed the first identity-based cryp-
tography, in an identity-based signature scheme, wherein
the user’s public key can be obtained from user’s ID or
e-mail address. After Boneh and Franklin [6] proposed
identity-based encryption from the Weil pairing, many other
identity-based schemes were proposed [7]-[10]. Identity-based
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Fig. 2. Typical identity-based signature architecture.

signature schemes have been used in many practical applica-
tions [11]-[13]. Fig. 2 shows a typical identity-based signature
architecture for the wireless environment, wherein the user’s
private key must be used when signing. In Fig. 2, KGC
and ID, respectively, denote the key generation center and
the user’s identity. When a user registers with the network,
he/she needs to prove the validation of his/her identity to the
server. Similarly, the validation of his/her message should also
be verified.

Thus, it is important to be able to authenticate a user and the
message. To authenticate an individual, we generally rely on
the user “proving” the ownership of the corresponding private
signing key by some means [14], [15]. Such private keys are
normally stored in the mobile device or smart card, which
may be remotely compromised if physically acquired by an
attacker [16], [17].

One common approach is the (z, n)-threshold secret sharing
scheme [18]-[20], which extends Shamir’s secret sharing [21].
The threshold secret sharing scheme has been used in many
applications [22]-[24]. In the (¢, n)-threshold secret sharing
scheme, a private key is shared among n parties. Any infor-
mation about the private key cannot be obtained from #— 1 or
fewer shares, and with a subset of ¢ or more shares, the whole
private key can be recovered. Thus, threshold cryptography
provides a high level security for the private key because by
corrupting less than ¢ — 1 parties or devices, the adversary will
obtain nothing about the secret.

However, the (7, n)-threshold secret sharing scheme has a
key limitation. Specifically, any party who holds the recovered
private key can sign any document without the participa-
tion of other parties. Moreover, the recovered private key
is normally stored in a single device that can be compro-
mised. Several two-party protocols have also been designed
to mitigate such a reconstruction limitation [22], [25], [26].
MacKenzie and Reiter [22] presented an S-DSA protocol
which allows two-party sign a message m, and they proved
the security in the random oracle model. Gennaro et al. [25]
proposed an efficient and optimal threshold DSA scheme.
In their scheme, multiple parties can generate a DSA signa-
ture on a message m without reconstructing the private key.
Lindell [26] proposed a fast and secure two-party ECDSA
signing scheme, which is faster than previous schemes.
Compared with the conventional secret sharing scheme, in
a two-party protocol, two parties interact with each other
and output a signature without recovering the private key.
In addition, the existing two-party protocols are designed for
traditional public-key cryptography, which have a problem
of public key certificate management. To make up for this
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Fig. 3. Remote control smart home.

deficiency, we design a two-party protocol for the identity-
based scheme in IEEE P1363 Standard.

The IEEE P1363 project [27] is well-known for issuing
standard specifications for public-key cryptography through
a series of IEEE standards documents. The IEEE Standard
1363-2000 consists of the following parts [28].

1) Traditional public-key cryptography (1363-2000 &

1363a-2004).

2) Lattice-based public-key cryptography (P1363.1).

3) Password-based public key cryptography (P1363.2).

4) Identity-based public key cryptography using pairings

(P1363.3).

The BLMQ [29] signature scheme is the identity-based
signature scheme in the IEEE P1363 Standard, and has
been widely used in many practical applications [30]-[32].
To enhance security, in this paper, we present an efficient
and secure two-party distributed signing protocol for the
identity-based signature scheme described in the IEEE P1363
Standard.

A. Application Case

A smart home system will control lighting, temperature,
entertainment systems, and appliances. It may also include
home security that includes alarm systems. When connected
with the Internet, home devices become important constituents
of the IoT ecosystem. A home automation system typically
connects controlled devices, such as Google Home, Amazon
Echo to a central hub. The user can remotely control these IoT
devices by using a tablet or desktop computers or a mobile
phone application.

However, the user’s private key is usually stored on a sin-
gle device, such as a mobile phone or a tablet. If the device
is lost or attacked by malicious applications, others can use
the private key to access the central hub and control the IoT
devices in the house.

Our scheme can address this major drawback. As shown in
Fig. 3, in our scheme, a user’s private key is split between two
devices. Therefore, even if one of them has been attacked, the
adversary cannot get the full private key.

B. Our Research Contributions

We present a two-party distributed signing protocol for the
identity-based signature scheme described in the IEEE P1363
Standard, and we implement it on two personal computers
(PCs) and two Android devices. We demonstrate that our pro-
tocol is more secure, efficient, and practical in a wireless
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environment. We summarize the main research contributions
of this paper as follows.

1) We propose the design of a novel two-party distributed
signing protocol, which is a fast threshold cryptography
protocol for the identity-based signature scheme in IEEE
P1363. The proposed protocol can generate a valid sig-
nature without recovering the private key. Meanwhile,
a valid signature cannot be generated if one of the
participants is not involved.

2) We present the security analysis of our proposed pro-
tocol. The analysis shows that our protocol can satisfy
the security requirements when running on two devices.
Moreover, we prove the security under the nonstan-
dard assumption, and present the zero-knowledge proof
analysis.

3) We implement our protocol by using the MIRACL
Cryptographic software development kit (SDK) on
two PCs and two Android devices. The evaluation
results demonstrate that our protocol achieves good
performance with a sign operation for the Barreto—
Naehrig (BN) curve, which takes approximately 709.53
ms to execute.

C. Organization of This Paper

The rest of this paper is organized as follows. In Section II,
we describe the notations, identity-based signature scheme in
IEEE P1363 Standard, zero-knowledge proof and the homo-
morphic property of the Paillier cryptosystem. In Section III,
we present the proposed protocol for two-party identity-
based signature generation, and describe our construction.
In Section IV, we present the security analysis and the
zero-knowledge proof. We present our evaluation results in
Section V, before concluding this paper in the last section.

II. PRELIMINARIES
A. Notations

Let D denote a random distribution or set, and x L
D denote that x is selected from D randomly. The secu-
rity parameter is n, and a function w(n) is negligible if
for any polynomial p, u(n) = O(1/p(n)). PP.T denotes a
probabilistic-polynomial time algorithm, and KGC denotes a
trusted key generation center. H; and H; are two secure hash
functions, such that Hy : {0, 1}* — Z,, and H> : {0, 1}* — Z,.

B. Bilinear Pairing

Let G; and G, be two cyclic additive groups, Gz be a
multiplicative group, and e : G| x G, — G3 denotes a bilinear
map that satisfies the following properties [29].

1) For all aj,ap € G and by,br € Gy, e(a; +
a,by) = e(ar,by)e(az, b)) and e(ar,by + by) =
e(ay, bye(ay, ba).

2) For all 0 # a € Gy, there exists b € Gy such that
e(a,b) # 1.

3) For all 0 # b € Gy, there exists a € Gj such that

e(a,b) # 1.
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C. Review of the Identity-Based Signature Scheme in IEEE
P1363 Standard

Next, we briefly review the identity-based signature scheme
in the IEEE P1363 Standard [28], [29], which consists of the
following four algorithms.

1) Setup: Given a security parameter n, KGC executes

the following steps to produce the system parameters

params.
a) Choose Gy, Gy, G3 and a pairing ¢ : G| x Gy —
Gs.
b) Pick a random generator Q> of G, calculate Q1 =
#(Q2) € Gy.

c) Generate a random number s € Z, as the mas-
ter secret key, and calculate R = sQ; and g =
e(Q1, 02).

d) Set the system parameters params =
(R, g, 01, 02, Gy, Gy, G3, e) available.

2) Extract: Given a user’s identity ID, KGC executes the
following steps to produce the user’s private key.

a) Compute the identity element hjp = H1(ID) in Z,,.

b) Output Kip = (hup +5) "1 Q1.

3) Sign: Given a message m, the user with the identity ID,
the signer executes the following steps to generate the
signature o.

a) Compute u = g", where r is a random integer.

b) Compute h = Hy(m, u) and S = (r + h)Kp.

¢) Output o = (h, ).

4) Verify: Given the signature o = (h, S), the identity ID
and the message m, the verifier executes the following
steps to verify the validation of the signature.

a) Compute hip = H;(ID).

b) Compute u = ([e(S. hipQ2 + R)1/[e(Q1. 02)"]).

c) If h = Ha(m, u), then output 1, otherwise output 0.

D. Zero-Knowledge Proof

The ideal zero knowledge functionality is Fx, and the
standard ideal zero-knowledge functionality is defined by
((x,w),A) — (A, (x, R(x,w))), where A denotes the empty
string.

Definition 1: The zero knowledge functionality Fz’f( for
relation R: upon receiving (prove,sid, x,w) from P; (i €
{1,2}): if (x,w) ¢ R or sid has been previously used,
then ignore the message. Otherwise, send (proof, sid, x) to
P3_;. The noninteractive zero-knowledge proof of knowl-
edge satisfying F,x [33] can be achieved in random oracle
model.

E. PFaillier Encryption

In our proposed protocol, we use the Paillier cryptosys-
tem [34] for encryption. The Paillier cryptosystem is defined
as follows.

1) Key Generation:

a) Choose two equivalent length large prime numbers
p and g randomly.

b) Compute g =n+1, A = ¢(n) and p = (¢ (n)) ™"
mod n, where ¢(n) = (p — 1)(g — 1).
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c) The public key is pk = (n, g), the private key is
sk = (&, w).

2) Encryption:

a) Select a random number r, where r € Z;.
b) Compute ciphertext ¢ = Encp(m) = g
mod n?, where 0 < m < n.

3) Decryption:

a) Decrypt the ciphertext as m = Decg(c) = L(c*
mod n?) - u mod n, where L(x) = ([x — 1]/n).

In this paper, Encp(-) denotes the encrypt operation using
public key pk, and Decg(-) denotes the decrypt operation
using private key sk. In the Paillier cryptosystem, there is a
notable feature which is its homomorphic properties.

1) Decs (Encpk(my) - EnCp (m2)) = my + mo.

2) Decg(Encpk(m)™) = mymy.

Let ¢; = Ency(my), c2 = Encpk(ma), then ¢y @ o =
Encyk (my + my), my ® ¢ = Encpi(my)™.

m n

- r

III. PROPOSED TWO-PARTY DISTRIBUTED
SIGNING PROTOCOL

In this section, we present our proposed two-party dis-
tributed signing protocol for identity-based signature in IEEE
P1363 Standard. We show the detailed two key phases, i.e.,
distributed key generation phase (see Section III-A) and the
distributed signature generation phase (see Section III-B).

A. Distributed Key Generation

In the distributed key generation phase, the main algorithms
are processed by KGC. As shown in Fig. 4, KGC distributes
the private key Kip into two parts.

The steps of distributed key generation are shown in Phase 1
and Fig. 4.

Phase 1 (Distributed Key Generation):

1) KGC computes the user ID’s identity element Ajp =

H; (D).

2) KGC chooses 1 < Zg, and computes t, = t;l - (hip +
s)fl.

3) KGC sets KI%) =10, and KI%) = 1.

4) KGC generates a Paillier key-pair (pk, sk) for Pj.

5) KGC sends (Kl(llj),pk, sk) to Py, and sends (KI%),pk)
to P;.

6) P; stores (ID, Kl(ll)), pk, sk) and the public parameter
params, and P, stores (ID, KI%), pk) and the public
parameter params.

It is worth noting that we can check the correctness of the

equation KI%) KI%) = (hip +9)7' Q1.

B. Distributed Signature Generation

In the distributed signature generation phase, P; and P;
select r1 and ry, respectively, where rir, = r, and u = g"'"2. Py
encrypts r; under pk (i.e., C; = Enc(ry)), computes R| = g'!,
and sends R;, C| to P,. After P, receives R, Cy, it is trivial
for P, to compute a ciphertext of §” = (ryry + h) -KI%) under
Py’s public key. In order to prevent revealing any information
to Py, P> chooses a random integer p L Zg, and computes the
ciphertex C; of 8" = (rirp+h+p-q) -KI%). Then, P; computes
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Fig. 4. Distributed key generation.

P )
m, Ky, ID m, K3, ID
Compute R, = g"
C= Enc,, ")
Generate a proof 7, of R, C,
R,C,m Verify 7,
Compute R, = g"

Generate a proof 7, of R,

Compute u < R*, h « H,(m,u)

Compute C, « KiP) ® (1, ®C, ® Enc,(p-q+h))
R,,C,,m,

Verify §' < Dec,, (C,) mod ¢
Compute S « S'K))
Verify and output (A, S)

Fig. 5. Distributed signature generation.

S’ = Decg(Cy) mod ¢, and finally computes the signature
S=SKY.

To verify if the messages that P; communicated with P;
are correct, we use the zero-knowledge proof. We describe
the distributed signature generation phase formally in Phase 2,
which is also presented in Fig. 5.

Phase 2 (Distributed Signature Generation):

1) Pj’s First Message:

a) P; chooses r; L Zg, and computes Ry = g'!.
b) Py computes C| = Ency(ry).
¢) Py sends (prove, 1, (Ry, C1), (r1, sk)) to FiP".

2) Py’s First Message:

a) P; receives (proof, 1, (R, C;)) from ]:Zlf{PDL, if not
or R| = go, it aborts.

b) P, chooses L Zg, and computes Ry = g".

¢) P, sends (prove, 2, Ry, ) to ]—"chL.

d) P computes u = R, h = Hy(m, u).

e) P3 chooses p < Z4, computes Cy = KI%) ®(n®
@ EnCpk(,O “q+h).

f) P, sends C; to Pj.

3) P; Generates the Output:

a) Py receives (proof,2,Ry) from fZIZDL;
aborts.

b) Py computes S = Decg(C;) mod g, then com-
putes S = S/Kl(ll)).

if not; it
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¢) Py computes u =R, and h = Hy(m, u).
d) P verifies (&, S) by the identity ID, if the signature
is valid, it then outputs (k, S), otherwise, it aborts.
Correctness: Due to C| = Encpk(rl), Cy = KI%) ® (n®
Ci ® Encyi(p - g+ h)), Ry = g™, then Py can compute
u=gnr
S = Decy(C2) mod g - K

2 K@ )
= Decy ((C}* + Encpk(p - g+ h))"0) mod g - K
(2)
= Decy (Encp(r1)"? + Encp(p - ¢ + 1)K mod ¢ - K
=((rin+h+p-9 ~Kl%)) mod g - Kl(ll))
= (rirn+h)- KI%)KI(];).

Therefore, the correctness of the proposed distributed sign-
ing protocol for the identity-based signature scheme in the
IEEE P1363 Standard is proven.

IV. SECURITY ANALYSIS
A. Security Model

Definition 2 (IND-CPA Security): Let A be a PPT adver-
sary, C be a challenger. The IND-CPA security is defined by
the following game with a negligible advantage.

1) C generates the key-pair (pk, sk), A obtains pk.

2) A outputs two messages mg, m; (|mg| = |m1]|).

3) C selects b < {0, 1} and encrypts my, such that C* =

Enc,x (my,), then returns C* to A.

4) A outputs b', A wins the game when b’ = b.

Definition 3: We define an experiment Sign 4 , (1"), where
m is a secure digital signature scheme such that = =
(Gen, Sign, Verify).

1) (vk,sk) < Gen(1").

2) (m*,o*) <« ASIKO (17 yp).

3) Let M be the set of all m which can be queried. A can

query oracle with m. Then, the experiment outputs 1 if
m* ¢ M and Verify(m*, o*) = 1.

Definition 4: A signature scheme 7 is existentially unforge-
able under chosen message attack (CMA) if for every prob-
abilistic polynomial-time oracle machine A, there exists a
negligible function p such that for every n

Pr[Sign 4, (1") = 1] < pu(n).

In the distributed signature generation phase, we define the
experiment DistSignf’L\’n(I”), an adversary A who can con-
trol a party P, (b € 1,2). In protocol II, the honest party
P3_, instructs a stateful oracle ITj(.,.). A can choose which
message needs to be signed, and can interact with party P3_p.
In this definition, the distributed signature generation phase
should run after the distributed key generation phase. The ora-
cle is queried by a session identifier and an input, and works
as follows.

1) Upon receiving a query (sid, m), if the distributed key

generation phase has not been executed, then the oracle
output L.
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2) Upon receiving a query (sid, m) after the distributed key
generation phase has been executed, the oracle invokes
a machine Mgq which is instructed by P3_; in proto-
col I1. Mgq is initialized with key share and any stored
information from KGC in the distributed key generation
phase. If P3_; sends the first message in the signing
phase, then the oracle outputs this message.

3) Upon receiving a query (sid, m) after the distributed key
generation phase has executed and sid has been queried,
the oracle sends the message m to Mg, and returns
the next message output from Mgqg. If Mg finishes
execution, then it returns Mgq’s output.

In this experiment, A can control a party P, with oracle
access to ITp. A wins, if it can forge a signature on a message
m™ that has not been queried in the oracle.

Definition 5: We define an experiment DiStSignf’éLH(l”).
Let # = (Gen, Sign, Verify) be a two-party signing phase.

1) (m*, o*) < ATC) (),

2) Let M be the set of all m which can be queried. A can
query oracle with (sid, m). Then, the experiment outputs
1 if m* ¢ M and Verify(m*, o*) = 1.

Definition 6: A protocol IT is a secure two-party protocol
for distributed signature generation for 7, if for every PPT
algorithm A and every b € {1, 2}, there exists a negligible
function p for every n, Pr[DistSignZl g1 =1] < u@n).

Definition 7: The functionality fBLMQ is combined with
two functions: 1) extraction and 2) signing. The extraction
function can be queried only once and after the key extraction
phase, the signing function can be queried an arbitrary number
of times. FgrLmqQ works with parties Py and P, and is defined
as follows.

1) After receiving Extract(params,ID) from both P,

and P».

a) Generate a BLMQ key pair (hp, Kip) by comput-
ing hip = H;(ID), and choose a random number
5 < Zp. Compute Kip = (hip + 5)~'Q;. Choose
a hash function H, : {0, 1}* — {0, 1}toglall and
store params, ID, H;, Kip.

b) Send Ap and H, to both Py and P».

¢) Ignore future queries to Extract.

2) After receiving Sign(sid, m) from both P; and P, if
Extract was queried and sid has not been used, then
compute a BLMQ signature (4, S) of the message m by
follows.

a) Choose a number r < Zg, compute u = g'.
b) Compute h = H,(m, u), and S = (r + h)K|p.
Finally, send the signature (h, S) to both P; and P».

Definition 8: The Paillier-EC assumption [26] is hard. For
every PP.T adversary A there exists a negligible function
wu that Pr[Paillier-EC 4(1") = 1] < (1/2) + pu(n). Let G
be a generator of a group G of order ¢q. The experiment
Paillier-EC 4(1") is defined as follows.

1) Generate a Paillier key piar (pk, sk).

2) Select rg, rq L Zg4 and compute R =g - G.

3) Select b € {0, 1} and compute C = ENncp (rp).

4) Let b’ = A9t if Deca(C') = o+ B - r, mod g,

Oc(C,a,B) = 1.
5) If and only if b = b, the experiment outputs 1.
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B. Proof of Security

In this section, we prove that the protocol IT is a secure two-
party protocol for distributed signature generation as shown in
Theorem 1.

Theorem 1: If Paillier encryption is indistinguishable under
chosen plain attack (CPA), and BLMQ signature is existen-
tially unforgeable under a CMA, then our two-party protocol
for distributed signature generation of identity-based signature
in IEEE P1363 is secure.

Proof: We now prove the security of our proposed proto-
col. In addition, if .A can break the protocol of zero-knowledge
with the probability €, then it can break the protocol with
probability € 4+ w(n), u is a negligible function.

In our proof, for any adversary A that launches an attack
on the protocol, we construct an adversary & who forges a
BLMQ signature in Definition 3 with the probability that is
negligibly close to the probability that A forges a signature in
Definition 5.

If Paillier encryption is indistinguishable under CPA, then
for every P.P.T algorithm A and every b € {1, 2}, there exists
a PP.T algorithm S and a negligible function p such that for
every n

| Pr[Signs . (1") = 1] - Pr[DistSignf’m(l")] = 1| < u(n)
(D

where IT denotes the protocol of Phase 2, and 7 denotes the
BLMQ signature scheme. If we assume that BLMQ signature
is secure, there exists a negligible function ' for every n that
Pr[Signg ,(1") = 1] < wu/(n). With (1), we conclude that
Pr [Signi;l’n(l") = 1] < u(n) + 1/ (n). We now prove (1) for
b =1 and b = 2, respectively.

When b =1 (i.e., P is the corrupted one), let A be a PP.T
adversary in DistSignL"n(n), we construct a PP.T adversary
S for Signg , (n). S simulates the execution for A as follows.

1) In Sign, S receives (1",1ID), where ID is the user’s
identity which could generate the user’s public key
H,(ID).

2) S invokes A on input 1”7 and simulates oracle A in
DistSign. Upon receiving a query (sid, m), where sid
is a new session identifier, S queries its signing oracle
in Sign with m and receives a signature (h, S) where
S = §- Q1. We slightly modify the oracle that lets the
signing oracle return S to the simulator S. We let the
adversary A compute 71 - DecCy (C»). u can be computed
by the BLMQ signature verification algorithm. Then, A
queries S with identifier sid. The query is processed as
follows.

a) The first message (sid, mp) is processed by parsing
the message m; since m; = (prove, 1, (R, Cy),
(r1,sk)). If Ry = g" and C; = Encpi(r1), then S
sets Ry = u'/", and sets the oracle’s reply message
is (proof, 2, Ry) and sends it to A. Otherwise, S
simulates P, abortion.

b) S chooses p L Zg4, then computes C; =
Encpk(§ +p-¢)(t1)"", where S is the value from
the signature S received from Fgpmq, and sets the
oracle’s reply message is C» and sends it to A.
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3) Once A halts and outputs (m™*, o*), S outputs (m*, o™*)
and halts.

We now prove that (1) holds. In Phase 2, the view of A in
the simulation of the distributed signature generation phase is
computationally indistinguishable from its view from a real
process of Phase 2. The difference between A’s view in real
execution and in the simulation is C;. In addition, because u is
generated randomly by Fgrmq, and the distribution between
u'/" and g" is identical then R;’s distribution between the real
execution and the simulation is identical. The zero-knowledge
proof and verification are also identically distributed. So, the
only difference is C,. During the simulation, it is an encryption
of (S+ ,o~q)(t1)_1 whereas in a real execution, it is a ciphertext
of r+p-q+h ~KI%).

We observe that, in the definition of BLMQ signature, S =
(r+WKip = (r + WKL KL mod . Thus, (r + HKP =
(r1)~'-S mod ¢ means that there exists an integer [ € Z, that
(r+ h)KI%) = ()" -S+1-q. In the protocol, the operation
without a modular reduction is (r + h)KI%). Therefore, the
difference between the real execution and the simulation with
S as follows.

1) Real: The ciphertext Cy encrypts (t)~'-S mod q+1-

qg+p-q. _
2) Simulation: The ciphertext C, encrypts (1)~' - S
mod g+ p - q.

It is worth pointing out that the distribution between the real
execution and the simulation is identical. This proves that (1)
holds for b = 1.

When b = 2 (i.e., P; is the corrupted one). The message Co
sent by P> may be corrupted by .4, and the simulator cannot
detect whether C; is a correct ciphertext. As in [26], we let
S simulates P; abortion at some random point, S chooses
i< {1,...,p(n) + 1} randomly, where p(n) is the upper
bound on the number of queries made by A. S chooses i
with the probability of (1/[p(n) + 1]), that is S simulates A’s
view with a probability of (1/[p(n) + 1]). The probability of
S forging a signature in Sign is at least (1/[p(n) + 1]) times
of the probability that A forges a signature in DistSign.

Let A be a P.P.T adversary in DistSigni\)n (n), we construct
a PPT adversary S for Signg ,, (n). The adversary S simulates
the execution for A as follows.

1) In Sign, S receives (17, ID), where ID is the identity to

generate the user’s public key H;(ID).

2) S invokes A on input 1" and simulates oracle A in
DistSign. Upon receiving a query (sid, m), where sid
is a new session identifier, S sets the oracle reply with
(proof, 1, Ry, Cy), where Ry = ul/72 and sends it to A.
Then, S queries its signing oracle in Sign with m and
receives a signature (4, S) and S can compute u in the
BLMQ signature verification algorithm. Then, A queries
S with identifier sid, which is processed as follows.

a) The first message (sid, m) is processed by parsing
my as (prove, 2, Ry, r») which should be sent to
]:Z];(DL. S verifies the equation R, = g’ and if the
equation does not hold, it simulates P causing it
to abort the protocol.

b) The second message (sid,mp) is processed by
parsing my as Cp. If this is the ith query by
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A, then S simulates P;’s abortion. Otherwise, it
continues.

3) Once A halts and outputs (m*, o*), S outputs (m*, o™*)

and halts.

Let j be the first query to oracle IT with (sid, m;), and P
does not obtain the valid signature (4, .S) which corresponds
to the public key Hi(ID). If j = i, then the difference between
the distribution of A’s view in real execution and the simulated
execution by S is the ciphertext C;. Since S does not hold the
Paillier private key in the simulation, the indistinguishability of
the simulation follows from a reduction of indistinguishability
of the encryption scheme under the CPA.

We can learn that

|Pr[Signg , (1) = 1]i =]
—Pr[DistSignim(l") - 1]| < u(n)

50
pr[DistSign?, (1" = 1] < Pr[slifr(;g(,;)(z); Uy wm
ie.,

Pe[Signg (1" = 1] = DistSign? (1) = 1 .

B 1/(p(m) + 1)

It means that if A can forge a signature in DiStSigniLH(l”)
with a non-negligible probability, then S can forge a signa-
ture in Signg , (1") with a non-negligible probability. Due to
BLMQ signature being existentially unforgeable [29], there-
fore, our protocol is secure. This completes the proof of
Theorem 1. |

Theorem 2: If the Paillier-EC assumption is hard, then
Phase 2 computes Fgrmq securely in the F,x model in the
presence of a malicious static adversary.

Proof: We analyze the security for the case of a cor-
rupted Py and a corrupted P;. First, let Py be corrupted by an
adversary A, we construct a simulator S.

In the signing phase, P; cannot do anything. All it does is to
generate u and receive a ciphertex C, from P;. Due to the sim-
ulator’s ability to simulate the protocol in the signing phase, a
simulator can make the result equal to « in a signature received
from Fprmq. Therefore, the main challenge is to prove that
the simulator can generate Pi’s view of the decryption of Cy,
given only S, (h, S) from FBLMQ, Where S = S 0.

1) On input Sign(sid, m), S sends Sign(sid, m) to Fprmq

and receives a signature (h, S).
2) S computes u using the BLMQ verification procedure.
3) S invokes A with input Sign(sid, m) and simulates the
following messages to ensure that the result is u.
a) S receives (prove, 1, (R, Cy), (r1, sk)) from A.
b) If Ry = g'!, then S sets Ry = ul/" | and sends
(proof, 2, Ry) to A. Otherwise, S simulates P;
abort, sends abortion to FLmQ.

4) S chooses p < Zg, then computes Cr = Encpk(§ +

o - q)(tl)_l, where S is the value from the signature
S received from Fprmq. and sets the oracle reply A
with Cj.
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The only difference between the view of A in real and sim-
ulation is the way that C; is chosen. In the simulation, it is a
ciphertext of S+ 0 q)(tl)_l, in real execution, it is a cipher-
text of (r+p-q+h)- KI(D). It is statistically close between
these two scenarios.

Let P, be corrupted by A, and we construct a simulator S.
In the signature generation phase, S works as follows.

1) On input Sign(sid, m), S sends Sign(sid, m) to Fprmq

and receives a signature (i, S).

2) S computes u using the BLMQ verification procedure.

3) S invokes A with Sign(sid, m), sets Ry = u!/" and
sends A the message (proof, 1, (Ry, C1)) internally.

4) S receives (prove, 2, R, rp) which indicates that A
intends to send to ]—'ZIEDL.

5) S verifies the equation R, = g"2. If the equation does
not hold, then S simulates P; abort.

6) S receives Cp from P;, decrypts C by using sk and
reduces the result by modulo g. S checks if it is equal
to (Firn+hKE) mod g, where Ci = Ency (7). If the
equation holds, then S sends “continue” to the trusted
party Pj, and lets P; provide the output. Otherwise, S
sends “abort” to Py to instruct Py to abort.

We modify & to a simulator &’ which has an ora-
cle O.c,a,B). The oracle O.(c,a, B) outputs 1 if
Decs (¢, a, B) = a+B-F; mod q. S’ simulates S as follows.

1) Compute o = h - KI%) mod g.

2) Compute B =1 ~KI%) mod g.

3) Query O.(c, a, B) to get b.

4) If b= 1, & continues to simulate S.

S accepts if S” accepts because these checks by S and S’
are equivalent. Due to the Paillier-EC assumption [26], we
conclude that the output generated by S’ in the ideal model
is computationally indistinguishable from the real execution.
Since the output distributions of S and S’ are identical in
the ideal model, therefore the output generated by S in the
ideal model is computationally indistinguishable from the real
execution. This completes the proof for Theorem 2. |

C. Zero-Knowledge Proof

In our protocol, the main zero-knowledge proof for the
relation is Rppr, which is defined by [26]. We use this zero-
knowledge proof directly. Thus, we omit the construction
here.

1) Proof That r Is Discrete Log of R: In this section, we
propose the constructions of zero-knowledge proof for the
relation Rpy, such that

RpL, = {(G3, g, R, N|R=¢g"}.

We use Schnorr zero knowledge proof [35] to satisfy this
requirement. In the signing phase, if a malicious P, sends
(prove, Ry, 1) to fZIiDL, then it also receives a correct message

(proof, Ry) from fg{DL. However, P;’s message in the protocol
is assumed to be zero knowledge and hence, does not reveal
any information about the random integer r;. The detailed
zero-knowledge proof protocol is described as follows.
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TABLE I
SECURITY LEVEL

Type Symmetric cipher key length  Bit length of p in prime field IF),
MNT k=6 80 160
BN k£ =12 128 256
KSS k=18 192 512
BLS k =24 256 640

TABLE 11
EACH ALGORITHM OF BLMQ SIGNATURE (AVERAGES WERE COMPUTED OVER 1000 EXECUTIONS)

Curve Algorithm KeyGen (milliseconds) | Sign (milliseconds) | Verify (milliseconds)
k=6 5.83 22.16 139.94
k=12 8.22 66.01 188.61
k=18 25.99 733.96 273834
k=24 61.76 18676.92 36478.61
The joint statement is (Gs, g, R), the prover has a witness
r and wishes to prove that R = g". When the Schnorr zero- }
knowledge proof generation algorithm uses as input the public x|
parameter P = (R, g, Q1, 02, G1, Gy, G3), signer’s identity 3
ID, secret value r, and public value V = g”. It outputs (z, e) KGC
as follows.
.
1) Select k < Z,, compute K = g~ [ 0
2) Compute e = H(P,ID, K, V). P ‘Q B . 2 P,
3) Compute z = K — re. §§§ §§§’

The Schnorr zero-knowledge proof verification algorithm
uses as input the public parameter P = (R, g, O1, 02, G, Go,
G3), signer’s identity ID, public value V = g" and Schnorr
zero-knowledge proof values(z, e). Its outputs are valid or
invalid as follows.

1) Perform public key validation for V.

2) Let K, = g*V°.

3) Lete,=H(P,ID,K,, V).

4) If e, = e, then the signature is verified.

V. PERFORMANCE AND EXPERIMENTAL RESULTS

We used MIRACL Cryptographic SDK [36] to implement
our protocol. We implemented and deployed the proposed
protocol on two Android devices (Google Nexus 6 with a
Quad-core, 2.7GHz processor, 3G bytes memory and the
Google Android 7.1.2 operating system; Samsung Galaxy
Nexus with a dual-core 1.2GHz processor, 1G bytes memory
and the Google Android 4.0 operating system) and a PC with
an i7-6700 processor, 8G bytes memory and the Microsoft
Windows 7 operating system. As shown in Fig. 6, in our imple-
mentation, the two Android phones denote two participants,
and the PC represents the KGC.

Table I shows the different security levels of the curves.

In order to evaluate the different security levels, we evaluate
the following curves from Type-3 pairings.

1) MNT k = 6 curve that achieves AES-80 security.

2) BN k = 12 curve that achieves AES-128 security.

3) KSS k = 18 curve that achieves AES-192 security.

4) BLS k = 24 curve that achieves AES-256 security.

First, we implemented the BLMQ signature scheme on
a Samsung Galaxy Nexus, and show the run time of each
algorithm for the BLMQ signature scheme in Table II and
Fig. 7.

Output signature

Fig. 6. The model of our proposed protocol.

36478.61

18676.92

2738.34

139.94 188.61
5000 2216 66.01

5.83 8.22

Running Time of each Algorithm in

61.76

6(MNT) 12(BN)

18(KSS)

24(BLS)
- e[ eyGen e —Sign Verify

Fig. 7. Run times of each algorithm in BLMQ signature.

Then, we presented each algorithm in the distributed key
generation phase. Table III and Fig. 8 show the run times of
these algorithms and the verification algorithm.

Furthermore, we analyzed the computation cost of each
progress in the distributed signature phase. Table IV and Fig. 9
show the results obtained. Step 1 denotes the progress made
by P; before P; sends a message to Pp, Step 2 denotes the
progress made by P>, and Step 3 denotes the progress made
by P; after receiving message from P;. Table V presents the
total run times.
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DISTRIBUTED KEY GENERATION AND VERIFICATION (AVERAGES WERE COMPUTED OVER 1000 EXECUTIONS)

Curve Algorithm Setup (milliseconds) | Distribute (milliseconds) | Verify (milliseconds)
k=6 145.27 567.42 122.42
k=12 145.92 1107.8 191.17
k=18 2055.02 6211.14 2364.34
k=24 18506.28 8268.26 32116.37

32116.37

and challenging, due to the increasingly complex emerging

environment and requirements.
In this paper, we proposed an efficient and secure two-party

18506.28

18 (KSS)
Verify

24 (BLS)

—Setup ** Distribute

distributed signing protocol for the identity-based signature
scheme in the IEEE P1363 Standard, which is designed to
generate a valid signature without recovering the private key.
Both the security analysis and the performance evaluation of
our proposed protocol have demonstrated its potential to be
used for the distributed signature generation in the wireless

environment.

Fig. 8. Run times of basic operations.
TABLE IV
DISTRIBUTED SIGNATURE GENERATION (AVERAGES WERE
COMPUTED OVER 1000 EXECUTIONS)
Algorithm
Curve Step 1 Step 2 Step 3

k=6 146.03ms 222.43ms 134.49ms (1
k=12 198.28ms 336.42ms 174.83ms

k=18 1647.47ms 2782.22ms 1505.2ms

k=24 18419.27ms | 35972.69ms | 17812.87ms
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30000

N
o
=}
3
5]

£ 20000

ime of Distributed Signing (ms)

15000

ingt

10000

Runni

5000

[2]
35972.69

[3]

/ [4]

’ 18419.27

[5]

gﬁ;.

19828 _ = = == el

[6]
6 (MNT) 18 (KSS)

Step3

24 (BLS)
—Stepl — -Step2

[7]

Fig. 9. Run time of distributed signing.

[8]

TABLE V
DISTRIBUTED SIGNATURE GENERATION RUN TIME

(AVERAGE OVER 1000 EXECUTIONS) 91

Device

Curve P P [10]
k=6 280.52ms 222.43ms
k=12 373.11ms 336.42ms
k=18 3152.67ms 2782.22ms [11]
k=24 36232.14ms | 35972.69ms
[12]
VI. CONCLUSION
The ubiquity of IoT devices will continue in the future,
[13]

ranging from autonomous vehicles to smart cities to smart

military [37], and so on. Thus, ensuring the security of such
wireless communications will become even more important

In the future, we will implement a prototype of the proposed
protocol for evaluating it in a real-world environment. This
will allow us to identify areas that may need further refinement
or optimization.
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