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Hybrid Password Hardening Encryption

Zixuan Ding

Abstract—More and more sensitive data is made online, and
even when the data is encrypted on the server, adversaries who
compromise the server can obtain the decryption key and thus
decrypt the data, because the key is generally stored on the same
server as the data. Password Hardening (PH) encryption intro-
duces an additional security layer by incorporating an external
PH server to restrict unauthorized decryption. However, existing
PH encryption schemes (at USENIX SEC’18, ACM CCS’20) suf-
fer from substantial encryption/decryption inefficiency, making
them unsuitable for large-scale data processing. Additionally,
these schemes still have privacy shortcomings, as the external PH
server can infer user habits by learning authentication results.
For the first time, we propose a brand-new PH encryp-
tion scheme named HPHE and a hash-based puncturable
pseudorandom function, which together form a hybrid PH
encryption architecture. The architecture is extensible to other
PH schemes and avoids key reuse by deriving high-entropy
keys to achieve one-data-one-key. Compared with non-hybrid
original PH schemes, HPHE achieves at least a 61 % improvement
in the efficiency of interactive PH encryption/decryption. In
one-data-one-key scenarios, HPHE achieves approximately
450 times higher encryption/decryption efficiency than original
PHE (USENIX SEC’18) by replacing multi-round interaction
with key derivation. Additionally, HPHE achieves irrecoverable
secure deletion and access restrictions by puncturing keys. For
the first time, the novel construction of our HPHE achieves the
Hiding of password verification results in PH. In addition, we
formally define the Privacy security attributes in PH encryption
and show that HPHE satisfies the strongest security guarantees.
This work extends PH encryption to efficient large-scale data
processing and more comprehensive privacy protection.

Index Terms—Cryptographic protocols, encryption, passwords,
privacy.

I. INTRODUCTION

N PRACTICE, web service providers store user account

information, including sensitive data such as credit card
numbers and email addresses. However, frequent data breaches
(e.g., the 200 million Twitter leak in January 2023 [16], the
26 billion MOAB leak in January 2024 [31], the 10 billion
Rockyou leak in July 2024 [22], and the 2.7 billion global
IoT record and WiFi password leak in February 2025 [9])
raise serious concerns about the security of server-side storage.
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Fig. 1. Password Hardening (PH) encryption architecture diagram. In tra-

ditional file storage services, service providers store files in plaintext or
encrypted form. An adversary can obtain files after compromising the service
provider. PH encryption introduces a PH server, which interacts with the
service provider during the enrollment/encryption phase to encrypt files. The
encryption involves three-party secrets, and neither collusion between two
parties nor data compromise by an adversary can decrypt the files.

Worse still, encryption alone does not prevent internal adver-
saries from exfiltrating the database and performing offline
decryption once the necessary key material is obtained [2],
[26], [39]. Therefore, if the service provider retains the full
secret key material, adversaries who compromise the service
provider may also decrypt it [38].

A practical method for securing user data is to implement
additional encryption services as a security layer, where an
auxiliary server assists in encryption/decryption without learn-
ing the plaintext, an idea coined Password Hardening (PH)
service and PH Encryption (PHE). In this work, we refer to
the external server as the PH server, which interacts with the
service provider to perform password hardening for encryption
and decryption. Lai et al. propose the first PHE scheme
at USENIX SEC’18 [23]. During the enrollment/encryption
phase, the service provider interacts with the PH server to
generate a password-bound encryption record. For decryption,
the parties interact to recover the plaintext from the record.
The architecture of PHE is shown in Figure 1.

Why is PHE needed? Challenges with user-managed
encryption: managing multiple encryption keys is burden-
some; potential key reuse across multiple files; adversaries
compromising the service provider can brute-force ciphertexts
encrypted with low-entropy keys; and users bear the com-
putational overhead. Concerns with service providers solely
handling file encryption: inability to resist insider theft; and
compromised data can be cracked offline. In contrast, PHE
uses user passwords as low-entropy secrets and hardens them
via the PH server, enabling interaction-based decryption that

1556-6021 © 2026 IEEE. All rights reserved, including rights for text and data mining, and training of artificial intelligence and
similar technologies. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
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mitigates offline guessing and preventing any single compro-
mised entity from decrypting data.

The mandatory interaction requirement in PHE introduces
four additional security properties compared to simple encryp-
tion/decryption solely performed by the service provider: 1)
Neither the service provider nor the PH server can indepen-
dently verify the correctness of the password or decrypt the
ciphertext. An adversary compromising the service provider
can only launch online guessing attacks; 2) The PH server
monitors the frequency of online login attempts, thereby lim-
iting online guessing attacks; 3) Knowledge of the password,
encrypted message, and verification results is not disclosed to
any party; 4) The service provider and PH server collaborate
on key rotation, mitigating the risk of key or record leakage.

Although PHE strengthens the security of online encryption,
its efficiency is constrained by interaction latency and compu-
tational overhead. Additionally, due to the protocol’s require-
ments for computational correctness, existing PHE schemes
restrict the plaintext length for each encryption/decryption
operation. A viable approach is to employ PHE for encrypting
separate symmetric keys [23]. However, in practice, encrypting
large volumes of data with a limited, repeated key can result
in key reuse and pose challenges in ciphertext management.
Moreover, current PHE schemes still have shortcomings. For
instance, in PHE [23] and APHE [14], the PH server learns
the password verification result. The interaction messages in
(t,m)-PHE [6] are three times those of other PHE schemes,
and (¢, m)-PHE assumes that at least r out of m PH servers
remain online and responsive.

A. Motivations

1) Privacy: To maximize privacy protection, it is essential
to minimize information disclosure to third parties. Therefore,
apart from the additional encryption services provided by
the PH server, the PH server is not expected to access
user-related information. In PHE [23] and APHE [14], the
PH server verifies the legitimacy of requests by comparing
TOHEi) = H};O based on the stored random number ng, where
Hgo = Hg(ng, pw,0), pw is the password, thereby learning
the results of identity verification. Additionally, since the PH
server limits access frequency based on fixed parameters, it
can learn users’ login habits and analyze their profiles [42].
Therefore, we aim to strengthen privacy by minimizing the
information leaked during PH-server interactions, particularly
authentication results and access-pattern information.

2) Efficiency: Efficiency is a critical factor in encryp-
tion/decryption processes. In scenarios involving concurrent
multiprocesses or large-scale data encryption/decryption, high
latency or numerous interaction rounds can adversely affect the
deployment. In (¢, m)-PHE [6], decryption involves 3 rounds
and 6p interactions, where p represents the number of PH
servers involved. Even when p = 1, the overhead of (¢, m)-PHE
is still much higher than that of other PHE schemes. Addition-
ally, due to the requirement for non-interactive zero-knowledge
proofs in PHE [23] and APHE [14], their encryption and
decryption latency in applications is 500 to 1,000 times that
of symmetric encryption on equivalent hardware and data vol-
ume. Thus, we aim to implement PHE with fewer interaction
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rounds and lower overhead to make the scheme suitable for
large-scale encryption and decryption.

3) Ciphertext Security and Management: Ciphertext inde-
pendence is crucial for the overall security of encryption
schemes, as it prevents adversaries from deducing any infor-
mation about the plaintext, even with access to multiple
ciphertexts [42]. Ciphertext manageability (e.g., secure shar-
ing and revocation/deletion) is an additional requirement.
Achieving these goals at scale is challenging for PHE, since
existing PHE schemes incur substantial latency and interaction
overhead for each encryption. The efficiency and interac-
tion limitations of current PHE schemes make simultaneous
encryption of multiple data items impractical. One solution
is to use PHE to encrypt independent keys, but reusing
the same key for multiple items introduces the risk of key
reuse, compromising both security and manageability. A more
effective approach is to assign different keys to each data
item. Practical PHE needs secure key distribution and robust
ciphertext management.

B. Contributions

Our main contribution is a hybrid (two-tier hierarchical)
PHE architecture and a novel PHE scheme, named HPHE.
The two-tier collaborative framework integrates PHE and
hash-based Puncturable Pseudorandom Functions (PPRF). In
the upper tier, PHE encrypts a high-entropy root key, the
key’s confidentiality relies on the joint security of the service
provider and the PH server, thereby resisting offline brute-
force attacks. The lower tier uses PPRF to derive multiple
unique subkeys from the root key, which are further applied
in symmetric encryption for large-scale data processing.

Our hybrid PHE architecture enhances security and privacy,
and we formally define and prove the privacy for PHE. The
proposed hash-based PPRF can be applied to any PHE scheme,
and compared to the original PHE, the hybrid PHE improves
encryption/decryption efficiency by 45 to 457 times. Fur-
thermore, the hybrid PHE enables one-data-one-key, supports
secure deletion of ciphertext, and allows access control when
sharing. We validated the feasibility and efficiency of the
scheme through practical deployment tests, showing that the
throughput of the PH server is about 10 times greater than that
of the most efficient existing PHE scheme.

In summary, our contributions are three-fold:

e Hybrid password hardening encryption. For the first
time, we propose a hybrid PHE architecture and a
brand-new PHE, called Hybrid Password Hardening
Encryption (HPHE). HPHE fully hides user secrets from
the third-party PH server, eliminating the need for the
server to store preset parameters and preventing it from
learning password-verification results. Our proposed
hybrid encryption framework, integrated with PPRE,
extends any PHE into a secure symmetric encryption
system, where each data item has a unique key, along
with comprehensive ciphertext and key management.
We formally prove that the proposed HPHE meets the
highest current security standards.

e Hash-based puncturable pseudorandom functions.
For the first time, we construct a hash-based fast PPRF
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that can be directly deployed using existing hash func-
tions (e.g., SHA-512 is used to construct a PPRF that
generates 256-bit keys, with a cost of approximately
33 ms to derive 1,024 keys). The purpose of introducing
the PPRF is to integrate it with PHE, enabling the
derivation of high-entropy keys from a root key for sym-
metric encryption/decryption. This solution addresses
the original PHE’s limitations in encryption/decryption
efficiency, data volume, and the inability to manage
ciphertext or control access permissions. We provide a
security definition for the proposed PPRF and formally
prove its security.

e Privacy. For the first time, we formally define the
privacy attributes of PHE, focusing on concealing user
privacy from external PH servers. We show that HPHE
satisfies this notion and additionally hides password-
verification results from the PH server. We formally
prove HPHE’s privacy.

e Insight. Original PHE schemes are limited in terms
of both data volume and efficiency. Although our
proposed PHE significantly improves efficiency by
reducing encryption/decryption overhead to approxi-
mately 0.34% and 0.42% of the existing optimal PHE
scheme [14], the amount of data processed in a sin-
gle encryption/decryption operation is still constrained
by computational limitations (e.g., based on NIST-
P256, the encryption/decryption limit is 256 bits). The
proposed hybrid PHE architecture is the optimal solu-
tion available and is applicable to all PHE schemes.
In the case of large-scale data encryption/decryption,
the proposed hybrid encryption efficiency is approx-
imately 45 to 457 times higher than existing PHE
schemes.

C. Related Work

At USENIX SEC’15, Everspaugh et al. [12] introduced the
first Password Hardening Service (PHS) named Pythia, which
utilizes a verifiable PO-PRF. Pythia offers flexible and easily
deployable solutions for password cryptography. The construc-
tion Fy (t,m) = e(H,(t), Hy(m))* in Pythia aligns with the left-
or-right constrained PRF [5]. The server holds the client key
k,,, which is derived from its root key msk, with key rotations
passively managed by the server. The server computes both k,,
and the updated client key &/, then provides the client with
an update token A, = k| /k,. We acknowledge that a server
breach exposes the client key. Furthermore, the client cannot
secure the record through key rotation when compromised,
as the adversary can update the PRF value Fy (¢,m) using
A,

At CCS’16, Schneider et al. [35] demonstrated that Pythia
[12] depends on a robust interactive assumption. Schneider et
al propose a PHS scheme named Partially Oblivious Com-
mitment (PO-COM), and derive three security goals: hiding,
binding, and obliviousness, where PO-COM is a variant of the
Pedersen commitment scheme [29]. In the enrollment record
T, the client stores T3 = g - m* where m is the password,

csk is client key, y is a nonce, s and x are the derived key
and secret key of the server, respectively. g** is calculated in
server-side. In the validation phase, the attack proceeds as fol-
lows. First, a compromised client forges v = m,"“** and sends
the validation request to the server, where the password m, can
be generated randomly. Then, the client verifies the password
using the returned parameter A,, where Ay = T7*(T3/my**)"2 =
T3 (g™ - m* /my*)2, m is the real password. If the guessed
my = m, then T3/my** = g™ = c¢3/v, where c¢3 and v are
available.

At USENIX SEC’17, Lai et al. [24] pointed out that the
server’s failure to validate the client’s request causes the offline
guessing attack in PO-COM [35]. Lai et al. introduced an
enhanced scheme called Phoenix [24], which relies on the
standard decisional Diffie-Hellman assumption and stronger
security definitions. The server stores an additional username
un and auxiliary data aux = (ng,nc) for retrieval in the
validation phase. However, the explicit username poses privacy
concerns. The intuitive definition of forward secrecy in pythia
[12] states that key rotation should render old keys invalid,
Lai et al. formalize this concept into a security experiment.
In the key rotation phase, the client computes k. = « - k¢ to
update the old key k¢, with @ provided by the server. However,
backward secrecy in key rotation remains unachievable. Jia
et al. [19] identified two weaknesses in Phoenix [24]: the
client cannot verify the server during enrollment, and both
the username and verification results are exposed to the
Sserver.

At USENIX SEC’18, Lai et al. proposed the PHE [23]
service. PHE extends PHS, and they share similar architec-
tures. The difference is that PHE encrypts messages based
on passwords, rather than verifying passwords. PHE [23]
does not follow the encryption variant of Phoenix [24]. To
encrypt a message M, the service provider and the rate-limiter
select random numbers ng and ng, respectively, and interact
to compute (Hy(Hs o, Hg Hg M), where Hgj, = Hg(ng,b)
and Hy , = Hg(ng, pw, b) are hash functions that output group
elements, x and y are the secret keys of the rate-limiter
and the service provider, respectively. The service provider
stores (HyoHy o, Hy  Hg (M”) as the enrollment record. To
decrypt, the service provider calculates Hy  to recover Hy,
and sends Hy to the rate-limiter. After verifying the pass-
word, the rate-limiter returns H,’é’l. The service provider
recovers M.

Lai et al. [23] introduces a new security requirement named
(strong) soundness: “l) The rate-limiter responds identically
to the same record and password-label pair; 2) The rate-
limiter does not convince the service provider that different
password-label pairs correspond to the same result.” To pre-
vent malicious behavior, PHE’s rate-limiter additionally stores
random values (ng,ng) to verify the request in decryption
interactions, and returns a zero-knowledge proof of the verifi-
cation result. However, external servers would be curious about
user information. The rate-limiter can infer the verification
result by verifying ToHg, = Hy, and record the user’s
behaviors.
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We argue that a malicious rate-limiter deceiving the server
by marking a correct password as incorrect is equivalent to
a denial of service, which cannot be avoided in a single-
server architecture. It is important to note that a malicious
rate-limiter should not be able to convince the service provider
that an incorrect password is correct, as this poses a greater
threat. If successful, any adversary could use an incorrect
password to legitimately access an account. In Section II-C, we
define (strong) soundness as “the PH server cannot convince
the service provider that it decrypted the message with an
incorrect password.” We also introduce privacy as a new
security property, highlighting that the external server should
not access the verification results.

Ha et al. proposed an Anonymous PHE (APHE) scheme
[14] based on PHE [23] that achieves cross-epoch anonymity
by utilizing the trusted execution environment (an enclave
[3]) provided by Intel SGX. Both the server and the rate-
limiter require additional deployment of the enclave, where
the enclave generates secret values to protect requests. The
secret values change across different epochs to achieve unlink-
ability. The encryption and decryption structure of APHE
is the same as PHE. Furthermore, we discover that, like
PHE, APHE’s Cy leaks the result of the user’s password
verification to the rate-limiter. Even across different epochs,
the rate-limiter can still recover the same Cy = H(xg,n,0) and
the random number n, which satisfies cross-epoch linkability.
Therefore, the anonymity claimed by APHE is difficult to
achieve.

At CCS’20, Brost et al. introduced a multi-server threshold
scheme (¢,m)-PHE [6] based on the Shamir secret shar-
ing [36] and ElGamal encryption scheme [11] to address
Single Point of Failure (SPOF). (¢, m)-PHE weakens individ-
ual external servers, the rate-limiting servers directly store
shadow keys in the enrollment phase. (z,m)-PHE [6] trans-
forms the encryption of M in PHE [23] from the form
of Hy(ng,1) - Hﬁ(pw.ns, 1) - M to Hi(pw,n) - HH(n)™ - M,
where n is a random number shared by rate limiters, and
5o is secret-shared among m rate-limiters via Shamir secret
sharing.

The security model of (¢,m)-PHE [6] is limited to semi-
adaptive corruption: the adversary must declare the set of
corrupt parties before the key rotations. Brost et al. contend
that an effective and secure fully adaptively construction does
not exist. In the encryption (enrollment) phase, the client
interacts with at least ¢ (threshold) servers for 3 messages.
In the decryption (verification) stage, the aforementioned
interaction extends to 3 rounds. Throughout the interaction,
the client iteratively undergoes Shamir key recovery and
navigates authentication with rate-limiting servers. However,
the threshold strategy employed in (¢, m)-PHE suffers from
scalability limitations and an inability to detect malicious
behavior. Consequently, the presence of overhead and cycles
could pose significant obstacles to deployment.

In PHE-based systems, passwords are not a weak point. On
the contrary, the security of passwords has garnered significant
attention from researchers, and related studies have focused
on enhancing the security [4], [28], [34]. To help users create
robust passwords, the password strength meter [8] provides
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TABLE I
TERMINOLOGY CORRESPONDENCE TABLE FOR ROLES

Scheme Client (User-Side) PH Server (Auxiliary Server)
Pythia [12] Store) ey
PO-COM [35] store (st 3k)
Phoenix [24] (SE,:ZHLT) (storesszgzrnd sk)
PHE [23] it (stores nonces and %)
APHE (4] (qepioys SGX oncluve, soes ) (stors nonces and 4
(t, m)-PHE [6] Client Rate-limiting Servers

(performs Shamir key recovery)
Service Provider (Client)
(generates master key, stores 17)

(store shadow keys)
PH Server

HPHE (This Work) (stores sk)

T: Enrollment record.  ck: Client key.  sk: Server key.  rk: The key of rate-limiter.

real-time feedback on the strength of passwords. There are also
secure password storage [37] and password managers [30].
Different from smart cards which represent user possession
and biometric information which represents user attributes,
passwords represent knowledge and can be updated and are
less prone to loss [32].

Across all schemes, the “PH Server” (regardless of its
name: Server, Rate-limiter, Rate-limiting Servers) shares iden-
tical core responsibilities: (1) Enforcing access frequency
limits to resist online password guessing; (2) Participating
in cryptographic computations (e.g., key derivation, request
verification) to assist the client in encryption/decryption. The
client/user-side role also has consistent duties: managing user
credentials, storing data/records, and initiating interactions
with the PH server. Table I eliminates confusion by explicitly
mapping these naming differences to their unified roles.

II. OVERVIEW
A. Preliminaries

Ideally, encrypting different files with different keys
increases the complexity for attacks compared to reusing
the same key. Additionally, encrypting with low-entropy and
reused passwords weakens the security and practicality of
password-based encryption. To address the challenges in
password encryption systems, this work utilizes Puncturable
Pseudorandom Functions (PPRF) [5], [21] to dynamically
manage and derive high-entropy keys within PHE system.

PPREF is a pseudorandom function that supports a puncturing
operation. This operation transforms the PRF key & into a new
key k*, where k* is punctured on a set § C {0, 1} with the
following properties.

For x*¢S, Fi(x*) = Fp(x*). For x € S and punctured
key k* = puncture(k,S), the value Fi-(x) is computationally
indistinguishable from random.

1) Security of Puncturable Pseudorandom Functions: The
selective security game is as follows:

o Setup: The challenger C randomly selects a PRF key k.

e Query 1: (Selective) The adversary A first commits x*.
A submits a polynomial number of evaluation requests.
For each request x; # x*, C provides A with F(x;).

o Challenge: A chooses challenge x*. C computes punc-
tured key k* = Puncture(k, {x*}) and samples b < {0, 1}.
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If b =0, send (k*, Fy(x*)); if b = 1, send (k*,y) where
y « {0, 1}
e Query 2: A makes more evaluation queries on x; # x*.
o Guess: A outputs b’. A wins if ' = b and x* was not
queried in Query 1 or 2.

Definition 1 (Selective PPRF Security): Let E be the set of
evaluation requests. The adversary A wins if b’ = b and x* ¢
E. The advantage is defined as Adv/{"*" (1). PPRF is selectively
secure if for all PPT adversaries, AdvE*F (1) < negl(2), where
negl(d) is a negligible function.

The full proof of Theorem 1, including hybrid arguments,
reduction to H,’s PRF security, and explicit truncation analysis
via the Leftover Hash Lemma, is provided in Section IV. For
the storage and security implications of punctured keys, please
see the Appendix A of the full version available at https://
wangdingg.weebly.com/publications.html.

B. Description of Construction

The proposed scheme is denoted as II, involving the service
provider (also referred to as “client” C) and external PH server
(“server” S). Let G be a finite multiplicative cyclic group of
order q. Let H : {0,1}* > Z, and H, : {0,1}* — {0,1}*! be
hash functions. Let k € {0, 1}* be the root encryption key. The
main cryptographic algorithms are as follows:

1) Setup Phase: 1In the setup phase, the generation
algorithm I1.Setup(1?) produces and publishes the public
parameters pPp = {F((.), g, H(.)}, where F(,(.) is a generation
function of the PPRF constructed by H,. The PH server uses
the key generation algorithm IT.KGen(14) to generate a public-
private key pair and publishes the public key.

2) Enrollment/Encryption  Phase:  In  the  enroll-
ment/encryption phase, the user inputs account information,
including username un and password pw. The service
provider and PH server interact to perform this phase.
The service provider generates a long key k for deriving
encryption keys. For the input key k and multiple files,
the function Fy(.) distributes sufficient keys. Ultimately,
I. < C(un,pw,k, k., PKy),S(ky, PK;) >, returns the
enrollment record 7" and the encrypted files.

3) Decryption Phase: In the decryption phase, the user
inputs candidate username un’ and password pw’. The service
provider and PH server interact to perform this phase. If
the candidate information is correct, that is, un = un’ and
pw = pw', IL. < C(un’, pw’, k., PK;, T), S(ky, PKy) > 4o returns
the root key k. At the same time, the PH server limits online
access frequency based on the parameter E to counter online
password guessing.

4) Key Puncture & Update Phase: This phase supplements
the decryption phase, allowing users to perform key puncture
to achieve secure deletion or limit decryption permissions.
When a legitimate user decrypts the root key k, she can
obliterate the derived keys related to the target files, share,
or update the punctured keys.

5) Key Rotation Phase: The key rotation consists of a client
key rotation protocol II. < C(k., k.., T) >cr: and a server key
rotation protocol II. < C(k., PK;,T), S(ks, PK;, ki, PK}) >gror.
On executing the client key rotation, the protocol returns new

key k. and new record T’ to the client. For the server key
rotation, the protocol returns new key pair (k;, PK}) to the
server, PK’ and new record 7" to the client.

C. Security of PHE

First, we describe the adversary. An adversary of PHE or
PHS has the following capabilities and limitations: (1) She
cannot compromise both the service provider and the PH
server simultaneously;' (2) She can obtain stored enrollment
records or server’s secret keys after compromising a device,
which could potentially lead to unauthorized access to critical
system resources and sensitive user information; (3) She may
recover recently sent or received messages after compromising
a device (as parties communicating via TLS cache session
keys and messages [27], [33]), thereby gaining insights into
the communication patterns and potentially sensitive data
exchanged; (4) She holds dictionaries for online and offline
password guessing, enabling her to launch persistent attacks
on the password-based security measures; (5) Due to the
specific nature of the server deployment, she cannot physically
take over the server entirely to interfere with key rotation,
thus ensuring a certain level of security in the long-term
key management of the system.

Throughout the PHS iteration, researchers are constantly
improving and updating security requirements and definitions.
In Phoenix, Lai et al. [24] add forward security to the original
hiding, binding, and (partially) oblivious [12]. Lai et al.
[23] extend the security properties of PHS to adapt to PHE
and define Message Hiding, Partial Obliviousness, (Strong)
Soundness, and Forward Security. In this section, we first
introduce the extended security requirements proposed in this
work, then provide proof in Section IV that the proposed
protocol meets these requirements.

1) Message Hiding: Given the service provider’s secret
key k. and the enrollment record 7, the adversary cannot
distinguish the encrypted message corresponding to record 7.
Specifically, message hiding requires that the adversary cannot
distinguish whether the record is encrypting mgy or mj, even
if the message is chosen by the adversary and the adversary
possesses a dictionary containing the password.

The corresponding game is named PH-Hi and is played in
two phases: in the first phase, the honest service provider and
PH server act as challengers R, and Ry respectively, while
in the second phase, the compromised service provider is
considered the adversary .A. PH-Hi is defined as follows:

e Setup 1: I1.Setup(1!) generates public parameters pp
based on the secret parameter A. The PH server
challenger R generates a key pair (k;, PK;) using
I1.KGen(1%). The service provider challenger generates
a secret key k. and sends it to the adversary A.

This is because any password-related cryptographic protocol will be
insecure when both devices are compromised, i.e., susceptible to offline
password guessing attacks, as pointed out in [18] and [43]. This is called the
plain case in password-related cryptographic protocols (including PHS and
PHE). Just like in existing password-based authentication schemes(e.g., [1],
[10]) where only two parties are involved (i.e. user and authentication server),
passwords are always susceptible to offline password guessing attacks once
the server is corrupted [15].

480

481

482

483

484

485

486

487

488

489

490

491

493

494

495

496

497

498

499

500

501

503

504

505

506

507

508

509

510

511

513

514

515

516

517

518

519

526

527

528

529
530
531
532
533
534
535
536



537

538

539

540

541

542

543

544

545

546

547

548

549

550

551

552

553

554

555

556

557

558

559

560

561

562

563

564

565

566

567

568

569

570

571

572

573

574

575

576

577

578

579

580

581

582

583

584

585

586

587

588

589

590

591

592

593

e Setup 2: A can access the oracle O « {II. <
A A >y, I < AR, >x,X € {erl, dec,Srot,Crot}}
and generates a username un, a password distribution
D, and two different messages my and m;. Parameters
{un,D, (my,m,)} are sent to the challenger R..

e Challenge: The service provider challenger R, ran-
domly selects b « {0,1} and a password pw «
D, then performs the enrollment protocol II. <
R(un, pw, mp, k., PKy), Rs(ky, PK;) >, to generate the
record 7. The record T is sent to the adversary .A.

e Output: A outputs the guessed b’, b’ = b means A wins
the game. The advantage of A’s winning is defined as

1
Adviye () = [Pr[b’ = b] - 5 (1)

Definition 2 (Message Hiding): Given a PHE protocol in
O and a PPT adversary A, there exists a negligible function
negl(1) such that Advﬁlﬁm(ﬂ) < C' - ¢* + negl(1), where C’
and s’ are the linear regression parameters of the password
distribution D [7], ¢ is the number of decryption executions,
protocol can be considered as message hiding.

2) Partial Oblivious: This property hides both the password
and the encrypted message, protecting against an adversary
that compromises the PH server. The ‘partial’ nature comes
from the need to resist online password guessing, the PH server
limits access frequency based on a fixed parameter (e.g., tweak
t in PO-COM [35] and Pythia [12], un in Phoenix [24]). In this
work, fresh random numbers are incorporated into decryption
requests to ensure that usernames remain confidential.

The corresponding game is called PH-Ob and is played in
two phases: in the first phase, the honest service provider and
PH server act as challengers R, and R respectively, while in
the second phase, the compromised PH server is considered
the adversary .4. PH-Ob is defined as follows:

e Setup 1: I.Setup(11) generates public parameters pp
based on the secret parameter A. The PH server
challenger R generates a key pair (k;, PK;) using
[1.LKGen(14). The service provider challenger generates
a secret key k.. The key pair (k, PK) is sent to the
adversary A.

e Setup 2: A can access the oracle O « ({II. <
A A >y, 1. < AR, >x,X € {erl, dec,Srot,Crot}}
and generates a username un, two password-
message pairs (pwg,mg) and (pw;,m;). Parameters
{un, (pwg, my), (pw1, m;)} are sent to the service provider
challenger R..

o Challenge: The service provider challenger R, randomly
selects b « {0, 1}, then performs the enrollment protocol
Il. < R (un, pwy, mp, k., PKy), Rs(ks, PK;) > to gener-
ate the record T. The record T is sent to A.

o Output: A outputs the guessed »’, b’ = b means A wins
the game. The advantage of A’s winning is defined as

, , 1
Advii® () = Pt = b] - 5 )

Definition 3 (Partial Obliviousness): If for a PHE protocol
in O’ and PPT adversary A, there exists a negligible function
negl(d) such that Advi”, . (1) < negl(d), then this PHE

protocol can be considered as partial oblivious.
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3) Soundness: Soundness ensures the binding of an enroll-
ment record, encrypted messages, and a password. The records
are generated by an honest server and a PH server, and the
encrypted messages can only be recovered by participating in
the decryption protocol with the correct password. Further,
we define strong soundness, which not only includes the
aforementioned properties but also detects the behavior of a
malicious PH server. After the service provider and the PH
server interact during enrollment, a malicious/compromised
PH server cannot convince the service provider that it
decrypted the message with an incorrect password. Addition-
ally, a malicious/compromised PH server cannot convince the
service provider that the same password and enrollment record
correspond to different decryption results.

The corresponding game is called PH-Sd and is played
between the honest service provider and the malicious PH
server. The provider and the PH server are regarded as the
challenger R and the adversary A, respectively. The game
description is as follows:

e Setup: I1.Setup(1!) generates public parameters pp
based on the secret parameter A. The adversary .4
generates a key pair (kg, PK,) using IL.LKGen(14). The
service provider challenger generates a secret key k..

e Setup 2: The adversary A can access the oracle
0O « {II. < AA >xII. < AR >xX €
{erl,dec,Srot,Crot}}. A generates two different pairs
(ung, pwg, mg) and (un;, pwi, m;). Two pairs are sent to
the challenger R.

e Challenge: The challenger R randomly selects b <«
{0,1}, and performs the enrollment protocol II. <
C(uny, pwp, mp, ke, PK;), S(ks, PKy) >, to generate the
enrollment record 7.

o Output: The challenger R interacts with the adversary .4
to perform II. < C(ung, pwo, ke, PK, T), S(ky, PK) > gec
and II. < C(uny, pwi, ke, PK,, T), S(ks, PKg) >4ec, the
verification results ry and r; are returned to R. Mean-
while, ry = r; means A wins the game. The advantage
of A’s winning is defined as

1
Advp (D) = [Prlbg Abi] = 51| 3)

where by := (rg = “1” or “0”) and by := (r; = “1” or
“0"). by A by =1 represents ry = r; = “1”” or “0”.

Definition 4 (Strong Soundness): If for a PHE protocol in O
and PPT adversary A, there exists a negligible function negl(1)
such that Advﬁ,’ﬁs 4(A) < negl(4), then this PHE protocol can
be considered as strong sound.

4) Forward Security: Key rotation should invalidate old
keys and enrollment records. The adversary should not be able
to obtain the rotated keys, even if she compromises the device
and eavesdrops on messages. We define games PH-FS1 and
PH-FS2 to formalize the forward security requirements of the
service provider and PH server, respectively.

The game PH-FSI1 is used to define the forward security of
the service provider’s key and is played between the honest
service provider in the first phase, the PH server, and the
compromised service provider in the second phase. They are

594

595

596

597

598

599

600

601

602

603

604

605

606

607

608

609

610

611

612

613

614

615

616

617

618

619

620

621

622

623

624

625

626

627

628

629

630

631

632

633

634

635

636

637

638

639

640

641

642

643

644

645

646

647

648

649



650

651

652

653

654

655

656

657

658

659

660

661

662

663

664

665

666

667

668

669

670

671

672

673

674

675

676

677

678

679

680

681

682

683

684

685

686

687

688

689

690

691

692

693

694

695

696

697

698

699

700

701

702

703

704

705
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regarded as the challenger Rc, the PH server Rs, and the
adversary A. The description is as follows:

e Setup 1: I1.Setup(1?) generates public parameters pp
based on the secret parameter A. The PH server
challenger R, generates a key pair (k;, PK;) using
I1.KGen(14). The service provider challenger generates
a secret key k. and sends it to the adversary A.

e Setup 2: The adversary A can access the oracle
0O « {II. < AA >xII. < AR >xX €
{erl,dec,Srot,Crot}}. A generates two different pairs
(ung, pwo, mg) and (un;, pwi, m;). Two pairs are sent to
the challenger R..

e Challenge: The challenger R, randomly selects
b < {0,1}, and performs the enrollment protocol II
< Rc(ul’l},, PWhp, My, kc: PKX)? R.v(kss PKY) >eri tO
generate the enrollment record 7. R, sends T
to the adversary A, then generates a new key
k. and performs the key rotation protocol II.
< Clke, k., T) >cror- T is updated to 7”. A holds the
original record T and can access O.

o Output: A outputs the guessed »’, b’ = b means A wins
the game. The advantage of .A’s winning is defined as

, 1
Advpy s () = IPr[b = b] - §|. 4)

The game PH-FS2 is used to define the forward security
of the PH server’s key and is played between the client, the
first-phase honest server, and the second-phase compromised
server, they are regarded as the challenger R., Ry, and the
adversary A. The description is as follows:

e Setup 1: I1.Setup(1!) generates public parameters pp
based on the secret parameter A. The PH server
challenger R, generates a key pair (ky, PK;) using
I1.KGen(14). The service provider challenger generates
a secret key k.. The key pair (ky, PK;) is sent to the
adversary A.

e Setup 2: A can access the oracle O « {II. < A, 4 >x
L < A, Re >x, X € {erl, dec, Srot,Crot}}. A generates
two different pairs (ung, pwo,mp) and (un;, pwy,my).
Two pairs are sent to the challenger R.. Two pairs are
sent to the challenger R..

e Challenge: The challenger R, randomly selects b «
{0,1}, and performs the enrollment protocol II. <
R (uny, pwp, mp, k., PKy), Rs(ks, PKs) >, to generate
the enrollment record T. R, sends T to A.

The PH  server challenger Ry  generates
a key pair (k,,PK)) using ILKGen(1%)
and  performs the key  rotation  protocol

. < C(k,, PK,,T),S(ks, PKs, kK, PK}) >sp0e. T s
updated to 7. A holds the original record T and can
access the oracle O.

e Output: A outputs the guessed b’, b’ = b means A wins
the game. The advantage of A’s winning is defined as

1
Advi (1) = IPUIY = b] = 5| 5)

Definition 5 (Forward Security): If for a PHE protocol in
O and any PPT adversary .A, there exists a negligible function

negl(d) such that Advyyy 1, (A) < negl(d) and Adviy 1.6, () <
negl(), this protocol is forward secure.

5) (Multi-Query) Privacy: In addition to the rate-limiting
parameters, the external PH server should not be aware of
parameters that track legitimate user login habits or expose
user information, such as usernames and authentication results.

Previous researches (Pythia [12], PO-COM [35], PW-Hero
[19]) reveal the fixed tweak ¢ (or username un in Phoenix
[24], Cy in PHE [23], (t, m)-PHE [6], and APHE [14]) to the
server for rate-limiting. Therefore, in the definition of privacy,
we restrict the PH server to only provide rate-limiting and
prohibit it from accessing other information related to users.

The corresponding game is called PH-Pr and played
between the service provider and the malicious PH server,
they are regarded as the challenger R and the adversary A.
The game description is as follows:

e Setup: C runs ILSetup(1!) to generate pp, and
I1.LKGen(1%) to generate PH server keys (ks, PKj). C
samples a random password pw < D (from a password
dictionary) and username un. C generates a root key
k « {0,1}* and runs the enrollment protocol to produce
record T (as in [1{C(un, pw, k, kc, PKj), S (ks, PK))e™.

e Query: Given pp, PK, T (simulating compromise of the

service provider’s storage). A adaptively issues up to
q() decryption queries. For each query i € [1,¢]
A chooses a candidate password pw! and username
un;. C samples bit b; « {0,1}. If b; = 0, C uses the
correct (un, pw) for the interaction; if b; = 1, C uses the
incorrect (un}, pw?). C simulates the decryption protocol
II(C(un;, pw;, kc, PK,, T), S (ks, PK,))®°, and sends the
PH server-side parameters to .A. A does not see the final
key k or verification result.

e Challenge: After all queries, A selects an index j € [1, g]
and outputs a guess b’ for b;. A wins if b; = b;. The
advantage of A’s winning is defined as

Advi2 o () = |Pr[b’ = b] - %I. (©6)

Definition 6 (Privacy): If for a PHE protocol in oracle O
and PPT adversary A, there exists a negligible function negl(1)
such that Adv;f‘,’,@i upr(D) < negl(4), then this PHE protocol can
be considered as private.

III. OUR HPHE SCHEME

The PHE construction proposed in this work does not
originate from existing PHS schemes and is entirely differ-
ent from the initial PHE construction [23] and its derived
schemes [6], [14]. We implicitly compare the hashed candidate
password with random values in the exponent, avoiding the
password verification result leakage associated with explicit
comparison [14], [23], [24] and offline password guessing
without randomness [12], [35]. Additionally, we extend the
usability of PHE, enabling users to securely revoke or restrict
access to shared encrypted files. The converter can be directly
applied to existing PHE schemes.

A. Construction Idea

To begin with, we explain the thought process behind the
scheme’s design. We observe that encrypting or decrypting

706

707

708

709

710

711

712

713

714

715

716

717

718

719

720

721

722

723

724

725

726

727

728

729

730

731

732

733

734

735

736

737

738

739

740

741

742

743

744

745

746

747

748

749

750

751

752

753

754

755

756

757

758

759

760

761



762

763

764

765

766

767

768

769

770

771

772

773

774

775

776

777

778

779

780

781

783

784

785

786

787

788

789

790

791

792

793

794

795

796

797

798

799

800

801

802

803

804

805

806

807

808

809

810

811

812

813

814

815

816

817

818

819

a single message (selected from group elements) using PHE
requires at least two rounds of interaction. The overhead is
approximately four times that of public-key encryption with
equivalent parameters, and 4 x 103 to 6 x 10° times that of
symmetric encryption [25]. Therefore, PHE is not suitable for
large-scale message encryption. A practical solution is for the
service provider to use PHE to encrypt the high-entropy root
key. For users, switching from PHE-based message encryption
and decryption to symmetric encryption using the high-entropy
root key is seamless, significantly improving efficiency when
handling large-scale data.

Although the above transformation addresses the issue of
encryption and decryption efficiency, using a single key to
encrypt all messages leads to key reuse problems and makes
it inconvenient for users to manage the ciphertext. Consider
a scenario where a service provider offers encrypted cloud
storage. Although irrecoverable secure deletion is technically
feasible, in practice cloud providers still struggle to meet
users’ expectations for secure deletion due to factors such as
distributed data redundancy, backup policies, and constraints
imposed by legacy systems. Moreover, if all ciphertexts are
encrypted with the same key, users are unable to restrict
decryption permissions for shared ciphertexts, potentially com-
promising the security of other ciphertexts. In this work,
we construct a hash-based Puncturable Pseudorandom Func-
tions (PPRF) for large-scale encryption and management of
ciphertext, which is also applicable to other PHE schemes.

PPRF derives a high-entropy root key used to encrypt
different messages with multiple high-entropy sub-keys. PPRF
provides puncturable sub-keys, where punctured keys cannot
be recovered. When a user deletes a (batch of) ciphertext, the
root key is updated to a punctured key. Even if the ciphertexts
are later maliciously recovered by the service provider, it is not
possible to obtain the corresponding decryption keys. When a
user shares a batch of ciphertexts, puncturing other keys allows
for shared keys with restricted access.

For the first time, we construct a PHE scheme that hides the
verification result from the external PH server (rate-limiter).
During the enrollment phase, the service provider computes
a salted hash g. < H(un || pw || r.) based on the user’s
username un and password pw, then interacts with the PH
server to compute K. ¢« k%% and Q. « k"9, where
d, « q?kc, k. and kg are secret keys of the service provider
and PH server, respectively, u. is a random number chosen
by the service provider and is encrypted with the PH server’s
public key in the enrollment record, k is a high-entropy root
key selected by the service provider. Thus, in the enrollment
record, the exponents of k in the two parameters K., and
Q. respectively contain the PH server’s private key k; and
the random number u. encrypted by PH server’s public key.
An adversary cannot recover k or guess the password without
knowing k; and u,.

The use of qfkc (rather than a linear g.k.) in d. is motivated
by the need to prevent malleability in the blinded interac-
tion. Intuitively, the quadratic blinding amplifies randomness.
Meanwhile, this design ensures that only when the candidate
password is correct, the exponent simplification in the decryp-
tion phase can be satisfied, which is a necessary condition for
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Fig. 2. Schematic diagram of the structure of a diffusion hash chain. When
iterating n layers, a total of 2" derived keys are derived, denoted as hp..00
to Agr..11-

Service Provider (Client) PH Server
{un,pw, k., PK} {ks, PKs}
1 T Ug € < $Zq, k —s{0,13*
2:qc < Hun llpw Il r,)
3:d, « q?ke, K, « kd
4 E < g°, Q. « kt<lc
5: Eye < u. @ PKS* 6 {K;}
7 Kes & chs
8: {Kcs}
9: Encrypt x-th file using Fy (x)
Record T = {K,, Q. E, Eyc, 7}

Fig. 3. The enrollment/encryption phase of HPHE. The service provider
and the PH server perform one round of interaction to jointly generate an
encrypted record T and derive a high-entropy root key k, which is then used
to symmetrically encrypt multiple files under the one-data-one-key policy.

recovering the root key k and maintaining strong soundness.
A linear g.k. would require additional NIZK proofs, thus
undermining the intended efficiency improvement.

During decryption, the service provider computes ¢, <«
H(un' || pw’ || r.) based on the candidate username un’ and
candidate password pw’. The basic idea of PHE (PHS) for
verifying the candidate password is that if the candidate ¢’
matches g of the enrollment record, then g can be easily
reduced in the final parameters. The challenge in constructing
the interaction protocol lies in preventing a malicious service
provider from performing offline password guessing (as seen
in the attack faced by PO-COM [35], with steps detailed in
Phoenix [24]) after obtaining parameters derived from the
original password hash. In this work, we construct a novel
encryption and reduction strategy utilizing randomness, where
both parties use temporary secrets during each interaction to
enhance security, addressing the aforementioned challenge and
preventing either party from password guessing.

The service provider selects different random numbers ¢,
and n. used as part of the exponents for X, « K (= kdksic)
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PH Server
{ks, PKs}

Service Provider (Client)
{un’,pw', k., PK,, T}
T:{Kes,) Qc) E, Eye, e}

Lte,ne «sZ

2: q¢ < Hun' Il pw' Il 1)
30 dl « qlke, X, « KiE(= kdekste)
4: Y, « Q;‘”dé(: Kuedencdcy
5. {X., Y., Eye, E}
6: Mg Ly, Uy < Eye @ EXs
7 ws « mg(ks — 1)
8 Y. « yksms(uc)71
LY e Y,
k -1
9 X, « XZ”&( s)
10: {Ys, X5, ws}
- — 2 5
1Y, « Y7 (= kksaomsdly
)™ jd.m
12: X5, « X (= kdems)
13:Zgc « Ysc(Xsc)_l(: kksqcmsdé—dcms)
14:0f diq, = d,, Zy, = k%aemstks=D) | | = Zs(géqéws)-l

Decrypt x-th file using Fy (x)

Fig. 4. The decryption phase of HPHE. The service provider and the PH
server jointly verify the candidate username un’ and password pw’. The PH
server assists in eliminating its own secret from the computation, ensuring
that password verification results remain hidden. The root key k is recovered
only if pw’ is correct.

and Y, « Q"%(= kwdnedi) (see step 2 in Figure 4), where
k is the high-entropy root key, k; is the PH server’s secret
key, u. is a random number encrypted by PH server’s public
key. Note that the construction of d.. < ¢ k. here differs from
d, « q?ke in the enrollment phase. The exponent d. in X,
and ¢, in Y, contain the real password from the enrollment
phase, but the service provider cannot compare g. and g, to
verify the candidate password because the PH server’s secret
key k; and random number u. are unavailable. The service
provider sends X, and Y, to the PH server to eliminate k; and
u.. The PH server selects a random number m and computes
Y, « fo’".s(”r)_l(: kksm.;qcncd('.) and X, « Xz_”v(ks)_l(: kd(.m.\-tc)
(see step 5 in Figure 4). The PH server returns Y, X,, and
wy < mg(k; — 1) to the service provider.

After receiving Y, and X;, the service provider eliminates
random numbers 7, and 7, to obtain Y, « Y7 (= kkaemd:)
and X, « Xg"')il(z k%™s). Note that the random number m
and the key k; in exponents of parameters Y, and X are
unavailable to the service provider. It is unable to eliminate
them and perform offline password guessing. The service
provider computes Z, ¢« Y (Xy) (= kksdemsde=demsy and
merges the exponents into k.q.md. — d.m,. At this point,
if g.d. = q.q.k: = qcqck. = d., then kyq.md, — d.mg =
d.q.mg(ks — 1) = d.q.w,. The service provider can obtain k
by calculating k = Z&am)™ (gee step 10 in Figure 4).

Next, we list the constructions that readers may have
questions about and explain the design reasons.

Q1: Why does the service provider select two different
random numbers t. and n. (see step 1 in Figure 4)?

Al: The two different random numbers are used to hide
the result of the password verification. If the service provider
select one random number ., then after the PH server elimi-
nates k, and u,, the constructions of X, = k% and Y, = k9%
would be identical. At this point, the PH server could compare

if X. = Y. to learn whether ¢, is equal to ¢, thus revealing
the result of the user’s password verification.

Q2: Why does the PH server remove the random number
u. and the secret key kg from exponents of Y. and X, while
simultaneously adding the parameter ksmg; and a random
number my (see step 5 in Figure 4)?

A2: Adding unrecoverable secret values prevents a mali-
cious service provider from performing offline password
guessing. After the PH server eliminates the secret values
u. and k, in Y, = k¥dnde apd X, = k% if no additional
secrets are added, the service provider can obtain Y, = kdede
and X, = k%' = k% and perform offline password guessing
by calculating Yfl T and comparing it with X., where d
calculated based on other candidate passwords. If only one
secret is used, the above attack could still be successful.
Therefore, different secret values should be used to encrypt
the two returned parameters. Here, k; can also be replaced
with other random numbers.

Q3: In decryption, why doesn’t the PH server simply
eliminate u. and ks directly?

A3: In the protocol construction, we assume that the other
party may be malicious in order to avoid leaking character-
istics that could be used for password guessing. Assuming
the service provider is malicious, if the PH server directly
eliminates u. and k;, the service provider can obtain k%,
making offline password guessing easy. Therefore, we con-
struct a novel secret-based hiding strategy to restrict each
decryption interaction to be mandatory, preventing the other
party from obtaining an explicit combination of the password
and ciphertext after a single interaction. From the analysis
of the scheme, it can be seen that the key k can only be
recovered if the candidate password is correct. The proposed
scheme limits offline guessing and restricts password guessing
to online attempts, which can be controlled in frequency.

B. Formal Description

1) Setup Phase: Inspired by the tree-based construction
of PRF functions by Goldreich et al. [13], we utilize a tree
structure to derive keys, which we refer to as the diffusion hash
chain. The hash function is defined as H, : {0, 1}* — {0, 1}*1.
As shown in Figure 2, Hyo(.) and Hy;(.) represent the first half
and the second half of the hash value, respectively, with the
values denoted as /iy and Ay . Note that Hyo(.) and Hy(.) are
the result of a truncation operation from a single hash, rather
than two separate hash operations. When repeating Hy(.) and
Hy(.) operations on the obtained values n times, a total of
2" derived keys of length 24 are generated, requiring 2" — 1
hash operations. The generation function of the PPRF can be
denoted as Fj(x) = H,|x(())(H,\x(1)(. .. H[|X(n)(k))) = hk|x5 where x
is a number in binary representation, and x(0), x(1),..., x(n)
represent the bit values of x from the most significant to the
least significant bit, respectively.

When puncturing a certain key or branch, we retain the
value of its neighboring branch as the new key k*. Let’s
explain the puncturing process when n = 3 as shown in
Figure 2. At this point, we get 8 keys denoted as hyoo to
hiii. Suppose puncturing the key /10, the punctured key
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k* will be {hkoo, hio11, hn ). We can compute all keys except
hio1o based on the key k*, and /910 cannot be recovered.

I denotes our scheme, the setup algorithm I1.Setup selects
a cyclic group G of prime order ¢, and let g be a generator.
Let H : {0,1}* — Z, be a hash function. The parameters
{F()(.), g, H(.)} are published as the public parameters pp. The
PH server executes I1.KGen algorithm to generate a random
private-public key pair {k;, PK; = g*}. The service provider
selects a secret key k.

2) Enrollment/Encryption Phase: The service provider and
external PH server interact at this phase to encrypt multiple
files and register based on a password. The corresponding steps
are described in Figure 3.

EP1: The service provider holds its secret key k., the
username un, user’s password pw, and the public key PK; of
the PH server. The service provider selects random numbers
from the cyclic group G, denoted as rc,u., e. < $Z,. Then
the service provider randomly generates a long root key
k < ${0,1}* to derive sub-keys for encryption. The service
provider calculates the hash g. < H(un || pw | r.) and
d. < ¢’k then calculates K, < k% using d. as the exponent
of the root key k. Afterward, the service provider calculates
E « g° and Q. « k"9 and encrypts u, into E,. < u.®PK
using the public key PK; of the PH server. The service
provider sends K, to the PH server.

EP2: The PH server holds its secret and public key pair
{ks, PK,}. On receiving K., the PH server calculates K., « Kf‘
and returns K., to the service provider.

EP3: The service provider constructs the corresponding
PPRF F based on the number of files to be encrypted.
For the x-th file, the service provider encrypts it using the
derived key Fi(x). The service provider stores the record
T ={K., O, E,E,,r.} and the encrypted files.

3) Decryption Phase: The service provider and the PH
server interact to decrypt. The corresponding steps are
described in Figure 4.

DP1: After registration, the service provider holds the secret
key k., public key PK;, and the enrollment record 7 =
{Kes, Oc, E, Eye, re}. The user enters the candidate username
un’ and password pw’. The service provider selects random
numbers, denoted as f.,n. < $Z, The service provider
calculates the corresponding hash ¢, < H(un' || pw' || r.)
and d,. < gk, based on the candidate password. Additionally,
it computes X, — K's(= kékic) and ¥, « Qp(= kuaenedry
for the stored record T'. Afterward, the service provider sends
{X., Y., Ey, E} to the PH server.

DP2: The PH server holds its secret and public key pair
{ky, PK,}. On receiving {X., Y., E,., E}, the PH server selects
a random number from the cyclic group G, denoted as m; «
$Z,. Afterward, the PH server recovers u. < E,®E* from EX
and calculates wy « m (k;— 1) using the secret key k; and the
random number mg. Note that since the random number m; is
unknown to the service provider, k; cannot be obtained by the
service provider. The PH server calculates Y, « yEm@™ and
X, XL"“'(k“‘)?], and sends {Y, X;, w,} to the service provider.

DP3: The service provider calculates Y, Y§"“)_]
(= kfs9emsdcy and X, « Xg"')fl (= k%) to eliminate the random
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numbers n. and ¢, from the exponent, and then computes
Zs — Y(Xso) (= Kbsgemdi=demsy Note that at this point, the
exponent of Z. is k;q.msd.. — d.m. Since the random number
my and PH server’s secret key k, are unavailable, the service
provider cannot perform offline matching of d.m; after obtain-
ing the returned parameters by constructing m;q.d,.. However,
if the candidate username un’ and password pw’ are correct,
that is, ¢, « HQun' || pw' || r) = gc « HQun || pw | r.),
dl.g. = keqlqc = qu = d,, the exponent of Z. can be reduced

to d.q.ms(ks — 1), allowing for the straightforward calculation

of recovering k = ZE‘Z %" The service provider decrypts the
x-th file using Fj(x).
4) Key Puncture & Update: The service provider

offers password-based encryption and storage. Additionally,
encrypted files can be shared online and deleted. Key punc-
turing is applicable in the following scenarios: (1) Users share
the punctured key with specific visitors, thereby limiting their
access to certain files; (2) After deleting files, users puncture
the corresponding keys to achieve secure deletion. Even if an
adversary employs special methods (e.g., hard drive recovery)
to restore the file and attempts an online password guess to
recover k*, she will not be able to obtain the punctured key.

KU1: The service provider interacts with the PH server
to recover k, following the same steps as outlined in
Section III-B3. The user selects the key x or the set S to
be punctured, resulting in the punctured key k*.

If it involves deleting a file, then the service provider
selects random numbers from the cyclic group G, denoted
as u,,e, < $Z,. Then the service provider calculates the
hash g. < H(un || pw || r.) and d. < q.k., then calculates
K* « (k")% using d. as the exponent of the punctured key
k*. Afterward, the service provider calculates E g% and
Q! « (k*)“ and encrypt u. into E/. « u.. @ PK, uses the
public key PK; of the PH server. The service provider sends
K to the PH server.

KU2: The PH server holds its secret and public key pair
{ks, PK}. On receiving K, the PH server calculates K, «
(K*)% and returns K7, to the service provider.

KU3: The service provider stores T = {K},, O, E, E;, 7}
and deletes ciphertexts with punctured keys.

5) Key Rotation: We provide key rotation to address server
key leakage. Key rotation initiated by the PH server is global.

KR1: The PH server generates a new private-public key
pair {k}, PK’} « $I1.KGen and publishes the public key PK.

KR2: The service provider sends K., to the PH server.

KR3: The PH server computes K/, « Kff;(k*)fl and returns
K], to the service provider. The service provider updates the
enrollment record to 7 = {K/, O, E, E;c, 1}

In addition, the service provider can select a new key k.,
and update K to K/, « Kfﬁi(k‘)il locally. For the informal
security analysis, please see the Appendix B of the full version
available at https://wangdingg.weebly.com/publications.html.

IV. SECURITY PROOF

In this section, we formally prove that the proposed protocol
satisfies the security properties defined in Section II.
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Theorem 1: For any Probabilistic Polynomial-Time (PPT)
adversary A making at most g evaluation queries on inputs of
length m in the selective puncturing setting, there exists a PRF
distinguisher B such that:

AdVEPRE () < m - AdVERF () + O(m/2Y%) + negl(d) — (7)
where the O(m/2Y?) arises from statistical loss due to Leftover
Hash Lemma (LHL) [17] on truncations, and is negligible for
A > 256. The negligible term includes any additional statistical
losses from the ROM assumption on H,.

Proof: We use a hybrid argument akin to GGM’s tree-based
PRF proof [13], where each level is randomized step-by-step.

e Hybridy: The real game with b = 0.

o Hybrid;: Replace the evaluation of non-punctured paths
with a lazy-sampling oracle that computes on-the-fly
using real H,, but for the punctured path to x*, replace
the hash outputs along the path with random values
(except the root). This hybrid bounds the impact of punc-
turing: since puncturing removes subkeys, the adversary
cannot compute down the punctured path, and the
replacement is indistinguishable if H, is pseudorandom.
Distinguishing Hybrid 0 and 1 reduces to H,’s PRF
security. Construct reducer 53: 3 simulates the tree using
its PRF oracle for H;. For the punctured path, if A tries
to distinguish, B queries its oracle on the path prefixes
and checks if the output looks random. The advantage
transition is at most Advi*r (1) per tree level, totaling
m - Advigt* (1), where m is the depth of the path to x*.

e Hybrid,: Introduce truncation analysis. In our construc-
tion, each H, output is 24 bits, truncated to two A-bit
keys. In this hybrid, we model truncation as splitting a
random string: if the full output is uniform, each half
is uniform over {0, 1}, with distinguishing advantage
bounded by the LHL [17]. Specifically, if the min-
entropy of H,’s output is at least A + log(l/€), the
truncated half has statistical distance € from uniform.
For each truncation along the path, the advantage loss
is O(1/2*/?) by LHL [17], since splitting a 21-bit ran-
dom string yields two A-bit strings each V2-1-close to
uniform. Over m levels, this adds O(m/2Y?) to the total
advantage (negligible for A > 256).

e Hybrids;: From Hybrid 2, the punctured path is fully
randomized and near-uniform after truncations. Since
queries are selectively on x; # x*, their evaluations use
non-punctured paths, which remain unchanged. Thus,
Fy(x*) is indistinguishable from random. No ¢/2™ or
q-AdviRF term applies, as there is no accidental collision
in the selective setting.

In summary, AdviP REQ) < m-AdvERF () + O(m/241) +
negl(d), which is negligible if H; is a secure PRF. O

1) Entropy Loss in Hash Iterations and Truncations: Our
hash-based PPRF is constructed using a cryptographic hash
function H, : {0, 1}* — {0, 1}*!, where we instantiate H, with
SHA-512 (outputting 512 bits, with 4 = 256 for 256-bit keys).
The derivation process involves iterative hashing to generate

11

puncturable keys, with truncations to produce the final output
keys of length A.

Under the Random Oracle Model (ROM) assumption for H;,
the output of each hash iteration is computationally indistin-
guishable from uniform randomness, provided the input has
sufficient min-entropy H..(X) = —log, max, Pr[X = x]. The
root key k is assumed to be sampled from a high-entropy
source with min-entropy H.(k) > 256 bits. In the ROM, a
single application of H; (SHA-512) preserves min-entropy up
to the output length H., = 512 bits. Truncation from 512 bits
to A = 256 bits reduces the maximum possible min-entropy by
256 bits, with a loss of 256 bits in the information-theoretic
sense. The loss is irreversible in that discarded bits cannot be
recovered, but security holds as long as the remaining entropy
meets the target security level.

The root key k must have min-entropy H.(k) > 256 bits
to meet or exceed NIST SP 800-90B [40] recommendations
for 256-bit security. For intuitive reference, this equates to a
guessing hardness of 223, far beyond dictionary attacks.

B. Message Hiding

Theorem 2: Let Advﬁ,’ﬁHi represents the advantage of the
adversary A breaking Message Hiding in PPT. Then, the
advantage can be described as:

Adviy2 () < C' - ¢° + negl(d) (8)

where C’ and s’ are the linear regression parameters of the
password distribution D [7], ¢ is the number of decryption
oracle executions.

Proof: We formalize four games to prove the above theorem,
which infers the advantage of adversary A distinguishing the
bit b from (0, 1) in Adv;f‘,ﬁm. The idea of proof is to reveal A
is indistinguishable from the enrollment record T for (myg, my).

e Gamej: Which is equivalent to the predefined game
called PH-Hi. The details and formal definition of this
game can be found in section II-C.

e Game;: Which represents a transformation of Game
where the challenger R, simulates an oracle. In the
enrollment record, the root key k (recorded as my in
this game) is stored in the form of K. = kdks and
Q. = k"4, where d. = q?kc, ks is the PH server’s
secret key, k. is the service provider’s secret key, u.
is a random number encrypted by PH server’s public
key, and g, = H(un || pw || r.). As the challenger
interacting with 4, R, simulates the outputs Y, and Xj.
If the received X, and Y, are based on mg or my, or if
the request is a duplicate, R outputs a random value.
The statement that this game is identical to the above
game indicates that the transformation from Gamey to
Game; does not change the fundamental properties of
the game. The probabilities of the adversary’s success
in both games are the same, meaning that any advantage
the adversary has in Gamey is preserved in Game;.

e Game,: After obtaining the enrollment record 7, the
message my in the record is stored by the PH server’s
key and a nonce. The formats are K, = mgk and Q. =

2
e . kg
mZ‘q‘ , allowing the adversary to eventually recover mZC ’
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and m,*. However, since k;, u. and g. are unknown,

the adversary cannot determine mg or m;. At this point,
the advantage of directly guessing b can be described as
AdVETHQ) = | Py’ = b] - ).

o Game;s: Since the adversary possesses a password dis-
tribution D, she can execute the decryption protocol to
interact with the PH server, launching sustained online
password-guessing attacks. If the adversary successfully
guesses the password, they can leverage the decryption
protocol to gain an advantage in determining b. The
probability of success for online guessing is C’ - ¢*,
where C’ and s’ are the linear regression parameters
of the password distribution D [7], ¢ is the number of
decryption oracle executions.

Therefore, the probability of A successfully distinguish-
ing in Games is bounded by the adversary’s advantage
in guessing passwords, denoted as C’ - ¢*'.

The conclusion ties back to the overall security goal:
ensuring that the adversary’s ability to distinguish the bit
b € (0, 1) (indicating which message is encrypted in the
enrollment record) is negligible. This is formally proven
in theorem IV-Al. The negligibility of the advantage
means that the probability of the adversary successfully
distinguishing the bit is so small that it is considered
insignificant for practical purposes, thereby affirming the
protocol’s security.

]

C. Partial Oblivious

Theorem 3: Let Advj.f‘ﬁo,](/l) represents the advantage of
the adversary A breaking PH-Ob in PPT. Then, the advantage
can be described as:

Advi® (1) < AdvEEP5 4 negl(2) 9)

where AdvﬁL_b‘”" quantifies the adversary’s advantage in solv-
ing for the base g when given the result y = g* but neither the
exponent x nor the base g. This problem is computationally
harder than the standard DL problem, which requires solving
for x given g and y. negl(d) is a negligible function.

Proof: We formalize four games to prove the above theorem,
which infers the advantage of adversary A distinguishing the
bit b from (0, 1) in Advi’ -

e Gamej: Which is equivalent to the predefined game
called PH-Ob. The details and formal definition of this
game can be found in section II-C.

e Game;: Which represents a transformation of Game,
where the challenger R. simulates an oracle. In the
enrollment record, the root key k (recorded as my in
this game) is stored in the form of K. = k%* and
Q. = k' where d. = qfkc, ks is the PH server’s
secret key, k. is the service provider’s secret key, u,
is a random number encrypted by PH server’s public
key, and g. = H(un || pwy || r.). As the challenger R,
interacting with 4, R, simulates the outputs K., and
Q.. If the received requests are duplicate or based on
(pwo, pwi), R. outputs a random value. The statement
that this game is identical to the above game indicates
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that the transformation from Game, to Game; does not
change the fundamental properties of the game. The
probabilities of the adversary’s success in both games
are the same, meaning that any advantage the adversary
has in Game is preserved in Game;.

e Game,: After obtaining the enrollment record 7, the
message my, and the password pw; in the record are
stored by the service provider’s key and nonce. The

d kgt cqcned, :
formats are K., = m,**" and Q. = m,; ", allowing
cned,.

the adversary to eventually recover mi"“ and m,
However, since k., g., ¢., and n, are unknown, the
adversary cannot determine pwy,my or pwy,m;. At this
point, the advantage of directly guessing b can be
described as AdviH’Ob(/l) = |Pr[b’ = b] - %I.

e Games: Which continues the security proof by consider-
ing a scenario where the adversary A has compromised
the PH server’s secret key k;. Despite this compromise,
recovering the value mj; from the expression mZﬁt‘ or
mzcn”d‘/' is challenging without knowing the exponents.
The game emphasizes that recovering m,, is much harder
than solving the Discrete Logarithm (DL) problem.
Unless the adversary can recover the base without
knowing the exponent, with the advantage denoted as
AdvﬂL_b““e, it cannot gain an edge in breaking PH-Ob.
The negligibility of the advantage means that the proba-
bility of the adversary successfully distinguishing the bit
is so small that it is considered insignificant for practical
purposes, thereby affirming the protocol’s security.

]

D. Soundness

Theorem 4: Let Advﬁﬁs 4(4) represents the advantage of
the adversary A breaking PH-Sd in PPT. Then, the advantage
can be described as:

AdviE? o (D) < AdvBEPe  negl(d) (10)

where AdvﬁL’b“” quantifies the adversary’s advantage in solv-
ing for the base g when given the result y = g* but neither the
exponent x nor the base g. This problem is computationally
harder than the standard DL problem, which requires solving
for x given g and y. negl(1) is a negligible function.

E. Forward Security

Theorem 5: Let Advﬁﬁ rs12(A) represents the advantage of
the adversary A breaking PH-FS in PPT. Then, the advantage
can be described as:

AdVii? rs1 (D) < AdVEEPS 4 negl(d) (11)

where Adv5F7"* quantifies the adversary’s advantage in solv-
ing for the base g when given the result y = g* but neither the
exponent x nor the base g. This problem is computationally
harder than the standard Discrete Logarithm (DL) problem,
which requires solving for x given g and y. negl(1) is a negli-
gible function. The proofs of Soundness and Forward Security
follow a structure similar to that of Partial Obliviousness,
please see the Appendix C and D of the full version available
at https://wangdingg.weebly.com/publications.html.
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FE (Multi-Query) Privacy

Theorem 6: Let Adv;flﬁ wp(A) represents the advantage of
any adversary A breaking PH-Pr in PPT. Then, the advantage
can be described as:

AdvEe () < q(OAAVEEPS 4 negl(a) (12)
where AdeL_b“” quantifies the adversary’s advantage in solv-
ing for the base g when given the result y = g* but neither the
exponent x nor the base g. This problem is computationally
harder than the standard Discrete Logarithm (DL) problem,
which requires solving for x given g and y. A makes at most
q(A) decryption queries. negl(1) is a negligible function.

Proof: We formalize a sequence of games to prove the
above theorem, which bounds the advantage of adversary A
in distinguishing the bit b;. The proof uses a hybrid argument
to handle the multi-query setting: we gradually replace the
real decryption interactions with simulated ones, ensuring that
A cannot distinguish whether each query uses the correct or
incorrect credentials without solving a hard DL-base instance.
Let Pr[G;] denote the probability that .4 wins in Game i.

e Game,: This is equivalent to the predefined game
PH-MPr. The details and formal definition of this game
can be found in Section II-C.

e Game,: This modifies Game, by having the challenger
‘R simulate the oracle for all decryption queries. In the
enrollment phase, the root key k is stored in the record
T as K., = k% and Q. = m". During decryption
queries, for each query i, R computes the parameters
using temporary random exponents 7. and n. (per query),
outputting X, = K% and Y, = Q"% if the query
is non-duplicate. This simulation is indistinguishable
from Game, under the random oracle model for H, as
duplicates are rare (probability < 1/24 per query) and
the exponents hide the underlying hashes. The transition
advantage is negligible:| Pr[G;] — Pr[Go]| < negl(1).

e Game;, to ;4: To handle multiple queries, we introduce
q + 1 games. In Game,, (for £ = 0 to g), the first £
decryption queries are “randomized” (i.e., the challenger
forces b; = 1 for i < ¢, using incorrect credentials, and
simulates responses as random elements in G indistin-
guishable from real ones), while queries i > £ remain as
in Game;. Game, is identical to Gamey, and Game; 4
has all queries randomized. For each transition from
Game,, | to Game,,, the difference arises only in
query ¢: in Game;,_;, it uses the real b;; in Game,,
it forces incorrect credentials and simulates random
parameters. Distinguishing this requires A to detect
whether the parameters for query ¢ hide the correct
q. or incorrect ¢, in the exponents, without knowing
kg, t.,ne. After all queries, if A chooses j # ¢, the
hybrids are identical; if j = ¢, distinguishing reduces
to solving the DL-base problem. By a hybrid lemma,
the total transition bound is:| Pr[G; 4] — Pr[G2 ]| < g(1) -
Advﬁbbase. In Game, 4, since all responses are random
and independent of the b;, A’s guess for any j is random:
Pr[G, 4] = 1/2.
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TABLE 11
EXECUTION TIME OF BASIC OPERATIONS
Operation Time (us) Operation Time (ys)
Hash(SHA,%G) 28.57 EnC(AEs,Q‘gG) 147.6
Hash(SHA_512> 3239 DEC(AES—256) 167.8
Mul(256+256bit) 1.35 Mul(N1sT- P256) 86.37
Sig(RsA—1024) 8727 Ver(rsa—1024) 50.78
1.4
1.2
él.O
20.8
()
£0.6
[
>
So0.4
0.2
0.0
2T 27 23 2% 25 26 27 28 29

Number of derived keys

Fig. 5. The overhead of PPRF-derived keys. The cost of generating 2" keys
is 2" — 1 hash executions.

e Game;: This extends Game,q by considering a com-
promise of the PH server’s secret key k; after all
queries. Even with kg, recovering or distinguishing the
bases/exponents in the simulated parameters remains
hard without knowing the per-query random ¢, n.,d.,
reducing again to DL-base. The advantage is bounded by
AdvELE%¢ but since all queries are already randomized,
the transition is at most negligible:| Pr[G3] — Pr[G 4] <
negl().

In Game 3, Pr[G3] = 1/2. Summing the bounds, we have:

AdVEISMPI) < () - AdVDEP 4 negl().

which is negligible if the DL-base problem is hard in G. O

V. IMPLEMENTATIONS AND EVALUATIONS
A. Experimental Setup

We use two devices executed on Ubuntu (Version: 22.04.3
LTS, Intel Xeon Gold 6320R @2.10GHz, 256GB of RAM,
NVIDIA RTX 3090 GPU) to separately deploy the service
provider and the PH server. The communication code is written
in Python, and WebSocket (Version: 15.0.1) [41] is utilized
for communication between the service provider (referred to
as client C) and the PH server (referred to as server S).
WebSocket is a protocol that enables full-duplex communica-
tion over a single TCP connection. Additionally, WebSocket
supports TLS, which can be enabled for secure connections by
using the “wss://” prefix. WebSocket establishes a connection
with a single handshake and maintains an open state afterward,
eliminating the need for additional “Keep-Alive” headers. This
makes WebSocket particularly well-suited for scenarios that
require high real-time performance and frequent communi-
cation over short intervals. We measured the communication
latency between the service provider and the PH server to
be approximately 1 ms in a Local Area Network (LAN) and
90 ms over the Wide Area Network (WAN).

We implemented the PHE protocol using Python, with the
hashlib library providing the SHA-256 algorithm for hashing
and the OpenSSL library providing large integer operations,
and the group based on NIST-P256. The construction of PPRF

1327

1328

1329
1330

1331

1332

1333

1334

1335

1336

1337

1338

1339

1340

1341

1342

1343

1344

1345

1346

1347

1348

1349

1350

1351

1352

1353

1354

1355

1356

1357

1358

1359

1360

1361

1362

1363

1364

1365

1366

1367



1368

1369

1370

1371

1372

1373

1374

1375

1376

1377

1378

1379

1380

1381

1382

1383

1384

1385

1386

1387

1388

1389

1390

1391

1392

1393

1394

1395

1396

1397

1398

1399

1400

1401

1402

1403

1404

1405

1406

1407

1408

1409

1410

1411

1412

1413

1414

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY

TABLE III
COMPARISON OF OVERHEAD AMONG PHE SCHEMES

Scheme Enrollment/Encryption (ms) Decryption (ms) Storage
PH server Service provider
APHE [14] 2024 4Hzq + 2Enc+ Ver 4 Sig(1.37 = 0.05) THyzo + 2Dec+ Ver + Sig + 5E¢(1.98 +0.04) Lzq 5Ly
(t,m)-PHE [6] 2020 (5+5p)Hzq + (2+ 11p)Eg + pPok (129.01 £ 0.45) (7 + 20p)Hzo + (19 4 59p) E¢; + pPoK (135.92 £ 0.51) Lzo Lzo+ Enc(2L¢
PHE [23] 2018 6Hzg + 5Eg + PoK (128.41 + 0.30) 6Hyc + 6Eq + PoK(129.15+0.24) (2t +1)Lzo 3Lzo +2L¢
Our PHE Hyzq + 5E¢(0.46 £0.03) Hzq +9E¢(0.81 £0.07) Lzq 6Lzq

Hyq: Hash from {0,1}" to Z,.
Hzn: Hash from {0,1}" to Zy,.
p: Servers, t < p < m, here p = 1.

Lzg: Length of Hzg.
Enc/Dec: Encryption/Decryption.

is based on SHA-512. The generation function of PPRF returns
256-bit keys. Symmetric encryption is based on AES-256
under the pycryptodome (Version: 3.23.0) library. We measure
the overhead of the basic operations involved in the scheme,
which is provided in Table II for reference. The source code
of HPHE is available at https://github.com/dingzixuan8899.

B. Performance of HPHE

1) Setup Phase: During the setup phase, the protocol
constructs a hash function and PPRF. The PH server generates
a public-private key pair, while the service provider generates
a private key. The overhead for key generation is 0.0871 ms.

2) Enrollment/Encryption Phase: During the enrollment
phase, the service provider selects three random numbers and
a root key, performs one hash operation, two multiplications,
and four point multiplication operations.

The measured average overhead is 0.351 ms. The PH
server performs one point multiplication, and the overhead
is 0.0863 ms. The number of keys generated by the PPRF,
as summarized in section III-B.1, produces 2" keys after n
iterations, requiring 2" — 1 hash executions. The cost of key
generation is shown in Figure 5.

3) Decryption Phase: In the decryption phase, the service
provider generates two random numbers and calculates a hash
based on the candidate username and password. It then per-
forms two point multiplication operations. After receiving the
parameters returned by the PH server, the service provider cal-
culates four point multiplication operations, the total overhead
is 0.521 ms. The PH server selects a random number, performs
one multiplication and two point multiplication operations.
The total overhead is 0.179 ms.

4) Key Rotation Phase: In the key rotation phase, the PH
server generates a new key pair, and calculates one point
multiplication operation, measured overhead is 0.174 ms.

C. Comparison Among Relevant Schemes

Table III lists the calculations involved in the relevant PHE
schemes (APHE [14], (¢, m)-PHE [6], and PHE [23]) and
provides reference values under the same hardware conditions.
In APHE [14], the service provider verifies the signature of
the PH server, then multiplies the message with the hash
value and encrypts the result based on the secret key. Here,
we use RSA-1024 for signature simulation and AES-256
for symmetric encryption. (¢, m)-PHE [6] is a threshold PHE
scheme, where we set the threshold value to 1 to avoid
excessive unfair overhead from multiple threshold servers. In
the encryption/enrollment phase, the service provider interacts

Hzc: Hash from {0,1}" to G.

t: Number of record.
Sig/Ver: Signature/verification.

PoK: Proof and verification of NIZKPoK.
L¢: Length of the element in G.
Eq: Exponentiation in G.

TABLE IV
LATENCY AND THROUGHOUT COMPARISON

Latency Latency Throughput
Scheme (LAN) (WAN) (rea/s)
APHE [14] Encryption 2.3940.12ms 94.744+2.18ms 1070£45
Decryption 3.31+0.15ms 90.214+2.40ms 871+£25
(t,m)-PHE [6] Encryption  131.12£4.85ms  220.14£5.71ms 500£10
Decryption  139.7542.14ms  227.314+4.12ms 469+13
PHE [23] Encryption  131.02+2.63ms  220.17£3.19ms 520422
Decryption  130.87£2.19ms  215.144+2.97ms 500420

Our PHE Encryption 1.3940.07ms 90.1140.85ms 11522475
Decryption 1.9140.04ms 89.47+0.79ms 5537+43

with the PH server for 3 messages. In the decryption phase,
the interaction extends to 3 rounds. Throughout the interaction,
the service provider iteratively undergoes Shamir key recovery
and navigates authentication with the PH server.

In PHE [23], the service provider takes the message as the
base, the key as the exponent, and multiplies it by the hash
value. During the interaction, the PH server proves the result’s
honesty to the service provider using a non-interactive zero-
knowledge proof of knowledge (NIZKPoK), based on the PoK
operations and constructions from CCS’ 18 [20].

In the case of Encrypting/Decrypting 1024 files in a one-
data-one-key manner, the PHE schemes here encrypt/decrypt
only the keys rather than the data, and the overhead of sym-
metric encryption/decryption is ignored. APHE [14] requires
1.375/2.38s, PHE [23] requires 15.17s/15.28s, (¢,m)-PHE
[6] requires 16.25s/16.98s, while our PHE requires only
33.59ms/33.94ms, achieving approximately a 450x speedup
compared to the original PHE [23] and a 40x speedup over
APHE [14]. Focusing only on the core interactive phase, our
PHE scheme is at least 61% faster than the most efficient
previous scheme APHE [14].

Under the given hardware and network environment, we
test the latency of the proposed protocol. In the LAN envi-
ronment, the delay for the enrollment/encryption phase, from
the user entering a password to completing enrollment, is
approximately 1.453 ms. In the WAN environment, the delay
is around 87.64 ms. In the decryption phase within the
LAN environment, the latency is approximately 1.71 ms. In
the WAN environment, the latency is around 88.65 ms. As
a comparison, we programmed the relevant PHE schemes
(APHE [14], (t, m)-PHE (p = 1) [6], and PHE [23]) in Python
to test under the same conditions and measured the latency,
with the results shown in Table IV.
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Fig. 6. Comparison of encryption/decryption overheads between PHE
schemes (APHE [14], (+,m)-PHE [6], and PHE [23]). The original PHE

schemes are used for data encryption/decryption, with a single data volume
of 256 bits.
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Fig. 7. The overhead comparison of our original and hybrid PHE schemes.
Specifically, the main key is encrypted with PHE, and then symmetric
encryption with PPRF-derived keys is applied to the data.

We use Netperf to test the throughput of the PH server under
large-scale concurrent requests. Netperf allows pre-filling data
into the send buffer from a specified file, with the file’s
contents serving as the data to be sent. This enables us to
customize the requests in compliance with protocol specifica-
tions. Through measurements, our proposed solution achieved
a throughput of approximately 11,000-12,000 requests per
second during the enrollment/encryption phase and about
5,500-5,600 requests per second during the decryption
phase. We additionally tested related schemes, and average
throughput results are shown in Table IV.

D. Further Analysis of Encryption/Decryption

As shown in Table III, although the overhead of PHE
schemes is limited to 200 ms, the message size for a single
encryption is constrained due to limitations in protocol design
(e.g., in PHE [23], the message M is drawn from the q-order
finite multiplicative cyclic group G).

Given WAN latency, the encryption and decryption rate
of PHE is approximately 1120-2870 bits per second. PHE
is clearly unsuitable for directly encrypting large-scale data.
As shown in Figure 6, we present the overhead of the
original PHE schemes when handling encryption and decryp-
tion of large-scale data. Furthermore, original PHE schemes
lack mechanisms for ciphertext management. Therefore, this
work combines PHE and PPRF to achieve efficient encryp-
tion/decryption and ciphertext management. Figure 7 shows a
comparison of the efficiency of our hybrid PHE scheme versus
our original PHE scheme.

The ciphertext strategy proposed in this work addresses
both the efficiency limitations of large-scale encryption and
decryption and provides a reliable ciphertext management
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solution, making it compatible with related PHE schemes.
In the proposed strategy, PHE does not directly encrypt the
message but rather encrypts a root key. The root key can
derive multiple sub-keys via a PPRF function, which can
then be punctured to securely delete corresponding ciphertexts
or restrict access. The symmetric encryption/decryption rate
based on derived keys is approximately 870k bits per second.
Under the same hardware conditions and with no network
latency, the current PHE encryption/decryption efficiency is
approximately 1.9k to 19.1k bits per second.

VI. CONCLUSION

This work proposes a hybrid PHE architecture for the
first time, which improves the efficiency of large-scale data
encryption/decryption by approximately 450 times compared
to original PHE schemes. The proposed hash-based PPRF
enables puncturable ciphertext management, allowing secure
key deletion and restricted access control. We formalize
Privacy as a concrete security property for the first time.
The proposed HPHE addresses the issue of authentication
result leakage that previous PHE schemes faced. Deployment
experiments show that our proposed architecture is feasible in
terms of efficiency and scalability, and it can be extended to
all PHE schemes. In summary, the one-data-one-key approach
and puncturable keys provide secure ciphertext management
and sharing. This work enhances the privacy, extends it to
large-scale data encryption, and significantly improves encryp-
tion/decryption efficiency.
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