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Abstract

This appendix file consists of one part. Appendix A shows the 120 references listed in Fig. 2 of the main text.
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APPENDIX A: THE 120 REFERENCES LISTED IN FIG.2 OF THE MAIN TEXT

This figure shows a brief history of multi-factor authentication schemes. Most of the listed schemes are analyzed in our
previous works. According to this figure, we can see the tough development of multi-factor authentication schemes.
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Fig. 1. A brief history of multi-factor authentication schemes. Each child node claims to be an improved scheme of its parent node but is found
insecure by its child nodes. Schemes with a dashed line are claimed to be able to resist ephemeral secret leakage (ESL) attacks, and these
underlined with a solid line are (actually) vulnerable to ESL attacks. Three schemes in blue are cryptanalyzed/exemplified in this work.
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