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Understanding Ephemeral Secret Leakage Attacks in
Password-Based Multi-Factor Authentication for
Mobile Devices

Ding Wang ", Meijia Xu

Abstract—As the first defense for system security, multi-factor
authentication has been deployed in various security-critical appli-
cations with mobile devices (e.g., smart grid, e-health, and Indus-
trial Internet of Things). After three decades of intensive research,
the question of how to design a secure multi-factor authentication
protocol is still unsettled. In recent years, the ephemeral secret leak-
age (ESL) attack, originally used to cryptanalyze the authenticated
key exchange (AKE) schemes, has been introduced into the field of
multi-factor authentication. Considerable efforts have been made
to resist the ESL attack, and it has also been listed as one of the
common attacks that a secure multi-factor authentication scheme
should resist. As one of the capabilities of an ESL attacker, she can
obtain the ephemeral secret of public-key techniques adopted by
multi-factor authentication schemes.

However, public-key techniques have been proven indispensable
for password-based protocols to resist offline password guessing
attacks. Now a question arises: Is it possible to build a secure
password-based multi-factor authentication protocol resistant to ESL
attacks and offline password guessing attacks? This paper aims to
answer this fundamental question. More specifically, we first revisit
161 password-based multi-factor authentication schemes involving
ESL attacks, and present a comprehensive cryptanalysis of three
representative protocols. Then, we reveal the relationship between
ESL attacks and the failure of each representative protocol. Fi-
nally, we conduct a large-scale comparative measurement of 41
representative multi-factor authentication schemes. Comparison
results show that all these authentication schemes considering
ESL attacks do not perform better than those not. The above
comprehensive approach leads to the key insight: ESL attacks are
unsuitable/unrealistic for evaluating password-based multi-factor
authentication schemes, because the leaked ephemeral secrets will
unavoidably lead to offline password guessing attacks, i.e., the
security of all these 161 schemes would be compromised. We further
conclude that employing hardware-protected devices (e.g., smart
cards) as possession-based authentication factors can resist ESL
attacks, because the premise for ESL attackers to obtain ephemeral
secrets no longer exists. We believe that our findings are general and
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also provide valuable guidance for defending against ESL attacks
against multi-factor authentication protocols for non-mobile device
environments as well.

Index Terms—Ephemeral secret leakage attacks, mobile devices,
multi-factor authentication, password guessing attacks.

I. INTRODUCTION

ACK in 1991, Chang and Wu [1] proposed a method
B in which a remote user logs into a server over a public
network using both a password and a smart card, and agrees
on a cryptographically secure session key with the server to
protect their subsequent communications (see Fig. 1). Their
work, which is regarded as a seminal work of multi-factor
authentication (MFA), has been highly successful in enhanc-
ing authentication security, as it ensures that only the user
who possesses all the required authentication factors can be
authenticated. Nowadays, MFA has been the most widely used
method for security-critical applications with mobile devices
(e.g., smart grid [2], e-health [3], and Industrial Internet of
Things [4]). However, constructing a secure multi-factor au-
thentication scheme remains non-trivial. Its ultimate goal is
to enforce true multi-factor security, whereby authentication
is granted only if all authentication factors are satisfied [5].
Since Chang-Wu [1] proposed the first two-factor authentica-
tion scheme, hundreds of relevant schemes have been proposed
(e.g., [6], [7], [8]). However, most MFA schemes fail to achieve
that fundamental security goals and are soon broken. As a
result, these schemes constitute a vicious circle of “break-fix-
break-fix” [9]. Generally, the failed schemes may lack important
security attributes, such as user anonymity [10], [11], [12]
and forward secrecy [13], [14], [15], or cannot resist known
attacks, such as offline password guessing [16], [17], [18],
smart card loss [19], [20], [21], and node capture attacks [22],
[23], [24].

These security attributes and resistance to known attacks
constitute a series of fundamental security requirements. Re-
searchers devote considerable effort to designing new schemes
to fulfill these requirements. Specifically, Wang and Wang [25]
prove that public-key techniques are indispensable for con-
structing anonymous multi-factor authentication schemes; Ma et
al. [26] argue that at least two exponentiation (e.g., elliptic curve
point multiplication) operations conducted on the server are nec-
essary for achieving forward secrecy. Moreover, they propose
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Fig. 1. Multi-factor authentication for mobile devices.

three general principles for designing secure password-based
multi-factor authentication schemes, highlighting that public-
key techniques are indispensable for resisting offline password
guessing attacks; Wang et al. [27] systematize eight smart card
loss attacks and provide in-depth understanding of how to avoid
potential threats; For node capture attacks, Wang et al. [28]
investigate their root causes, classify them into ten categories,
and provide corresponding countermeasures for each.

In 2011, Islam and Biswas [29] pointed out that Chen et
al.’s scheme [30] could not resist ephemeral secret leakage
(ESL) attacks (also called session-specific information leak-
age attacks), which originate from a widely accepted adver-
sary model for public key infrastructure (PKI)-based authen-
tication key exchange (AKE) protocols [31]. This is the first
time ESL attacks were used to cryptanalyze a password-based
MFA scheme. Subsequently, dozens of studies on multi-factor
authentication either list this attack as a common attack that
should be resisted (see [13], [16], [19], [32], [33]), or use it to
cryptanalyze other schemes [34], [35], [36], [37], [38]. However,
unlike the aforementioned attacks, an in-depth understanding of
ESL attacks within the context of password-based multi-factor
authentication is still lacking.

A. Related Work

As early as 1993, the authenticated key exchange for dis-
tributed environments had already been central to computing
practice, but it lacked satisfactory formal foundations. To for-
mally define the significant authentication goals and prove that
the candidate protocols meet these goals under standard cryp-
tographic assumptions, Bellare and Rogaway [39] provided the
first formal security definition for authenticated key exchange
schemes. After that, Bellare et al. [40] pointed out that the pre-
vious work regarded key exchange as an independent problem,
which was unsuitable for complicated authentication scenarios.
In 2001, Canetti and Krawczyk [31] simplified the formal proof
process and formed the famous CK model. In order to define
the security of the protocols, the CK model provides a generic
adversary model. Specifically, it first considers an adversary
who fully controls the communication link and all message
transmissions. In addition to the basic adversarial capabilities,
it allows the attacker to obtain secret information from protocol
participants through explicit attacks.

According to the type of information obtained by the adver-
sary, the CK model classifies explicit attacks into three categories
and simulates them as oracle queries, i.e., session-state reveal,
session-key query, and party corruption. In a session-state reveal

query, the adversary input the name of a party and a session
identifier of an incomplete session. Then, the oracle outputs the
internal state of the corresponding session. The session-state
reveal query models the ESL attack, which is the first time
this attack has been proposed. At that time, the ESL attack was
more like a formalization, but Krawczyk [41] shows the realistic
scenario that this attack is based on.

Specifically, to improve the performance of the protocol,
many applications pre-compute the ephemeral secrets, such
as the DH exponent = used to compute the public key g or
the random bits used for a probabilistic encryption scheme.
Compared with the long-term secret, this kind of information
is more vulnerable to leakage because the former may be stored
in a hardware-protected area while the latter is typically stored
on disk (i.e., general memory devices) [41]. Furthermore, many
similar incidents have occurred in recent years, such as the Heart-
bleed attack [42], the Meltdown attack [43], and the Spectre
attack [44]. Accordingly, the concept of the ESL attack has
been formed. However, the CK model does not provide a clear
definition of what portion of the ephemeral secrets is allowed to
be revealed, leaving this to be specified by the design of each
protocol. LaMacchia et al. [45] pointed out that this unclear
definition makes it difficult to determine the level of security that
the protocol provides. As a result, they proposed an expanded
CK (eCK) model and eliminated the ambiguity by defining the
ephemeral secret key as all session-specific secret information.

ESL attacks are originally used to cryptanalyze AKE pro-
tocols [46], which are generally PKI-based. Many AKE pro-
tocols have been pointed out to be unable to resist this type
of attacks [47], [48], [49]. As mentioned earlier, since Islam
and Biswas [29] first introduced ESL attacks to cryptanalyze
a password-based multi-factor authentication scheme in 2011,
considerable efforts ([19], [21], [32], [38], [50]) have been
invested in this research area. In these works, researchers exploit
ESL attacks to analyse previous schemes [6], [51] or propose
a new scheme, and claim that it can resist ESL attacks [13],
[21], [52]. Generally, we divide the existing multi-factor authen-
tication protocols involving ESL attacks into four categories:
(1) Do not claim to be able to resist ESL attacks, and cannot
resist ESL attacks because of poor design, e.g., only using the
ephemeral secret to construct the session key [53]. (2) Claim to
resist ESL attacks, but cannot achieve this goal (even under an
attacker model without the ESL capability), due to ineffective
ESL defensive measures (see examples [7], [54], [55]); (3) Claim
to resist ESL attacks, and the defensive measure is effective,
but suffer other known attacks under the adversary model that
considers ESL attacks [8], [50]; (4) Claim to resist ESL attacks,
but can only achieve this goal when an incomplete adversary
model (e.g., the CK model) is adopted [6], [56].

B. Motivations

Unlike AKE protocols, the long-term secret in password au-
thentication protocols is a user-generated password, essentially a
short key chosen from a small space and easily guessed by an ad-
versary [57], [58]. Therefore, resistance against offline password
guessing is the primary security requirement of password-based
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Fig. 2.

A brief history of multi-factor authentication schemes. Each child node claims to be an improved scheme of its parent node but is found insecure by its

child nodes. According to the analysis in the following text, all the listed schemes cannot resist ESL attacks, and schemes with a dashed line are claimed to be
able to resist ephemeral secret leakage (ESL) attacks. Three schemes in blue are cryptanalyzed/exemplified in this work. There are 120 multi-factor authentication

schemes listed in this figure, and for full references, see https://bit.ly/4pOmQHg.

protocols. Halevi and Krawczyk [59] studied the relationship
between public-key cryptography and password protocols, and
they proved that public-key techniques, serving as a one-way
trapdoor function, are crucial for password protocols to resist
offline guessing attacks.

Ma et al.’s public-key technique principle [26] shows that,
under the non-tamper resistance assumption of smart cards, no
smart card-based password authentication scheme can resist of-
fline password guessing attacks without public-key techniques.
The non-tamper resistance assumption of smart cards [9] (also
known as the conditional non-tamper resistance assumption,
see details in Sec. II-A) reveals the fact that the stored secrets
will only be extracted by an adversary through side-channel
attacks when the adversary somehow obtains the smart card
for a relatively long time (e.g., a few hours). This assumption
describes the realistic threats faced by possession-based authen-
tication factors, so it is one of the basic security requirements for
providing truly multi-factor security. As a result, this assumption
is widely accepted in multi-factor authentication, and many
related works have adopted it [28], [50], [60].

Besides, Wang-Wang [25] proved that public-key techniques
are necessary to achieve user anonymity. These protocol de-
sign principles capture the intuition that in a password-based
authentication scheme, public-key techniques (essentially the
ephemeral secrets) are used to protect the user passwords and
provide security properties for the protocol. However, as one of
the capabilities of an ESL attacker, she can obtain ephemeral
secrets, which eliminates the trapdoor protection provided by

public-key cryptography, thereby making password protocols
vulnerable to offline password guessing attacks. In this situation,
a question naturally arises: Is it possible to build a secure
password-based multi-factor authentication protocol resistant
to ESL attacks and offline password guessing attacks?

Passwords and smart cards are the most commonly used au-
thenticators for designing multi-factor authentication schemes.
Velasquez et al. [61] investigate 442 multi-factor authentica-
tion protocols and find that 338 of them use passwords and
smart cards as authenticators (including 270 for “password +
smart card” and 68 for “password + smart card + biomet-
ric”). The protocols shown in Fig. 2 are all based on pass-
words and smart cards. Our taxonomy of multi-factor au-
thentication schemes involving ESL attacks shows that such
protocols are not secure when considering ESL adversaries.
In this case, if the answer to the above question is neg-
ative, it is necessary to prevent widespread misunderstand-
ings caused by introducing unreasonable/unsuitable adversary
models in the security evaluation.

C. Contributions

In this work, our primary goal is to give a definite answer to the
above question and clarify the potential long-standing misunder-
standing between ESL attacks and password-based multi-factor
authentication. Answering this question will facilitate the design
of secure multi-factor authentication schemes. In summary, we
make the following key contributions:
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1) Comprehensive cryptanalysis for representative proto-
cols: We revisit 161 (i.e., 120 schemes in Fig. 2 and
41 extra schemes in Table II) multi-factor authentication
schemes involving ESL attacks and classify them into four
categories. Among them, three categories of protocols
claim to be able to resist ESL attacks. We select a rep-
resentative protocol for each category and then conduct
comprehensive cryptanalysis. The analysis shows that all
these protocols fail to achieve the claimed security.

2) A large-scale comparative evaluation: To identify the
security differences caused by considering ESL attacks or
notin multi-factor authentication schemes, we employ two
adversary models for these two situations and provide the
formal security upper bound under each adversary model.
Then, based on the widely accepted protocol evaluation
criteria proposed by Wang and Wang [9], we conduct
a large-scale comparative evaluation of 41 multi-factor
authentication schemes. The comparison results show that
when considering ESL attacks, even those protocols that
are considered well-designed will become insecure.

3) In-depth understanding of ESL attacks in multi-factor
authentication schemes: We investigate the relationship
between ESL attacks and the failure of each representative
protocol. Then, we point out the conflict between the
realistic scenario on which ESL attacks are based and
the conditional non-tamper resistance assumption of smart
cards. Further, based on the original definition of ESL
attacks in the CK model [31], and the definition of “strong
AKE security” in the eCK model [45], we reveal that ESL.
attacks are unsuitable for evaluating the password-based
multi-factor authentication.

4) Some insights: ESL attacks are unsuitable for eva- luating
password-based multi-factor authentication schemes. In
password-based MFA schemes, the leakage of ephemeral
secrets will lead to the leakage of long-term secrets
(i.e., passwords). In other words, an ESL attacker against
password-based authentication schemes can lead to offline
password guessing attacks. With the victims’ long-term
and ephemeral secrets, the adversary can completely com-
promise the security of any password-based MFA scheme.
Moreover, the conditional non-tamper resistance smart
card assumption reveals the fact that only when the smart
card is held by an adversary for a relatively long time
(e.g., a few hours) [9], the stored secrets will be obtained
by her, which makes the premise of the ESL attack invalid.
As a result, employing hardware-protected devices (e.g.,
smart cards) as possession-based authentication factors
can naturally resist ESL attacks.

II. PRELIMINARIES

In this section, we first elaborate on the conditional non-
tamper resistance assumption of smart cards, then give two
adversary models, i.e., the widely accepted adversary model
for multi-factor authentication and the adversary model that
considers ESL attacks. Finally, we introduce Wang and Wang’s
evaluation criteria [9].

A. Conditional Non-Tamper Resistance Assumption

Before 2008, most smart card-based MFA schemes were
based on the assumption that adversaries cannot obtain the secu-
rity parameters stored in smart cards (e.g., [62], [63]), that is, the
smart card is tamper-resistant. However, with the development of
side-channel attacks, the secret parameters stored in smart cards
can be extracted by adversaries (e.g., [64], [65]). Therefore, to
capture the adversary’s realistic capabilities, the smart cards are
no longer unconditionally secure. However, this does not mean
that smart cards provide the same level of security as general
memory devices in practice. Wang and Wang [66] point out the
difference between smart cards and general memory devices.

The smart card is an integrated circuit card equipped with
a processor that can execute cryptographic algorithms and a
memory for storing data. In contrast, the general memory device
is only a data storage device equipped with flash memory.
Therefore, the smart card can be used in completely hostile
environments, while the general memory device can only be
used in trusted terminals. To reflect the security difference when
building multi-factor authentication protocols based on smart
cards and general storage devices, Wang and Wang [66] pre-
sented adversary models targeting these two different devices,
respectively. When using the smart card, the adversary can
get access to the smart card and compromise it by launching
side-channel attacks, but this is only typically feasible when
the smart card is in the adversary’s hands for a relatively long
period of time [9], [67]. When using general memory devices,
the adversary can compromise them with malware in a few
seconds. Furthermore, when using smart cards, the adversary
cannot extract the secrets stored in them by using a malicious
card reader because the user is on the scene, and she does not have
enough time to launch side-channel attacks [66], [67]. This is the
conditional non-tamper resistance assumption of smart cards.

B. Adversary Model

A realistic and concrete adversary model is necessary to assess
the security of a cryptographic scheme. We present two concrete
adversary models. The first model is widely used in multi-factor
authentication, which follows the existing work [9], [28], and
considers multi-factor security and the conditional non-tamper
resistance assumption of smart cards. The second model further
considers ESL attacks that are commonly considered in security
models for evaluating AKE security (e.g., eCK [45].)

First, the capabilities of an adversary without ESL attacks
(denoted as A-I) are described as follows.

Al. A can offline enumerate all items in the Cartesian prod-
uct of identity and password space D;q X D,,, within
polynomial time, and only when evaluating the scheme’s
security, can .4 get the user’s identity.

A has full control of the public channel, i.e., A can

eavesdrop, intercept, and redirect messages transmitted

among the communication participants.

A3. A may learn the password of the user via a malicious
card reader, extract the secret data in the lost smart card
by side-channel attacks, or attain a victim’s biometric
information using malicious devices. But the above cases

A2.

293

294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325

326

327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347



348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384
385
386
387
388
389
390
391
392
393
394
395
396
397
398
399
400
401
402
403
404
405

WANG et al.: UNDERSTANDING ESL ATTACKS IN PASSWORD-BASED MULTI-FACTOR AUTHENTICATION FOR MOBILE DEVICES 5

cannot be achieved at the same time, i.e., for an n-factor
authentication scheme, the adversary can compromise
n — 1 factors at most, otherwise, it is a trivial case.

A4. Acanlearn server’s long-term secret when assessing the
system’s forward security.

A5. A can register to be a legitimate user of the system or an
administrator of the Server.

A6. A can learn the previous session keys.

In reality, passwords are human-chosen short keys [68], and
identities are static texts with predefined structures, which enjoy
little cryptographic strength [5]. Besides, both the identity space
D;q and the password space D, are limited (| D;q| < |Dpy| =
10 [69]), therefore, the capability A1 is reasonable. The capabil-
ity A2 shows the widely accepted Dolev-Yao model [70]. The ca-
pability A3 represents the design goal of “truly multi-factor secu-
rity”, which follows the harshest adversary model in [9]. Accord-
ing to the conditional non-tamper resistance assumption of smart
cards, only when the smart card is under the adversary’s control
for a few hours can she obtain the stored parameters. Thus, A
does not have enough time to extract any information from the
smart card during the whole process, from the user entering
the password to completing the authentication session with the
server. The capability A5 indicates that A could be an insider
attacker or a legitimate user.

Remark: Nowadays, NIST requires that users’ passwords
should be at least 15 characters in length, and all printing
ASCII characters (95 printable characters in total) should be
acceptable [71]. Therefore, intuitively, if the users’ passwords
follow a uniform distribution, the password space could be 95,
However, previous research finds that user-generated passwords
follow a heavily skewed Zipf distribution [57]. In general, 10°
guesses are sufficient to successfully recover over 50% of a
password dataset [69]. As a result, the effective space of the
password is | D, | &2 105. Despite this, the password space size
has little relevance to the protocol’s security. A secure password
authentication protocol should be able to resist offline password
guessing attacks for any (small) size of password space [59]. Par-
ticularly, even if only two candidate passwords (i.e., | Dpy | = 2)
are given, the adversary should be unable to guess the correct
password with a significantly higher probability than 1/2.

Besides capabilities A1~A6 as described for the model A-I,
the second model (denoted as A-II) further considers:

A7. A can obtain any subset of the four secret [45]: Party A’s
long-term secret, Party A’s ephemeral secret, Party B’s
long-term secret and Party B’s ephemeral secret, with the
only restriction that A cannot obtain both the long-term
and ephemeral secrets of one party at the same time.

After more than 30 years of continuous research in multi-
factor authentication, resisting the A-I adversary has become
a fundamental requirement in MFA protocol design. There-
fore, when considering new attacks such as ESL attacks, we
should maintain all the capabilities of the adversary in the
A-I model. The capability A7 reflects ESL attacks, in AKE
schemes, two parties exchange information and compute the
shared session key by using the listed four kinds of secrets,
where the ephemeral secrets contain all session-specific secret
information of a party, namely ephemeral secret keys and ran-
dom bits [45].

C. Formal Security Model

To formally capture the capabilities of the above two adver-
sary models, we employ several queries to model the interac-
tions between the adversary and honest parties. Specifically,
the adversary A-I (i.e., capabilities A1~A6) is considered as
the basic requirement of MFA protocol design, which follows
the BPR2000 security model [72] and Wang-Wang’s modifi-
cations [9]. Besides, capability A7, which follows the eCK
model [45], reflects ESL attacks. Our models are as follows.

Players: There are a number of participants in a multi-factor
authentication protocol P, namely, a user U € U and a server
S € S. Each of them has several instances called oracles. The
user and server instances are denoted by U* and S’ (i,j € Z),
respectively, and the notation [ is represented as any kind of
such instances (i.e., I € U U S).

Passwords and Long-term keys: Each user U € U with iden-
tity I D,, owns a password PW,, which is considered to be drawn
from a fixed, non-empty password dictionary D whose size is
|D|. As shown by Wang et al. [57], the password dictionary
obeys Zipf’s distribution. Besides, the server S stores some
non-sensitive data and a few necessary public parameters as
well as a long-term private key PRK.

Queries: The following queries model the adversary’s capa-
bilities in real-world attack scenarios.

-Send(1, m): We use this query to model active attacks. When
A calls this query, a message m will be sent to the instance 7,
which will process the message m according to the protocol P.
Then the instance I updates its state and gives the output to .A.

-Execute(U", S7): We use this query to model passive attacks.
When the adversary A calls this query the protocol P will be
executed completely and the messages that exchanged between
U and S’ will be output.

-Corrupt(I,c): When A calls this query, one of the three
authentication factors of users will be output to A.

e If ] = U, c =1, outputs all the security parameters that are

stored in the smart card.

o If I =U,c =2, outputs the password PWy of U.

o If I = U,c = 3, outputs the biometric factors of U.

-Reveal(I, s): We use this query to model ESL attacks. When
the adversary A calls this query, one or two kinds of the secret
will be returned to A.

e If] =U,s = 1, outputs the long-term secret of U, i.e., the

password PWp; and long-term nonces.

o If] =U,s = 2, outputs the ephemeral secret of U, i.e., the
DH exponent x used to compute the public key g* and all
session-specific nonces.

e If ] = U, s = 3, outputs the ephemeral secret of U, and the
long-term secret of .S.

e If [ =5,s=1, outputs the long-term secret of S, i.e.,
PRK and the data stored in S’s database.

e If] =5, s = 2, outputs the ephemeral secret of .9, i.e., the
DH exponent y used to compute the public key g¥ and all
session-specific nonces.

e If [ =S, s = 3, outputs the ephemeral secret of S, and the
long-term secret of U.

-Test(I): This query is used to define session key’s semantic

security and can be called only once during the game. When
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the adversary A calls this query a bit b will be flipped. If b = 1,
then the actual session key sk of the instance [ is returned to A;
otherwise, a random key of the same size is returned.

D. Evaluation Criteria

The evaluation criteria describe security requirements and
ideal attributes that a well-designed multi-factor protocol should
meet. As mentioned before, Wang and Wang proposed an eval-
uation set for two-factor authentication schemes [9], which is
superior to previous works. Therefore, we employ their criteria
as a building block. The evaluation criteria are listed below.

C1. Nopasswordverifier table: The server doesn’t maintain
a database for storing the registered users’ passwords
or their relevant value.

C2. Password friendly: The users could choose their pass-
word freely and change it at any time.

C3. No password exposure: Even the administrator the of
server cannot extract the users’ passwords.

C4. No smart card loss attack: The scheme is free from
smart card loss attacks, i.e., if an attacker captures the
user’s lost smart card and extracts the secrets stored in
the smart card, she cannot recover the user’s password
or impersonate the user by launching offline/online
password guessing attacks.

C5. Resistance to known attacks: The scheme can resist
various attacks, such as replay attacks, offline password
guessing attacks and de-synchronization attacks.

C6. Sound repairability: Allowing the user to revoke her
smart card without changing her identity.

C7. Provision of key agreement: When completing the au-
thentication phase, the user and the server share a
common session key for subsequent communication.

C8. No clock synchronization: The proposed scheme should
avoid clock synchronization.

C9. Timely typo detection: To reduce unnecessary commu-
nication cost, the user can be timely notified when she
inputs a wrong password.

Mutual authentication: The user side and server side
can authenticate each other.

User anonymity: The scheme should protect the user’s
identity and user’s activities cannot be traced.
Forward secrecy: The leakage of long-term keys cannot
affect the security of previous sessions.

C10.
CI1.

Cl2.

III. REVIEW OF LU ET AL.”S SCHEME

This section briefly reviews the MFA scheme proposed by
Lu et al. [7]. This scheme consists of three phases: registration,
log-in and authentication, and update the password phase. To
save space, we omit the update the password phase, which has
little connection with our work. For ease of presentation, we
employ some intuitive abbreviations listed in Table I.

A. Registration

HA selects a cyclic additive group G with order q on an elliptic
curve Ep(a,b) : y> = 23 + ax + b (mod p) over a finite field

TABLE I
NOTATIONS AND ABBREVIATIONS

[Symbol [ Description [[Symbol | Description |

U; the i*" user GWN | gateway node

HA home agent SC; U;’s smart card/device
A the adversary CS; the j*" remote server
1D; identity of U; PW; password of U;

TTP  |trusted third party SK session key

SN sensor node PKtrp |the public key of TTP
FA foreign agent IDt1p |the identity of TTP

S2) bitwise XOR operation|| || concatenation operation|

F,, where a,b € F,, and 4a® + 27b% # Omodp, together with a
point O at infinity on an elliptic curve and the generator P of G.
Then, HA selects a secretkey « € Z, computes pub = = P. Af-
ter that, HA chooses two one-way hash functions () and H (-),
a message authentication code function MAC e, (-), a sym-
metric encryption/decryption algorithm Enciey(-)/Deckey(-).
Finally, HA publishes {q,h(:),H(:), pub,Fp, P, Encye,(-)
/Deciey, MAC ey(-)} and keeps x as secret.

R1: U, selects her identity I D;, password PW;, and generates
random numbers r;. Then, U; computes PSW; = h(PW;,r;),
and submits the registration request {ID,, PSW,} to HA
through a private channel.

R2: On receiving the request, the home agent (HA) generates
two random numbers 1 and z5. The HA records a set of data that
contains {ID;, Num;, }, where Num,_ is a sequence number
that represents mth registration for the user U;. Next, HA com-
putes PID; = h(h(IDz, Il), IQ), Kun = h(PIDZ, $), ap =
Encpsw,Kun, and S, = h(h(ID;), PSW ). Finally, HA is-
sues a smart card, which includes parameters {ay,, S, PID;},
and transmits it to the user U; via a secure channel. Also, HA
stores K, into its database.

R3: After receiving the smart card, U; enters the
random number r; into the smart card. Now, the smart
card contains the parameters {ap, fp, PID;,r;, h(-),
H(-),P,q,Fp, Encrey/Decgey, M AC)ey}.

B. Login and Authentication

U, logs into the system through the following steps:

Ll: U; inserts her smart card into a card reader
and inputs her identity ID; and password PW,;. After
that, the smart card computes PSW; = h(PW,,r;) and
checks if the equation h(h(ID;),h(PW;,r;)) = (5 holds.
If the equation holds, the smart card generates a random
nonce N; and computes K, = Decpsw,(an), A; = N;P +
H(Kun,ID;,ID)P, B; = Encg,,, (ID;,Ts1,PID;), and
C; = MACk,, (N;P,ID;,Tsy). Then, MU sends the message
Msy : {A;, B;,C;, PID;, Tsy} to a foreign agent FA, where
T'sy is the current timestamp at the U; side.

L2: Upon receiving message from U;, FA generates a present
timestamp 7's and checks if the equation |T'sy — T's1| < AT
holds. If the equation holds, FA generates a random number
Ny and a timestamp 71'sp, and then computes Ay = NyP+
H(th,IDf,TSQ)P and Bf :MAC(pr)(Tsl,IDh).
After that, FA sends M sy : {Ms1,Ayr, By, T's} to HA.
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L3: Once receiving message from FA, HA verifies
the freshness of received T's; and T'sp, and generates
an immediate timestamp 7'ss. Then, HA decrypts B;
to derive U;’s identity ID; using K, = h(PID;,x).
Next, HA reads U;’s identity ID) from its database, and
checks if the equation I D'y, = I Dj; holds. If it holds, HA
continues to compute N/P = A, — H(K,,ID;,IDy)P
and verifies the integrity of C; with K. If it holds,
HA  computes NP = Ay~ H(Kgp, Dy, Ts2)P and
checks if the equation MACy,p),(IDn,Ts1)= By
holds. If the equation holds, HA wupdates HA updates
K}h :th@h(IDf,NfP,T.Sg) and K;h =Ky ®
h(ID;,N;P,Ts3) , and computes A;, = N;P + H(ID;)P +
H(K¢p,IDy, Ny P)P, By = MACk,,(NyP,N,,,P +
H(ID;)P,Tss), Cy = NyP+ H(Kyp,IDy, N, P)P, and
Dy, = MACk,,(ID;s,NyP,Ts3, PID;). Finally, HA sends
the message M ss : {Ap, By, Ch, Dy, T's3} to FA and updates
the value Num;,, to Num;,, ..

L4: When receiving the response from HA, FA first
checks the freshness of T's3, and generates the current
timestamp T'sy. Next, FA computes N;P+ H(ID;)P
= A, — H(Kyp,,IDy,NyP)P and checks the integrity
of Bp. Then, FA computes C; = MAC (N, p4H(ID;)P)
(IDy,NyP,Ts1,Tss4,C;) and the session key SK =
W(N¢(NmP + H(ID;)P)). Finally, FA sends the message
Msy : {Cf, Ch, Dy, Tss, T84} to U;.

L5: After receiving Msy, U; checks if both the equa-
tions |T'ss —Ts3| < AT and |Tss— Tsa|< AT hold.
If the equations are hold, U; computes N;P = C) —
H(Kup,IDyp, N;P)P and checks the integrity of Dp, and
Cy. After that, U; computes the session key SK = h((N; +
H(IDi))NfP), D; = MAC((Ni+H(IDi))P) (Cf, NfP) and
sends the message Mss : {D;,Tss5} to the foreign agent FA
through a public channel.

L6: FA examines whether the received timestamp 7'ss is
within a tolerable time interval. Next, FA authenticates U, by
verifying D;. If so, the handshake between U; and FA is finished
with the help of HA. Finally, the established shared session
key SK = h(Ny(N;P+ H(ID;)P) can be used to protect
communication between U; and FA.

IV. ANALYSIS OF LU ET AL.”S SCHEME

Lu et al. [7] propose this scheme aiming to improve the
security of Gope and Hwang’s scheme [53]. They point out
that Gope and Hwang’s scheme cannot resist ESL attacks and
denial-of-service attacks. However, based on our analysis, we
find that two kinds of offline password guessing attacks exist in
Lu et al.’s scheme, and we point out that their countermeasures
against ESL attacks are ineffective.

A. Offline Password Guessing Attack [

Based on the capability A3 of the adversary, an attacker A
can obtain the security parameters stored in the smart card by
side-channel attacks. Then, the offline password guessing attack
can be launched as follows:

Step 1: A guesses U;’s identity /D! and password PW}
from the dictionary space D;q and D, .

A computes PSW; = h(PW/,r;), h(ID}), and
B5 = h(h(ID;), PSW;), where r; is obtained from
the smart cards. Then, A validates the correctness of
(ID;, PW;) by comparing the calculated 3}, and the
extracted (3.

A will repeat the steps 1~2 until she finds the correct
pair of (1D}, PW}).

The time complexity of this attack is O(|Dpy| X |Dig| X
3T},), where |D,,,| and D;q are the size of password space
D,,, and the size of identity space, respectively. T}, denotes
the running time for hash operations. Further, according to
capability Al, the user’s identity enjoys little cryptographic
strength. Thus, it can be directly obtained by a determined
adversary. Therefore, the time complexity could be reduced to
O(|Dpw| % 3T}), whichislinearto | D,,, |. As mentioned earlier,
the size of D,,, is limited (i.e., | D}y, | = 10% [69]) and the hash
function is a lightweight operation. As a result, 4 could identify
the correct password in polynomial time.

Step 2:

Step 3:

B. Offline Password Guessing Attack I1

To change the password locally and avoid unnecessary com-
munication costs incurred by entering wrong passwords, the
HA stores the parameter [}, into the user’s smart card, which
leads to the above password guessing attack. This attack can be
easily avoided by removing this parameter from the smart card
or employing the “fuzzy-verifier” technique proposed in [9].
However, the next attack shows that it is possible for A to
determine the victim’s password without the parameter Jj,.

Step 1: A guesses U;’s identity D} and password PW}/
from the dictionary space D;q and D,,,.

A computes PSW;} = h(PW},r;), where r; is ex-
tracted from the smart card.

A computes K, = Decpsw(an), where ay, is
extracted from the smart card.

Step4: A computes B} = Enck: (ID},Ts1, PID;),
where T's; and PID); are obtained from previously
intercepted transcripts. After that, A validates the
correctness of (ID;, PW;) by comparing the
calculated B; and the B; obtained from previously
intercepted transcripts.

A will repeat the steps 1~4 until she finds the correct
pair of (I D}, PW}).

The time complexity of this attack is O(|Dpy| X |Diq| x
(T, + 2Ts)), where T's denotes the running time for symmetric
encryption operations.

Step 2:

Step 3:

Step 5:

C. No User Anonymity

The notion of user anonymity for authentication has
two meanings [25]. Basically, anonymity means user
identity protection, which protects the user’s identity
from being found out from protocol transcripts. Further,
anonymity means user untraceability, that is, the adversary A
cannot tell apart whether two sessions are initiated by the same
user. Although Lu et al.’s scheme considers the basic level of
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anonymity (i.e., use PID; = h(h(ID;,x1),z2) to protect the
user’s identity), the adversary can still trace the user’s behavior
and threaten the user privacy. Specifically, the calculation of
PID, is fixed and directly related to the user U;. As a result, the
adversary A can track this fixed parameter PID; to determine
the interaction between U; and HA. Therefore, Lu et al.’s scheme
does not achieve user anonymity.

D. Discussion on ESL Attacks

Lu et al. claim that their scheme can resist ESL attacks.
Specifically, they bind the random nonce N; with the user’s
identity ID; and compute the session key SK = h((N; +
H(ID;))N;P). They argue that even both of the ephemeral
secrets /V; and Ny are leaked to A, without knowing the user’s
identity I D;, A cannot compute the session key SK . However,
based on our cryptanalysis of Lu et al.’s scheme, there are two
ways for A to obtain the correct parameter / D,. Thus, if A can
obtain the ephemeral secrets N; and Ny, she can compute the
session key correctly.

As mentioned above, there are four categories of multi-factor
authentication schemes involving ESL attacks. We classify Lu
et al.’s scheme as the second category, i.e., “Claim to resist ESL
attacks, but cannot achieve this goal (even under an attacker
model without the ESL capability), due to ineffective ESL
defensive measures. Actually, the design flaws of Lu et al.’s
scheme are not fresh, and many works have pointed out similar
failures [73], [74], [75]. Particularly, the design flaws in Lu et
al.’s scheme, such as not resisting the offline password guessing
attack II and no user anonymity, are essentially due to the
absence of public-key cryptographic primitives. Therefore, the
common fixed strategy is to use public key materials to construct
the log-in message.

For example, suppose that the FA’s public/private key pair of
the Diffie-Hellman (DH) scheme is (Pk; = g°, a), and when the
user U, registers, the FA’s public key Pk ¢ has been stored into the
U,’s smart card. After that, when U; logs in, she first generates
a random DH exponent b. Then, she computes the public key
Pk; = ¢® and the shared secret ss = Pk?. Next, U; computes
B; = Ency,, (ID;,Ts1, PID;,ss), and sends B;, Pk;, and
other parameters to FA. In this case, the adversary A cannot
guess U;’s password because .4 does not know the shared secret
ss. However, according to the capability A7 in the adversary
model A-II, the DH exponents are considered ephemeral secrets
that could be leaked to the adversary. Thus, countermeasures to
prevent the offline password guessing attack II are ineffective
for ESL attackers. A can still guess the password of the U; and
finally impersonate her identity to FA.

V. REVIEW OF QIU ET AL.’S SCHEME

This section briefly reviews the multi-factor authentication
scheme proposed by Qiu et al. [50]. This scheme consists of
five phases: system setup, registration, login and mutual authen-
tication, password or biometrics update, and revocation phase.
To save space, we omit the last two phases, which have little
connection with our work.

A. System Setup Phase

Before system initialization, the server S selects a random
number s € Z;, and two one-way hash functions [ (-) and Ho (-).
After that, S computes the public key Ts(x), publicizes the
parameters {Ts(x),x, H(-), Ho(-)}, and finally keeps s as a
long-term secret.

B. Registration Phase

In this phase, a user U, gets registered with the S in a secure
channel. The detailed steps are as follows:

R1: U; selects her identity I D; and sends it to S.

R2: On receiving the request, S selects the random num-
bers e;,r; € Z, and computes the parameters CID; =
H(ID;|le;) and By = H(ID;||s||r:||CID;). Then, S stores
{ID;,r;, Honey_list = NULL} in its database. After that S
inputs the parameters {7 (z), 2z, CID;} to a new smart card
SC;. Finally, S sends {SC;, By} to U;.

R3: After receiving the smart card SC;, U; inputs her
password PW,; and biometrics BIO; into SC;. Then, SC;
generates a random number 24 < ny < 28 and computes
GEN(BIO;) = (05,7;), VPW,; = H(PW;||ID;||CID;|
O'i), W, = H((H(IDZ) (&) VPWZ) mod TLO), and By =
By & VPW,; @ o;. Finally, the smart card SC; contains the
following parameters: {CID;, By, W;,7;, Ts(x),2,n0} and
the functions {H (-), Hy(-), GEN(-), REP(-)}.

C. Login and Mutual Authentication Phase

After the user U; finishes the registration phase, she logs into
the system and establishes a shared session key with the server
S through the following steps:

L1: U;inserts her smart card SC; into the card reader, and then
inputs the identity I D;, password PW;, and biometrics BI1O;.
After that, SC; computes o; = REP (BIO}), VPW, =
H(PW;||ID;||CID;||o;) and checks if the equation W; =
H((H(ID;) ® VPW,;)modng) holds. If not, SC; rejects the
log-in request. Otherwise, SC; computes By = By & V PW,0;.
Next, SC; selects arandom number u € ZI*J and computes C; =
Tu(:v), CQ = Tu(TS(Z')), 03 = (IDZHB()) ) HO(OQ), C4 =
H(ID;||CID;||Bo||C2]|Cs). Finally, SC; sends the message
{CID“ Cy,Cs, 04} to S.

L2: After receiving the message {CID;, C1,C5,C4}, S
computes the parameters Co = T,5(C1) and (ID}||Bj) = C3 @
Hy(C3). Then, S searches for I D) in its database, if S cannot
find the ID) from the stored item {ID;, r;, Honey_list},
S will terminate the session. Otherwise, S computes By =
H(ID;||s||r;||CID;) and checks whether the equation Cy =
H(ID;||CID;||Bo||C2]|C5) holds. If it holds, S continues to
check whether the received B(, equals the computed By. If
B, # By, S inserts the By, into Honey_List and reject the
log-in request. Moreover, if | Honey_List| > Ny, where Ny is
a threshold value (e.g., Ng = 5), S will suspend the U;’s smart
card SC; until she re-registers.

L3: If the above verification holds, S generates a random
number e“* € Z; and computes C1D}* = H(ID;||e}*"),
Bl = H(ID;||s||r;||CID?*"). Then, S updates {ID;,
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Honey_List = Null}. After that, S selects a random num-
ber v € Z;, and computes C5 = T, (z), Cs = T,(C1), C7 =
(CIDP*w || Byew) @ H(Co|| Bo), SK, = H(ID||CID;]| Bo|
BgewHCQ”C(;), and Cg = H(IDZ||CIDZHB()||CQ|‘C5||SKS)
S sends {Cj5, C7, Cs} to U; over a public channel.

[A4: After receiving the message {C5,C7,Cs}, SC; first
computes the following secure parameters Cg = T,,(C5),
(CIDIv||Bye") = C7 @ H(Cs||Bo), and SK,, = H (I1D;]|
CID;||By||Bye™||C2||Cs). Then, U; checks if the equation
Cg :H(]DZHCIDZHB0||CQ|‘C5||SKU) holds. If not, U;
aborts this session. Otherwise, SC; accepts the shared
session key SK, = SK, and uses it for future secure
communications. After that, SC; generates a new random
number nj°” (24 < npe? < 28) and computes V PW/ eV =
H(PW/||IDi||CID{"||o),  Wy<" =H ((H(ID))®
VPW¥)modng"), and B = By & VPW!" & o;.
Finally, the smart card SC; replace {C'ID;, W;, By,no} with
{C’Il);ne’u}7 Winew, Bile’UJ7 ng,ew}.

VI. ANALYSIS OF QIU ET AL.’S SCHEME

Qiu et al. [50] propose this authentication scheme to protect
the communication between a resource-constrained user device
and the remote server. Qiu et al. state that their scheme can resist
the session-specific ephemeral information leakage attacks (i.e.,
ESL attacks). However, under the adversary model A-II, we find
that their scheme cannot resist the offline password guessing
attack and the user impersonation attack, and we point out that
their countermeasures against ESL attacks are ineffective.

A. Offline Password Guessing Attack

Based on the capability A3 of the adversary, an attacker A can
obtain the victim’s biometrics B1O} by using malicious devices
and the security parameters stored in the SC; by side-channel
attacks. Besides, based on the capability A7 of the adversary,
A can also obtain the ephemeral secrets u, v, e}*". Then, the
offline password guessing attack can be launched as follows:

Step 1: A computes Cy = T,,(Ts(x)), where Ts(x) is ex-
tracted from the user U;’s smart card SC;. Then,
A computes (ID;||By) = C5 @ Ho(C2), where
C5 is obtained from the transmitted message
{CID;,C1,C5,Cy4}.

A computes the parameters Cg =T,(C;) and
(CIDIv||Bye") = C7 & H(Cg||Bo), where C7 is
obtained from the message {C5, C7, Cs}.

A computes the parameters 0; = REP(BIO;}, ;)
and VPWe = BT¢" © B{*“ @ o;, where 7; and
BT are extracted from SC;.

A guesses U;’s identity I D} and password PW/
from the dictionary space D;; and D,,,, and then,
A computes the verification parameter V PW**"* =
H(PW;||1D;(|C1D" o).

A validates the correctness of the guessed pair
(ID;, PW;}) by checking whether the equation
VPWews =V PW " holds.

A will repeat the steps 4~5 until she finds the correct
pair of (ID;, PW}).

The time complexity of this attack is O(| Dp. | X |Diq| % Tp).
Although this attack consists of six steps, the calculations in

Step 2:

Step 3:

Step 4:

Step 5:

Step 6:

step 1 to step 3 only need to be performed once. Therefore, their
computational cost can be omitted.

B. User Impersonation Attack

Based on the capability A3 of the adversary, an attacker .4
can obtain the victim’s biometrics BIO; by using malicious
devices. Also, based on the capability A7 of the adversary, A
can also obtain the ephemeral secrets u, v, e“*. Then, A can
impersonate U; as follows:

Step 1: A computes Cy = Ty, (Ts(x)), where Ts(z) is the
server S’s public parameter. Then, .4 computes
(ID;||By) = C5 & Ho(Cs), where C3 is obtained
from the message {C'ID;,Cy,C3, Cy}.

A computes the parameters Cg = T,,(C7) and
(CIDIv||Bye") = C7 @ H(Cs||Bo), where C7 is
obtained from the message {C5, C7, Cs}.

A selects a random number «' and computes the
parameters C] = T,y (x), C) =Ty (Ts(x)), C% =
(ID;||Bye™) @ Ho(C%) and the verification param-
cter O = H(IDi||CID" || By="[|C4]|C3).

A sends the forged log-in message {CID}<",

1,C%, CL} to the server S.

In this attack, an adversary A can impersonate the user U; even
without extracting the secret parameters from the victim’s smart
card SCj. Since the verification parameter BJ“" is computed
from C; sent by 9, A can pass the verification of S.

Step 2:

Step 3:

Step 4:

C. Discussion on ESL Attacks

Qiu et al.’s scheme employs the public key technique chaotic-
map to construct the log-in message and it will update the stored
parameters {CIDPV Wew By, ngv} after completing
each authentication session. Thus, under the adversary model
A-L Qiu et al.’s scheme is well-designed and can resist common
known attacks. However, Qiu et al. claim that their scheme can
resist ESL attacks. Specifically, they first assume that all of
the ephemeral secrets {u, v, e;} are leaked to the adversary A.
Then, they argue that it is difficult for .4 to compute the session
key SK = H(ID;||CID;||By||Byc"||C2||Cs) without correct
secrets By and B“". However, according to our cryptanalysis
of Qiu et al.’s scheme, A can obtain By and B{“". As a result,
Qiu et al.’s scheme resist ESL attacks.

As mentioned above, there are four categories of multi-factor
authentication schemes involving ESL attacks. We classify Qiu
et al.’s scheme as the third category, i.e., “Claim to resist ESL
attacks, and the defensive measure is effective, but suffer other
known attacks under the adversary model that considers ESL
attacks”. Such protocols imply a paradox: After introducing
ESL attacks, a protocol suffers from known attacks that would
otherwise be resistant. Besides, Kumari et al. [6] point out the
countermeasure adopted by those schemes claiming to resist
ESL attacks. Specifically, the session keys should rely on fixed
parameters (long-term secrets) and ephemeral secrets. However,
in a password-based multi-factor authentication scheme, the
user’s long-term secret is an easily enumerated password (See
details in [57], [76], [77]) protected by ephemeral secrets. Thus,
this countermeasure is ineffective for password-based multi-
factor authentication schemes.
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VII. REVIEW OF HOSSAIN ET AL.”S SCHEME

In this section, we briefly review the multi-factor authentica-
tion scheme for remote servers proposed by Hossain et al. [8],
which consists of four phases: setup, registration, authentication,
and renewing phase. To save space, we only show the registration
and authentication phase.

A. Registration Phase

The registration phase includes the user registration phase and
the server registration phase. First, the detailed steps of the user
registration phase are as follows:

URI: U; chooses her identity ID;, password PW; and a
random number b;. Then, the user computes B; = H (g;), where
g; is the user’s biometrics. After that, U; computes BFU; =
h(b;||PW;||B;) and sends the message {ID;, BFU,} to TTP
via a secure channel.

UR2: On receiving {ID;, BFU,} at time T, TTP first
checks whether the identity exists in its database. If it does
not exist, TTP chooses a random number «; and computes
A; = h(h(ID;) ® BFU;) mod py where pg is the medium
integer 24 < pg < 2% and stores {I D;,Treg ,, T', HoneyList
= Null } on its database. Otherwise, the trusted third party
only updates Ty, = T, c; = o™, and HoneyList= Null.
Finally, TTP computes N; = BFU; ® h(ID;||Strp||Treg;)
stores I.D;, h(ID;||Strpl|| Treg, ), cv; on the database and sends
{Ai, Ni, Az D Oéi7p0} to Z/{1

UR3: On receiving {A;, N;, A; @ a;, po}, the user device
securely stores { A;, N;, A; & a;, b, pot.

The detailed steps of server registration are as follows:

SRI: A remote server sends I D¢, to TTP for a registration
request via a secure channel.

SR2: TTP computes D; = h(IDgs;||SrTP),
ID¢s,, Dj}, and sends D; to C'S; via a secure channel.

SR3: On receiving D;, C'S; stores it on its storage.

stores

B. Authentication Phase

Through this phase, with the help of TTP, C'S; authenticates
the U;’s identity and establishes a shared session key between
the user U; and the remote server C'S}.

Vi: U; inputs her ID;, PW; and biometric Bj =
H(g;). Next, the wuser device computes BFU; =
h(b;||PW}||Bf), Af = h(h(ID;) ® BFU;) mod py and
checks whether A; = A} holds to verify the validity
of ID*,PW*, and B;. If it holds, the user device
computes Usk, = MID;||Strp||Treq;) = Ni & BFU,.
Then U; generates a random number a, and computes
Eyi=aP, of =A; ® o, & A}. After that, U; computes
di = hi(Ewq, 1D;, IDrrp,IDcs,), Eyi = (Usk, + ad;) P
and PS,i = (Usk, + ad;)PKrrp, where PKrrp is the
public key of T'T'P. Finally, U; computes the short term secret
key pair (kl, kg) = hQ(PSm'l, EuilHIDCSj || IDTTP)- Then,
U, encrypts the secret parameters using the generated key k1,
Curr = Enci, (ID;||EvullUsk,|| o), and sends the message
M, = {Em‘l, CULT} to CSJ

V2: The remote server selects a random number b,
computes Eg; = bP, dj = hi(Esi|[I Des; |1 Drrp),

m = (DJ + bdj)P, PSg: = (Dj + bdj)PKTTp.

and

Then, C'S; computes the a pair of keys (ks,ks) = ho
(PSsit, Esit | ID7rp||Ewit||Curnt), uses the generated key
to encrypt the credentials Csr = Ency,(IDcs, || Esi), and
sends My = {m, CSLTama OULT} to TTP.

V3: On receiving My, TTP decrypts PSy; = StrpEg:
by using the the secret key Sprp. Then, TTP computes

the short term key (ks,ks) = ho(PSay, Esi|[IDrrpl
Eual|Curr). Next, TTP computes (IDcsg,||Es:) =
Decy,(Csrr),  dj = hi(Bar, IDes;, I Drrp), B, =

D;P +djEq, Dj = h(IDg¢s,||[Strp) and checks whether
E¥, = Eg. If it holds, TTP authenticates the CJSj.
Otherwise, TTP ends the session. To verify the user,
TTP computes PSyii = SrrpEui, (ki,ks) = ho(PSyuu,
Euul|lIDcs,|[IDrrp), and  decrypts  (ID;||Eui|Usk,
«;) = Decy, (Cyrr). TTP  computes the parameters
d; = h1(Euir, ID;, IDrrp,IDcs;), Uég, = MStrpl
ID;||T;eq4,). and checks if the equations U x, = Usk,
and o = «; hold. If they hold, TTP computes Crrg
= Ency, (BuallEsit||[IDi||[I Des,),  Crrv = Ency, (Eqq||
EuilHIDi”IDCS]-) and sends CSjI M3 = {CTL5'7 CTLU}~

V4: On receiving Ms, CS; computes (Eyi Esi|
IDcs,||ID;) = Decy,(Crrs) and checks if the /D¢, and
Eg¢ hold. If they do not hold, C'S| rejects the session. Then C'S};
computes the sessionkey Kj; = h(bEyi||[I Dcs, |1 D;), cipher-
text Cj; = Enck,,(IDrrp|l EuullDcs,||ID;) and sends
My = {Cji7 CTLU} to U;.

V5: U; decrypts (Eslt”EuilHIDiHIDCSj) = Deckz (CTLU)
and checks whether the parameters ID; and FE,; are
valid. Then U; computes K;j = h(aE|| IDcs,||1D;),
(IDrrp||EualllDcs,||ID;) = Decg,; (Cj;) and checks
whether the parameteré IDrrp, E,i,and I D; are valid. Finally,
U; computes Cij = EnCKij (Euil + Eslt”IDCSj”IDi) and
sends M5 = {C};} to C'S;.

V6: CS; uses Kj; to decrypt ((Euii + Ea)*[|[IDcs,
|[1D;) = Decg,,(Cij). Then, C'S; checks whether (Eyq +
Eq.)* = Eyit + Egy holds. If it holds, C'S; confirms that E,,;;
is fresh and agrees with the session key {;;} (or Kj;).

VIII. ANALYSIS OF HOSSAIN ET AL.”S SCHEME

Hossain et al. [8] propose this authentication scheme to pro-
tect user security and privacy in remote server environments.
They claim that their scheme is secure against various known
attacks, such as man-in-the-middle and leakage-of-randomness
attacks (i.e., ESL attacks). However, their scheme cannot resist
man-in-the-middle attacks, replay attacks, and offline password
guessing attacks. In addition, when considering the security of
their scheme under the adversary A-II, it is also vulnerable to
password-guessing attacks. It cannot resist ESL attacks.

A. Man-in-The-Middle Attack

Suppose an adversary A’s public/private key pair is (P4 =
AP, A). When the user U; tries to send the log-in request to
the target remote server C'Sj, A can claim that she is the TTP
and deceives Uj; to use her public key P4 to construct the log-in
message. The attack can be launched as follows:
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Step 1: U, inputs her identity ID;, password PW}, and
biometrics B} into her device. After the verifica-
tion, U; generates a random number a, and com-
pute By = aP, o = A; © o; & A Next, U, com-
putes d; = hi(Euyi, IDi, IDrrp, IDcs;), Eyi =
(USK,i + adi)P and PSI,“.Z e (USKi + adq;)PA,
where P, is the public key of A. Finally, U;
computes the short-term secret key pair (K}, k) =
hao(PS.;;, E.,|[IDcs, | IDrrp). Then, U; com-
putes Curr = Enckrl (IDiHEuilHUSKi Ozf), and

sends the message M| = {E! ,;, Cl;;r} to CS;

A intercepts the message M7 and computes PS) ,; =

A%, where A is the private key of A. Af-

ter that, A computes the key pair (k},k5) =

hao(PS.;, B, I Dcs, | IDrrp).

A decrypts the U;’s ciphertext Cj,;, as (ID;

| Euit|Usk; l|ei) = Decy, (Cyy1)-

A can impersonate the U; after obtaining the param-

eters Usk, and o).

The root cause of this attack is that U; does not authenticate the
identity of TTP before building the log-in message with TTP’s
public key. Since U; does not save the TTP’s public key in her
device during the registration phase, the adversary A may easily
deceive U; by setting up phishing websites. Therefore, Hossain
et al.’s scheme cannot resist the man-in-the-middle attack.

Step 2:

Step 3:

Step 4:

B. Replay Attack

According to the capability A5 of the adversary, suppose A
is an administrator of the server C'S;, and she has the parameter
D storedin C'S;’s database. Then, .A can obtain the U; ‘s critical
parameter F,,; as follows:

Step 1: A eavesdrops on the public channel and obtains a
victim U,,’s message M1 = {Eyi1, Curr—o }-

A generate a random number b, computes
Eqi = bP,dj = hi(Eq:|[{Dcs; || I Drrp), Ear =
(.Dj + bd])P, and Psslt = (D] + bdj)PKTTP-
Then, CS; computes the a pair of keys (ks,
ky) = hao(PSgy, Eqi||IDrrp|| Evit||Curr), uses
the generated key to encrypt the -credentials
Csrr = Ency,(IDcs,||Esit), and sends My =
{Esit, Csrrs Buit, Curr—v } to TTP.

Since every parameter in My comes from a legal par-
ticipant, it can pass the verification launched by TTP.
After that, TTP will output M3 = {Crrs,Crru—v}
and send it to C'S; (A).

A decrypts the ciphertext C'rpg by computing
(Buall Esit||[ I Des, |IDs) = Decy, (Crrs).

FE,;; is an essential parameter in Hossain et al.’s scheme.
According to the capability A3 of the adversary, when getting
the U,’s device, the parameter E,,;; could be used to guess U,,’s
password. The detailed steps of the attack are as follows.

Step 2:

Step 3:

Step 4:

C. Offline Password Guessing Attack

Based on the capability A3 of the adversary, .4 can obtain
the parameters that are stored in the user’s device and the U;’s

biometrics g;. Besides, Hossain et al. declare that their scheme
can resist ESL attacks. Thus, based on the capability A7 of the
adversary model A-II, A can obtain the U;’s ephemeral secret
a. Then, A can guess the victim’s password as follows:

Step 1: A first extracts E,;; from the transmitted message
M. Then, A computes the parameters F,;; = aP,
oy = Az Dad Ai, and Bl = H(gl)

A guesses U;’s identity I D; and password PW;
from the dictionary space D;; and D,,,,.

A computes BFU} = h(b;||PW}||B;), where b;
is extracted from the U,’s device. After that, A
computes Ugr = N; & BFU; and d; = hi(Euyi,
ID;, IDrrp,1Dcs, ).

A computes F;; = (Ugg, + ad;) P, and then, val-
idates the correctness of (1D}, PW}) by comparing
the calculated £ ., and the E.,;; obtained from pre-
viously intercepted transcripts.

A will repeat the step 2~4 until she finds the correct
pair of (ID}, PW}).

The time complexity of this attack is O(|Dpy,| X |Diql X
(2Th, + Tp)), where Tp denotes the operation time for el-
liptic curve point multiplication. The compute cost of the &
operation can be omitted. It should be noted that, F,;; =
(Usk, +ad;)P = Ugsk, - P+ d; - Ey, according to the Step
4, the parameter F,,; is essential to verify the guessed pair of
(ID;, PW;). For an adversary who extracts the victim’s device
and her biometrics, only if she has the parameter E,;; can she
launch the above offline password attack. This illustrates the
harmfulness of the replay attack shown in Section VIII-B.

Step 2:

Step 3:

Step 4:

Step 5:

D. Discussion on ESL Attacks

Hossain et al. claim that their scheme can resist the leakage
of randomness attack (essentially the ESL attack). Specifically,
they first assume that, at most, one randomness of {a,b} is
leaked to the adversary A. Then, they argue that it is difficult
for A to forge a valid ciphertext Cy 7 without the secret value
Usk,. However, according to our cryptanalysis of Hossain et
al.’s scheme, there are three ways for A to obtain the secret
parameter Ugg,. As a result, Hossain et al.’s scheme cannot
achieve the claimed resistance to ESL attacks.

As mentioned above, there are four categories of multi-factor
authentication schemes involving ESL attacks. We classify Hos-
sain et al.’s scheme as the last category, i.e., “Claim to resist
ESL attacks, but can only achieve this goal when an incomplete
adversary model is adopted”. Actually, the eCK model [45]
defines that an ESL attacker can obtain any subset of the four
kinds of secret (i.e., both the long-term and short-term secrets
of two participants). But, Hossain et al. only allow the ad-
versary to obtain at most one random nonce of {a,b}, which
adopts an incomplete adversary model. Besides, the concept
of the ESL attack is proposed to measure the design goals of
“Session-Key Security” [31]. In other words, even if both the
ephemeral secrets of two participants are leaked, the session
key should still be secure. However, Hossain et al.’s scheme
also fails to achieve this important design goal. Specifically,
the session key established between the user U; and the remote
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server C'S; is calculated as K;; = h(a - Eq4||[IDcs, |[ID;) =
h(a-b- P||IDcs,||ID;) = Kj;,according to the capability Al
of the adversary, ID; and I D¢, can be obtained directly by
the adversary .A. When holding ephemeral secrets a and b, ESL
attacker can compute the session key.

IX. COMPARATIVE EVALUATIONS

In the above sections, we have revealed the relationship
between ESL attacks and the failure of each representative
protocol. Since no representative protocol can resist offline
password guessing attacks when ESL attackers are consid-
ered, our key conclusion, i.e., ESL attacks are unsuitable for
evaluating password-based multi-facter—authentication proto-
cols, is empirically supported. To provide further evidence
and to more clearly identify the security differences resulting
from whether ESL attack are considered in MFA schemes, we
conduct a large-scale comprehensive assessment of 41 MFA
schemes listed in Table I, including both schemes that explicitly
claim resistance to ESL attacks and those that do not. Our
comparison is based on the two adversary models A-I (i.e.,
the adversary model widely accepted in MFA) and A-II (i.e.,
the adversary model that considers ESL attacks), as defined
in Section II-B, as well as and Wang and Wang’s 12 mul-
factor—authentieation protocol design criteria [9] shown in
Section II-D.

The selected protocols are recently proposed and represen-
tative typical schemes that have attracted significant attention,
and some of them are considered well-designed (e.g., [9], [50],
[78]). Resistance to offline password guessing attacks is the
primary concern in password-based multi-factor authentication
schemes. In this work, the inability to resist such attacks is
also identified as the main reason for the failure of many
schemes under ESL attackers. Therefore, we separate the of-
fline password guessing attacks from C5: Resistance to known
attacks and form an independent item *: Resistance to offline
password guessing attacks. It can be seen from Table II that,
under the adversary model A-II, no protocol can satisfy all
of the evaluation criteria, and no protocol can resist offline
password guessing attacks. More seriously, as expected, some
protocols that perform well under the adversary model A-I are
no longer secure when measured with the adversary model A-I1.
As a result, considering ESL attacks in multi-factor authen-
tication not only cannot improve the security of each proto-
col but also affects the accuracy of the protocol evaluation
results to a large extent.

X. DISCUSSION

This section will provide a negative answer to the question:
Is it possible to build a secure password-based MFA protocol
resistant to ESL and offline password guessing attacks? By
unveiling the contradiction between ESL attacks and the con-
ditional non-tamper resistance assumption of smart cards, we
show that the premise of ESL attacks becomes invalid when
hardware-protected devices are employed as possession-based
authentication factors.

A. Inapplicability of ESL Attacks to Password-Based MFA

As mentioned earlier, based on our review of a large number
of multi-factor authentication schemes involving ESL attacks,
we divide them into four categories. (1) Do not claim to be able
to resist ESL attacks, and cannot resist ESL attacks because of
poor design (e.g., only using the ephemeral secret to construct
the session key); (2) Claim to resist ESL attacks, but cannot
achieve this goal (even under an attacker model without the
ESL capability), due to ineffective ESL defensive measures; (3)
Claim to resist ESL attacks, and the defensive measure is effec-
tive, but suffer other known attacks under the adversary model
that considers ESL attacks; (4) Claim to resist ESL attacks, but
can only achieve this goal when an incomplete adversary model
is adopted. According to the above classification, the existing
multi-factor authentication protocols involving ESL attacks can
be further classified into two types: (1) Those that do not claim
to resist ESL attacks; (2) Those that claim to be resistant to ESL
attacks but fail. In conclusion, these schemes are not secure when
facing an ESL attacker.

To demonstrate this, we revisit three typical protocols and
conduct comprehensive cryptanalysis under two adversary mod-
els (i.e., A-I and A-II), respectively. Specifically, Lu et al.’s
scheme [7] represents the second category that “Claim to be
able to resist ESL attacks, but cannot achieve this goal (even
under an attacker model without the ESL capability), due to
ineffective ESL defensive measures. According to our crypt-
analysis, Lu et al.’s scheme cannot resist two kinds of offline
password guessing attacks under the adversary model A-I. With
the guessed password, the adversary can easily impersonate the
victim. We give some countermeasures to prevent these attacks
in Section IV-D, but they are ineffective under the adversary
model A-II. The protocols represented by Lu et al. [7] show that
it is already challenging to design a multi-factor authentication
scheme that can satisfy basic security requirements, and resisting
ESL attacks in such protocols would only be harder.

Qiu et al.’s scheme [50] represents the third category that
“Claim to be able to resist ESL attacks, and the defensive
measure is effective, but suffer other known attacks under the
adversary model that considers ESL attacks. According to our
cryptanalysis, Qiu et al.’s scheme is well-designed under the
adversary model A-I. However, under the adversary model A-II,
it cannot resist the offline password guessing attack and the
user impersonation attack. The protocols represented by Qiu et
al. indicate a potential contradiction between the basic security
requirements of MFA and the resistance to ESL attacks.

Hossain et al.’s scheme [8] represents the last category that
“Claim to be able to resist ESL attacks, but can only achieve this
goal when an incomplete adversary model is adopted”. Accord-
ing to our cryptanalysis, under the adversary model A-I, Hossain
et al.’s scheme cannot resist the man-in-the-middle attack and
the replay attack. While under the adversary model A-II, it
cannot resist the offline password guessing attack. Besides, when
measuring the ESL resistance, Hossain et al. only allow the
adversary to obtain at most one ephemeral secret, which does
not conform to the definition of ESL attacks in the eCK model.
The protocols represented by Hossain et al. show that current

1151

1152
1153
1154
1155
1156
1157
1158
1159
1160
1161
1162
1163
1164
1165
1166
1167
1168
1169
1170
1171
1172
1173
1174
1175
1176
1177
1178
1179
1180
1181
1182
1183
1184
1185
1186
1187
1188
1189
1190
1191
1192
1193
1194
1195
1196
1197
1198
1199
1200
1201
1202
1203
1204
1205
1206


Xuan
删划线

Xuan
插入号
MFA

Xuan
删划线

Xuan
删划线

Xuan
插入号
MFA


WANG et al.: UNDERSTANDING ESL ATTACKS IN PASSWORD-BASED MULTI-FACTOR AUTHENTICATION FOR MOBILE DEVICES

TABLE II
SECURITY AND EFFICIENCY COMPARISON AMONG RELEVANT USER AUTHENTICATION SCHEMES UNDER TWO ADVERSARY MODELS

Evaluation Criteria® Computational Cost!

Protocol Year| Ref. | Adversary Model| o | [ 3] 4] cs|co[c7|cs|cocio]cri|ciz] « User GWN/Server Sensor Node

Xu et al. 2025/ [81] :_'III N v 2Tp + 9Ty Tp + 6Ty 2Tp + 4T
Zhaoetal.  |2025 [82] - AN VA Teu+ Teu + 7TH ] 2Ty + Tpu + 5T
Guietall  |2024] [32] A AR VAR 3Te + T + 7Ty Te + 8Ty T + 5Ty

Wazid etal.t  [2023] [13] 1‘:_'111 i i i i i Tp + 18Ty 7Ty T

Qiuetal.t 2022| [50] 1/:-111 N VAL 10Ty 4+ T 3T 8Ty + 3Tc B

Sutralaetal.”  [2022| [10] 2}1 1 < S 16Ty 4+ T 45T 9Ty + 3Tp 8Ty + 4Tp
Shamshad et al.t  |2022] [14] 2}1 1 < 6T _ 3Ty
Guoetall  |2022| [11] o < < ERE 28Ty 46Ty 22Ty

XiaetalT  [2022| [16] o L < S T 4y 4T 10Ty +4Ts | Tp +2Ts + 6T

Guo et al. 2022/ [83] ﬁl i i i ¥ i i 21Ty 18Ty 8Ty
Hossain etal.t {2021 [8] ::;I i X i i i i i Ty + 3Tp + 4Ts | 3Ty + 3Tp + ATs | 5Ty + ATp + 4Ts
Srinivas etal.  |2021] [17] 2:}1 i i i i i i i Tp + 17Tx + 6Tp 12T + 3Tp 8Ty + 4Tp

Alzahrani etal.t |2021] [18] A 1 , S| 2Tp £ Ts 4+ 7TH | Te + 8Ty +2Ts | 5T +Ts + Tp
Kumaretalt  |2021] [15] o 1 < 12TH 9T 3Ty
Zhangetal.t  |2021| [19] /13-111 inn - US| 9T +3Tp+Ts |10Ty +2Tp + Ts 3Tp + 7Tk
Kumaretal.” {2021/ [84] ::%1 - i <l TTw TTw 4Ty
Chen et al.t 2021| [12] 1‘:_'111 i i i i i TTH +2Tp + Th 10Ty + 3p 5Ty + ATp

Wu etal. 2021 [20] A RS s R 1Ty + Ty 14Ty 6TH
Lee etal.! 2021 [21] 2}1 1 X e 11Ty 13T 6Tx

Qietal 2021/ [85] ::%1 1 : S 10T+ Ts + T + Te| 11Ty + 2T Ty + Ts + 2T0
Wu et al.t 2021 [86] :_'III aB e mim 7Ty + Ts 6Ty + Ts 12Ty + 2Ts

Lietal. 2020 78] B Wy ULy 3T+ 10T + T Tp + 8Tu 2Tp + 4Ty

Wazid etal’  |2020| [87] 2:%1 Rz = iz Tp +13Tn 8Tw 8Ty
Alzahrani etal.t  [2020] [33] ::;I s lRalsalRi Ul Sol| TTH +5Tp +2Ta  |5Tw + 6Tp + 2Tar | 64 + 6Tp + 4Ty
Ayubetal!  [2020] [34] :_‘I'I s VAL 7T +2Te +Ts | Tw +2Tp + Ts B
Beraetal!  |2020| [88] -« 1 : S 13Te 4 Ts 4+ Ts 6Tx 6Ts
Nikooghadam et al.f |2020] [55] ::%1 AR - Vil TH+ATe +2Ts | 2Tk + Tp +3Ts -

Mo et al. 2020/ [89] ::%1 " i i 4 i X 11Ty + Tx 13Ty + Tx 6Ty
Hajian et al. 2020/ [90] :_'III i i i i i 13Ty Ty 9Ty

Lee et al. 2020| [91] 2:;1 1 R EEE 9Ty Ty 7Ty + 2T

Srinivasetal.  |2020| [4] 2:}1 1 < S eTe + 14T 4 T 10Ty 2T + 6Ty

Luetal! 2019| [7] A 1 X S LS| 6Tk +2Th +2Tp  (3Tw + 5Tp + 2T | TTs + 3Tar + 7T
Wazid etal.” [2018| [22] 2:%1 i - Sl ade| 2Ts+Ts +13TH 4Ts + 5T 2T + 4T

Wang et al. 2018 [9] f::h S A 5Ty + 2T ATy 4 2Ts -

Ali etal. 2018 [23] A e 2 S| Te 4+ TTw 4 2Ts 11Ty + 5Ts ATy +Ts
Aminetal.  |2018] [24] ::h “ . AESE Tp + 14Ty 16T ATy
Qiuetall  |2018] [92] A 1 R TTw + 3T ATy +2Tp -

Kumari etal.t  [2017| [51] :_‘III N X IR 5Ty + 3Tp 4Ty +2Tp B
Kumari etal.’  [2017| [56] A 1 YARA Ty + 2Tp 5Ty + 2T 6Ty +2Tp
Kumarietal.”  [2016] [6] o 1 XL 5T 42T + Ts 6Ty + Ts 3Ty + 2Tc
Odeluctal.l  |2015| [54] o L < 7Tu +Ts + 3T 3Tp + 6Ty -

YTy, Tp, Tc,Te, T, Ts, T, Tev,Tpu denote the operation time for modular exponentiation, elliptic curve point multiplication, chebysev chaotic-map,
fuzzy extractor, hash, symmetric encryption, message authentication code, the eval and punct functions in PPRF, respectively. Some lightweight operations
like XOR and || are omitted.

2: % measures whether the scheme can resist offline password guessing attacks; “/” denotes the scheme can provide the corresponding attribute. “ x” in the
white area denotes that the scheme cannot provide the corresponding attribute under the normal adversary model A-I; the gray area shows the evaluation
results under the enhanced adversary model A-II, which considers ESL attacks; “-” means the item is not applied to the scheme.

T: The authentication scheme claims to be able to resist ESL attacks.
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ESL attacks in the field of multi-factor authentication protocols
have not been systematically studied.

Not surprisingly, a common feature of these protocols is that
they cannot resist offline password guessing attacks under the
adversary model A-II, which is consistent with our initial intu-
ition (i.e., ESL attackers will essentially removes the one-way
trapdoor protection provided by public key cryptography against
offline password guessing attacks). To further provide conclu-
sive evidence, we first review the definition of “strong AKE
security” in the eCK model [45]. Specifically, in an AKE scheme,
two participants exchange information and compute a shared
session key with four kinds of secrets, i.e., one party’s long-term
(static) and ephemeral (random) secret keys and the other party’s
long-term and ephemeral secret keys. The eCK model allows
an adversary to obtain any subset of the above four kinds of
information but excludes compromising the same party’s long-
term and ephemeral secret keys simultaneously. Otherwise, the
eCK model regards this case as a trivial attack. However, in a
password-based multi-factor authentication scheme, the user’s
long-term secret is a low-entropy password. Compared with
the long-term secret of AKE schemes (a completely random
long secret key), a password (a short secret with highly skewed
distribution [57]) can be enumerated [77].

As a result, in a password-based multi-factor authentication
scheme, the session-specific ephemeral secret is used to pro-
tect the user’s password (long-term secret). More specifically,
employing the public technique to build the log-in message
(the public-key technique principle, see Section 6.1 of [26]) is
indispensable. If an adversary gets the ephemeral secret, she
can use it to guess the user’s password, which explains why the
three representative protocols revisited in this paper cannot resist
offline password guessing attacks under the adversary model
A-II. Therefore, launching ESL attacks in a password-based
multi-factor authentication protocol means that the victim’s
long-term and ephemeral secrets are obtained by the adversary
A at the same time, which violates the definition of “strong AKE
security” in the eCK model.

Formal Security Upper Bound for Password-based Multi-
factor Authentication Schemes: Semantic security is the major
concern of an AKE scheme, which requires that an external
attacker cannot distinguish the real session key from a ran-
dom string of the same length in polynomial time. During the
execution of the protocol P, the adversary A can ask a polyno-
mial number of queries shown in the Section II-C, i.e., Send-
query, Execute-query, Corrupt-query, and Reveal-query. At the
end of the game, A can ask a single Test-query and outputs a
guess bit &' for the bit b involved in the Test-query. If ' = b, A
wins the game. We use Succ to denote this event. The advantage
of A in breaking the semantic security of P is

Advp®F(A) = 2Pr[Succ(A)] — 1 = 2Pr[p) = b] — 1

In a secure password-based multi-factor authentication scheme,
an adversary’s advantage in attacking the protocol P should not
be greater than launching online password guessing attacks [9],
[79], [80]. In other words, online guessing is the best strategy
for adversaries to attack a password authentication scheme.

Therefore, with a negligible function ¢, the formal security upper
bound for password-based multi-factor authentication schemes
under the adversary model A-I and A-II should be

Advp P (A) < ' lena + e,

where D is the password space that follows Zipf’s distribu-
tion [57], C” and s’ are Zipf parameters.

However, based on our analysis, under the adversary model
A-II, no password-based MFA schemes can resist offline pass-
word guessing attacks. The best strategy to attack these pro-
tocols (e.g., [9], [50], [81], [82]) is no longer online guessing.
After successfully guessing the victim’s password, the adversary
now obtains the victim’s both long-term and ephemeral secrets,
making the claimed ESL resistance in vain. As a result, there is
no secure upper bound for these schemes. In summary, ESL at-
tacks are not suitable for analyzing password-based multi-factor
authentication protocols since it is meaningless to consider an
attack that cannot be defended.

B. Smart Cards Can Make Things Better

In the case of the key exchange scheme (i.e., the Diffie-
Hellman scheme), a prime concern is that many applications
will compute the ephemeral DH pairs (z, X = ¢*) in advance
to improve the performance of the protocol [41]. In this case,
compared with the long-term secrets stored in a hardware-
protected area, those ephemeral pairs will be typically stored
in insecure memory (e.g., general memory devices) and more
vulnerable to leakage [45]. These realistic scenarios motivate
ESL attacks. Although none of the password-based multi-factor
authentication scheme can be secure when ephemeral secrets
are leaked, it does not mean that we are helpless in the face of
these attacks. Let’s review the conditional non-tamper resistance
assumption of smart cards [9], which reveals the fact that the
secrets in smart cards can only be extracted by an adversary
through side-channel attacks when she somehow obtains the
smart card for a relative long time (e.g., a few hours). Otherwise,
the smart card can be seen as a hardware-protected area [66] (i.e.,
the stored secrets cannot be leaked).

Besides, we review the definition of “Session-state reveal” in
the CK model [31], which is also the formal description of ESL
attacks. Specifically, the adversary provides the name of a party
and a session identifier of a yet incomplete session at that party
and receives the internal state of that session. It should be noted
that the premise of this definition is to select a yet incomplete
session. The realistic scenario that the ESL attacks rely on can
explain this premise, i.e., to improve the efficiency of the key ex-
change protocol, many applications will calculate the ephemeral
secrets in advance and store them in an insecure environment.
However, for a smart card-based multi-factor authentication
scheme, all the security parameters (including both the long-term
and ephemeral secrets) are stored in the smart card. An adversary
cannot obtain them before completing the whole authentication
session (Conditional non-tamper resistance assumption of smart
cards, see Section II-A for more details).

This results in a contradiction between the definition of ESL
attacks and the conditional non-tamper resistance smart card
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assumption, which makes the premise of an ESL attack invalid,
i.e., using smart cards as a possession-based authentication
factor can naturally resist ESL attacks, and protocol designers
can directly ignore these attacks. Veldsquez et al.’s investiga-
tion [61] shows that passwords and smart cards are the most
commonly used authentication factors. In this situation, most
multi-factor authentication schemes (e.g., [7], [21], [50]) do not
need to consider ESL attacks but are still listed as targets of ESL
attacks. Since ESL attacks were introduced into the multi-factor
authentication field by Islam and Biswas in 2011 [29], this has
become a long-standing misunderstanding.

Our main idea is to highlight the long-standing misunder-
standing between ESL attacks and password-based MFA, i.e.,
there is no secure password-based multi-factor authentication
scheme resilient to ESL attacks. However, if a scheme em-
ploys the smart card as an authentication factor and does not
pre-compute any ephemeral secret. In that case, it is inherently
immune to ESL attacks. Note that if ephemeral secrets are
calculated in advance and stored in smart cards, adversaries
could still obtain them. However, such attacks fall under smart
card loss attacks [27] rather than ESL attacks. For authentication
scenarios that do not involve smart cards, some secure com-
puting environments similar to smart cards, such as the trusted
execution environment (TEE), may have the same effect, but this
is beyond our scope of work.

Krawczyk points out that “a good security system is not one
that denies the possibility of failures but rather one designed
to confine the adverse effects of such failures to the possible
minimum” [41]. This fundamental security principle requires
continuously expanding the scope of known attacks. In other
words, introducing possible/newly emerging attacks to chal-
lenge the protocol’s security would stimulate new designs to
deal with potential threats. We believe this is also the original
intention of previous works that introduce ESL attacks into
multi-factor authentication.

However, protocol designers “tend to assert the superiority of
their scheme while (maybe unconsciously) ignoring the features
that their scheme fails to support” [5]. Our work provides
clear evidence for this insight. The countermeasures to ESL
attacks proposed in previous works, that is, using both ephemeral
secrets and long-term secrets to construct session keys, can
resist ESL attacks intuitively, but designers have ignored the
latent offline password guessing attacks when considering an
ESL attacker, which ultimately makes the efforts for preventing
ESL attacks against password-based MFA protocols in vain.
These failed efforts (see [19], [21], [32], [38], [50]) highlight
the importance of employing devices with trusted computing
environments (e.g., smart cards) to make ESL impractical in
subsequent password-based multi-factor authentication protocol
designs (e.g., [9], [60], [82]).

XI. CONCLUSION

In this paper, we have taken a substantial first step towards
systematically exploring the relationship between ESL attacks
and MFA schemes. We first categorize existing multi-factor

authentication schemes involving ESL attacks into four cate-
gories, and cryptanalyze a representative protocol for each ESL
category. After that, we investigate the root causes for the failure
of these representative protocols, and reveal that ESL attacks are
unsuitable for analyzing the password-based MFA schemes. Be-
sides, we conduct a large-scale comparative measurement of 41
representative MFA schemes and show comparison results under
two adversary models (i.e., with and without ESL). Finally, we
point out the subtleties between realistic scenarios on which the
ESL attacks are based and the conditional non-tamper resistance
assumption of smart cards, and conclude that using smart cards
as an authentication factor can naturally resist ESL attacks.
We believe this work provides a better understanding of ESL
attacks in password-based multi-factor authentication for mobile
devices and also has strong guiding significance for defending
against ESL attacks in non-mobile device environments.
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