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Abstract: It remains an open problem to design a secure and efficient RSA-based password-authenticated key
exchange (PAKE) protocol in the areas of cryptography. In 2011, Wei et al. proposed the first provably secure
gateway-oriented PAKE protocol using RSA, and claimed that the protocol is provably secure in the random
oracle model based on the intractability of the integer factorization problem. However, in this short paper, we
point out that an adversary can launch the separation attack on their protocol by exploiting the oracle service
unwittingly provided by the server, and a user’s password can thus be guessed just after tens of malicious
sessions. Our cryptanalysis result invalidates Wei et al.’s claim that their protocol can achieve the security goal of
password protection, and highlights the damaging threat that separation attack poses to RSA-based PAKE
protocols. Furthermore, we uncover the flaws in their formal security proof and put forward an enhancement to
overcome the identified defect. The analysis results show that the improved protocol eliminates the vulnerability
of Wei et al.’s protocol while keeping the merit of high performance, suitable for mobile application scenarios.
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W, ot B TS e 2 TR WU £ 8 V1 R
%4 B ek, (BT O — R T AT BASK
BOA MR LS E (i, HERRZ) U3 I EN 4,
IXARKT RSA-GPAKE. P8 ol 52 J5 12 1 .

(2) JBIE PR LA 2 IR B 2 1 SR
2.8 S R4 FT /5 C 75— BN 1) P O 2 20 i
B0, Yok A iR XHTE R P C A IE R 41 1)
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KRR E 2l sk gend thBR . 302845 1 B 75 R S
FIVF L2 SRR A, teinm_EARAT, H PSR
ISR G ORI 3 Ik, RS54 S K 8UE 24 /)
i (24 /NP PIRE RTRRES) IUE, A v R
R 2 7K, 26 K Ja 8 n] A5 HH P C (1) IR 45
B AR 1 %, 52 RIGMEAENHHS C
FIIERG 4. ARS8 S A C #1058 82 A 31X Fh
Wk AATE, mskbr LR P 04 C&ii

ZE FRTIR, AT I o B T R T
RSA [ 3¢ A IE 25 FA AL # Bl s 1) — Fi 7 2 A
iy CELESE K 104224, T HIA B M 3
BIETME. A, 0 Hr & B SCER[10] T 2 HE g 3 T
RSA ] GPAKE 3 B AF1E 58 A AL 22 A= B P,
GBI, WS 3.2 P BB TR
I SCHR[10]H A7 E 1™ 8 22 4 .

3.4 WU RZEIER P RIKIR

SCHRIOTR T 1 RENLTA S AL (ROMD [
RSA-GPAKE HiMHEAT Fl 7 S5 LA R ik 2 BE 11
EAl, el T SUEEHIE et S1EEHR
MM O ASRIP X =22 HR, g TR
TWAUER. B, FEIE7ET: — MR
RUEBe “ 224”7 BCH 4 22 A 22w
(“Provably secure, but actually insecure”), [ i H 7E
WEEL? SARIZ X —&ER, N — 2 R PR
2 UE B H R AL

SCHR[O1TERE MR T XS “AB e tt” X —H
FRECUERH, FEAESLIERE FIRIE T “FHAZE M X
— HAs. HAEUEE O R X — HARE (I
SCHRIOTM: 2) *) FFVAS SR b I T i
X 1A B8 00 30 o U5 24 30 SR A £ 2 8
RSA-GPAKE fli3& ) RSA WM ), T2
KBRS TRENER— CREM R E R it
AT AN AT AR 28 7 M ke, 2000 [A] — AN R A
WEAA . I SFOBE M OCAHIE a (RIACH R a) ,
A2 R INIMEZE 2 25 25 7 SR, 15 3.2 ThERAN
Frés R B UE R, AN YT A (BEEEMN
KO mkRSHE S KIEINUEERWHEE CH
{C, n, e, ) G, WMAATERBHAUEE 4, A
TR MR 5545 S o B 5 75w mT DAHERR 2 1/3 g 11 4
Rlit,  ERIEE FUE I S B 7B R

Ak, ERERERRZ, SCHROME R A “ 14

S Wei 2 NTEAH “ AR MR A4 1 CRISCRR
[O1FEHL 3) I, 1K AdvES®(A) TN AdvES (A) .

7 X — 24 HArHAE R R AR, SRR AT DL B2
FIF PEKEP X iE 145 8] ——“ i PEKEP
WPRIE A AT %, % S W SRR IR FI R 5 28 AT 2 B &2
ZHEBRR AN OA BIRK S, PEKEP #p Al A
HPUA S 73 B Moty , i SCRR[O]EN 2 MESF . HBL
KR IER, R FIATE 2

TR, BAE—B0H T PEKEP X2
AMAE, KB PEKEP BMXH “H4fRY” X—
‘24 HAR A GUE B FF A B H0E T RSA-GPAKE
il 75 PEKEP #iH, 1 ged(er,n) =1, NIk
%8S Xae L, TRRMSEIR BN {r,, 2} 1A
SR, B WCEZ N S AR A BT A
HHER, FLEX a5 n REHEK; 1
RSA-GPAKE il H, % ged(a,n) =1, MRS 3
S RIS E, WlE KX Y a 5 n 2 EH
%, W BE SR A 04, X ER
RSA-GPAKE M “ A4 7 X — 224 H AR
UE W AR AR R, T IX — A% 1 2 S 8Ok
(1017 3XALIE BH 2 35 (AR AS L A

AR W, 3 o B I RE S BRI AR A
JENTET, Yo A FIH 7RSS %% S ety B &
FIRTFE MRS —— 5% S X ged(a,n) =127
FRATAE OB, I H A% N REBE I A BT X 53 AH B
Hh, BRI ) B O R BRI A
S TR LR E RS MRS —— B RS 88 S
XT ged(a,n) =122 75 LA HUROBE, AHIZ N BEE TG
T A BTIX 4).

RSA-GPAKE i WU AL UIE B 1) 2K 20— I
R, WG SALIE A R T BT A 2 45 51
(220 o s 7 Tk (0 B R A B B A 2408 S BGIE
25 B B2 SR TE B AR A 5 P RIE B
TP PR, R g R £ A AR B IR BRI
BemcE AR I, W@ B K (Concrete
Attack ) > A" A B 15 9 G 95 7 43 LR B 1F 4
Alfred Menezes® 7£ 2012 4F KR 25 18 2% K £
(Eurocrypt 2012) £ E K& T, BERIEATT
5 OHER 2 B R 2 N R R AR RS P 2 A
iz O E 2 —)FB, EE kN0 (EE5H
B AT ) (8 8 3L AR S 0 s BB AT 7 T 47
SREH AT ERIIER.

S SR, BUSCR IR R B A S, AR e PR
Hy BRI B 2 SR R 25 T4 S5 A B 2,
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4 %t RSA-GPAKE thil BUiiH 5 45 #h
4.1 Mt E RSA-GPAKE+

ARG 3.4 it RSA-GPAKE sl R Ak,
UERA 2R R IR DR 23 A, 8 %5 PEKEP RSBy 1k “ A
FIAE B JEAR, EAEA R MR R, X
RSA-GPAKE WM #HT I M &M (B IE & R an

B 1 o, ot HEERE, AR5
RSA-GPAKE s HH[FD

FFC % KG R %545S

pwe D RSA keys: n’,e’,d’ pweD

RSA keys: n,e,d

ne (01"
C,n,e, L

C,n,e,n’e’r
e NEFEH?
N SRR H SR 282
FreAinimiL Kol m= log! |
aeqZy, 1 e {00
B 1D, =C||G[|n]le|in’|le’
a=H(pwl|r | ]I1D)
gcd(a,n) 1,4 2e o2, |
I, 4 2=E"(aE(a)) |

G,n',e'r,,z
— et
N’y A H B R g 2

,,,,, a=H(pw|r]lr, ,H,I,D,i,)r
{45 god(a,n)=1,4b € . Z)
i ¢, =bf modn’|
! a,=D(a'D"(2)) |
LEN, 4 8 e Z,,6€ RZ;'J

,,,,,,,,,,,,,,,,,,,,,,,,,,

pu=H, @ D r I lzlle)

C.c,u b, eqZ, C.C.Cuu
¢, =b; modn LA
iﬁl%?nll‘llrﬁl\ﬂ&y%
. n="H,(&
Sl b= modn oL— s

nHEM? k=
b, - D) Hy@llb,[11B]11D,)

sk=H,(b |, 1D, ]| 1D,)

1 AU RSA-GPAKE+

(1) ¥ RSA-GPAKE thil 12058 5) & h:
M2 4% S K 2¥ ged(ar,n) =1 &5 AL, #5ARAL,
M4z e, Z, G0, SHHH z=E"(«E(Q)).

(2) ¥ RSA-GPAKE W[5 38 9) &5CN:
AP C ik ged(n =) =& & ar. #
ged(a,n) =1, FF CH#% 2155l a =D(a 'D"(2)),
B EEDe Z, , H ¢, =b"modn’; 1
ged(a,n) =114 a, e, Z: ¢, e Z,. &Ja, 7 C
WH u=H,@ ClGInleln(lelrlrlzlc).

FEBGEDML RSA-GPAKE+H, R Idi# A
KA 3 H T R E 2, Bk ged(a,n) =1
S BOL, Bk # A #OR W EIR A RS 48 S [
MNAHEALr, 23, A TIEBREIE K ged(a,n) 12
FRALHAEATT A RS 2. 5 — J7 T, e e B2 B
{r,, )5, A MPEAGEIEFFENHH P CrIm4 pw,

WL E W S B A o 1, WL S
Fr= A I BE LA a, M, Bt TovETHE Ak
o BET S RSN A B IR B Sl it 4.
BRI, Bt 114 pw FIAHR SR, Al
AP 3 Bk R, FESuE s,
¢, Flc, NBENLEL, #%n' fle’ W &, WA A
Il 25 #1058 A e — & PEKEP thidliiz
17, UEBS A Z% PEKEP WX PHIERHARE] “ 4R
717 IR A UE B 5 2, T SR B AT HIE B 22 4 1

4.2 MBS

HRHETT 4.1 P RSA-GPAKE+IHEIK, ASxfE
EH, HMged(e,n)=11F, RSA-GPAKE+ R M 5¢
EME, BB E MG R
ged(a,n) =1 I, AHEUR PR B HE 4L, RSA-
GPAKE+RHL “EAGME” kL AT RIS, IXFENAE
FH P i AR 25 2 it 4% 5] N — 4% Hash 1a SR K bl
MU R R RIa 5, fEMOE G WA 51 N
HE. FH, Ligdn)=157%, itk
SINHE G R, Kk, SRR TR mRCR.

4.3 ZEMUEH

T etk 77 % RSA-GPAKE+3E T Wei 25 A
RSA-GPAKE i P4k K T % Wi B AT () 2 4
P, BIASEI SR IS U AR B, A
N ERATVONS 3 3 ) 22 S e —— « DA (R it
oM, HE 24 AARIIEM] 5 SCHR[9]25 M, X B
NEEGR. RATRA 2 hABAR 2 emi, ET
RSA RXEPEMESE, 4t “ DAY X — HFrrE
HAGIE . T 8 S/ 24 RSA e

RSA fRi%. & k £ RAZEZH, TG N RSA
"B, BUIZAT IG A (p,g.e,d,n) «— ZG(L ) , Hrh
n=pq, KZEE p, q WHBAHFE, ged(e,p(n))=1 I
Hfied =1mode(n). 24 k 7e4r K, X FE=EM
KL Xt A, HA

Adv™(A) =Pr[m « A(n,e,c = m°*(modn))] < (k)
Horr, g(k) A& A ZBE )&

EHE (AR . ik A —MEITh A
t, 3 H 4T T Gsena ¥X Send 1 17] . Yexe X Execute )
1\ Oon X Hash ] il (1A% 22 T30S () Mo . A
X RSA-GPAKE+MY (faiid P ) #EAT A ml Al
1E 28 7 LI A 35k
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ake-uoda < Ysend | Gsend Goh Gsend | (Usend+Uexe)?
AdVE ™ (A) < T+ 50+ ot Hotm 2ot

2
22+ (Gena +Gere JADV (O(1))

WER: A IKEBIA L “ AR X —
2 EBEE#, BT RS & S 2 rESE, A
AR A RO P C FISE G, uERHY
FEEEA, FIH A KA AN 20 J 0 1) B
R A IR ORI A,
W 20 — AN B AT (U0 RSA B %) 3 B0 FAT]
5 5 TR, 7 28 A 35, 38 L — R VINRIRE 7
Hixk (Gamey, Gamey, =+ , Gameg), M—/E
SE I Gameg FFAR, 1E G SE B R DS T
FHUEE T 3 G U—A A RN F IR
Gameg Z5 9. FEFTA IR, TS ML IE PR
ok B EHE.AE T AN KR Game,
(n=0,1 2LL O, TATE L TRFMF:

—Succy: A IR H T C 4 pw;

—AskPara,: A BIEX] pw| | n | 1D, EHH ,
MMt RO Z eS8 a

—AskAuth,: A BIITHE H RS 3 S AR
bt % a,, FHXa 1Dkl z]lc, &ifl H, ,
g%t a, || 1D, || 1D, £ H, 5

—AskH,: A IEffHLE ) T REHLTUS L, BRI A X
a D el llzllc, &) Hy , BE XS a || 1D, || 1D, &
WH,, BEXb b, | 1D, | 1D, £ Hy;

Gameg: ZIFRRNT N, ROM FHIESLEHE, R
e A

Adv5y°*(A) = Pr[Succ,] 1)

Gamey: AR, FATIEFEHATA K Hash
=il He H; (=12, LA TE Games H B
Hi' (i=1,2,9.Gameg FHILI H', 4iy—4> Hash
MG RIER Ay (R A, ZPIRREH AFTH
FESIif ) Hash 2514 T Hash #2596 (1) &M X
Hi (8t H) Bt etyamdimd. miyk
Ay BIHGRABOA xi= x . WIERAELE x;, TR [3]6] B
i) yi YE 9 Hash &0 4t 500, BENLTI S e d%—
ANFEHLEC Yy 1% x 1 EZ:, FEHAE(X, y) X &idsk
IR Ay, FIR CnSE 2t A W, (A B e
X KL R] Ay FIRFD . T HEER, &
FF 5 BB AL, AR H,

Pr[Succ,]—Pr[Succ,]1=0 (2)

Gamey: NET AT, AUk hIRAT L —L8

ANK AT e AR YAl i

—IE EHEECC, n, e ), (M, ¢, 1, 2),(Ccp,
(¢, 1)) HIMEHE, FEIRHAZE, FoAixit
BEHENZSSTHERDH - R WL
A, W B B D — AN B A
HET g Al v 2B — A2 BE AL A0

—Hash % th A fll4 5

MRPEA H iz 5, nfe

2 2
Pr[Succ,]—Pr[Succ,] < —(qseg‘*&?\‘“f) +% 3)

AR TG oM, TE AR — 20 X
ged(a,n) =1 E L. BT 2RSS # S (A5 54k
R ged(a,n) =10F, z ik ER— N S5H T C A
4 pw FEARTEKIN Zy tH—NBEHUE. I, B IE
W o L% 2 32— 5 pw AT R M bE
HUE. R =T 8

— A W B . RS L A

BHAE O NEMAERER, A LIEE
UEATAE I I 4 pw FIERAE.

— AIE MG, BRI [ T A ¥
BSOS AT ME RS R, A Shishdk
& THI I P 17 0 AH 7).

—AEHRP C. B ABME 7 IEKD
4 pw, HEWVFEH T IEMN o K A"
PRI e AR 2 00AE o I IERATE: (1) @it
K2 ged(a,n) = LR RO (2) MRS KR
EHEAC, ¢, 1), BT L ged(a,n) =1 /2
B, A #REURE) S IR E 2, B8
1RATANGE; [, 24 A S IEFT o
LfRENE z B, SR8 —15 pw 58
STRMIBEHUE. K, A BRI o IE
P, BEIf Ak IR R pw B IERR .

ZE LA, ARk R 24 ged(ar, n) = LI A
SR A RINIMER . X MR T A4 SCHR7]
FLREmE I ged(a,n) = LI HITHE s ASTH T 1RFF
IR FE B e B, R Bk, A, B
Game, X J& B AR #F &2 ged(a,n) =1 (1E T, HD
aeZ,, HEHZEINRNA ).

Games: ARG, WIH A SEIEHUE I H GIE
TG u Ky, RUARS #E2H A REH H 8 H, (B
A Ay FIRARFHD, ZIEHET. BT A
HEANETC p~ o BEREEE R AT BEPESE Game, H L4
B, DHBCBRAEH A HATP A AR AIE T 4,
Game, Il Game; & A X 7111, FI43
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Pr[Succs]— Pr[Succ,] < qsze_knd (4) Pr[AskAuth, WithoutPara,] < (jz’r*]‘) (100
Gamey: AWERKHF, WIR A BIhH AT ZRE(9), (10) AR, At
Cp i, WABLEH H B, CGBIRRE Ay prisuce,]—PriSuce,] < 38 + (Gl +5) (11D

ISR AND AFBHAIETG, ZIEPhissr L4
AskAuth, N RAERITEHL T, Games Al Games & AN AT
XrH), Afg
Pr[Succ,]—Pr[Succ;] < Pr[AskAuth,]  (5)
M AskAuth, KAEEWRE A NI EH ARG E S
PAEREENI S A, N E N 18
— AERE o WIEOLT Gl B M s
AskPara, HFHI A, IhH z tHHEH a,,
W E 4 AskAuth,WithParag;
— AfERF o WIEOLT, IIH z tHEH a,,
WA N AskAuth,WithoutParag;
AT E e K Pr{AskAuth,WithPara,] . 7E 3
# AskAuth,WithPara, #1, W A BN BUE#
R 4T Execute Zif, FRATHTLAFIA A i —A
KR RSA eI 1A R (2 Wi (8] £) 8092 o« Bk o
1548 Game, [ E 12T (ME—AN[F] & S ST AR5
Z B, 4 z=(ac)" modn, Hiices Z,), LL AW
B O N . BT A RRESLSIC' [ RSA
AN e XRIMFAEH d, W A WRHIER, BA
(ax®)e" =zmodn, Bl x®=cmodn. 774,
Pr[AskAuth,WithPara,] < Q. Adv(O(t))  (6)
PAE, IR A & EFHUE, W] RE ot
—AVIEH/C W HTWHELLC n e i}
A HCPAER, A RIE A e XNIFEH
d, fEAE o FITE0L N ATBIER 13T A,
NHT A RAgild BEE N EE AskPara,
FAFRAERSR o H1E, AT1F
Pr[AskAuth,WithPara, ] < Quena ({5 +7z) (7D
— ADTEM G i T A AN HE s C!
] RSA A% e MRIIFAEH d, 1IX 5 A 24
FHWF AL, A5
Pr[AskAuth,WithPara,] < 0., Adv2 (O(t)) (8)
ZRA(6): @) HIZEAR, HIT 52 Adve(O(1)) , FT 77
Pr[AskAuth,WithPara,] < Qgeng (ﬁ +ﬁ) (9)
BAEFRATH KA 5E Pr{AskAuth, WithoutPara, ] -
T A ARG o FIME, S ST P2 2 X A KB
A T — AN BE ML S, bR R AR K
a 1D [In i llzllc, #if) Hy » Game, fll Games & 4
AIX A0, A4S

Games: Ak, FATHFLA 1] Hash pRi%L
Hi RAE H; (=123, B4
u=H{(ID/Ir [, ]| 2)
n=H(IDylr ||, || 2)
sk =Hz(IDyl || v, || 2)
XK, w Mg SERMSLT RS 4 S A BEHL S 4L
a,, sk 4T b Mb,. fEFM AskHs AN KA
HIHL T, Games Al Gamey ;& A AT X 431, AI15
Prucce 7 Pufc, <] ABkH: (12)
M AskHs KAEERE A 7T LL: ()T RSS2
S PEAEMBENLZE a, , IXFH AT REME CL7E Game,
Hefr: 8 (2Q)H ¢, it by, Hiic, it b, ,
XA REME AAAE TR E A 2D B SEH—IK RSA
RBHIBIA (R 2 TG E t ) . B,
PITASkHs] < (Gena +exe JADV=(O(1))  (13)
U, AT A BER “ AR Hir
R T E A PR 380 Bl A0 FR BT P IR S EL P
Gameg: APk, FATHAL A Hash pRi%L
HRREH, B4
a=H'n|C|G)
XFE, a7 eMaL TR CHIE 4 pw HIFEHLEL.
FEFHF AskParag NAERITEIL T, Gameg £l Games
FAFIX I3/, A4S
Pr[Succg]—Pr[Succs] < Pr[AskParag] < ZE’[’]‘) (14)
H—J7E, BT a e TR IS pw
fOBENLEE, 102 = (aa®)®" modn, B z #AR%5 % S
(AME SR WEM N5 pw EETLKK Z, T —
MNENUE, X5 Game, ' ged(a,n) =1 HITE 5%
ZAHIE, B Game, HAH KA AT AT Al
Pr[Succg]=0
ZiE Q) : (15 MR, e
Adv35*®(A) = PrlSucc,] = Pr[Succ,] - Pr[Succ ]+ Pr{Succ,]
< |Pr[Succ1] - Pr[Succo]| +|Pr[Succ2] - Pr[Succ1]|
+L +|Pr[5ucc6]—Pr[Succ5]|+ Pr[Succg]

(15)

2
__ Osend + Gsend + Goh + Gsend + (qsend+QExe)2 + Yoh

o 2k o) " p(n) 2¢(n) 2k+1
+(qsend +qexe )Advrsa (O(t))

EH 1 AFE. iEEE,
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5 ZANIE

B R B DML 22 At — AN A TFHER, X
AU 2 A VE o B B TE 9T U i s TH A A A
RIS H MG, WFET RSA 490
WERN, SRR 2 T e IRFIR BT I fa i,
W AKX 2> BB B A, T R SO% S AUE B 4
SRR 2R B AT IR T R AR By IR A 2 AR S8
i X%t RSA-GPAKE T3 #r, 48 iz WSO 40 &5
Yo 2 a5, Fahditis H a2 -k
RESWEETIKE 04, A BaEgR
R EIR T @B 25X T RSA 1) GPAKE
PSP —Fofr 7 22 A, T E SR 20T
AT r B e, 0000 T P SO% SAE B H 1) 5
T2, Freh H— N Eud 77 & RSA-GPAKE+, 1 filt
TR ARG, BRI GBN TR R AE S T
BT R 00, ASCHE B R PSR 52 4% 1 T TH
HEW, aTaR ORISR P CTE & R R AT — 28
F S TAE. b4, GPAKE hiSGdE F T #2 shill {5 3
BE, MR s A R AR B OGN R,
Rl T T A B 4 PR ) e A )24 T RSA 4l
(1] GPAKE ¥hi, @A 13— PR A 5 .
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