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Abstract: Free-form gesture authentication, offering more complex input patterns and a larger key space, is considered a promis-

ing alternative for password authentication in mobile environments. However, recent research reveals that online dictionary attacks can

compromise over 10.33% of gestures within 20 attempts, posing a potential threat to the security and usability of gesture authentication

systems. To build a more secure yet practical solution, we present StrokeFG, an enhanced free-form gesture authentication scheme that

leverages behavioral biometrics. In addition to measuring trajectory similarity, StrokeFG exploits users’ unique behavioral traits exhibit-

ed during gesture input to verify identity. Experiments on same-category gesture datasets show that StrokeFG achieves an equal-error

rate of 5.64%~6.81%, reducing the recognition error of the baseline by 64.25%~70.67%. Against an adversary who knows the gesture,

StrokeFG achieves 6.50~8.41 bits of a-guesswork entropy under online dictionary attacks, effectively raising the security boundary of

the baseline model.
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Table 1 Hyperparameters of the feature extractor

HSH e

ERTE 0.1, 0.01, 0.001, 0.0001
11RO N 32, 4. 128
LA 1.0, 0.5, 0.1, 0.05. 0.01
i 1 e E 64. 128, 256

®2 REMBESE

Table 2 Hyperparameters of the decision network

WS TE
)R 0.1, 0.01, 0.001, 0.0001
LR AN 32, 64, 128

*3 RtBESEAG

Table 3 Optimal hyperparameter combinations
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Table 4 Entropy evaluation of a-guesswork
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