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Abstract Identity authentication is the first line of defense for information systems, and passwords
are the most widely used authentication method. Though there are a number of issues in passwords
regarding security and usability, and various alternative authentication methods have also been
successively proposed, password-based authentication will remain the dominant method in the
foreseeable future due to its simplicity, low cost and easiness to change. Thus, this topic has attracted
extensive interests from worldwide researchers, and many important results have been revealed. This
work begins with the introduction of users’ vulnerable behaviors and details the password
characteristics, distribution and reuse rate. Next we summarize the primary cracking algorithms that
have appeared in the past 30 years, and classify them into groups in terms of the difference in
dependence on what information is exploited by the attacker. Then, we revisit the various statistical-
based evaluation metrics for measuring the strength of password distributions. Further, we compare
the state-of-the-art password strength meters. Finally, we summarize our results and outline some

future research trends.

Key words identity authentication; password security; vulnerable behavior; guessing attack;

strength evaluation

B OE INNERRREELERAAZT AN —EHA. OARZBARATZOEHINET H. RE Db
HEX S LM TRREEG K EWH AN ER ARG LR . 2d FTob LA/ EH A KA
B A HERFFE ETARAARNBEAREIZNANET Z B, 04 FRIIRTEANSFHY
JRXEBABT —AMEAT AL ABRNAARR. NAPARPAHGRBITANTF NBT T
ELA P AR IE S A fe ERARE ; B4 T 3 30 kR B LA TR 2 AN F kPR IEE AT
R KL ENFHEERRARITTHERE . DB T S8 2 A E T 4%+ F60 04 KRk E RN
AR AP T T S EARAN A DA BREFNE. RS . S EAAAARRFTTELE . FFTARFR
FERRATT RE.

Wi BEE.2016-06-15;1& B HHEB:2016-09-07

ESTH . [{R &AM &I H (2016 YFB0800603) ; [H 58 H 48 Bh2# 1 4 30 H (61472016 ,61472083)
This work was supported by the National Key Research Program of China (2016 YFB0800603) and the National Natural Science
Foundation of China (61472016,61472083).



2174

ENR S &R 2016, 53(10)

EER GWINIE; B AR AT A s E N S E R RN

REZESES TP391

B (5 B AL AR 0 AN W 2F AT BB AR 0
AN W D0 48 Ak S B 7 N W BT A S B DA UE B T A R
s PR B r SR F B 5L 0 A A B
HRBIHLA BT HE AR 7E 20 fiE 22 60 R0 R B
2T RBHLA V7 I G A i R E R G
At ) R g . 20t 90 AR EBER A T H T
FUAK s LI I il 45 Cn iR 4« B 5 1 55 L A 3 I 4%
HEN R A R OISO PR B
SRR FEFREZ .

Wil 356 I 1Y) e — D TIOR8 22 1 IR 55
T ORI — T AR K EiRe 1A R Hagid1e
S~T A4 S 3H P A AT 3kE o bl ARG £ 2 0
(55 1A 78 2 A W o A — 1A 7R LR
IC A R P 4 A fE . 2004 4R HLUR < 5
PSS BNl R L R S /NS R R ST E A S RN
TERR AR 4l 11 A UE . S5 2 — R 81 22 R 58 45 )
N E RS 7 1 =2 i BL G RN S EC g G S
(password expiration policy) JG ¥ 45 iF 58 87 5 19 1
A B AS AT S0 S T TS UE T A A UE R
ANTTHLEME. 5T REE, K i A 1A e T 2
NG L e 2 W UGE Y R 0 AN AR
NIET AT AR A M L2 R L 05T 10 A R A 6
TAEHE .

HFERE R B E A, 1A B AL 7E Tl A
AV 22 22 VA IS, BT AR Ok R 22 19 15 B R G
A5 2 ss. X — B WG| TR 2 W H L
VRS EZEAR TR B, PR LB, B AR SR
R RAWEZ T T 04 A 07T H
J5 T PRk A (B LF- #RAE AT 5 P (deployability)
HHE T HAA I B4 B A7 — S AT st
Fe i, B TR CAn 8 B R L USB key) fIAGIE R AR AL
A & AR O 5 B T AR (D48 80 i B A
UEH AR B A AT s 14, HAF 7F B2 A i 2% ) .
b AR R T LG TG B — A R0 7 AT L
AR s 1A AT 2 B 2 2 B 0 DA IE Ty XL

BESR A A AT AR A TR A B 1 4 (0 2 4
PR M AR A R 4 b 5 2 L A7 (living with
passwords) {2012 4F LISk, 14 5% 3B
R ARG T — RO T A RS R
AL FLERFLEE IR R T U
AR M S 3 T O LA B 7 T T . B BN
AR — A EEM RS L HEERME. 5D

A BTG OG I Mo (gl & TR DB O A
BRI AR A ST A

F A2 A PRI ST B XE R 7E T 2 N AR Y
5 NWAT Ry B G A KB AT 2 R AR 54
TEIREE 0 R 22 3 5. Lo an it [ AR 2 i M — A~
163 HBAE K 7 o A B9 NS0 A5 3 AN ik P AN F 2, 23 4l
“1234567E 1 4. A By N5 TH 23 8 ff FH X —HRA
DAL SR R 0 4 385 1) — 4> 445 B (L 240 brysjhhrhl”,
— )R B RO AR T AR T, 1234567 2 55
H 4 B2 iR AR 2 F P Wl PR i) i ey = REE
L R A Yt AR RE T g — H P AT s SR
“brysjhhrhI” L A] 255 4. ET X 2 P~ AW
A Ty BEHARE ST AR X 4 Fh O A0 I s (I
52 O biRe 1. Bk, A — 414 Wang.
1237 3Z B A WERJE R “Li” g P o= 4 IR 4% B 4
AT AR S HEAR 2 1] 75 2 11 455 W M0 it (targeted online
password guessing attack). U1 F1Z 0 4 W HE 2 H
“Wang” Itk 7 7=, BAR B R — 5 0 AP ok
HRAR 5 ) 75 2 140 0 Yot 5 o e xd FALAT P L 3x
— A FRICIE BT £k O A i g oL e
J¥é 55 11447 g IS Oy T A R T2 AR AR T R A
mPEA R O A E Y TN A
5 B 114203 AN D T .

BT P Me 55 0 AT By IR AR #, — T
[ e Nl i = W Ry T = R R A By Tl T
e P DA T AR 1k 55 1 A W L T AR Ok — R
AR, O A Tk L B R N TR R A R
R JE e T L 1T KO AT S 1 R SRR AR Al
SR BT B B, TR R S0k O ik
(probabilistic context-free grammars, PCFG)F%,
T /R ] K4 (Markov-Chain) i 535 . 3 T A
SR1E 5 A B 3 R (natural language processing,
NLP) 20 bRl 48 B 5 dnT L. D it
TUHERG R O 4 58 B P 2§ (password strength meter,
PSMD 5930 D Y P e L R 1A e P 4
ZE R A IR i B AT SR R s 2) R T e mT
() 114 A R B LU A A oY e ISR 1 K EE 12
BrUA b AL E 2 KPP B RN At 8 L) b A
FE B BT R IR A SR AT A A

H 442 A W 8 AR 6 FLAIF 9 7 1 R 30nT 43 3 4
BrEc. 55 1 BB 1999 4R LI, FEE R AR &7
L KAHBKRR AL LZL2WRTLRE-TTER,



e RS ke

2175

Wi S DB LA IF R LA & 5L M & 36 — 26 i 2R (dn ¢
BR[35-37 1) 3585 2 By BE Sl 2000 4E 3] 2008 4F, 4 3
AR Z ) I A5 L 0 3 8 E 5 R 1 A B AR
R7EAML X — B B R 2 &b T 04 1Y 5
S 1A TR B 0 A UE A5 80K TG 9 H 2 A
(I SCHR8,38-39 D) 526 3 BirBe iy 2009 4E LK, 144
SIS IR R B W 5EE R T LA Markov' ™ [ PCFG™
AR AR F T B B, L) Zipf JE 3N FERE Y
F 443 A5 FEE A R ET, ) o-guesswork MR O
A A B DA B AR A 1A A I T R
TAEGE R T S g it Ty RS & o A AR
AT D3 PSR 22 0 S R A BB, (E15 — 20
S A Zipf 4345 iy 3R 2 A .

ol B N e S NS Dl IR o i I B RS
VL LA oA i R VAN 48 bR R 1A B BE DR A O Tk
A AT T S 4 P A B E o O R R AT 25 A

1 APRRESEASITA

PP AN 22 4 104 A O 2 3 A IH1 4 TGk s B B

Table 1
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MR )2 R A ME 55 AT R S O 2k B
A SEE AR BT CAn SCER [23-26 1) 5 A7 FH P 98 A (i SC
Bk[27-281) s SEUE 43 BT 1 B0 BE A5 ok B 1 % ik 5
Cnseik [23-25.46 D, A 2k B T 4k & 1 (3¢
BkL40,47 1) 5 I I 2 BEAA /NS 9 4% G2 8 2 (Can SC
Bk[27-28 1), AT 3 F A Il 55 1) 7 78 R ASE o) 45
P CUNSCHk[34 ). Ry B AT S R SEUE 40 BT 45 5 AR S
T 8 A4 LI AALSE R 1 PR, Bk
UL BRI MES 0 AT BB LIH A LR
3 K.

Basic Information about the Password Datasets Used

x1 AXFEAOSCENELRER

Password Dataset Service Type Language ILeaked Time

Total Passwords Unique Password Personal Info Typical Reference

Dodonew Gaming, Ecommerce  Chinese 2011-12
CSDN Programmer Forum  Chinese 2011-12
126 Email Chinese 2011-12
12306 Train Ticketing Chinese 2014-12
Rockyou Social Networks English 2009-12
000webhost Web Hosting English 2015-10
Yahoo Web Portal English 2012-07
Rootkit Hacker Forum English 2011-02

16 258 891 10135260 Ref[23-26]
6428277 4037605 Ref[23-26]
6392568 3778168 Ref[ 28]

129303 117808 N Ref[29]
32581870 14326 970 Ref[23-24,30]
15251073 10583709 Ref[28]

442834 342510 Ref[23-25]

69419 56 900 N Ref[27]

Notes: * The 12306 dataset includes five types of personal information: name, birthday, email, phone number and national identity card

number,

“* The Rootkit dataset includes four types of personal information: name, birthday, user name and email.
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Table 2 Top-10 Most Popular Passwords of Each Service
x2 EMMERSHERRITHIOANOL

Rank Dodonew CSDN 126 12306 Rockyou 000webhost Yahoo Rootkit
1 123456 123456789 123456 123456 123456 abcl23 123456 123456
2 al23456 12345678 123456789 al23456 12345 123456a password password
3 123456789 11111111 111111 5201314 123456789 12qw23we welcome rootkit
4 111111 dearbook password 123456a password 123abc ninja 111111
5 5201314 00000000 000000 111111 iloveyou al23456 abcl23 12345678
6 123123 123123123 123123 woainil314 princess 123qwe 123456789 qwerty
7 a321654 1234567890 12345678 123123 1234567 secret666 12345678 123456789
8 12345 88888888 5201314 000000 rockyou Y{DbUINjH10305070  sunshine 123123
9 000000 111111111 18881888 qql23456 12345678 asd123 princess qwertyui
10 123456a 147258369 1234567 lqaz2wsx abcl23 qwertyl123 qwerty 12345

Percetage/ % 3.28 10. 44 3.52 1.28 2.05 0.79 1.01 3.94

1.1.2  Zipl 43 %5

TE 2012 4 LA » 2% A S8 i Ml 152 1146 L 1 25
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PASE N2 1 Fiam B LA T 0 60 4 I3l o 50
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Zipt ARG T — A —H " h I i
B AZE A ARIEF L Zipl oA R A AR
— AR R NS B A R B A Zipf 4y
#i. 2012 4F ,Malone il Maher™* 43#71 T 3 200 7 4%
Rockyou 45 #1575 4k 3 4~/ T 10 J7 25 B9 BUH 48 F
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2014 4, Wang 45 N7 MR8 K H0E B 5 1B
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BB L = R 1A Can H BN N T 4R 14 i
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Fig. 1 Human-chosen passwords follow Zip{’s law.
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Table 3 Composition Structures of Passwords Chosen by Chinese and English Users

®3 BRXAPAOSHFHERSEN %

Datasets [az]+$  [az] [AZazl+$ [azAZ] [09]+$  [09] z<£§ff g [(E‘;j‘ig %‘?}fgﬁﬂj Taz]+1$
Dodonew 10. 30 66.32 10. 92 69. 05 30.76 88.52 98. 33 43.50 45.74 1. 40
CSDN 11. 64 51.39 12.35 54.33 45.01 87.10 96. 31 26.14 28.45 0.24
126 32.66 66.63 34. 86 68.87 30. 66 63.24 95.92 21.99 23.15 2.35
12306 5.26 72.52 5.42 72.94 27.03 94.56 99.87 50. 85 51.50 0.93
Rockyou 41.71 80.58 44.07 83.89 15.94 54.04 96. 25 27.70 30.18 4.55
000webhost 0. 04 98. 04 0.26 99.57 0.02 98. 41 93.08 54.42 60. 95 4.66
Yahoo 33.09 92.83 34. 64 94. 06 5.89 64.74 97.15 38.27 41.85 4.80
Rootkit 41. 60 84. 64 43. 84 85. 84 13.88 53.97 93.90 19.19 21.55 1. 81

Note: The first line of the table are presented in regular expressions. For instance, “[a-z]+ $ stands for the passwords that are only

composed of lower-case letters, [a-z] stands for the passwords that include lower-case letters, and “[a-z]+[0-9]+ $ stands for the

passwords that are beginning with lower-case letters and ending up with digits.

Table 4 Length Distribution of Passwords Chosen by Chinese and English Users

x4 HEXAPOSHKERS %
Datasets 1~5 6 7 8 9 10 11 12 13 14 =15
Dodonew 2. 46 12.31 15. 87 20. 86 22.89 16. 37 5.21 1.76 0. 89 0. 56 0. 83
CSDN 0.63 1.29 0.26 36. 38 24,15 14,48 9.78 5.75 2.61 2.41 2.26
126 0.00 26.16 19. 33 22.67 11. 26 8.17 4. 60 1.76 0.90 0.68 0.12
12306 3.58 11.21 15.08 26.32 23.35 18.13 3.43 1.51 0. 55 0.31 0. 88
Rockyou 1.93 26.05 19. 29 19.98 12.12 9.06 3.57 2.10 1.32 0. 86 0.47
000webhost 0.02 5.70 7.92 21.81 15. 41 14.51 10. 49 7.67 4. 14 3.14 9.20
Rahoo 6.39 17.98 14. 82 26.90 14. 90 12. 37 4.79 4.91 0. 60 0. 34 0. 80
Rootkit 0.00 24. 37 16. 84 25. 80 11.01 7.39 3.50 2.25 1.02 0.62 0. 00
1.2 O éiﬁﬁ Table 5 Statistics About Password Reuse

— LR 8B A= AT IO AN E
A0 I LT P 2 e e FE T (ER L T Y
S B TGS AN 22 ) B B S 1 2
PR R R B A T R FE L RO B
AN ) 2 4 9 (ol F B ) i P 5 A AR N B
Ty L 25 PR AE T R I 4 4 T (]
Fe (B UUR) A — SE 4.

2014 4F . Das S NV — BB T 14 [0
FH B 114 A 11 4> [ 9 AL BE L O] T — &R 81
SCAS AR RE B3 3k Cn e R 36 [l 12 LCS SO IR BE

x5 OSERSITHE

References Year Research Direct In-direct
Method Reuse/ % Reuse/ %
Ref [27] 2014 User survey 51 26
Ref[27] 2014 Empirical 43 30
Ref[46] 2014 Empirical 21 26
Ref[28] 2016 User survey 45 33
Our statistics 2016 Empirical 34 31

Levenshtien . = M 5i ff % Manhattan, B & & Overlap)
AT, 5 R R, AL 30 P EH 04
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I Lk
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--- Levenshtien

CDF (Fraction of Passwords)

0.2 Manhattan
--=- Overlap
0.0 0.2 0.4 0.6 0.8 1.0

Similarity Score

Fig. 2 Similarity scores of PW reuse between 12306
and CSDN.
2 12306 5 CSDN ] 4 11 4 7 HIAH L BRE

oAy S A B A [) 0 3t ) P P 1 4 ] 4 i T 9 A
B LE 3 £ T Levenshtien #HUE B . X F 1 0O
AT T Z5RERW] th SO a4 R g [R)
FTL T 294 40 Yo LA b R4 F A S0 A A
UBEAELO. 7, 1], T3 3C T AU 20 %.

---- CSDN&Dodonew ——— 000webhost &Rootkit
12306 & Dodonew —--— Yahoo&Rootkit
————— 000webhost& Yahoo —— CSDN& 12306

CDF (Fraction of Passwords)

0.0 0.2 0.4 0.6 0.8 1.0
Levenshtien Similarity Scores

Fig. 3 Levenshtien similarity scores of indirect

password reuse.
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T AL S 4 30 S N A G A B AR T RE
B R 6 AT 6 8% A NG B TET

B QN Y S N N S E R SIS =
WHH P4 14 Email 548, A 2> &H 5 ff
BA3E S 1 F A5 1E 0 4. Wang 48 AP & B, 78
4360 HAK R 1L M F R h S P A,
66. 74L& FHLE.

Table 6 Personal Information Usages in 12306
R6 12306 MtASTHMABRERHFE %

Types of Personal Info 1230629 Rootkit
Name 22.35 3.12
Birthdate 24.10 1.19
Account Name 23.60 1.59
Email Prefix 12. 66 0.77
ID Number 3.00
Phone Number 2.73

T A RONF A 44 AR 1A AR AR
el Horp “ Abbr. full name” R/R“Z M4 5 + i
K7, in“wang ping” [\ 45 5 4 “pwang”. T] I F 4,
AH 2 A5 7 P P e 1 Qs 44 48 S + IR R Ry
F1 A 4 13 . T 28 T A 2, 95 SC I Rootkit
FH P FEAS S B AR SO 3k 12306 %5870, fH X
FENREAS B b SCH P S ) T AR A R A A
7RIS 18 X 72 8 Rootkit (a2 R &Iz,
Forb i I B B P B R 0 A A R
AR B U, IS 2 45 RS2
0 P AN NG B s 1A R S BT
145 J32 1) BB 5 AT AR s R I i LA 3.

Table 7 Various Name Usages in Passwords

RT BEREEZMERAME %
Types of Name Usages 12306 Rootkit
Full Name 4.68 1.38
Family Name 11.15 2.28
Given Name 6. 49 0.49
Abbreviate Full Name 13. 64 0.15

2 O$ENRE

— R UL, A R T Ay 2 260 1) K
A A B 22 APk (R 20 A ) 22 ) 5 2) B4
H A2 Atk 55 1 282 M v o BT LUR Xk
LT S PRy o L n] DR AT T GE it 27 O - 4
bR s 2R 2 BB Ve p AN R BESR M BOl 3k AT S8 B
Tk o SR i MR A T o 45 SRR A L AT SR B0 A
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TR AR R T 2 4 T IR TR A
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Ko ERE SR 1 7T o3 DAy 18 25 Tt R 1) B et s AR A

WOl 7 25 Ik 55 4 58 . Al 73 N AE R Tl A 2
ik, BT PCFG 5355 il Markov S35 & 2 i
VA 2 18 20 Ty 81k R A Rk B R [N
BEAAT TEAR A 413X 2 A5k HAD S0k ) 2L IR

Table 8 A Taxonomy of Password (PW) Guessing Attacks
8 OLHBUBEMDE

T fG i Exploit Per- Interact
es of Guessin .
P & Sonal Info with Server

Necessities for Attacks

Main Guess #

Counter-Measures  Allowed

. . Typical
Main Constraints
Reference

Online N Connection to network  Detection, Lockout <C10"  Guess number allowed Ref[27,80]
Trawling Ref[23,
Offline With Hashed PW dataset Iterished Hash,salt =107 Computational power 30731]'
Online N4 N Connection to network  Detection, Lockout <C10"  Guess number allowed Ref[22,29]
Targeted
Offline N With Hashed PW dataset Iterished Hash,salt >10? Computational power  Ref[29]
2.1 EBSWEHEE 2.1.2 PCFG
BT 18 18 4 I (trawling attacking) 238 5 2009 4E, Weir AP E T 1 5L A3

AR BRI X g 02 i, HiE— B AR 278 o
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FERMHES r=2 B 104 AR K.
2.1.1 | rAHEL

TR B 10 A 7 T B vk S AR O 8 A el B ik
FLA % 0 IS R R AR KRS RSO AF
SEAB R LN, R s ok A G R ) TR R
OB B A R 3 T FF JR 4K 44 (U John the
Ripper)" "', 4l Bonneau""" fif #§ th ¥ , iX 8 i3 & 2
A M DL EE B M LA LN X . R X B RAT
AR EATH T SR Wl 4 PR, 46K 22 80
SCHRL35,65 D) )3 & B 1k I OB 56 7E 300 LA 4
W7 RN g 2% ~ 2% B AR /D BUE s (i SCRik (35,
68 DAEME TN F 6026 LA Lo {H H I 3K 42 &R 42 /0N L &R /N
T 10 J7 I HAEEAUE — IR 4 oEAT R4

35
30 .
L L]
°
_g 251 .
w2
goape L
g 15} . ° ° Morris and Thompson 1979131
A <, o o Klein 1990(6%
B 10 ke o o Spafford 1992(66]
° o Wn 199937
5L * = Kuo 20067
« o Schneier 200668

0 0.2 0.4 0.6 0.8
Fraction of Passwords Cracked
Fig. 4 Effectiveness of various heuristic guessing

algorithms"*J,
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Fig. 7 Comparison of trawling guessing algorithms.
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Fig. 8 Comparison of targeted guessing algorithms.
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Table 9 Evaluation Results of Various Statistical Strength Metrics for Each Password Distribution
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