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Abstract Wireless sensor networks, as a fundamental infrastructure of internet of things, have played an
important role in security-critical applications, such as environmental monitoring, personas health and smart
home. User authentication can guarantee that users securely access real-time data in sensor nodes, and it is the
first line of defense to ensure the security of wireless sensor networks. In addition, forward security can be
regarded as the last line of defense for the security of systems, which can greatly reduce the loss of information
security after the system is compromised. Therefore, it has been regarded as an important security attribute by
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academics and industry. The design of a multi-factor user authentication for multi-gateway wireless sensor
networks has attracted intensive discussions in the field of security protocols. However, confronted with a
powerful adversary, resource-constrained hardware and an impressive list of attributes, it is full of challenging
in designing a secure user authentication scheme for multi-gateway wireless sensor networks.

Recently, many multi-factor user authentication schemes for multi-gateway wireless sensor networks are
proposed, but most of them are found insecure shortly. Specifically, most of them cannot resist smart card loss
attacks, insider attacks and cannot achieve user anonymity and forward secrecy. In 2018, Ali et al. proposed a
multi-factor user authentication scheme for agriculture monitoring under multi-gateway wireless sensor
networks. In Ali et al.’s scheme, a trusted center (base station) is required to support the authentication between
users and sensor nodes that are not connected to the home gateway. In the same year, Srinivas et al.’s also
presented a multi-factor authentication for multi-gateway wireless sensor networks, their scheme does not need
a trusted center, and it builds a shared secret key to finish the authentication between users and foreign sensor
nodes. These two schemes are typical representatives of multi-factor user authentication schemes for
multi-gateway wireless sensor networks, and they represent two types of authentication methods for the
authentication between different gateways: 1) based on the trusted base station; 2) based on the shared secret
parameters.

In this paper, we analyze these two recent typical user authentication schemes for multi-gateway wireless
sensor networks, hoping to take these two schemes as study cases to identify the common weaknesses of user
authentication schemes and providing corresponding specific solutions. We find that they both are vulnerable to
offline-dictionary guessing attack, insider attack and fail to achieve forward secrecy and user anonymity. To
overcome these weaknesses, we propose an enhanced multi-factor user authentication scheme for
multi-gateway wireless sensor networks with forward secrecy. The proposed scheme adopts Srinivas et al.’s
method and achieves the authentication between users and foreign sensor nodes by using a shared secret key
among gateways, including two typical authentication scenarios. We prove that it achieves mutual
authentication, provides secure session key agreement and can resist to known attacks via BAN logic and
heuristic analysis. We compare it with several typical relevant user authentication schemes for multi-gateway
wireless sensor networks from the security and performance. The results show that the proposed scheme
provides better security for the applications of multi-gateway wireless sensor networks that have high security
requirements, and thus it is more suitable to resource-constrained environments.
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RIEESFAE R BATID, IDsy;, Dy, Dy, Ti} > HGWN 1
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LIS SO AEEML, 7R T IX 8% 4w .
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i (1D}, PW,, Bio) MRS
8, = Ren(Bio, 1)) K = Xewn - Ky
RPW = W{(PW}I8;la) DY = M @h(K,[1K3)

Xy, = B@RRPW,||ID;")
A7 = R(IDE || PWR 18,11 X§,)mod ny

XY, = h{IDV 11 Xewn | Trg,)
M = h{ XD 11K, |1K;)

My LM
AL L4,
N HRHIRLE )
%ﬁ'ﬁ ’fﬂ;’& s SIDZ = EID,@h(IDY 1K)
1 =10 _ 11 (41
P TID, = RUIDF|1%)

M, = h( X3,ID (1K, 1K)
M, = ID} Bh(K,||K7)
EID; = SID?® h(ID,||K,)

My = R{SIDZ|IK||Sranlln|ITID,)
My, = 1 ®h(SpanlISIDF|1K, )
Mg = TID; @ h(Sranllrg)

MSG, = {K,, My, My, EIDY MSG, = {SID}' K1, M3, My, MS};

i1
17 = Mo @ h{(SyanlISIDF ||y |74 11TID;)
My = RGP 1Yol SranlISTDZ 11K Nl I TID))

YRIESIDY £ T AR,

e

7' = M, @ h(SranlISIDY 11K, )
TID] = M; @ h(sran”':gll)

M5 = R(SIDY L 11S anl 1751 1TED])
My M

HEFRRIPLE
M = 13 @ h(SyauISIDY 11Ky I 11TIDY)
My = RGPS ranl1STDY [l 11T1D))

o MSGy = {Py, Y5, Mg, M7}

M LM,
TID; = My & h(K,||K;]|X5)
17" =My @ AE|IXG,1ITID,)
Miy = h(NITID; | Kl 1Ko 1P |1 Y211X5,)

My =TiD, & h(K, |1K;11 X35
My =17 © (K| X5,11TID:)

M, T, My = ROZIITID, 1K, | K311 ¥, 1)
AR, P MSGy = {P3, Yy, Mo, Mg, My1}
Ky=1z-P; -

Ky=1z-Y;

Mag = h(SIDF||K. || Ks 171D |1%)

MSGs = {Ky M5}

B

K=K, Y ks

My = WCSIDFK NS TID] |15

M, IMy, 1% = Mz @ h(XZy IISIDFIIK,)
M1, = WX ISIDFIIKI 72

BB M, i,

X, = h(SIDZ' |1 Xun)
Mys =17 & h (X3, IISIDP 1K)
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BARBBLE T, 115
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v
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Mg LMiq
K =15 Ke
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> SK = h(K.||Ks||K/11SID?)
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V7. GWN, % it 5 17 = Ms @ h(Se, || SIDF || Ky ||
GIITID) . Mg =h(i7 | Rz || Sean [| SIDS || Ky
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U SRR H AAUE P RE B SEIL LA R B bR, B4 Frde
PBCERSEIL 7 A HAANIES 205 % H PR -

GL: SNK|=Uf |= (UK« SNY)

G2: SNK |= (U <X SNK)

G3: U |=SN¥ |= (UK« SN¥)

G4 UK |= (U <X SN¥)

H B B E AR

MSG, :U¥ — GWN, < IDK, SID¥, K, >y

MSG,; : GWN, — SN¥ < SID¥, U |= Ky, rf =

MSG; : SN} — GWN, < SIDJ, Ky, i, Ks >y

MSG, : GWN, — Ui < SID, SN |= Ky, SNf |= Kg >,
PGHE L GE & A

Al: GWN, EUf <% 5GWN,

A2: GWN, |= #(K,)

A3: GWN, =Uf =< IDF,SIDY, K, >

Ad: SNF |= GWN, <3, SN

A5: SN [=#(Ky)

A6: SN¥ |=GWN, =< SID¥,UX |= Ky, rf >

A7: SN¥|2UK = (UF <« SNK)
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AB: GWN, |= GWN, <1, SN

A9: GWN, |=#(Ks)

A10: Uf |2UF <25 56w,

ALL: U = #(K,)

A12: U |=GWN, =< SID¥, SN¥ |= Ky, SN [= K, >
Al13: UK |]=SNK = (Uf <X SNK)

MIHE MSG,, FA15 3

(1) GWN, << ID¥,SID¥, K, >y,

MR (L), AL, RIAVH B RSN, 153

(2) GWN, |=Uf |~< IDF, SIDY, K, >

R (2), A2, R BENLEBEERIN, 153

(3) GWN, [= U |=< ID¥, SID!, K, >

HRAE(3), A3, LA EFN, 135

(4) GWN, |=< ID¥,SID¥, K, >

MIEE MSG,, 33|

(5) SN << SID¥, U |= Ky, rf >,

RHE(5), Ad, DA B SO, 735

(6) SN¥|=GWN, |~< SID}, Ui |= Ky, 15 >
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(8) SN =< SID!, U |= Ky, ¥ >
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(9) SN |=UK |= (U <> SNK)
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(10) SNK = (UK« SNK)

M E MSG;, #A1#55

(11) GWN, << SID¥, Ky, 1, Ky Sy

HRAE(11), A8, ML FHIH B = SCREN, 153

(12) GWN, |= SN¥ |~< SID¥, Ky, Ky >

R (12), A9, S HBENLEEERI, 155
(13) GWN, |= SN¥ |=< SID, K;, K; >

MIHE MSG4, FA1152]

(13) U} << SID}, SN} [= Ky, SN¥ |2 Ky >
HRYE(13), AL0, MHIVH B = SCIN, 153
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(15) U¥ |=GWN, |=< SID¥,SN¥ |= K;, SN¥ |= K; >
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(16) U |=< SIDK, SN¥ |= Ky, SN¥ = K >

R (16), LA K SK = h(K, || Ks || 1; - Ky [| SIDY) , 1351
(17) U¥|=SNk |=U¥ <L>SN}<

RIE(17), AL3, R fPEFIN, 753
(18) U¥ |=Uf «>—SN¥
8.1 H=2ML M
USRI E PR RE A SCHLLL T H bR, B4
BT W SCIERR SC B 1A IR 21 2
Gl: Ui |=SN? |= (U« SN?)
G2: Ui l= (Ut «X—>5N2)
G3: SN?|=U} |= (U« SN?)
G4:SN? |= (Ut <« SN2)
T B AR
MSG, : GWN, — GWN, < SID?, Ky, 1}, U <25 GWN, >
MSG, :GWN, — U <17, Ul <2 GWN, , Ky >0
MSG; :U! — GWN, < SID?, Ky, 17 >rp,
MSG; : GWN, — SN} <Uj* |=K,, SIDf ', 1 >y,
MSG; : SN} — GWN, <12, Ky, SID}, K >y,
MSG; : GWN, — U} < SN? |= K,, SID?,SN? |= Kg >np,
PGOE L GL R R &
Al: GWN, |= GWN, <= >GWN,
A2: GWN, |=#(K,)
A3: GWN, |= GWN, = U} « ™ 5GWN,
Ad: UL <25 5GWN,
A5: Ul |=#(K,)
A6: Ull=GWN, = Ul <« 5GWN,
A7: GWN, |=#(K,)
A8: GWN, |=Ui =< SID}, K, 1F >

A9: SN2 |= GWN, <215 SN2

A10: SN? [=#(K,)

All: SN? |=GWN, =<Ui = KL,,SIDJ-Z',r,;2 >
A12: SN2 [=Uf = (U <> SN?)

AL3: GWN, |= GWN, <25 SN?

Ald: GWN, |=#(Ks)

Al15: U} |=#(Ks)

Al6: Ull=GWN, =< SN? |=K,,SN? |= Kq, SID? >
Al7: U} |=SN? = (U« SN?)

M EMSG, , FA115 2]

(1) GWN, << SID?, Ky, i}, Ut <25 GWN, >,
RE(L), AL, SRR SN, 153

(2) GWN, |= GWN, |~< SID?, Ky, i}, Ut <> GWN, >
RYE(2), A2, BFHEEALEES R, 453

(3) GWN, |=GWN, |=U{t <« 5GWN,
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M4 (3), A3, B FHAREFIN, 153

(4) GWN, Ul ™2 5GWN,

MIEE MSG,, FA1152]

(5) U << i2,Ut«T2—>GWN,, K, >3

MR (L), Ad, R HTH SR SR, 153

(6) Ul |=GWN, |~< 12Ul <25 GWN,, K, >
4 (2), AS, I FHBENLEEGUERN, 152
(7) Ul |=GWN, |=U! <2 GWN,

R4 (3), A6, NP EFN, 153

(8) Ul |=Ut 25 GWN,

M B MSG;, FA1452

(9) GWN, << SID?, K, 12" >np,

R4 (9), (4), N HTHEE RN, 153
(10) GWN, U} |~<SID?, Ky, 17" >
HHE(10), A7, S BEHLEESIERIN], 152
(11) GWN, U} |=<SID?, K,, i7" >

R4 (11), A8, N APEHFIN, 755

(12) GWN, |=<SID?,K,,riZ" >

M E MSG6, A5

(13) SN? «<Ul|= Kl,,SID,-Z',r'gz2 >z,

FRAE (13), A9, B FHVH B = SR, 153
(14) SN? |2 GWN, |-<U} [z K,, SID? 1% >
R4 (14), A10, A BEFLEES TERL ], 452
(15) SN |=GWN, [=<Ui |=K,,SID? % >
FRAE (15), ALL, Skt 15 2

(16) SNZ|=<U} [z K,,SID? 1% >

R (16), LLA SK =h(K,|[Ks]lr; - K, || SID?) 15 2
(17) SNf|=U!|= (Uﬁ(L)SN,?)

R4 (17), A12, RIFAREFIN, 752)

(18) SN2 |= (Ui <« SN?)
MR MSG, , FA115 5

(19) GWN, << rgzz', Ks,SID?, Kq >ya.
HRHE(19), AL13, NS S, 433
(20) GWN, |= SN? |-<rZ,K,,SID?, Kq >
R4 (20), A14, R HFEHLEES RN, 453
(21) GWN, |= SN? |=< 1%, K,,SID?, Kq >
MIEE MSG; , FAIS 3

(22) UE <GWN, < SN? |= Ky, SID?, SN2 |= Kq >rp
FR4 (22), (8), MFHYE B E HN, 153
(23) U} [= GWN, |~< SN? |= K, SID? SN2 |= K, >
R (23), AL5, N FHBENLECESIERI, 733
(24) Ul |=GWN, |=< SN? |= K,, SID?, SN? |= Kq >
FR4 (24), A16, SR AREGHFIN, 752

(25) U |=<SN? |=K,,SID?,SN? |= K, >

HE(25), BLE SK = h(KalIKellr - Kq || SIDE) 1551
(26) U!|=SN?|= (Uﬁ(L)SNjZ)

H§44(26), AL7, BEFI LRI, 195

(27) U} = (Ui X5 SN?)
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Xu 5 P24 5Ty +Tg 12T, 4T, 768 896 256 512 2304 256
Guo S5 pil 2 6Ty +Tg 16T, 6Ty 896 1280 384 640 2432 384
Al Z5 iy 7 6T, +2Ts+Tg 6T, +2Ts 5T, +T; 512 640 384 512 2048 256
Srinivas 25X 8Ty +Tg 6Ty 13T, 640 1280 384 512 2432 256
Wu ZE B 4 8T, 10T, 3T, 869 1280 384 640 2432 256
Amin £ iy 03] 7T, 8T, 5Ty 768 1280 384 512 2432 256
AL 5Ty +Tg+2T, 9T, +Tp 4T, +2T; 416 704 288 832 1696 256
e Ty Ts M Te 2 IRRMEAIZE . XRINAEE . R M2 SR AV E VIR IZ AL I R],  “@ 7 A1 “|| 7 w2205 .

®5 ZMXTRAPIMEMLEIR £ ML

e H#fy S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 Sl
Xu &P 2019 % #®& & & & B o 2 &2 £ B
Guo &5 P 2 2019 & =% £ & & & o2& B o’ =& @0
Ali Zpyn 2018 % = # O A &F £ A 2 & 08
Srinivas ™ 2017 & & /B #H =~ /H /A F O”2 /H &K
Wu S5 04 2017 £ R~ & & & & o2 & £ 2 K
Amin 1 2016 £ & & & &% & 2 & £ B K
AR SO 2019 & 2 2 2 B’ 2 =2 2 £ =2 &£

20, HE, B Diffie-Hellman (DDH)
PRI X ) @, i & TG vk AR 2 WU (R N T B
Ko IR 503k B IR RE 0% SEERL AT H) 22 4% o
9.4 W[EITALE

Pl 1 oA%1, Mok EH P 2 s E S5
Ko A1 XE BEATAH ELAAE . Bk, G i 56
WETHE R My 2 B 55T H 7 A& R My SRIAIEH
PS4y, B isEdeair it 5 ok Mg 2 52T K
K RIEI] Mg KANTER R Sy . IR 54 as T
R A E IR 2R X e, AREHLEL i EAT AR LA
WEo Bk, WOGEM I IE T ok M 2 74
TR IRAR T AR Mg SR DA% 4519 R H) &
£y AR RS TT AE ISR R My 2 BT
K RIEHT Mg KAE M ) S 4y . T P 545 823
5 2 NE] PR DIE 8 5 WX 2 A IE 52 o
9.5 WERKE

W S B 8 FH P AR [ Y Sy A A A e, i
R T BURME R, (15 WO BE R A L A AT
HASE M 8t . kB A RS TH AP UK R
FEMHE S {IDF, RPW, '}, iEFIHSSREL T Uk B 90%E
MERE R R IS, 1%IEEE 4.4 TR, AT

B RPW' , KIRPW =h(PWX||& ||la), A 3T
BHla ME. HHPEZREERE, 28fka B
#ha, WHEHEERTHSHLEHESHa
PRI T B ke 2 TV AT 11247 W ks o

10 SHEXMNAIXEL o34

AT I 22 A e A B A T TR AR G R 1
BEAT R EL AT HT, S5 R 4 MR 5 iR,
R4 BR T MR ERE T4 R . BEEFE
FaFH P o AR BRER T A B W 5% 2 1) A B AL 3 1 7 S
Koo —ROkuL, BIMBARE. BEHLE
B 04 SbsitsE R 128 bit; X 5T X PR &8
LM R H KA N 1024 bit, XfHET
ECC i) R4 H AR N 160bit; iHH ESRRHRAE H.
TE& N A& EAT UH A SR T R At
TR WO, AR IR R 7R A Hh A7 i 1 H
Ko FEWAE A, M BEAT IR B TR,
LI 0 B2 B G S ATERY B s s It
S 2 PRAMIERE T35 1, HRAEMFE A=
1, MK 4 St 75 18P EFRGE



1 4] FRTE: A Z MO Z AL B A k2% 2 R B A E B X 17

MBI HEABGER. R 4XTHER, Sl
P T —E R R, KRN T
NABBEAR, AHBLEARK T ERN & F X
PR FAR, (HE R RAE P e A M E 4
fF, BESCILEELF 24t BhAh, Su il iE
& A S AR CZE B K

x5 XTI e, R Rz
L RERE SEILZ TR R, “T57 RARABE. MW HT4
RRW, AR T Al ZE P [7]81 Srinivas
SN [B] A 24 B, SEEL T 2.2 TR 11 AN
Wrigts, mIHAB R Z RAEcl 6 NMatr. 28
1M, SO PR W A0 e HR T T 2 A% J% ) % Hp i L T 28
Re~ B RMGE R N S, R SEEL T AR
watk,

11 Z55RiE

BEUE T [ 22 9 SR 1R T 2 A% I A I 48 22 DR R B
INIEPPBCR UL SR AR AT 1 P4
Z MR 2 IR S VAED L, 481X P
WATAEZ Rl A i, B2 7 — N 2 R Z0AIE
PRI X BIMSLAR 22 A o3 LR A DU 0 B
UER TR SR B T S ) 2 A

i A, BT BB R AT AE Y, A
AR EIRBOL AR PSSR BURE R, SR SEbr b A
W BRI ST B B R 1, XA ST
AT SEELA P S A, (B A — PR AT .

2 % X W

[1] Wazid, M. , Das, A. K. , Odelu, V., Kumar, N., Susilo, W. Secure
remote user authenticated key establishment protocol for smart home
environment,IEEE Transactions on Dependable and Secure Computing,
2017. doi:10.1109/TDSC.2017.2764083.

[2] Kumari S, Om H. Authentication protocol for wireless sensor
networks applications like safety monitoring in coal mines. Computer
Networks, 2016, 104(C): 137-154.

[3] Gupta A, Tripathi M, Shaikh T J,.Sharma A. A lightweight
anonymous user authentication and key establishment scheme for
wearable devices. Computer Networks, 2019, 149(A): 29-42.

[4]  Wazid M, Das A K, Odelu V, Kumar N, Conti M, Jo M. Design of
secure user authenticated key management protocol for generic iot
networks. IEEE Internet of Things Journal, 2017, 5(1): 269-282.

[5]  Srinivas J, Mukhopadhyay S, Mishra D. Secure and efficient user

authentication scheme for multi-gateway wireless sensor networks. Ad

Hoc Networks, 2017, 54(A): 147-169.

[6] Wang D, Li W, Wang P. Measuring two-factor authentication
schemes for real-time data access in industrial wireless sensor
networks. IEEE Transactions on Industrial Informatics, 2018, 14(9):
4081-4092.

[7] Ali R, Pal A K, Kumari S, Karuppiah M, Conti M. A secure user
authentication and key-agreement scheme using wireless sensor
networks for agriculture monitoring. Future Generation Computer
Systems, 2018, 84(C): 200-215.

[8] Das M L. Two-factor user authentication in wireless sensor networks.
IEEE transactions on wireless communications, 2009, 8(3): 1086-1090.

[9] Khan M K, Alghathbar K. Cryptanalysis and security improvements
of “‘two-factor user authentication in wireless sensor networks’. Sensors,
2010, 10(3): 2450-2459.

[10] Chen T H, Shih W K. A robust mutual authentication protocol for
wireless sensor networks. ETRI  journal, 2010, 32(5): 704-712.

[11] Vaidya B, Makrakis D, Mouftah H. Two - factor mutual
authentication with key agreement in wireless sensor networks.
Security and Communication Networks, 2016, 9(2): 171-183.

[12] Turkanovi¢ M, Brumen B, Holbl M. A novel user authentication and
key agreement scheme for heterogeneous ad hoc wireless sensor
networks based on the Internet of Things notion. Ad Hoc Networks,
2014, 20(D): 96-112.

[13] Amin R, Biswas G P. A secure light weight scheme for user
authentication and key agreement in multi-gateway based wireless
sensor networks. Ad Hoc Networks, 2016, 36(A): 58-80.

[14] WuF, Xu L, Kumari S, Li X, Shen J, Choo K R, Wazid M, Das A K.
An efficient authentication and key agreement scheme for
multi-gateway wireless sensor networks in IoT deployment. Journal of
Network and Computer Applications, 2017, 89(C): 72-85.

[15] Wang C, Xu G Sun J. An enhanced three-factor user authentication
scheme using elliptic curve cryptosystem for wireless sensor networks.
Sensors, 2017, 17(12): 2946.

[16] Wang D, Cheng H, Wang P, Huang X Y, Guo G Zipf’s law in
passwords. IEEE Transactions on Information Forensics and Security,
2017, 12(11): 2776-2791.

[17] Wang D, Wang P. Two birds with one stone: Two-factor
authentication with security beyond conventional bound. IEEE
transactions on dependable and secure computing, 2018, 15(4):
708-722.

[18] Li WT, Wang D, Wang P. Insider attacks against multi-factor
authentication protocols for wireless sensor networks. Ruan Jian Xue
Bao/Journal of Software, 2019,30(8):2375-2391 (in Chinese).

AE0hE T, E T TR AR IR N 4 R £ K 3R S O AE U A
NGBt AR A 4R,2019,30(8):2375-2391.
[19] Wang D, He D, Wang P, Chu C H. Anonymous two-factor


https://ieeexplore.ieee.org/author/37334899000

18 it B P 2 R

2020 4F

authentication in distributed systems: Certain goals are beyond
attainment. IEEE Transactions on Dependable and Secure Computing,
2014, 12(4): 428-442.

[20] Ma C G Wang D, Zhao S D. Security flaws in two improved remote
user authentication schemes using smart cards. International Journal of
Communication Systems, 2014, 27(10): 2215-2227.

[21] Wang D, Li WT, Wang P. Crytanalysis of three anonymous
authentication schemes for multi-server environment. Ruan Jian Xue
Bao/Journal of Software, 2018,29(7):1937-1952 (in Chinese).

SE, B, EF N =2 RS SR AT B 44 UIE PR 2 K
423} ,2018,29(7):1937-1952.
[22] Burrows M, Abadi M, Needham R M. A logic of authentication.

/IProceedings of the twelfth ACM symposium on Operating systems

WANG Chen-Yu, born in 1993, is
currently a Ph.D candidate in Beijing
University of Posts and Telecommunicati-
ons and a visiting student in Nanyang
Technological University. She receives the

“Cyber security scholarship” (China) and
has published several papers. Her research interests focus on
security protocols.

WANG Ding, born in 1985, received his Ph.D degree in
Information Security at Peking University in 2017. He is
currently a Professor of College of Cyber Science, Nankai
University, and also serves as the deputy director of the Tianjin
key laboratory of Network and Data Security Technology. As
the first author, he has published more than 40 papers at venues
like ACM CCS, Usenix Security, NDSS, IEEE DSN,
ESORICS, ACM ASIACCS, ACM TCPS, IEEE TDSC and

Background

This paper focuses on the security analysis of
multi-factor user authentication for multi-gateway wireless
sensor networks. Confronted with a powerful adversary,
resource-constrained hardware and an impressive list of
attributes, it is full of challenging in designing a user
authentication scheme for multi-gateway environment.
Recently, many authentication schemes for multi-gateway
environment are proposed, but most of them are found
insecure. In this paper, we analyze these two recent typical
user authentication schemes for multi-gateway, hoping to
take these two schemes as study cases to identify the
common weaknesses of user authentication schemes. We
show that they both are vulnerable to offline-dictionary

principles, Litchfield Park, Arizona, 1989, 1-13

[23] Srinivas J, Das A K, Wazid M, et al. Anonymous lightweight chaotic
map-based authenticated key agreement protocol for industrial Internet
of Things. IEEE Transactions on Dependable and Secure Computing,
2018. doi: 10.1109/TDSC.2018.2857811

[24] Xu L, Wu F. A lightweight authentication scheme for multi-gateway
wireless sensor networks under 10T conception. Arabian Journal for
Science and Engineering, 2019, 44(2), 3977-3993

[25] Guo H, Gao Y, Xu T, Zhang X, Ye J. A secure and efficient
three-factor multi-gateway authentication protocol for wireless sensor

networks. Ad Hoc Networks, 2019, 95(D): 101965.

IEEE TIFS. Seven of them are recognized as “ESI highly cited

papers”. His Ph.D thesis receives the “ACM China Doctoral

Dissertation Award” and “China Computer Federation (CCF)
Outstanding Doctoral Dissertation Award”. He has been
involved in the community as a TPC member or PC Chair for
over 50 international conferences. His research interests focus
on authentication protocol and password security.

WENG Fei-Fei, born in 1991, is currently a Ph.D.
candidate at Beijing University of Posts and Telecommunicati-
ons. Her research interest includes security protocols.

XU Guo-Ai, born in 1972, received his Ph.D degree in
Beijing University of Posts and Telecommunications, and is
currently a Professor at Beijing University of Posts and

Telecommunications. He has published more than 50 papers at
venues like WWW, FSE/ESEC and ACM TECS. His research

interests include information security and software security.

attack, insider attack and fail to achieve forward secrecy and
user anonymity. Thus, we propose an enhanced scheme. We
prove that it achieves mutual authentication, provides secure
session key agreement and can resist to known attacks.

Our research group has devoted a lot of effort in user
authentication scheme. We have published some papers in the
respectable journals, such as IEEE TDSC, computer
networks, information science.

This research is supported by the National Key Research
and Development Plan of China under Grant
No0.2018YFB0803605, and by the National Natural Science
Foundation of China under Grant N0.61802006.



