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Abstract Risk-Based Authentication (RBA) evaluates account risk by analyzing users’ login environments and
behavioral characteristics and triggers additional authentication when necessary, thereby seeking to balance account
security and authentication usability. However, existing RBA approaches still exhibit several limitations in large-scale
online services. In particular, relatively static feature weights, insufficiently adaptive risk thresholds, and strong
dependence on long-term historical logs may lead to elevated false-positive rates for legitimate users, frequent secondary
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authentication, and prolonged reliance on user behavioral data. These limitations can reduce authentication usability

and deployment flexibility while increasing concerns associated with long-term behavioral-data retention.

To address these issues, this paper proposes a Risk-Based Dynamic Authentication framework (RBDA) consisting

of three core modules. First, RBDA introduces a group—individual feature recalibration mechanism. The mechanism

jointly models typical login distributions among users within the same time zone or service region and the recent

behavioral characteristics of individual users, and dynamically adjusts the weights of authentication-related features,

including IP address, browser, screen resolution, login time, and geographic location. This design allows RBDA to better

accommodate legitimate variations in user behavior and reduce false alarms caused by rigid feature weighting. Second,

RBDA employs a short-term behavioral consistency modeling mechanism based on a one-week behavioral window. It

evaluates the consistency between the current login attempt and the user’s recent behavioral patterns, thereby retaining

useful temporal regularities while reducing dependence on extensive historical logs. Compared with approaches

requiring long-term behavioral histories, this mechanism focuses on recent access behavior and provides a more

lightweight basis for risk assessment. Third, RBDA incorporates a dynamic multi-level threshold decision mechanism.

Rather than applying a single fixed threshold across users, RBDA generates personalized access thresholds according

to the stability of each user’s historical behavior. It then assigns different authentication intensities according to the

estimated risk level, including security prompts, CAPTCHAs, human—machine verification, SMS-based verification,

and multi-factor authentication. This enables more fine-grained and adaptive security decisions for login attempts with

different risk levels.

To evaluate RBDA, this study considers 112 mainstream websites covering social networking, government services,

transaction-oriented platforms, travel services, and other categories. Based on publicly observable login and

authentication mechanisms from these websites, together with anonymized interaction logs, we construct a simulated

login environment and conduct non-intrusive replay-based risk assessment experiments. The experimental results show

that RBDA maintains attack-blocking performance comparable to or higher than that of the RBA baseline. For daily

active users, defined as users who log in every day or almost every day, RBDA reduces the secondary-authentication

trigger rate for legitimate login attempts to 18.9%, representing an approximately 22% relative reduction compared with

Linear, with statistical significance (p < 0.01). In addition, RBDA achieves stable risk-identification performance using

only a one-week short-term behavioral window. These results demonstrate that RBDA can reduce unnecessary

authentication challenges and dependence on long-term behavioral data while maintaining effective risk control. Overall,

the results validate the effectiveness of RBDA in dynamic feature modeling, false-positive control, and adaptive

authentication decision-making, and indicate its practical potential for large-scale online authentication scenarios.

Key words Risk-based authentication; usable security; multi-factor authentication; risk feature; secondary verification
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X B 20, JEAER, R 2 B (R VE L S 1R
R4 P G 2 TE 2R AR S5 o KA U e - ax ik
L HE CCPABYAT GDPRBY, 5 iEAS A 4k
A H BRI B R B M E I . T
T RS HIIAIE (RBA), X B R — EARFE AR A
FFE RBA HAY, stNOLEIANEE, A3 HAR
FAEWIRFAE AT, A SCEET P 58 F P ) S A A 8 5
AT ], HAEA RIS 508 A SRR IK P U i)
RS, DIMEAT AR

Rivera S5 0321F] FH 0 26 if SERFAE 3354 T 5 55 U
S, T Dasu SEB3INHET 2 4k 5 AT MR Bh A K
PP AL, DASEELRES IR BN I & ROAE . 5
G BT DhRe S 45 DL AR
AL S DR 25 AT R X 4 SR B 22, ARSI
#T 2B AT EUIZ, JERAZTE 2
EAMY Chromium JRASHEAT B8 REE, AT B K PR
5 i B AR A B e 7 A 0PI P 5
3.2 WEHERE

I 2RI P AL SRS s O, AR
2% Wiefling 55 NPORIHE, 5 R LR YR Bt -
(D ARG, BT H P EFEERLEE; (2
BT VPN B BGt, W EER ) Z 8 (3) @
B, ARG TR SR bE . WA AR
E M (4) BB mLGl, CAgRIERE
FRAT AE I A ik 5 X Sl P JRUR B0 UF B o Ik 6 T
A I R I AIVE W 3 FiR .



11 3] BRIF) A T XU 3N & B A IETT AT 7

P 3 AR Y B DY S ot 2 R 2 I D M SR )

R EIRe s (2% & H Wiefling 5 AP,

2R A Bt 2 OV o A P R MO S K TP
HuAE PSRN S, RGOS B K I R IO %

AT RE RN FH P O B B AR . N T B A T S
AL, R R RSN o H R 2 1) 1P Hh
bE, FEPRELT BRRRE S, A AR BEL
WE A EH IR B E . B E R
BRIV BIE R OAE, KRG 1 BLSL i A
2R R 55 I XU BT OB B, R RE 180 MEIZK
it o

BT VPN WBGHEFEISRAUH P R EE K, (&8
VPN #Egk s 1P HEf B, HRARATHIA P
RIEFFFH . X IP Hubk R VR EH VPN RS 1L
F, A TR P I 2B TP Mk SR AT LK A
BB, T xR EH IR e TR P, A
R (1 5 53 S BE AL A X e et TP bk 17
FEAEE A, B WS o L
I,

SE B T RS2 EH AL E . B A b 2
FRMFES S Rk, Hodh #2086 FH A P AT REd
PRI IP HhhE AN PR B/ R A SRR T AT H
PEEEFR B 1P sk R I
B4, T Mk 1 B AR R e IR P B, RSO
HH IR B v TR R MO8 S 2531 TP bR A AR
T T RAES

B2 5 1) MUk 3 2 H A da oK 1 B AR R,
ERBEGZEE K, BASWERAHELER. X
AT AL U 0] 52 35 38 1 B A BN 4, 3 amid i
BE . ARSCEIT 100 YR ITK P 3 RS
XY # . ARSOCXFEOE N TR B RS EEE p
1 RBA RG22 /b 1X S5 A 0 1) 2
i

4 ETXEEISEMIAE RBDA

A48 RBDA [ FIINRE, RBDA H =/
PE ) TR e (1) AR -AMAIN X X 55 (AL

HARERI GO AT A — B AR,
(i) [ SIRAI B 2 g S RE R . %
HEZE (i JBAR R . ANFRHOBL — 1) 2 R S s R E,
WA BR K HIRAZ SE AT NPT, TR MR 2 iE
TR S B — AN AN . A3 Ak AR B SR
RBDA [#ARRFE WA 2 Fios:

Step 1: FHCYFTE K2 1G M RFE R & (1P 3
YEAs . PRREHER. BERR. BRI, BxRAL
B,

Step 2: K ZLIEFHEFRIET 5 (a) [F]—H X /Hh
X H P BRI ZE 040 G M (b) AP IEY
FIE ) AT RO Hy AT 55, 2R AR w2
Agroup T EMRZE Ausero

Step 3: KIX L6 ff 22 5 REAE B B A — o
H NFERE ARG B S (B WK (5)), FHEEEH
A — J A SR AT AR S AT IS ] — 2K
PAZIE, B3] Sy (O (R (6)).

Step 4: MR#EH 7 R E I LAE B, S
5] U5 — AN AR 7 10) BRMEL X 8], FE48 K Sag ()
e S A [ S5 0 PR B I 6 0 SRS, AN S A A ik A
[ —Ff NI . 3X — R 3R R 9 RBDA [t

2 2 F B A XS AR .

®2 TESHIBE

(il X FH
S SkMTARLE (Bl IP. JNERER AR B
M. BRRDPERE)
z FH B e [X BRI s ErEl
Gfi) ARG WXz FPrE R ERES E BRI
1A
H(fy) MR APufEd BNGOSFPxR MRS
fiEfRE 52 AT
i DATZERIE, T BT R AT AR byt
frERIZE
Wi FHIEALE (feature importance) BESH
Syaw HIE ARG 5y CRETR AEIED R 7H
Sadi(t) I ) — BUEAZ 15 = XU 1S 43 W ME
(FRHO
Tu(t) PP ufER IR PEAL DS A B BIE
#
L(Sag(t) R PANIE PR3 R B LR
Tu(t) QNN
s Sk

4.1 BHA-MAR XX ST R FIEERR E R

AT P A AR [ RO A L 7 8 AR AE
EMEES, G BRE S FEORGE LIt B
AR AIE B S A B ST 1) T ) 2 ) o AT 22
5t COTAAS RIS DR P B S 2R S i 1) L TP A2 A3
D, T BRI TR IIAT Oy — Sk A A
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PO A — H -~ e T As e vk, & R
ROy MAEAEAE . WH S AERT “BEZE” M
“VFor27, DhReEAh . iZFEAS T B .
EA (3 1, ARSE B AN G (i) (JA—
B X /X3 2z T HPPA%E), € A P40 H,
(i XIS 2% N USSR, A T 52357 wis
A H & K EZE R ( Maximum Mean
Discrepancy, MMD) i &34 22 57, (@IS LLECHEAA
BAMERI G A Ko, RAME R BOG R B
15 FH SE B A A S 464 T A 0E, M FEAIR T 546 H
RS 5 MR E OB . A AiimZzE 5 G
AMEFFIEXS 55
Ai=MMD(G(fx),H.(fr)) (3)

f8 H e K384 2 57 BE B AR 5 MR TE RRAE 25
PR R . o, AgBR R R AT N 5 B
AR 22 R R I 2

AL IS S MIE T & . Z 7 H 3 35
. EAE, IR DA i R XU B 4 DA )
REAE SR EAT H ] DX sl Py XURS: B A A IE o ] Rd ik
325 1 A% B SR fik o RS 5 43 A IE )RR AIE 3 A7 B R
k.

HiE 1. BEMER XS RRHEERRE (RBDA-
Module ID

INPUT: MBS F =1 1 .0 i, P ulfl
HIAT ADAT Hf) (=1.n), BX K3 z KBAES A
G:f) (k=1..n), BB a

OUTPUT: HAifmZEHE A= {Al,...,An} SHEFEHE B
B W= {wi}

A0

1
20 We o

3: FORk=1tonDO

4: Ak — MMD( Gfi), Hu(f?) ) 11x3(3)
5: wk «— exp(—a - Av) // FEAETTE B/ E R
6 A—A U {Ak}
7: WTfk] «— wi
8: END FOR
9: RETURN (A, W)

FEAN (4D 1, ARICHATE EARE (Adaptive
Feature Weighting):

ads (4)

1+a-Ag

wy =

Hrbay B RE, Z5REBOR, Rl fE B AR,

K, ISR B 22 5 B0 B R AR
S NIEPA SRR AL S H AR 7 B4 A IEA S5 Ik
FIRZ BRI JE R/ MEIZIn R, R
HISEVE B O AR IR R, JFIX 045 H R 20
TR o 2 H b 2 T AL 25 AR 20 A RERALE
BRSOV IEM SRR S H AR AT SRR 2

118

HiE 2: MMD EEHHEESRESMESR (RBDA-
Module I)

INPUT: W IXRT| z, AN G(f) (k=1..n), MR
AT Hu(f) (k=1..n), %EH K(,")

OUTPUT: #fiERAE A= {Al,. . An}, BHARRSHE S AR
KR OG = {©G1,...,.0G}, MEKFEF KRR OH =

2: OG«+— 2 ;OH«— 9

3: FORk=1tonDO

4: OGr < Represent( GAfy) )  //FRARR (BLit
BIEIRAND

5: ®H; < Represent( Hu(fi) ) IR Fi 2R
N

6: Ar <~ MMD( ®Gi, PH; K) /i HE&BKHE
EH

7: A=A U {Ag}

8: DG — PG U {OGi}

Ne)

: OH — ®H U {OH}
10: END FOR
11: RETURN (A, ®G, ®H)

e, BEIN—N PR (R B ) F P AT AR
HE SIS RIAR OGO 2R o AN B 1 AN [R] R B 1] v
P P AT R REAE S TR A OGOG &R, DA I H BE
AEARAE FH AT N R A 5 B 8] 49 AR 5% 1 S RE ARAIE FH
SED I AT N R R AT AT P B Ba A 2 4215 3
HEZMRY . 42 HR DU Rl R XU B 3 DA IE FRIARRAIE
X FH P AEAS [F)BS TR) 5 s fid R RV ARFAE 1EAT 40 28 .l
B [ 755 SAH DGR M, 2 20— AN K PG PR R
LRPEIT A, PRI fl R A AEA XSG 2, M
T R A 20 11 & HA R AR
4.2 APERHIE

PR B K PRI . A SCEU TR B
F P BTG 00 F P B3 B0IE e 4IRS . A 1 IR
NG, ASCHE 2023 4F 6 H B9 E Webmaster HE
AT T IR . R T A [ R R HE AL
W, CEEHE TSR, FiE. BRI
SN JJRE T . ARSCE IR T )\ MRS
XL AFERAT . HW AR 5250\ RAR L HAL
SESEAE Gy B T IE] AR SCE ROV T HEFA T 200
1) 100 /N, SRJEAEHES 200 2 500 2 18] R
LERBENLERE T 12 W, DA .

RERSCERE I SE R 2, (BE T2 H
il BT B PR R, Ll B AR AT R T R
AR SCARAL AT 32 R AT AR 2
EEMIIEHE AR REW, A CHFEARRDE 7Y
T 7E 2R 9 48 R 25w B S A T DA R0 40, X B il
W5 T RE ViR, EATTRAR RBA K
WG 52N R 2 U A o TEARSKRIG TAEH, AR



11 H# BHE O

T S () 32 B A IETT ST 9

THRIPEREAS 28 1) W P8 S 8 n 2 20 4>, LA
AL Z V)T AT I RBA S5 7 IS FE
KZHI LA I -, (Hf 2
WSS R 28R pldn, ¥ RV DK
FECSE T B OREM AR SRR 3l (1 36 Bl 55 X6 2
RALGIEIK . K Wiefling 25 A K9] RBA 52
WERFFE0Y), 7R H BAREIEEF EXTEND B84 % E
T, 2910 5 E T A SRR 99.92% € [F] 4
SRR . R, A SCAE IE 2 R Al
BT 10 RIEE B, DUESLHILEIK P AT A
S TENK QAN S g e i AR, ASCEIFLL T
L7 SIN=Ee IR SRl il PR e SN2
TSR BT DA P A A E . HIBT2 7S 5
B0 5 B UL BRI SR Tk, B RS B
ARERUERTE . SR)E, A SCHEAH[FIAEE FiEAT+
YOBSFEANER WEAT A, IGK . =KE, &
SCERIEAN A 5 T BT MR RBA . 355 P74k F
JRER SR XU T S A Bl e 2 i B SR AN s

SKAFAE,  HRAE R AR P AL A 1 i 8 AT N I B

JYE RBA [ BAR SR IRUETT ZAFEFF AR AT,
AERZ RBA JEIEAECE IR SR, (HASC %
FERATRERE DI s AR00 H B 4R AR, DA BT rT g
i R 3l RBA SEIE FR) FH P RFAE o

BRI FRAELI . 727 T KU FAEREE T,
AR M FRAEAE AT A IR ok
PG & PR A RBA T2 dlad 2 & Iatid fn
BN D ERR . BERE T HERACAL L AR H G SR (]
P HhEAR LS RFAE R AR A RBA, FFILEESH 5 43
BAERI R XA B TASRER RBA filt k45 R,
AT IE FEIAE FRFAE CA SR BMAE R K o [
ARSCI) RBA HE7Y DL TP kil Al - ARBE 45 R A
FFAE, L3 TP Hhik ) [ AT, AR A P AR
FEH R A #RAE RGN B &R, ASLEREIX
MOTIERN T SR FCREAT AT L BRI —
FAESE AT RBA SEERAAR S o

R RBIEREE. e KR HUE SRR 2%
SO T TSR E], PR T HRRE . 9 T RO —
PR, ASCHEAT T RBA FEMDAL ISR 5 i
JE o IXMRAL A SCRE B U T 55 T S B X
RS PEIY o SR, AT 7 K e 2 ) i
BRI — K THR N, DAAE & BRI [A] 15 45
Ko

RSCRH T oy 2055, TS 20%H )2
KMHHESE, R BGE B ANRIGEE . 2T VPN

) Tty 2 R ) BUeke 25 () XUV 2 o JE AR 6 ¢
UEOT P ARIAT 70 )2, AR SORATRE R B A RS %
T SR B It . o IR AR AR AENL 3 5 S R T R
s WL . O T SOGVE I S R R B
A S A I 8 5 5% AT DN AE AH B IV R] B AR
SEMA . BIRTRERCH B AR P .

N TR JZAS 22 50 AR SO 7 45 R i 1
PE, RSCHPTAAEEFH P ME RS EE
PREEMSE Rt AT T . R EoR, X TAT 100
YOG LK IR ZHUG L, WRITIEZE R —
;. H, ASONADEREAREH T AR .
4.3 FEHEMLIEEERIT A— B B ARIR R

F P8 S5AT N AR I ) RO P 2 300 3 T I
(B AH OG5 ] 3, v [ 5 BRAELHME LA X Fh Bl 45
A . — FREIR S/ I T7 V2 R AE — e I [A] i B 4
JRE S e, XWAMTARREEE. 8T
VA B ME T IR T, R AT (5) H, RSCGHAT
T WG RS54 (Raw Risk Score) 14

K

Staw = 2 pmy Wie - R(fi) (5)
ool RO FORZAFAELE 248 2% 1 o i AU fi e
(AT B AP,

FFNER/MCEBEREARE . JyPHETER
P ds /MU ZIRT RBDA W22t 5] M, AR HE
TR FE PR B S F A, R
M E R AP L 1 1L MAS L AAEE
RSP s, JRR DR B 1 A D S i AR xR
9 RALE RS 452 58 7E A 0 IE IR 25 7T o SRR AR S 1
B, RSO EEALHT T P SR R B MR B 2R,
B =y 2 22/ OR B 2 2% 7 S Sl ke

N PRUEAS [ i s A B8 2 1 22 (8] ) LA 52 3]
A D s AE S, A SR FH [ 5 AR B Y
BUt i NSENE o 1 et HRN [P HE 51 4544 FH P 1)
BVERTH), TR L /N SR ESR I P
HE B AL B g EABE NG A 1

RAEAFRE & O F gt widstats: (D %
SRR BEEEAECR (TPR); (2) AR S A
fabr: SVEH P R At R R (AP AL B 2 I
st e (R ICR B A B E).

A6 FoRBATHWRERE, REHHET
— JAl G IR B J 0 e ) ] — BB I

Stability, (t) = e u(®
Sadi (€) = S0 O[1+ B (1-Stability, ()] (6D

R & — F R AR 2 BEh &R T RENE)
BEATIEIE, B P (A — SRR . i, Saw(n)R
ANAE T — AN [ B I [e-A, ()N, XU SR 6
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B FASaw(T)H) (FEAD J5 %, AT EEIZHPE
T H P R RS VP 3 D B o

Hik 3. AHERIT A BUERE SRR — BB R
(RBDA-Module I1)

INPUT: MBI E {fiYh=1..K KEXETER R,

EIRE R IRERE (wkie=1.K, S u B S RS
?W {Sruw(T)}TeHu &H%/JVH:A%T Df/}%& Ass ?i& B 5%
IMEH LI min_hist =2

OUTPUT: ¥R Sra(t) SEIEREES Saq(t)
1: Sraw(f) ~—0

2: FORk=1toKDO

3: Sraw(t) < Sranlt) + W'k - R(fi)
4: END FOR

5: H—{Sraw(v)|T € [t-At,1]}
¥

6: 1IF |H| <min_hist THEN

7: H—H U {Sraw(t)}

8: ENDIF

9: Ve VarE[t-ALt] (Sran(t)) /IR

10: Sudi(t)—Sra()x(14p-(1-Stability, (t)))  //7\(6)

11: RETURN (Sraw(t), Sadj(t))

ASCEA P AR — R AT I ] B )
RURHE AT, ESATERSH “HHaEg” —
i, AEN Sw (1) WI—H5r . SR TG R
$1# (Linear) A5[F], RBDA 4N A#i F— & & 2% & 11 ]
AR E ML X 7 VAT N BB EAT N CGE 5 7)), &
EPRAR VAT NRAE R R, [FIRHOREE T ] AR I
BE 7. X — SXH /£ GDPR/CCPA 540 Bt /Mb
KOG

ARG P I RAT A € L J5, RBDA it —
e =X (7D AR R 7 () TE R TRI (O PO A AL Bl A5 17 1)
BEL(T u(t)). 4 H T AT AR E R, BEAH R
Pem, DA A E R NG S P AT R E
PERFERE, BMEAR RS, R SEHA LA
H5RINUE AR o

T, (t) = Ty + y - Stability,, (t) @)

117(5)

/BB E

IMREZED 2 45

MH PR T R R, BME BT QR RAIE
M, ARER, BUE TR GEmimiE#E).
B 4. AYgEfR —HESERER (ETARHS
MMD)

INPUT: MFi&iERHERE F()
AP u—RALRED HW
AR EL b(f) = (weekday(), timeslot(r))
HE o MIZmBUSH K

OUTPUT: Ji#i—F W2 Dper 55 it A E 14

1 b b@)
2: Hy« {F)|t € HWandb(t)=b} / [H—EHJL
[F] B B

3: IF |Hp = 0 THEN
4 I1[b] « InitProfile(F()) 11224 T AR IR AIF 22 1%
T

5 RETURN (0, I1.)

6: END IF

7:  up, ob? «— MeanVar(Hy) //¥IE NI T5 2 M

8: Dper «— MMD(Hx {F(t)}) /I MMD 555 %IE

RAE, JEIHEGAZ AR B

9: IF Dper > THEN

10:  Verification /42 m3iEsk /& ; S A M ISR A
SWEBTEHEMIE, A RvrEH A EE.

11: END IF

12:  IT[b] < ReplaceOrUpdate(IT.[b], F(f)) /A& EM
S5 e

13: RETURN (Dper, 17.):

A% 3C B BURE ) [R)— % a0 1 dee K A A 57
WAH, CMEARo S s (Bl 5
SRS R P AT R 2 T 22 57 . 8L G
N B K IAE 72 3 400 R R AR BT S 5040 A0 24 T 47
HARHIESEL AT LU R 5 OB 0 A )
S HEA ORI A, R EE T ZSHoRk I
Z5t. WS HENIR 1 P L8R N S ST
NFEVERFAL, 7 ZERF AR S 1R AT
a2 AT BRI R AR AR P AR R
17085 e B AT B AT, R A8,
ASCHATIEAIEAR, BB AIAT 9 ST R 24T
Hm. Hrp, ZHOERFEHHEWT:

L(Su 0, Tu(®)) =

Pass, Saqj () < Ty

Soft Verify (Captcha), T; <S4 (t) <T

Hard Verify (2FA), Ty < Saq(t) <Ts
Block, Seqi () = T3

(8

4.4 [HRBAMPIRNS SRR EHERKER

ARIFEE ZJoRES, MR RAELENE, AR
I 25 % N DL FEAN [F] 5 B A UE ML S . 24T RBA
T AU R DAIE D) SCHRI0212932148 HY , 7R N [ {38
Wi AT, BBE, T X PERESIR
A CARB/ITERED . SR, X P AL e sm AL
FERIAAE LRSS TAAAE R R — 7T, &8
R AE Ao S AN R P AT RS e R ZE s o — T
T, Gi— B UCNIETT ICEE X 7 KRR () =1
5 oy 3 B R G2 FH P T 8 AN 0 B vy iR
ik, MRS RG] 1

i bR e) @, A SCHR g SRR ) Bl
BERZEBEIRENLE] . ZAUHI 0 B AR E
IAERS— A BE, TR LR RS P77 7 (8] )
R AR XA, I ANE X ARG B 22 AL
FRJVTIE e 87 SR, DT S B XU JE R ) 3 G 1 3
Hik 5. IERBAKSSRESZRNERE (RBDA-
Module I11)
INPUT: & 1IE R 15 93 Suai(), F 1 B2 € T Stability.(1)
/7] B A B 3 A5 — AR 2
ﬁ'{’%{zﬂéﬁnﬂ 528 v, RS FwFE n1, 02, ns I1HTE




11 3] BRIF) A T XU 3N & B A IETT AT 11

OUTPUT: S ZAMERIE L(Sa(t), Tu(t))
Tu(t) < To+y- Stability u (t) /1 (7
Tr«— Tu(®) +n:
T2 — Tu(®) +n2
T3 «— Tu(t) + s
: IF Saqi(f) < T1 THEN
L < Pass
ELSE IF Suy(t) < T THEN
L « Soft Verify (Captcha)
ELSE IF Su4(f) < T3 THEN
10: L « Hard Verify (2FA)
11: ELSE
12: L < Block
13: END IF
14: RETURN L

(1) 2R X T8] ) 5E X

7E RBDA H', R4t AR 8] — SHEAE 1 J5 1 XU
PED Saai(OVE NSRRI, H46 P &5 B K
L SAT RREE Fow, B P sh& A —H A
WBHEL T T.O, T, TP} . ik, K ARPor =
)% 53 9 DY S S5 4% X ] -
Low: Sug(t)<Tu(l), RARMUHIEFATNEH L
B = — B
Medium: T V<8 (t)<T.?, TR
High: Tu®<S4(t)<T.®, FREm AL
Critical: Sqi(t)>T®, FRox = B 7 B8 72 B0 AT
Ho

EIRIX AR 40 RBDA A% [X 40 AN R FE B (1)
KBRS, TR A T B EE IR 1
B0
(2) AU [X 18] 21 5 3 N GEAT A BB 50 &

TE 58 RS X 173 5, RBDA AN [R] AU 55
2 S 30 53 SR AN SRS <

HIN: Say (O HPEFP LR Ly Jrsifese B

fih: —MXEXEAL {Low, Medium, High,
Critical }

TR )3 1 -

Low — JCHAMNEE

Medium — ANLIGAE/ B IR

High — Fi{E4R1IEY
Critical — PHW¥r

SR 43 4 LB L 3% e 05 75 A 525 T
TIRIAGESRRE, S 1E U5 T 3 AR

A s

N

GCu

ARBUE, ML 2 PE 5] PR T BUS B

(3) ZhABMEE S 2 HRRAIR R

ZNAVi I BMETE RBDA HIfdRf & i gi 7,
172 25 2 DA X TR iR A LA o A e
BME, R TEEM g AT, R E A
R 2 5] KR PP 73 B 8 S I S K AR R o K
LSRN, SRR I V20 FE AT SR B B
PR, BT . SRR R B 2

STHIREI,  ARSOR ARV 73 i i ) 5% B 2t AT 48k
WrabBH, JEafRERRITRELG LN IEE; DREA
iR LI AR, RGURE ) BUA ORI E
it BT, RBDA SEHL T “AMAAL BIE ] JE+53
ZOAERIE” BB, MARR E BIfE RBA H
P P R M A A SRS o ] 2 8 HY T L S
SRR | 2 AR RN R

5 SERGSTHR

ASCEFXST 4.2 Wi 112 AN e [ Rk
JF RBA W5, BEBETETH 1) [E P4 W35 1) RBA SRE
(22 A A Al S5 5, R A P PR PEAl
ANF] RBA TRESHRTATHE. SEIRERER, EHNM
Hi%T RBA [l Z UK, 8 59% (66/112). It
Hh, IXEERNEERE RBA 244 BIE 7 THIA7£E ] i
PRIME, 3fE DURE O IX 2> B2 8 S ARV B 5k . Bk
M5, fE K H RBA SRE& IRk, A 37%(41/112)
(1 D S o038 FH P B A5 V8 SR AT A R i AU, I
BORAIM S IR UE (G0 : 8 LR UE RS A IE
BB G, W T A PSS E R
[ A . 2 5 FE5EA JtERE. B4R,
PRAF I R AL LS A IR o i B

FEFRATH 100 40 E P st K2 EH P
)8 SR N H & T (50.0%) B¢ A E &%
(35.0%) . H 3 FH B ¥ #s 22 Tl (75.0%) il
BN (25.0%), HAh &R A AFEYLAF AFITCTE
PN . & W& EIE RSN Windows
(85.0%). macOS (10.0%) Fl Linux (5.0%). A
LR BN A IEAIE RSN Android (80.0%)
F110S(20.0% ) - 74 3 W 2% F Z4 Chrome(40.0% )
QQ MIMELE. UC WIBLAE . 360 ) U 25 25 HoAth i U 2%
(40.0%)- Safari (10.0%)+ Edge (5.0%) #1 Firefox
(5.0%) o 1%L Y35 (45 LAl e e 7 A [ T 3
(R0 U8 BS540 NP RBDA ZEK I 37 5 R 1)
ITRRREME, ASCREE T — AN K P 8 AT
R o 2R ERAE S (IS L B SRR 4 A LA
T JE BRI 156 5% B IR LRSS T P AT N
Gtk

% 3 IR T AN N S 75 45 RS AE AR Ak T i
K RBA RUSFERIIAIE) FE L. P35 2R 45
AT B SRS G AU, T 4 Ee s
TR N S TR 24 N ik RBA (R8I )
Hofuh g7 Kt BIRILEE A EHE: AVLAS
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S, FAEUE S, A RBA il Rk o5 L
PLA iR RBA Sk, MEdEFHTTLUEH, %
SEAE Gy R WS AEfil R RBA M T, AN H
(50%) FFEAEIGAE (40%) 5 ELi . IR Bk E
P AR Bk b kAT A8 5y UG S, ORI LI
& 38 i N ALIEAIE 5 A5 58 UE 2 AT A 5 43 GIE
H[23,35,36] IR S SR — 5. X Rk %] 22 4 BR
B, SAMEHE FH IR ISR R ORGP K
Zh. MELZR, TRIEEMEE AN B (20%)
AEASIUE (10%) 5T o H B BARAK, Bt
X Wt %] 22 AP SR AR X B D, ATREZE R R
X i R 22 T BB B R 3/ o ek, 4R AR
25 Wl R BE A T A ), 43 AE AHLAE B AN HEAS

IGUE RSN . filR RBA A &7 LA R
SR S o SKSLAT Gy Ak (1 S Ak R R v, TR
3 12%, X5HEREMRZET RS . ikiEEM
SiffIfil R RBA B 5 HEACH 5%, Eom H 36T S il
TIE PR P BB P A

N T IR N BRAAAS [F] R A ot 3 XU 6 5 47 56
HE (RBAD filt & 1520 , ARSCHEAT T S5 Ge it 204t
HHERILBAER 3. ZRER T SR %
RBA & 5L, (FARSCREBS AL BANRFELE RBA
B 1 B B o B SRRAE AL 4G 5 5474« Cookie
S SR E E], filk RBA IH LG, VEH
M 0%Z 100%. SEKE, fil/k RBA FHEHET
N BT A>Cookie>F e Ml > S b)) .

®3 TRIMIHEH R BBS0 F M TR RBA ML ZER(n=112, REEL)

P2 ANRE G EESBRIESE 15 RBA PLEIE L fih % RBA ¥ fi bt filik RBABFAE ik RBA itk
R 40% 30% 50% 10% s o] 80%
% 35% 25% 45% 9% Cookie 70%
KRS 50% 40% 60% 12% B 50%
yiiidi:a 20% 10% 25% 5% BFER 30%

BFAT NI AR, R P75 S I i 147
RNEHIEREFIBH M EMWZE, BHEERN—F
L2 A AR o 1K T BE R MRE K T R E AU
ST, ATTHE N T K 4 25t B P AU o 5,
MH P RICH P A AIO AR, iTRES 2R E AR
[ SRR s B P EAR RIS BN B A T8
S, XA R T AR B RS SRAT R RIS R BN,
B 27%H WS E P RN DA R IR BUE B — 5 B
HE, SERBUERS, b Se s, Blent
AN S 38R 3 24 NS, DEL (3.6%) MEk21A)
P RIEEARGE SN, TR A SR s sk,
WO PG A P 22 41500 o 030 : 66law.cn, 1% Mukit
[ s} 358 7% 24 I B SR AR TP Stk 0 5 1) HELA

E (3.6%) ST BRERIK e 4, BESRA
TE— B I (A P v L 22 8 5k, MRt & EE
Thee. FHP AT Ll i 50 UF B 4 1 75 3K Can iR AE 58 00F |
FHUIEIDE) HEHFE L. 90%L LM EL
URIGAIE T4 2 38 0 7 B8 UE RS BRAS I RS, B6AIERY
AT BRI GERAIESE . Hd, 3.6%HM
Sl o AR T T 5 1 R B B s sy 5, /MR P LT
Blit APP FH5 5% . 3.6% 0 W3k 75 4 BE L6 IE Ay [ Fief
I S AT

P& N iR AR B X ZEAHEIK P 8E L K
RGN, EE O ERIESE, K221
TGN Wo T8 9% I i 2 75 FH Pt AT A B A58

FH 0 B e 70 11 20 5 4 22 HoA 2400 fid )k RBA 5B
AN N P B A IO AIE 8% 1) X 3t 26 F P AT St
A FH P 0 W 2 B 4 2 L Ath ) BT 2 B SR I 2 ik R
RBA S, Z4ME I E 56 UE B 30 00E » 1X 3R B —
16 ) sy 2> MR AR FH ) 36 SR B AR A HLadE AT A A &
PR USAIE R EESR o 7.6% Rk 2 75 F P 8 SR i HH AL
FEBE UL N fi & RBA SKlE, Horh 50%2 B nFHlis
WERS,  50%34 I 56 UERY .

B0 S S SR TR ) SRR 45 R R, 10% 18 99k
AR B (Fldn, i EE R 02:00) 2R
SR 2 fil k. RBA, A 80% [ W3k B3R A P 4 N T
PLESIERS, 20% 95k 225K F P A A BT B UERS . 31X
TR S — O] iy 7 5 AL B SR B R R AT B SR i 2 SR
AN IR R il . SEEREE FIE IR, 4% 1 2 78
FIBRE R B SR fi & RBA, BRI NIRAFRY, X EWRE
— W X 3l £ 7 B SRR S B FH P AT A 1 5
HERFAORIMK 7 224, SR, SEgR 2 R BoR, i i,
LB ) RBA il & RAUHN 14% (16/112), KT 2K
25571 59%(66/112) K A Cookie 1) 39%(44/112)
FIE AR B SR ) 17% (19/112)0 X—KRILEW, £
I ) RBA SREEH, AR FHIE & A ik
B 5 A E R R K il 2, R I sl
RBA 50 H SRR B L) 22 S K .

85% MM ulifi . RBA BT X B I ANLIS UE 5L
FIL AR UEAS R ACRIE R P S 4. Hdr, 80%



11 3] BRIF) A T XU A3 & B A IETT ST 13

I s S 1 AHLIRUE , 1 —FhA 20T Bk >
H 3 T BBt o FA5 WIS Ry —Fh B 47 56 UEF
B, HAT AR ARG, RA 25%HIM R 1k
BERERS . EAE RN, A T IRMIEE 2T RIK - %2
IRY, 20% 0 Wk 2R BARTE L, g5 AL
SO UE AV S UERS o 40, 75 F P OOE MBS SR
IR 3y 2 1 e A B AATLEG UE SR P sk s ThfE
o U 38 78 1 22 4 B I, 0 5 W B SR AT N, 2
BRI RIS IR, DA ORI P 1) 2 4x . 1XFh
% J2 IR 1) 22 A B0 UF SRS AT B T4 = 0l (1) 22 4, G
JE AR PR 22 4 7 3K
5.1 TN iER R EERE

N7 VHE RBA fERBIFELR RS H It RE, ANSCR
M T 5E RBA AR 732, XA SCRERS A 23U
o LR AE R

> Ak BahEEEE ) (TPR)
AT HE: AR H P B SR RS IE AR
BRIRIE N AR SR A A AR ) LA
HiE HAF 5 RFAE RS A
NS ZHBE vs [ HE 5L
6, RSO ASoh E A A A
sk CEPBHMEZR, TPR) RO2UGHE T RS PEr. #H

vV V V V

K, ASCHE LRSS BRI SR g R

P RREF AR, A G) R B SR SR
&, GO HEREEY, i) MAH%E TPR fXEH
FERRR TR A, I Gv) dsk vk
ASCK T 7 RBDA 7EDUR IR FhERIT)
Yiki, BT VPN W3k, @Bk, @goe m st
AT TR, [R5 RBA (Linear) Y, JE-TFHL2%
20 RBARHAT T LR 7EXTELSEEGH, ASO
(Linear) JiE#HAT T HVEALSL Bl . B2 RA S
RBDA #[EFIRHESES, BHE 1P thhk, JYEds. #
TERGE. BEsm R BRI 5 85 M, JRRET
REAE 52 R U B 2 Ul R VP20 o RGP 20l ot %o %
FEAEARGT T F P 0 52 AT 9 53 A0 1 25 15 D0 a3E AT AL
CE . fEREM B, A€ B{E RBA i H HF—4 R
SE [ AFL 2 W 2 75 A R B B A BerE, BRI {E (R SR AR
FHATAIPEIRE, VPSR S SR P
ISIEAR . T BV, ZREL TR & ME
BB A I 1A — BB IE B2 BRSNS, AT
PRI RBDA [R5 AN e B ) B S s 5 e S ML
RS
T $Em RBA AT, PR EERES MFA

(1) 22 081, — AN JFEUE R BRONA E HEAT = IR S A B
WEROL, PRI, A SCORE I 5 5 SR T sE s KN e SR
78 AP A B T S O B AE R ARFEAE 0.5 DU Y A

HRPEX— 5 X, KZHTPRAET 0.99 ITEW T,
—ARRE B R AN B R k. HiAth
TEOLT, TPR FE 2% B Eor ml A PUAS G T BRI
%, TPR 4 0.995; Xt F VPN X i %, TPR 5 0.99),
AN CFFHERERSGE, TPR 8 0.99), A
O VPN FIE S RHE G, TPR 4 0.995),
LR 18 A O FHEw B E X R Xt #, TPR A
0.8276) . XN —ANIEUER B, HA AL B T
ANB— [ () 75 BT ET S BRI .

R, M SRR E RBA
Bt B BT 75 1 D7 S0 s B . Wiefling 28 APOILLA 14
PR AL E A RME T 0.5 fEARR e EArdE. 16
HBHR ML E T, M HFR TPR 4 0.995 i), &
HE R AR E M B g s b 2 4 2600 38l s%
B ATk B AR An e, T HARBLAC AR A o 75 224
8 2k I idsk . X T REWE v FE AU A A FH P RHIE
P M B, R PR m TR, TR
LR EIG I R R, R SRR T4 40 %
J3 st s fE A BRI B AR e B 4 - nTRPEdT

IXSURE )2 B RBA VR e 2 B4
MBEEBA R, AN EHAE N RBDA K
e K . ASCAE R FiE— 50T 7T RBDA
BRMEE IR IE T 2 PR R, A
TPR=0.995 & In B it 37 5 N R Givh ka5 LL A
[F AR, SR WE S,

RBA B HRAL 1 P9 A0 & ok B 1 ml e 1 Ol
Difa & RBA/Afph ) RBA), IX B8 A] GEVE M AR WL 5T

WHEERE ST (TPR). AT 7 B HdiE i
A o ASCHEA T 5 2 B0 50 A R I 8% AT - SR
FE RS VR A TS N T PR FAS [ 10 0 8l 22 4k
PR — M, RSO T B SRR
FIBGERER P (a7, 2R AR FH I 3 A
WS SR BOT W I B EER &b
F U VPN Yok 38 e ) s 38 16 508 5 0 36 0E
R FWEIN (p<0.0001) . ZR1fT, XF L E M Bt
* TPR KT 094 I, EH SMRIFFREE THF
(p<0.0001). 5 Z FiAHE, #825E X # nl DL IF
5 EVER P X TF, HAREGE & WA R . 25—
FhARA A, ARSCRE A 7L P BG SR P (el D
FURFERCHEMER P CRFIEE ), 24 R AR 2 1)
Bk AR TR . MR IR SR, BT
A d # R EOH B WU R
(p<0.0001), Xy IiEARONAER -

52 XWHE

ARSCRAE B R Sl AR P AT R ) B

R B R SR A A SRR HdE 5, JFPATEET-H 478
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AN SIS IR0 0 HL P AT 1

ARSI 6 A A XS 388 0 R RFAIE a4 —
AMENEAR, SRR UE A 5 ASRAE s 1
NTIHE. B, ZHH &S 1P ARy H s
I, AFAE AN FANMRFAE R — 2 BTN & . BT AL
FEIGEIX 6 ML AT B RS R,
R ST AT X B B v FL A AR R R A AR 1 (] — 4 0
HBEATSRBE TN . SILARE 6 AN 64 FiATHE
HITIAL 5 o

I T 44T X /2 RBA 248, LI /2 Freeman
S NRURIRLRL, By B AR 4 R AR AR ) 70 SR A 1)
G RAEME R AR R o D9 7 OREFRFAE 2 R 12 AR50
FAS TR, oAb A A2 B B i [k
SREHUE, JFHAEEMA. 5 1P dhbAnH AR
AT H R 5% R AL B A 38 5 2 T AT T ) EHE AL AR
JEHT s RLHX SR AR AT AN SR 4R o RTT (£
IR IE]) AT HSAE, (HAERAN BB & L)
Bezs o A, RTT 5% HAE R Hdn 4 bl e T
HARNLE

BEA R SRR . BT &R M, A
SRR BCERAE R G0, I3 THRAE RS EL N W8S 15
Bo WIXEAF B, ASCREHLA ST P ARE 745 55
Pk, AP RERITAZERR S B8RRI OR
FF— Bl RTT 2 W SR IR AN G Ry 3t 27 B AL
P PRSI, LA OR RTT (B RIS .

BT ASCVPAL B RE 08 FF LA SO T RBA
TERIAT NI L4 5, A8 F R AR B4 TP Mk (TP Hb
bk B AT AP AR e
PAE RGAFRFIRRAS . P U5 2% AR A RRA L &R AD
53 SERERE N

N T VAR R AU 1 B O AR RIE 9 T VR A
ASCHEFE T BAR =AM

*RQIl: I GE /15 Hbx TPR Gl s2m &%
F P B IR 3G UE T4 2

« RQ2: H P &Mz [y A7 s DK B 5
M RBA [ 4 FIa] P ?

*RQ3: RBDA H[i[5E H{f RBA. FETHLEE 1)
RBA AL R I U0 2
RQI: ANEZdi g /15 Hbx TPR Wl g0 &2 H 7
) IR B UE T4 2

N T IR M2 R, A0 RBDA AR
S PU R BRI AT T 6T s . X e I R A
3 T AN R R M 3 AT 9, AR IE T R P
it A0k B0 1 7 B I B AR | R R M s v
WA | 455 2 FRFIE AT B0 1 2 4 B A
DL R AR BLSE AT N IR A B A o gd i i
ZHEFERSLI T, ASCIEAS RBDA ARALLE AN [H] I
d s FTERE, SEIR A R ILEK 4.

#4 MEKHHER T RBDA HWBEHERNS S RINELER

Bt REER  RMRMRLE AR SRR JPIIER CUREE  yE
oft Verify Hard Verify

FhEBE 99.21% 0.79% 18.90% 9.92% 29.76% 59.53%

VPN i 98.55% 1.45% 7] — 2k 19.71% 44.35% 34.49%

S E Bt 98.12% 1.88% I —H Lk 44.15% 44.15% 9.82%

BERERBEE  82.85% 17.15% A — Kk 58.00% 20.71% 4.14%

# 4 /R T RBDA TEPUEAF I TRE AR
T AR R S o P IR SE B o Bt ot ot A i
FIRESRIAT ARRE ) S 4R AR B AN W3 11, RBDA F
EIUHEEEHARBEE S5 TE 99.21%8 5 T
B 2R B 28 0 Bt B 5 R I 82.85%. [RIRT, TAIEAL
BRI BN SELTR . TR,
BT 1P bk, BRI E. B AL AN R
FRFAE R i 25532 1 P 0 sk o AT, AR ) 2 32 22
Eh T E RSN, HA 59.53% M2t H
FEBHWT, 29.76%HE N = B B A B0 IE -

VPN B # Re e 5 /3 40 7 BT 7E X 38022 o DL
P AREE, B Critical XU %I T F%, Hard Verify i
RNEBLAETN, K 4435%. B, gk
Refg EIR A A A B B A AR5 B, HIER;
MES &R mEES, B RS E 28I

— B 5 AR T SRR FE RS S, Soft Verify Al
Hard Verify 735l 5 44.15%. fEBY0E M KT 5 T,
B 2 fe s m B GE P S 2, RBDA
BRI A HAAT A 22 EAT RO, DAL A ) 2 o 3=
7% N\ Medium XU [X 1], 58.00% B fi 2 4% S 06ALE
T ELEBA T EL B 4.14%. Fik4E B8], RBDA
REAE AR BUT AT 5 62 P G TR P i 25 2 3
EUE SRR E R, AR BT E KR 21 48— fil
B AR AN
RQ2: H P &M [y AT 9t H K BE AT 52 i
RBA (12 4 1 Fl ] Fi 1 2

oA P B SR RS E T A B, AR
SCHE R Q108 s B ks F P il oy v T2k B H S H
F(<1 RO JURBESHF (1-7 KD, BREFH
F(7-14 RO, JUAEFHF (14-30 XD DL



11 # BFEOEE: T R S GE T £ A 15

FHH BRI (530 K). £ % TPR=0.995
A B 26 F , ARSCHUR HL R P B IR B8 E
T4, FHRAIESHZ AL S Dunn-Bonferroni
JE R T LA 22 o R RS L, RIEE
(p>0.2)MI LLELAE R UL - 7 KR, (p<0.05)I45 SR LUK
fbrid, BARZRIE S,

BB ERRERRA AL 7 AR

BEEKETH A LDNAS IANRED 1) R
Gk M. 9 RBDA RARE il — & AT A R,
TPR MHLLAR B 528 Hi s (1 4E) TFRERE/NT 03 4
=TS | ) QAR 1T i g NI N
(18.9%vs19.1%, ZFALEE, p>0.05). B RBDA
TG 75 K OR A7 58 B2 AT 9 00 BV AT 4455 22 A v AT
P

*£5 ARBEFRINEFERPZXRIEIEF$EAY Dunn-Bonferroni #1E/S(p){E (TPR=0.995, EMEKHEE)

BRIR (EPN JLR 34 JLA >30 K
BR - 0.0231 - 0.0098 <0.0001
JLR 0.0231 - - 0.0932
A - . <0.0001 <0.0001
JLF 0.0098 - <0.0001 - 0.0191
>30 K <0.0001 0.0932 <0.0001 0.0191 -

RQ3: RBDA 5 HAhHFAH LRI an ey ?

A SCREAUDY R T # . AR VPN Jiik . 58
) By EBE R BT o PR RALFEE iR AS RBA

(I 7 AR A E [ 5E BB D ML > iU RBA BI{H
PALTT S, LA RBDA.

NORAEHCBLAF, A SCAERA R 7 8 s Bt
FRAEEE & o IR/ 70 B Bt N B BB sK
B Wiefling &5 NROE H i) =M 5 25 U5 i) BIAE 77 %
Linear. Poly f Hybrid. Linear fff FZ 1[I HH A5
T RS PP I 6 55 ) S R AR 1 5 Poly il 22
TR 0 AT R S e ) XU 1 73 5 Hybrid
TERAN T 2K FikFE Linear 5 Poly A RUIEAKRE
i B . T =FhE 4 A RBDA, 48 HIAH R
VUK Brai B AR TH 55 TPR, AT 38 4 by 240 4R M Bt o
AN [ 36 ) B LU A 22

* 6 i TEG B BUl A S IR/

R4 F, Linear. Poly. Hybrid 5 RBDA fEY3EI
s i) TPR. AT HhERME, Linear. Poly.
Hybrid 1l RBDA ] TPR 4354 99.05%+ 99.16%-
99.16%7#11 99.21%; % T VPN Kii, 7054 97.97%-
98.06%- 98.30%F1 98.55%; XFF B MBEHE, 7HlH
96.92%+ 98.24%. 98.28%7#1 98.12%, FL# RBDA 5
Poly Al Hybrid J&A$z01; XF#YE BEE, o
A 81.62%- 81.75%- 81.75%411 82.85%. HAKKFH,
RBDA fEAbE. VPN MY E [ Mg st IS i
= TPR, TI{EE M Bz 5t T 5 Poly Al Hybrid R
AT K

SR, RBDA £ 2Nk F AT R I
TEEEIR THLES 2 I, RERIEXT R e Wt
R T SR IR AE . Rk, TS IS B
BrAIE RBDA AEXT K 22 B0 T XU 1 & U IE 7
EAEBRLS, HHEEARSE SO ENE.

*o6 WHARETKIEH S AIEREE RAENZSE)S{E TPR

TPR

W pER Linear Poly Hybrid RBDA[A ]
WERBEE 0.9905 0.9916 0.9916 0.9921
VPN B 0.9797 0.9806 0.9830 0.9855
SE B EHE 0.9692 0.9824 0.9828 0.9812

B E B 0.8162 0.8175 0.8175 0.8285

5.4 HRRSCLG

NYGAUE RBDA AR i B4 5 5 B,
ARICTFRE T RGP Rl S50 o LEAH [F) 204 5 BetE
ANRET, BRI LUt A5
BEAR-AMARHE AR E IS — BB IR 2
2 RIBME TR S H (T

Kl 4(a)a5 REW], BRI SHIE RGN
LA k. o, ZRSRBEREML SR
TURBGIE AR R 18.9% T AR Y 20%+ (p<0.01),
B 2 A R IAG R N T, B T 43 G S TE R
TR T A 25 . L BRA Al — BB IR B3
BRI sl, Rk 2 BT 4 N E AL U

AR E T RO I e B OGS RREE A
MERFAEE SR B EFS I X 5 7 H 5 FRILE
B EE A, 3R BB AR SO0 S AN A XU T R S
ZIRAEH « KT R EEEHESH RIS REIR S
BARVERE, AT T B A A b

WeAh, AP EE ORVHR S KRR, AR 1
JEi 26 55 3 58 R AT AE B R 45 2R <0.3% 1 1 o T 4
Fifa e i) IR RIEA Z % (18.9%-19.1%, p>0.05),
[F) B 5 3 B AR B A7 i AS, B0 T RBDA X Fafl
BOMEEDSR ISR Y. A TEIS AN R B #F VPN
BB MBGEROTT, AR (L=7 &)
il bl ai st b (37 31T EE . 730 $E
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22) FLFEIWE At=T7 K, i 2 Ba AL s MU R OR
FRZIE K& O Xl B8 ) - FE AN FE B 35 1 VPN
WikiEs T, —FE DR AaEa K L E W
T PERE s S0 08 [ A € [l i, SRR st
Ak — P R A R
5.5 FHENE 7B Hr
N T RITRMEAFIE LT, AT FIESZ R
ZHRIFZARIL, 2 58 T (1) QT B e A -
PSS B N IE BRI AH OCR-AE s (2) a4 ic 5 - S 4y
WUEAH G R EAL 240
B2, AR S 2 g, SEm K fid kX
K S MIERRHE MR E 2, Il HE R/ EAR TR
JUJ7 T : 1P itk (IP address), FH-F 15 H P AR 2%
A8, 2 1P bk mr,  anok B AR A0 H i 2R X
B, ATREMRR AN B IAIE ;s W BEES (Browser),
FA P R B 28 SR AU FIRRAS, 1 215 B 5 K~
F I3 S Ad A SUANREINY, AT RERZ A NI AE IR 2 2 K
s BEEE/r#%2 (Screen resolution), FH 451 55
IIHEER, YBERPRERARALRY, W RER IR P AEANA]
B B, ik 22 485 s #4E R4 (Operating
system), FH P& IR RGRBANRA, HiER
SRR, FTRERR AN P e TR EOR AR T AR
TERG; B mE] (Login time), FH & sk [A],
FEAE IEH I Al BOG K AT RE S K % B, Bt
(Login location), H FHMEN B, KW ERMESH
RN B W E A, FTRE AR BN SE 2 R. teAb,
WA H AT RS (Behavioral patterns ), EL4% H ' [
Wb mldr . BRI 225, ST S AT A
WEAR, AR KR WA RS (Device
fingerprinting), Z5& W& 1A PR A HREAE, H
TME— R, MR TREUR AR, WREAL A
KR AE 5 Z2 HRFRINIPIRE, 2 H 7 AR MFA B¢
MFA RA S B I, AT REflAR RS AIE ;s B s 1) %2
R, BFRIERGNZ 2T . RERIAH 2
W&, KRR T BURIBAT LA A4 TT
REA AL A R s FH K 7 g 5235 3l (Account history ),
BFEZ G i KPR BT, SH PR TN
B RIR KL B E AT, AT Ref A IE
Bl 5 @R TLEARZ AT RE RS REIE HR, AN [RIRHAE
FEfid R RS B A DUIE P IR AR O B SRR R . AR Sk %
“IP HbhE” “IVEES T C BRRE R “HERRT %

SIS IE])” OB kbl fENE SN R, FHEAER
WHTARHIER) S X GEAR DG, Tiads TG T X
orPE TRERTSRARME LK X AT N 22 S S5 T T I 45
i, WFHERMHRE, LREHERT KB N =2k,
T, BRI S B s L B T AR SRR, AN
[) B X B X 3 FH P 78 H v R TR B DA R Hh A B
AT PARAE RS ZE e IR, TP MBI NE S S R
R GFRAIE AR ELB I X PR, (EAEAN R E Kk
X 35k 4T P AR I AR E I Gi vt o A 2 5, R
BRI XA DG s B JE, PR HR R SRR R R AIE
B2 IR A 2 e, F S X ORI AR X AT
{BLEREARZ A B — 2 i A A -

DRI, AR AN ARREAE B AR 8 BRI AN LR BT
FRIEYY) S50 XAFAE FLARE R R OCR, T2 Ke i X Bl X 4
VERBEARRI 3 ST 4E RS, F 21 AN 5] P AR
FRAE A B RG2S, WRONRFIER I H &
TR S I . R TRERE )R, F%
CTE RIS WSS REAE B LA 7 ) 1A

TEUCIERN b, R AT N — Bt @A — D%
Xof R — FH P S, ORI — R RIAT N E PP 4
i 26 53 i 2 L SRAT 9, B IR RS 40
7 = BT T RRAE AU . P TR R SR E R
AHESE DIReEAN, FEAAAAE H T AR

A E R S (112 DREL, B aag.
NN 1) 3/ DI N NS & ) Sl = N TN D
(RRREU LT RER SO AT 7 V-l . SRIR 25 SRR 0,
TEAESE RBA (AR [EEBIED T, AEH Ik
WEH ALl Z R 24.3%; FENLAF )0 RBA HI{EL
WHZET, ZEMKSE 20.1%; TME RBDA HE4L Fit—
WK E 18.9% . AHECT [# 7€ {5 RBA, RBDA f#ii%
BRI AN ISIE AT A 50T B2 22% (p<0.01),
HARNB G AR A B W, REAE RS
AT (R SEBL T SEAR P o

BEA P BER ZIRIIERIAER . ERAT 112
ANub Ul S Ee Y, W R 2023 FREERE, B
70% 1) EL I P 78 22 20— AN I 3l B8 A2 7 )
T ZREFINIE, HAUREERIES Ry EZEER. A
1M, BT ZEFINERE AR, 72 Wik
SRR 4 M A0 32, BRI RS FRRRAE (“TP
HhE”, “REER TS CBER R “BERA. %
SEIRFR]” A B Sl ™) 7RI B B A GBI RE R
PYEE R KR EEN MO



2 BRI BT R B 5 DA TT R 5T 17
Sk > B9 5k s — ST T R
g‘; 25.00% - 22.20%_22:90% R EE M P ik & KUBS S BHAIE AYSTR 30.00% fR&R R EUHAIE RO R
1890% % 19%
g 20.00% L I : 8 25.00%
& 1ol 20.00%
S 10.00% B
X £ 15.00%
7 5.00% 2,
& 0.00% - - : : 10.00%
#H -
- S G SR o] soo1
% %_‘%’ /‘%7\ ]_,Q\ WEE SN ERE
ol Y‘/ Qe% ®/ A & & & 4 & = 0.00%
& & ¢ F L T T

(a) ASFERRHURT Z R BRI i 5 Z A

bR AT
(b) BER-ANN-WR R G AIE

B EHERBA  H#FSIRBA 11 RBDA

(c) FEH AN RBA %M Z IRIRTFAE 2

K4 RBDA {ERMIERIUREE . A RlAT — 98 T4 75 T S 9 45 2R

FEHRE, 0 P 8 SR I 22 A it 2 B TR AE DA
RILANJTTH : TP Hiuhik, HEd 80%1) %4 R & H ok
T IP MR AL, R AR B S S, I REE
JUREE; FEERFIIRE RS, X LR (W UCEC AN
S LT 2 H R KR 4 H T AN 4 IR 25 R s 11 A
22 A BT IR), E IR I R] )8 sk 2l
PRI A B AT A, REAR E R A 5 M o 25
HRE, XLRHERBE U T K 2 7 2l Aish
() B G B6IE , T TE P48 22 A VAN P AR5 2 )
# EEAE R A SO A S A R (112 AN,

BRAES B 5. Rl B “HEIEKHP”
(RFREJLFRERETO M7 1FE: %4 RBA (&5
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Background
Risk-Based Authentication (RBA) evaluates contextual and

behavioral attributes to dynamically assess login risks and trigger
additional verification only when anomalies are detected, thereby
enhancing security while reducing user disruption. However, most
existing RBA frameworks are derived from foreign designs and
rely on proprietary risk evaluation algorithms, which conflict with
the goal of achieving autonomous and controllable cyberspace
security. Once these foreign algorithms contain backdoors or
undisclosed vulnerabilities, attackers can exploit them to bypass
risk detection or extract sensitive behavioral information, posing
severe security threats to individuals, enterprises, and even national

digital infrastructure.
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In particular, RBA systems are widely adopted in large-scale
online services because of their flexible deployment and minimal
interference with user experience. Yet, researchers have shown that
conventional RBA often relies on static feature weighting and
globally fixed risk thresholds, which fails to capture individual
behavioral dynamics and regional variations. To mitigate false
alarms, some systems attempt to tune these parameters manually,
but such static adjustments cannot adapt to evolving user behaviors
or contextual shifts. Moreover, most existing RBA frameworks
assume that behavioral profiles remain consistent and complete
over time, which is rarely true in practice. Once a user changes
device, location, or network environment, these systems tend to
misclassify legitimate logins as high-risk events, triggering
secondary verification. Although several adaptive or machine-
learning-based risk models have been proposed, they require long-
term behavioral storage and centralized data aggregation. This
increases privacy exposure and introduces compliance concerns
under regulations (e.g., GDPR and CCPA), thereby limiting their
deployability in diverse service and regional contexts.

This paper proposes a Risk-Based Dynamic Authentication

(RBDA) framework to enhance the adaptability and deployability

in wild. On the one hand, it addresses the limitations of static
feature weighting and global thresholds by introducing a group—
individual behavioral recalibration mechanism, which aligns
regional user behavior distributions with individual login histories
to dynamically adjust feature importance during risk evaluation.
On the other hand, it mitigates privacy and compliance challenges
by employing a periodic short-term behavioral consistency model,
which evaluates login legitimacy within week-scale temporal
windows, thereby eliminating the need for long-term behavioral
retention while preserving detection accuracy. Furthermore, RBDA
incorporates a history-aware multi-level threshold decision
mechanism that adaptively generates authentication thresholds
according to user behavioral stability and assigns corresponding
secondary verification strategies. This design enables fine-grained
balancing between security, usability, and privacy protection,
offering a practical pathway toward deployable, privacy-
preserving RBA for modern online service ecosystems.

This work is supported by the National Natural Science
Foundation of China under Grant 62222208 and by the Youth
Project (Category A) of the Tianjin Natural Science Foundation,
Tianjin, China, under Grant 25JCJQJC00230.



