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Abstract  Password-Authenticated Key Exchange (PAKE) protocol has a wide application prospect
in the coming post-quantum era. Scaling down the number of communication rounds is capable of

effectively improving the execution efficiency, and this is a rather important direction for optimi-
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zing PAKE protocols over lattices. Up to now, there are mainly two technical routes in the exist-
ing literature guiding the construction of low-round PAKE schemes over lattices. One is based on
Non-Interactive Zero-Knowledge ( NIZK) proofs, but how to implement NIZK proofs in the
standard model over lattices is still an open question for these derivative schemes; the other one is
nominally designed as Indistinguishability under Adaptive Chosen-Ciphertext Attack (IND-
CCAZ2) secure based protocol, nevertheless it applies only an Indistinguishability under Chosen-
Ciphertext Attack ( IND-CCA1l) secure based Public Key Encryption ( PKE) scheme in
implementation, which relies on the introduction of signature/verification algorithms or other
techniques to ensure its security in implementation. Moreover, these two methods will introduce
extra computation and communication costs. Therefore, taking advantage of the additive
homomorphic property of the Learning with Errors (LWE) problem, this paper proposes an IND-
CCAZ2 secure word-independent Smooth Projective Hash Function (SPHF) over lattices, which
also supports the construction of one-round PAKE protocols. And this paper identifies the exact
values of parameters of the PKE scheme that the proposed SPHF predicates on, ultimately eliminate
the influence of the incomplete additive homomorphic property of the LWE problem on the
correctness of the SPHF. As far as we know, so mentioned function is the first IND-CCAZ2
secure word-independent SPHF over lattices. Besides, the proposed SPHF possesses independent
research value and great application potential in multiple practice fields such as witness encryption,
zero-knowledge proof, oblivious transmission and so on. On this basis, this paper innovatively
designs an efficient provably secure PAKE protocol. This protocol is resistant to quantum attack;
it only requires one-round communication, achieving the optimal communication round; it is
based on the standard model, thus capable of avoiding the potential security threats of utilizing
random oracles, especially in situations where the utilize of random oracles may cause lattice-
based PAKE protocols to suffer offline password guessing attacks and quantum attacks. In practical
applications, the proposed protocol does not reflect dependence on the utilization of NIZK proofs,
signature/verification algorithms or other techniques to ensure its security, which will effectively
improve the execution efficiency. In addition, this paper utilizes a dataset containing 4. 74 million
unique username — password pairs of Renren to verify that the PAKE security analysis model
based on the CDF-Zipf law is indubitable feasible to more accurately evaluate the security guaran-
tee that a real PAKE protocol can provide. Finally, in the standard model and based on this more
realistic security analysis model, this paper provides a strict proof of the security of above men-
tioned protocol. Controlled experimental results show that the proposed PAKE protocol has the
most optimal efficiency and the lowest communication cost compared with other related protocols,

which drops in line with our expectations.
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IREEXR. BT uw SRS & s £S5
F S RREEB T, 5 I B ARG R R (D) sid, =
sid! ANULL; H.(2) pidi=s H pid'=u
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EX 1. ZRH5INER AL & « 2
RS ARG O K PPT BT, HARZ
PAT QUo) WAHE L 142 55 I Bty 3 e 1425 i) oy
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=
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AT FEM R B T8 1 IND-CCA2 &4k
TR B R 0 A R . o T R A S
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Nt SPHE H-45 IND-CCA2 241k, DL K i fs 31
— 4 PAKE PrisUnT DA% NIZK I B 145 45 /16 2%
SRR B L A A LWE (8] 8 64 hn vk [ 25 8
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HashKG(q.n k1, 1%) 5 A LB 5 (g,
nok 1) BRIG BB PRI A B hb, <2 (1=<i=_D),
RIS B 7 48] HK = (hk, shky so+ shk)

Proj KGCHK = (hky s hky s+ hk,) s phs = (A,
B).G): e AW A % 9 HK = (hky s hkey s o,
hke) S 7 E N phs = (A B) T AR U B
G, . SRJGi1%E hp, = (A+ (B+FRD(tag)G,) | 0) +
hke; I G i B HP = (hpy shps ==+ shp)) s

Hash(W = (label, (¢, ,¢y5c55¢4) s p)s HK =

Chky shky s k) T S5k A7) W= (Label , (¢,
Cr+Cyc) s PRI T 4] HK = (hky shks oo s hk,) s
RIE A
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Hrpie[1,0].RD() R X « 47 U & AT 5
B GRS AE h= (hy sy v sy s
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(label s (cyscsscsscy )y P)sS): 1 90 H AR % 4
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cssc) s P X WE LBYIEYE s8R 511
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i BE LWE [8]8 ) A 58 42 03k 8] 25 J& 1 %t
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lzi—=2/| = | (e, +e)ehk,]| (8)
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V- R W A BRI BV TR R P S T T PR EOK

EIE 2. WISPHF 2ETAHMB T E S W
-1 5 0 T R
IEB. PR DLEE S L
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3. HP,~ProjKG(HK,, pksG;) 3. HP,<ProjKG(HK,, pksG,)
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AN OCnGn+m~+nk)+km)logg) OC(nCm +m~+nk) +km)logq) 137789312 137789312

7 : KVI.PAKE!?!) [ BF.PAKE!'"*) [LW1.PAKE") fil LW2. PAKE20 {1 52 b A7t 45 38 17 0 35 Fh 25 44 / 0 28 00k O S I N 28 44 45 5 | AR BN 4.

6 MAREERHEMITEL

Lo b B A - e A gt LA
VES REHRET B % NIZK i B B AR P e
KVI1.PAKE!! = = [ T A Y IND-CCA2 IND-CCA2
KV2.PAKE?™ 7w = 2 T AR Y IND-CCA2 IND-CCA2
ZY.PAKE!NY = 75 = Fifi HL 351 5 AL IND-CCA2 IND-CCA2
BF.PAKE!® b 2 2 Fifi HL T30 5 AL IND-CCA2 IND-CCA2
LWI1.PAKE] = = i v A5 Y IND-CCA2 IND-CCA2
LW2.PAKE 2 = 4 T 4SS Y IND-CCA2 IND-CPA
AN & i i T 4SS A IND-CCA2 IND-CCA2
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FMEM TN T i€ 1,00 h = ph E0F B RSE. AR5 50 (6)
A7) BRI 20 (LD B R TE X (1.2) jior.
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AR A T R 1 WISSPHF JE B 1 207
2, =C(c; e || 0T hk, (modg)
=((A"s+e )+ ((B+FRD(tag)G,) s +e)[[0)"+
hk; (mod q)
=((A+(B+FRD(tag)G,) |0 "s)T hk, +
(e, +e, || 0T« hk; (modg)
25" ((A+(B+FRD(tag)G,) |0)" « hk;)
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=s5"hp,(modg)=hp +s(modqg) ==/ (L.3)

LE LA 4RI WISPHF H 4 153 7.

B 5% 1L

. ST ARSGE I 1A PPT 8T, 9%
WA PAT B VR BI85 T T A 22 1) 9 58 T S2 56 15400 2% AR 40
P E SR AL SR I I P B O A T AR
LB PAT . DA UE W 580 ok % 9 o 2 i e B IR S 1%
BT — FR I 3 B S0 BT A X 48 8 Bl U S 5
53 3R Exp0, Expl,++ o Exp0 3R AT B S0P 52
By, AT ESEUE A T A TE AN AR AR S50 v Y A 25 S TT 2 g
B R E RE T ATE S G — A 5050 P (A 38 PR DT 75 3
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5 Cl(pw B CDF-Zipf 4041 ) 5 (2) K455 11 i F IR 55 o o 4
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HK,)* Hash(W, ,HK,).

3138 2. R SRR IND-CCA2 LA
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SEW. RRRER IR AE T ORIE I 5 B 2. BT B
B AN T Z S 1) PPT Bt F, HEGH R # A Advg 5 (k).
BRI AYGE = 0 & AU A Ui 0l 55 5.

B TF-BAE R #F AR Exccute [0 I, Bl H & 19 3k
U E MR 3% o, pr’) . BRI PRI HE ST CT )5 S B AR [ 1
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B 1850 B i 0. 98“C i 8 1A A B A B 17
NEFEM EVps(pw) 30 “C 3B N A4 B H B 1 17 F
% EVss (pw'). B4 EVp s (pv) KA K3 5 A% Expo

- A5 5 W A R0 T T SR AR R B B O R i U A
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h<Hash(W,HK)} (a)

] ) 1.4
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Background

Currently, password-authenticated key exchange (PAKE)
protocols based on traditional difficult problems are not
resistant to quantum attacks. Lattice-based cryptosystem is
a typical quantum-resistant cryptosystem, and it has been
certified by NIST as the most promising cryptosystem in
the post-quantum era. The lower-round PAKE protocol is
generally more efficient. However, existing low-round lattice-
based PAKE schemes are not able to avoid the utilization of
additional cryptographic primitives, such as non-interactive
zero-knowledge (NIZK) proofs, signature/verification algorithms
or other techniques, hindering the improvement of execution
efficiency. Besides, word-independent smooth projection
hash function (SPHF) is an important mathematical tool to
construct low-round PAKE protocols. But there is no such
SPHF with IND-CCAZ2 secure over lattices. In addition, the
current security analysis model of PAKE protocol generally
assumes that passwords obey a uniform distribution, which
leads to an underestimation of the security risks faced by a
real PAKE protocol.

Therefore, utilizing the additive homomorphic property
of the Learning with Errors (LWE) problem, this paper
proposes an IND-CCA2 secure word-independent SPHF over
lattices and identifies the parameters of the public key
encryption (PKE) scheme it predicates on to eliminate the

influence of the incomplete additive homomorphic property on

the correctness of the proposed SPHF. As far as we know,
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this is the first lattice-based word-independent SPHF with
IND-CCA2 secure. On this basis, this paper designs an
efficient and provably secure PAKE protocol in the standard
model. This quantum-resistant protocol achieves the optimal
communication round without the utilization of, NIZK proofs
and signature/verification algorithms. We also eliminate the
utilization of the random oracle, thus capable of avoiding the
potential security threats of utilizing random oracles,
especially in situations where the utilize of random oracles
may cause lattice-based PAKE protocols to suffer offline
password guessing attacks and quantum attacks. And this
paper presents a more practical PAKE protocol security
model, based on which, a strict security proof is provided for
the proposed protocol. The experimental results show that
the proposed protocol has the most optimal efficiency and the
lowest communication cost compared with other related
protocols.
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