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LuTBA: Lightweight and Updatable Touch-Based
Authentication Scheme for Mobile Devices

Jingyu Yao

Abstract—Touch-based authentication is a promising way to
enhance mobile device security in a non-intrusive manner. It
can run in the background on mobile devices to provide con-
tinuous authentication. However, deploying existing solutions in
practice faces two limitations. First, most of them are not robust
against temporal drift in user behavior patterns. Second, the
enrollment phase often requires a large number of samples
for model training, which incurs additional time and resource
overhead on the user side and undermines usability. In this paper,
through a review of model architectures and pipelines across
44 relevant works, we reveal that these inherent limitations are
rooted in the local-training paradigm. Accordingly, we propose
LuTBA, a Lightweight and updatable Touch-Based Authentica-
tion scheme based on multi-modal contrastive learning. LuTBA
breaks the common paradigm and identifies users by measuring
the similarity between inputs and templates directly, rather than
training user-specific models during the enrollment phase. We
comprehensively evaluate LuTBA using two real-world datasets.
Experimental results show that LuTBA achieves optimal perfor-
mance with 10 enrolled samples (1/80 of the training samples of
baselines), with the mean equal error rate reduced by 2.08%-
24.83 % . Moreover, with the dynamic update mechanism, LuTBA
shows robust adaptability to behavior drift. Particularly, we build
a new dataset to further evaluate LuTBA’s resistance to imitation
attacks. With a window-size setting of 10, LuTBA attains an
average equal error rate of 8.2%. All relevant codes and datasets
have been made publicly available.

Index Terms—Touch-based authentication, mobile devices,
contrastive learning, dynamic update.

I. INTRODUCTION

ITH the popularization of smartphones, global mobile
network subscriptions have surged from 3.6 billion in
2016 to 7.3 billion in 2025, and are forecast to exceed 7.9
billion by 2028 [1]. Alongside this rapid growth, smartphones
have gradually become the mainstream platforms for services
requiring high security such as financial transactions and
private information storage. Therefore, robust access control
is necessary.
Smartphones mainly employ two types of access control
methods. One is knowledge-based authentication, such as
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personal identification numbers (PINs) [2], [3] and pattern
unlocks [4], [5]. The other is biometric-based authentication,
such as fingerprint recognition [6], [7] and facial recogni-
tion [8], [9]. Given the potential vulnerabilities of biometric
authentication [10], knowledge-based authentication remains
necessary and is still a primary authentication method. How-
ever, knowledge-based authentication is susceptible to various
attacks, including online guessing attacks [10], [11], [12] and
shoulder surfing attacks [13], [14]. Taking PINs as an example,
Aviv et al. [13] reported that shoulder surfing attacks can
achieve a success rate of 43.8% after just one observation.
In addition, Wang et al. [12] demonstrated that the success
rate of guessing PINs ranges from 2.9% to 5.7% within 10
attempts. These attacks continuously pose a serious threat to
users’ financial security and personal privacy.

To enhance smartphone security, touch-based authentica-
tion (TBA) [15], [16], [17] has gained widespread attention.
Utilizing signals from the smartphone’s built-in sensors (e.g.,
pressure sensor, gyroscope, accelerometer) during user-device
interaction, TBA can capture users’ unique behavioral patterns
to verify their identities. Compared to explicit authentication
methods [2], [3], TBA can continuously verify the identity of
users in the background without interrupting them.

A. Motivations

In general, existing TBA schemes [18], [19], [20] collect
their touch data when users complete designated tasks or
engage with applications such as Douyin, WeChat, YouTube,
PayPal, and Alipay. Upon gathering enough data, a user-
specific authentication model is either trained locally or in
the cloud after data upload [21]. Several studies [18], [22]
have demonstrated that user behavioral patterns exhibit subtle
variations across different application scenarios, and fine-
grained contextual awareness can improve model performance
in specific scenarios. However, some applications (e.g., PayPal
and Alipay) may be accessed far less frequently and for
shorter durations than services like Douyin and YouTube.
Additionally, various contextual factors and users’ behavioral
states further increase the demand for data quantity. Under
these constraints, it may be difficult to collect thousands or
even tens of thousands of enrollment samples within a short
period. Given that the volume of enrollment samples is critical
to the efficacy of model training [22], this limitation raises
concerns about the practical viability of existing schemes.

Furthermore, user behavioral patterns undergo gradual drifts
over time [23], [24], [25]. Such drifts reduce the similar-
ity between the patterns captured during usage and those

1556-6021 © 2026 IEEE. All rights reserved, including rights for text and data mining, and training of artificial intelligence and
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Fig. 1. The figure summarizes six architectures derived from existing solutions. Among them, the pre-trained offline classifier architecture shown in Fig. le

does not require samples from registered users for model training, whereas all the other architectures rely on training samples provided by registered users.

enrolled initially, thereby increasing authentication error rates.
Shen et al. [24] attempted to address this issue by retraining
the authentication model with data from adjacent time win-
dows. However, this approach has two major drawbacks. First,
frequent retraining imposes additional computational overhead
on the user side. Second, for infrequently used applications,
the data collection becomes more challenging, ultimately
undermining the effectiveness of retraining-based solutions.

B. Our Study

In this work, we conduct a comprehensive survey of TBA
schemes in the literature, trying to explore the root causes
of the above challenges. Through a systematic analysis, we
identify six distinct architectural paradigms adopted in the
literature, as illustrated in Fig. 1. The workflow of each
architecture is elaborated in Section III. We observe that most
existing research endeavors resort to binary classification or
one-class classification to train user-specific authentication
models, a practice that inherently requires a large number
of enrollment samples per target user.

By contrast, contrastive learning, a technique that learns
discriminative representations by contrasting positive and neg-
ative pairs, has been widely adopted in domains such as gait
recognition [26], [27] and face recognition [8], [28]. Unlike
conventional TBA models that rely on target users’ own data
for training, contrastive learning-based frameworks leverage
auxiliary datasets from other users during pre-training, reduc-
ing the dependence on enrollment samples. Building on this
technique, we propose LuTBA, a new authentication scheme
that requires only a few enrollment samples per user and can
dynamically update its reference template set using historical
data to adapt to temporal drifts in behavioral patterns. To val-
idate its effectiveness, we evaluate LuTBA on two large-scale
real-world datasets. Furthermore, we evaluate the security of
LuTBA against random-vector attack, population attack, and
imitation attack, and collect a new dataset for the imitation
attack evaluation.

C. Contributions

The contributions of this paper are as follows:

e We systematically categorize existing schemes into
six architectures and analyze their workflows. Our

analysis reveals that binary-classification and one-class-
classification architectures widely adopted in prior work
inherently demand substantial enrollment samples, a
major factor limiting their practicability.

e We propose LuTBA, a Lightweight and updatable Touch-
Based Authentication scheme. Compared with diverse
baseline models across different architectures, LuTBA
achieves the best performance with fewer enrollment sam-
ples. Moreover, LuTBA demonstrates robustness against
temporal drift in user behavioral patterns via a lightweight
update mechanism.

e We construct a new public dataset for imitation attack
and evaluate LuTBA’s resilience against this attack type.
Experimental results show that LuTBA can effectively
resist imitation attacks as the authentication window
increases. Furthermore, the collected dataset may serve
as a useful resource for future research.

II. RELATED WORKS

In this section, we review prior works that are relevant to
our study. Table I summarizes the details of 44 related works
in the literature. In the following, we organize our discussion
from two perspectives: classifiers and the effect of time.

A. Classifiers

In Table I, VI studies [15], [35], [36], [48], [56], [59] adopt
one-class classification schemes, such as INN-DTW [56],
OCSVM [35], [48], DeSVDD [36]. The assumption behind
them is that adversarial data or their distribution cannot be
obtained in advance. In contrast, 41 studies employ binary-
classifier schemes, with the core idea that sample data from
other users can be pre-collected for model training. Such pre-
acquired third-party user data can help the model converge
its decision boundary, thereby improving the accuracy of the
authentication model. Studies [15], [35] have demonstrated
that binary classifiers outperform one-class classifiers signifi-
cantly in terms of performance.

From the perspective of model deployment overhead, 41
studies require training a dedicated model for each user, which
in turn demands a large number of enrollment samples to
support model training. In contrast, 3 studies [16], [56], [59]
require users to provide a small number of enrollment samples
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TABLE I

RELATED WORK ON TOUCH-BASED AUTHENTICATION SCHEMES

Authors Year | Ref |Environment| Users Signals E Fe;alurg Classifiers Metrics Data|Codes
AN ngineering
Kiran et al. 2025| [15]|  Lab 30 |@|O]| Artificial |[SVC-RBESVC-Linear, RF, XGBoost FRR: 2.54% FAR: 82.93% O] O
Qiao et al. 2025/ [16] = 29 | @|O| Automated |Transformer + CNN Accuracy: 97.69%-99.08% Ol O
Wang et al. 2025| [17]| Lab, Wild - @ | O | Automated |Multi-Head Self-Attention + CNN + SVM|EER: 1.12%, 2.42% [ ) O
Kudo et al. 2025| [19]|  Lab 105 |[@|O| Artificial |SVM, RF, NN EER: 11.01%-22.74% ® O
Mahfouz et al. 2024| [29]]  Wild 52 |@|@| Artificial [RF EER: 0.84% Ol O
Kudo et al. 2024| 30]|  Lab 41,71 |@|O| Artificial |[KNN, SVM, RF, MLP EER: 8.47% @ O
Delgado-Santos et al.|2024| [21]|  Wild 464 |@ | @ | Automated |Transformer EER: 3.6%-11.0% O| @
Wu et al. 2024| [25]| Lab 20 |@|O]| Artificial [SVM, RF EER: 1.25% O e
Mahfouz et al. 2024| [31]|  Wild 60 |@|O| Artificial [MLP FRR: 33% FAR: 13% EER: 38% 0| O
Shen et al. 2024| [20]]  Wild 100 |@|O | Automated [3D CNN + RNN + FC FRR: 8.5% FAR: 7.9% EER: 8.2% Ol O
Zhao et al. 2023| [18]|  Wild 100 |@|@®| Artificial [CNN+LSTM FRR: 2.7% FAR: 2.4% EER: 2.5% O] O
Shen et al. 2023| [24]|  Wild 100 |@|@® | Artificial |GBDT+MLP FRR: 8.77% FAR: 9.59% EER: 7.28%| O | O
Aaby et al. 2023| [32]|  Lab 138 |@|O]| Artificial |[KNN, SVM, RF, ET, GB EER: 24.7% 0| O
Stylios et al. 2023| [33]| Lab 39 |@|O| Automated [MLP, LSTM FRR: 0.6% FAR: 2.6% EER: 1% Ol O
Chao et al. 2023 [34] Lab 36 |@|O| Artificial |SVM, RF EER: 7.9%-20.3% 0| O
Ray-Dowling etal. [2022| [35]|  Lab 100,117| @ | @ | Artificial |Binary SVM, OC-SVM EER: 0.2%-8.8% O O
Shen et al. 2022| [36]| Lab, Wild | 100 |@|@| Artificial [DeSVDD EER: 14.9% O] O
Agrawal et al. 2022| [37]| Lab, Wild - |@|O| Artificial |SVM, RF, MLP FRR: 3.60% FAR: 8.00% O| @
DeRidder et al. 20221 [38] Lab 25 ® | O| Artificial RF, KNN Accuracy: 93.39%-93.50% ®| O
Zaidi et al. 2022| [39]| Lab, Wild - |@|O] Artificial |[KNN, SVM, DT, NB, LR, MLP EER: 0.53% ® O
Georgiev et al. 2022| [40]|  Wild 470 |@®|O| Artificial |SVM,REMLP.KNN EER: 8.4% [ N
Incel et al. 2021| [41]|  Wild 45 |@|@®| Artificial |SVM.KNN,MLP.DT.RENB FRR: 1.66% FAR: 3.37% EER: 4.03%| © | O
Ouadjer et al. 2020( [42] Lab 41 @® | O] Artificial |XGBoost Accuracy: 99.23% [ ) O
Lietal. 2021| [43]|  Wild 60 |®|O]| Artificial |J48 Naive Bayes, RBFN, BPNN, SVM  |[FRR: 3.12% FAR: 2.45% O| @
Cheng et al. 2020| [44]|  Wild 100 |@|®| Artificial [KNN,SVM,REET EER: 3.4% ONN®)
Abuhamad et al. 2020| [45]|  Wild 84 |@|@ | Automated |LSTM FRR: 6.67% FAR: 0.95% EER: 0.41%| O | O
Buriro et al. 2019| [46]|  Wild 85 |@|@| Artificial |BN,NB,SVM.KNN,J48RF Accuracy: 98.56% ONN®)
Meng et al. 2019| [47]]  Wild 50 |@|O]| Artificial |J48, BN, RBFN, BPNN, SVM FRR: 3.42% FAR: 2.89% O| @
Yang et al. 2019| (48] Wild 45 |@|O| Artificial |OCSVM, iForest Accuracy: 95.85% ol O
Syed et al. 2019| [49]|  Lab 31 |®|O]| Artificial |[SVM, LG, NB, RF, MLP EER: 5.4% 0| O
Fierrez et al. 2018 [50]| Lab, Wild - |@|O| Artificial [SVM,GMM, SVM+GMM EER: ~10.0% e O
Wang et al. 2017 [51]|  Wild 20 |@|O] Artificial [SVM, RF AUC: 80%-96% Ol O
Palaskar et al. 2016| [52]|  Lab 31 |@|O]| Artificial [RF, CART, NB,SVM, KNN, LP EER: 10.4% ONN®)
Mahbub et al. 2016| [53]|  Wild 48 |@|O| Artificial |[KNN,SVM, NB, LR, RT+LR, RF, GBM |EER: 22.1% 0| O
Shen et al. 2015| [22]]  Wild 71 |@|O]| Artificial |[KNN, SVM, MLP, RF FRR: 0.1% FAR: 18.52% EER: 25% | O | O
Temper et al. 2015| [54] Lab 22 |@|O| Artificial |VQNN EER: 11.5% Ol O
Antal et al. 2015] [55] Lab 71 ® | O| Artificial KNN, RF, SVM Accuracy: 88% ® O
Feng et al. 2014/ [56]|  Wild 123 |@|O| Artificial |INN-DTW FRR: ~9% FAR: ~7% Ol O
Xu et al. 2014/ [57] Lab 32 |@|O]| Artificial [SVM,LR,NB FRR: ~ 6.42% FAR: ~ 6.42% ©| O
Serwadda et al. 2013| [58]|  Lab 190 |@|O| Artificial [SVM, NB, RF, KNN, BN, MLP et al. EER: 10.5%-17.2% O O
Zhao et al. 2013| [59]|  Lab 30 |@|O| Automated [NC,L;, Ly EER: 11.28%-17.29% ONN®)
Lietal. 2013] [60] Wild 75 ® | O] Artificial |[SVM Accuracy: 79.74%-95.75% O| @
Boetal. 2013| [61]|  Wild 100 |@| @] Artificial [SVM FRR: ~20% FAR: 9%-23% ONN®)
Frank et al. 2013| [23]|  Lab 41 |(@|O| Artificial |[KNN,SVM EER: 13% ® O

t: S1 denotes touch dynamics data, including touch pressure, touch area, touch coordinates, and timestamp. So denotes the data captured by motion
sensors, such as gyroscopes and accelerometers. indicates not adopted or unavailable. @ indicates adopted or available. © indicates that the paper
explicitly states the data/code is available or provides an access link, but the link is invalid or the data/code requires active application for acquisition.
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TABLE I

SUMMARY OF TBA ATTACK TYPES FOR MOBILE DEVICES

Type Attack type AT| AZ[S\%TZIZ[IX}SI[ AG[AT Description Cases
I Zero-effort elolololololo The adversary has no access to any information about the user and operates the mobile [15]-[25],
Attack device with their own behavioral patterns. [29]-[61]
o Adversaries may acquire partial behavioral patterns of target users via shoulder surfing, [16], [25],
II | Imitation Attack | @ | @ |0 oo |o/o smudge attacks,y etc.(,l and It’ry to mimic theml? £ £ [46], [62]
ekt The attacker leverages statistical features from public datasets to generate an attack vector.
111 Ak e |o|e|0|e|o0|o|The core idea is to identify the most probable sequence of feature vectors, thereby [37], [63]
improving the success rate of the attack.
v Robot Attack | e |o|elololole The gdversa.ry trains 1T0b0ts using statistical data obtained from public datasets, thereby [64]
deceiving the authenticator.
R The core hypothesis is that the user’s acceptance region is not compactly convergent. In
andom-vector . . . . .
\% Attack e o|o|e|e|o0|o |other words, the acceptance regions of traflltlonal machine learning authentication models | [37], [65]
are larger than the feature distribution regions of target users.
VI Snoop-forge- ololololelelo Using obtained user behavioral pattern samples, the adversary creates more forged samples (37]
replay Attack and injects them into the authentication pipeline for spoofing the authenticator.
VI Robot Mimicry elololololele The adversary trains robots using the acquired user behavioral pattern samples to imitate [37]
Attack the target user’s behavioral patterns, thereby deceiving the authenticator.

without the need for model training. Specifically, Feng et al.
[56] and Zhao et al. [59] adopt handcrafted feature extrac-
tion with a template matching approach, rather than training
authentication models. Qiao et al. [16], in contrast, construct
a feature extractor using Transformer and CNN architec-
tures, which can extract more discriminative and generalizable
features from unseen user samples. To date, however, prior
research lacks a systematic discussion and comparison of
classifier types. To address this gap, we systematically classify
the existing classifiers into six architectural categories in Sec-
tion III and subsequently conduct a comparative experimental
analysis of their performance. Based on the results, we argue
that collecting sufficient samples for the target user during the
enrollment phase to train a local model is subject to notable
limitations in feasibility and resource overhead. Therefore, we
suggest using the architecture illustrated in Fig. le, which does
not depend on the target user, thereby achieving an effective
trade-off between performance and efficiency.

B. Effect of Time

Several studies [23], [24], [25], [47], [50], [52], [56], [57]
have demonstrated that users’ behavioral patterns undergo
subtle drifts over time, which consequently degrades the
accuracy of authentication systems. To mitigate the adverse
effects caused by such temporal behavioral drifts, existing
solutions typically involve dynamically updating template
libraries [56] or retraining models [24] with newly collected
data. However, retraining models incurs additional resource
overhead. Although the scheme proposed by Feng et al. [56]
adapts to behavioral changes by updating templates, it relies on
manually crafted features that are susceptible to environmental
noise and variations in user posture, thereby compromis-
ing feature effectiveness. To address this issue, we leverage
deep learning to extract user-independent features from large-
scale real-world datasets. This approach not only effectively
mitigates the impact of posture changes and environmental
noise, thus enhancing feature extraction effectiveness, but also,
owing to its reliance on feature-vector matching for user
verification, enables straightforward adaptation to behavioral

drift through template updates, eliminating the need for model
retraining.

III. UNDERSTANDING TBA WORKFLOWS

In this section, we attempt to sort out and systematize the
technical workflow of TBA. To the best of our knowledge, we
are the first to do this. For this, we analyze and summarize the
architectures of schemes proposed by 44 relevant works. As
illustrated in Fig. 1, the architectures can be categorized into
six types, among which five require users to provide samples
for training of classifiers. In the following, we elaborate on
each of these six architectures.

Fig. 1a presents a specific instantiation of the offline binary
classifier architecture, where the classifier takes preprocessed
raw data as input and performs both feature extraction and
identity verification. During the interaction between a user
and the smartphone, the data captured by built-in sensors of
the device contains unique behavioral pattern characteristics of
this user @. In the enrollment phase, the data is used along
with pre-stored data of other users to train binary classification
models, such as Random Forest and Support Vector Machine
9. In the authentication phase, real-time behavioral pattern
data collected by the smartphone O is input into the trained
binary classifier O, and the output result of the classifier is 0
or 1, where 0 represents unauthorized access and 1 represents
legitimate access ©.

Unlike the architecture illustrated in Fig. la, the architec-
ture in Fig. 1b additionally incorporates a feature extraction
algorithm @O ©. The core function of this algorithm is to
extract feature dimensions that are highly correlated with
users’ behavioral patterns from the raw sensor data in advance,
thereby filtering out noise interference in the data and further
improving the accuracy of identity authentication.

Different from the architecture in Fig. 1b, the architecture
in Fig. 1c adopts a one-class classifier, with typical models
including Linear Support Vector Machine and Deep One-
Class Support Vector Data Description. This architecture does
not require pre-storing sample data of other users locally
on the smartphone. Instead, it only requires the samples
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captured from the user during the enrollment phase to com-
plete model training and deployment © O. 1ts core idea
lies in the fact that, in practice, it is usually impossible
to obtain the attacker’s sample data or data distribution in
advance.

All workflow processes of the architectures in Figs. la-c are
implemented locally, while those in Figs. 1d-f adopt the server-
client architecture. In the architecture of Fig. 1d, the service
provider is required to pre-train a feature extractor, and the
training data is independently collected by the provider and
has no relevance to service users @. This feature extractor is
typically constructed based on deep learning techniques, such
as Convolutional Neural Networks, attention mechanisms, and
Transformer architectures. After users deploy the pre-trained
feature extractor on local devices 9, the built-in sensors of
smartphones capture the user behavior data @ during the
enrollment phase for the training of one-class classifiers or
binary classifiers (4] Specifically, the collected data is first
mapped to feature vectors via the feature extractor, which are
then fed into the classifiers for training. In the verification
phase, the interaction data between the user and the smart-
phone captured by the sensors @ is also converted into feature
vectors through the feature extractor, which are ultimately used
for user identity authentication 0 0.

Different from the architecture in Fig. 1d, the architecture
in Fig. le does not require training a user-specific classifier
on the client side. Instead, both feature extraction model
and classifier are trained by the service provider (hereinafter
referred to as the classifier) @. The core function of this type
of classifier is to determine whether two samples originate
from the same user, which imposes higher requirements on
the generalization ability of the classifier. In the enrollment
phase, the user only needs to provide a small number of
template samples ©. In the authentication phase, the template
samples and the samples to be verified O uc jointly fed
into the classifier @, which then outputs a binary judg-
ment on their user consistency: a match indicates successful
authentication, while a mismatch results in authentication
rejection 0.

The architecture in Fig. 1f is similar to that in Fig. l1a, with
the core difference lying in the following aspects: the binary
classifier in Fig. 1f is trained by the service provider ©. and
the user is required to upload personal data collected during
the enrollment phase to the server @. The core idea is that
users’ smartphones have limited memory and computational
power. After the classifier is trained, the user then downloads
it to the local device for deployment O and use © O.
However, this architecture poses a notable privacy leakage
risk, as it requires uploading the user’s private data to the
server.

IV. THREAT MODEL

In order to assess the security of touch-based authentication
(TBA), a realistic and concrete adversary model is necessary.
Defining the adversary model is the first step in conducting
security evaluation. Upon a comprehensive investigation of
attacks documented in the literature [15], [16], [17], [18],
(191, [20], [21], [22], [23], [24], [25], [29], [30], [31], [32],

[33], [34], [35], [36], [37], [38], [39], [40], [41], [42], [43],
[44], [45], [46], [47], [48], [49], [501], [51], [52], [53], [54],
[55], [56], [57], [58], [59], [60], and [61], the adversary’s
capabilities are summarized as follows.

Al. A can gain physical access to users’ devices and bypass

the entry point authentication by leveraging stolen cre-
dentials (e.g., PINs) or technical approaches.
Al.] A can capture partial behavioral patterns of users
through shoulder surfing [16], [25], [46], smudge attacks
[25], and then attempt to mimic them.
A can analyze the behavioral distribution characteristics
of the collected dataset from other users, identify key
clusters via statistical learning methods, and further
generate a prioritized guessing list.

A can generate a guessing list composed of random
samples for unauthorized access attempts.

A can inject data into the authentication pipeline.

A6. A can get the target’s behavioral biometric samples.

A7. A has the ability to train robots with obtained data.

The capability Al is reasonable. Although fingerprint recog-
nition and facial recognition are more secure authentication
methods than PINs, PINs remain one of the indispensable
authentication methods [10] for smartphones due to the poten-
tial failure of the former two methods in certain scenarios.
However, PINs are vulnerable to various types of attacks,
such as online guessing attacks [10], [11], [66], shoulder
surfing attacks [13], [14], and side-channel attacks [67].
Bailey et al. [11] showed that online guessing attacks can crack
10% of PINs. Shoulder surfing attacks achieve a success rate
of 43.8% with just a single observation [13]. The capability
A2 is based on the fact that attackers may obtain information
about users’ operation patterns, such as touch trajectories and
movement speeds, via shoulder surfing [16], [25], [46], camera
surveillance or smudge attacks [25] on mobile phone screens.

Capability A3 is feasible, as adversaries can analyze behav-
ioral characteristic distributions [37], [63] using public or
self-collected datasets, perform clustering, and construct a
prioritized guessing list. Compared with A3, Capability A4
is less complex, as it only requires adversaries to generate a
guessing list composed of random samples [25], [37], [65]
by leveraging prior knowledge such as the length and value
range of feature vectors. Capability A5 requires adversaries
to continuously obtain system access permissions and inject
forged samples into the authentication interface. For Capability
A6, adversaries can acquire behavioral biometric samples or
their corresponding feature vectors of legitimate users through
means such as social engineering [25]. Capability A7 requires
adversaries to train imitators [37], such as training LEGO
robots to mimic the sliding operations of legitimate users or
training human imitators to generate attack vectors.

As shown in Table II, based on the adversary capabilities
described above, existing studies [15], [16], [17], [18], [19],
(201, [21], [22], [23], [24], [25], [29], [30], [31], [32], [33],
(341, [35], [36], [371, [38], [39], [40], [41], [42], [43], [44],
[45], [46], [47], [48], [49], [50], [51], [52], [53], [54], [55],
[56], [571, [58], [59], [60], [61], [62], [63], [64], [65] have
defined seven types of attacks, namely zero-effort attack,
imitation attack, population attack, robot attack, random-
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Fig. 2. The architecture of LuTBA. LuTBA consists of two main components: a feature extractor and a classifier. The feature extractor employs a 1D
convolutional neural network combined with a bidirectional LSTM to map raw input data into a feature space. The classifier then takes two feature vectors

as input and determines whether two samples belong to the same user.

vector attack, snoop-forge-replay attack, and robot mimicry
attack. All these seven types of attacks require the adversary
to be equipped with the capability Al, which is the basic
assumption in the field of TBA. Specifically, population attack
and random-vector attack require the adversary to inject data
into the authentication pipeline. Snoop-forge-replay attack and
robot mimicry attack require the adversary to obtain samples
of target users. Population attack and robot attack mandate
that the adversary extracts the most probable attack vector
sequence from the public dataset. Robot attack and robot
mimicry attack require the adversary to have the capability
of training robots that are able to imitate human operations.
Due to limitations in experimental conditions, in this paper we
consider only zero-effort attack, population attack, random-
vector attack, and imitation attack. Nevertheless, these attacks
are more practical than the remaining types, as they incur
lower costs and are easier to launch. For instance, an adversary
may simply rely on their own behavioral patterns when using
victims’ phones, or may observe victims’ habits and attempt
to mimic them.

V. DESIGN

LuTBA is structurally divided into two core components:
a feature extractor F and a classifier C. Specifically, F
maps user behavior pattern data to the latent feature space
and generates the corresponding latent feature representation,
while C is responsible for determining whether this latent
feature representation matches the template. Relevant code and
parameter details have been published on GitHub.'

A. Feature Extractor

Fig. 2 depicts the detailed architecture of the feature extrac-
tor in LuTBA, which is designed to map motion sensor data
and touch data into latent feature representations. Specifically,
a channel attention mechanism @ is incorporated to assign
distinct weights to each dimension of the raw features based on
their respective importance. Formally, let X = {%}, &, ..., X}
represent the readings from the sensors, where m is the feature

1 https://github.com/Litraveler/LuTBA.git

dimension. The attention mechanism can be formalized as
Y = {)?1 . Wl,fg TWo, ... ,)?m . Wm}, where

., W, } = Channel Att(X) (1)

ﬁ_
w={wi,wa,..

Then, the feature extractor first processes motion sensor data
and touch data in two separate branches. Each processing
branch consists of a convolutional layer and a bidirectional
LSTM layer @. The convolutional layer is intended to extract
local structural features, while the bidirectional LSTM is
employed to capture long-range temporal correlations. By
integrating both past (already executed touch actions) and
future (subsequent touch actions) contextual information, the
bidirectional LSTM enables a more comprehensive characteri-
zation of the contextual significance of individual touch actions
within the entire sequence. The outputs of the two branches
are concatenated, followed by a convolutional layer and batch
normalization to generate latent outputs (3] Formally, the
latent output L can be formulated as:

L = Norm(Conv1D(ConvL(Y) || BILSTM(Y)))  (2)

where ConvL denotes the convolutional layer, BILSTM rep-
resents the bidirectional LSTM layer, Norm denotes the batch
normalization layer and Conv1D represents 1D Convolutional
Neural Network layer. With Equation 2, touch data is mapped
to touch latent output L, and motion sensor data is mapped
to gait latent output L. The concatenated latent outputs are
then fed into a temporal attention mechanism, which calculates
attention weights for each time step in the sequential data and
appends these weights as a new channel to the original feature
map. This mechanism quantifies the contribution of different
time steps to the global feature representation, thereby enhanc-
ing the model’s focus on critical time steps and suppressing
the interference of irrelevant or noisy time steps. Subsequently,
another convolutional layer is used to further extract cross-
modal features from both gait and touch modalities. Finally,
the resulting features are processed via global average pooling
to yield the final latent feature representations f, which can be
formulated as:

f = GAP(Conv1D(Conv1D(TempAtt(L, | L,))))  (3)
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where GAP denotes the global average pooling, TempAtt
represents the temporal attention mechanism.

B. Authentication

The authentication module takes the difference vector
between a feature representation to be verified and the template
features f_} as input 0. 1t processes the difference vector
through three fully connected layers with batch normalization,
ReLU activation, and dropout, and finally outputs the matching
probability (ranging from O to 1) © via Sigmoid activation.
Formally, the probability p can be formulated as:

p = Sigmoid(Dense(Dense(Dense(Norm(Drop( f o f;))))))
4
where © denotes the element-wise subtraction of the two
vectors, Drop denotes the dropout layer.

C. Training Strategy

We employ the triplet loss [26] to train the feature extractor.
The objective of the triplet loss is to ensure that latent feature
representations from the same user are positioned in close
proximity within the feature space, while vectors representing
samples from different users are pushed far apart from each
other. The triplet loss function £, is formulated as:

L, = max (d(F(a), F(p)) — d(F(a), F(n)) + ,0)  (5)

where a, p,n represent the anchor sample, positive sample,
and negative sample, respectively, the margin hyperparameter
a enforces a minimum separation distance between positive
and negative pairs, preventing the model from collapsing to
trivial solutions. The function d(:,-) computes the L2 distance
of two feature representation vectors.

With a well-trained feature extractor, we use binary cross-
entropy loss to train the authentication module. The loss
function £, is formulated as follows:

Ly = —ylog(®) — (1 — y)log(l - 9) (6)

where the label y € {0, 1} equals 1 when the two input samples
are from the same user, and 0 otherwise. It is worth noting
that the parameters of the well-trained feature extractor need
to be fixed when training the authentication module.

VI. STUDY DESIGN

To evaluate the effectiveness of LuTBA against imitation
attacks, we conduct a controlled laboratory experiment based
on the i0S application and task design developed in [40]. We
reproduce the original Social Media Task and Image Gallery
Task to ensure that the experimental interactions are consistent
with those used in [40]. The original application is designed to
collect touch interactions during common smartphone activi-
ties, including vertical scrolling and horizontal swiping. We
adopt an observation-and-imitation procedure to investigate
whether attackers can reproduce a registered user’s behavioral
patterns through direct observation.

A. Participants and Devices

A total of seven participants are recruited for our experi-
ment, including two users and five attackers. The participants
consist of four females and three males, all of whom are
undergraduate or graduate students at university. Each par-
ticipant receives a compensation of RMB 50 for completing
this experiment. For devices, two iPhone models, an iPhone
13 Pro and an iPhone 14 Plus, are used in the experiment.

B. Application and Tasks

We use the i0S application developed in the reference study
[40] for data collection. The application contains two tasks: the
Social Media Task and the Image Gallery Task. Participants
are asked to perform five rounds for each task.

1) Social Media Task: The Social Media Task simulates
common vertical scrolling behavior when browsing social
media feeds or news lists. In the original design, participants
are required to scroll through a feed and identify an article or
post matching a given description. In our experiment, we retain
the same interaction procedure while replacing the original
content with Chinese news articles. Specifically, we collect 40
news articles covering five topics from China News Service
and manually construct a unique description for each article.
During each round, one topic is selected, and 10 news articles
randomly sampled from the entire dataset are presented to
participants, including the target articles from the selected
topic. Participants are required to browse the feed and identify
the article corresponding to the given description.

2) Image Gallery Task: The Image Gallery Task simulates
horizontal swiping behavior when browsing a sequence of
images. In the original task, participants are presented with a
horizontal sequence of images and asked to count occurrences
of a specified target object while swiping through the gallery.
We adopt the original task design without modification, includ-
ing its interaction procedure and task requirements.

C. Imitation Attack Procedure

The experiment is designed to simulate an attacker who
obtains information about a target user’s behavioral patterns
through direct observation and subsequently attempts to imi-
tate those patterns. The experiment consists of three stages:
registration, observation, and imitation.

During the registration stage, the two registered users inde-
pendently complete the experimental tasks using their devices.
They are instructed to perform the tasks naturally without
deliberately controlling their touch behavior. The resulting
interactions are treated as the registered behavioral profiles
of the target users. Attackers are allowed to freely select their
viewing positions around the target user while the registered
user performs the tasks. Attackers can directly observe the
target user’s smartphone interactions and behavior patterns.
In particular, they can observe visually accessible character-
istics, including touch locations, scrolling or swiping speed,
interaction rhythm, phone-holding posture, and the angle at
which the phone is held. During the imitation stage, the five
attackers are instructed to reproduce the observed behavioral
patterns of the registered users as closely as possible. Each
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TABLE III
STATISTICS OF DATASETS

Dataset | Sessions  Experiment Duration = Number of participants Size
Dy <31 31 days 470 1,166,092
Do <5 2 weeks 600 48,847
D3 1 1 day 7 2,870

attacker completes the same experimental tasks using targets’
devices and attempts to imitate their behavioral patterns. The
objective is not merely to complete the tasks correctly, but to
reproduce the target user’s characteristic interaction patterns
based on the information obtained during observation.

Each experimental session consists of 10 rounds, including
five rounds of the Social Media Task and five rounds of the
Image Gallery Task. The same task structure and interaction
conditions are maintained for both registered users and attack-
ers. The original study similarly used five rounds for each task
to obtain touch data across the two task types.

Overall, the experimental design establishes a controlled
“registration-observation-imitation” attack scenario. By keep-
ing the application, task structure, device, and indoor exper-
imental environment consistent, the experiment specifically
investigates whether an attacker can reproduce a registered
user’s touch-based behavioral characteristics through direct
observation and thereby challenge the security of LuTBA.

D. Datasets

As shown in Table III, we collect 2,870 touch interaction
samples from the imitation attack experiment. Each participant
completes 10 rounds of tasks, including five rounds of the
Social Media Task and five rounds of the Image Gallery Task.
The average completion time of all tasks is 613.69 seconds.
This dataset has been published on IEEE DataPort.>

To answer the three research questions presented in Sec-
tion VII, we also adopt two public multimodal datasets.
Specifically, the dataset D; provided by Georgiev et al. [40]
is collected in a longitudinal remote study with 470 partic-
ipants over up to 31 days on nine types of iOS devices,
containing a total of 1,166,092 swipe samples. Participants
complete two daily interaction tasks simulating social media
vertical scrolling and gallery horizontal browsing. The dataset
D>, namely HuMIdb [68], is a public multimodal mobile
interaction dataset containing sensor recordings collected from
600 volunteers across 14 countries, with up to 5 acquisition
sessions per user and over 230 distinct smartphone models
involved. Data from fourteen built-in mobile sensors are
synchronously captured during eight predefined human-device
interaction tasks. In this work, we only adopt touch trajectory
data generated from the upward and downward swipe tasks,
which yields a total of 48,847 touch samples.

E. Ethical Consideration

Our research design and objectives comply with all rel-
evant local laws, regulations, and ethical principles. Before

2DOI: 10.21227/wnfa-v366.

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY

the experiment, each participant was fully informed of the
associated risks and potential benefits, and explicitly told that
the collected data would be used solely for experimental
research purposes. All datasets are anonymized before storage,
removing any possible link to personal information. The
dataset related to imitation attack has been uploaded to IEEE
DataPort. All shared data remain fully anonymized to prevent
any re-identification of participants.

VII. EXPERIMENTS

In this section, we conduct comprehensive experiments to
evaluate the effectiveness of LuTBA. For each architecture,
we select the state-of-the-art multi-modality models ([21],
[29], [35], [45]) from existing literature (see Section III). For
the offline binary classifier architecture illustrated in Fig. la,
we employ the bidirectional long short-term memory model
proposed by Abuhamad et al. [45]. Given that the offline
binary classifier architecture (see Fig. la) shares the same
model structure as the online binary classifier architecture (see
Fig. 1f), we adopt the model proposed by Mahfouz et al.
[29]. For the offline one-class classifier architecture presented
in Fig. lc, we utilize the one-class support vector machine
model adopted by Ray-Dowling et al. [35]. For the pre-trained
offline binary classifier architecture (see Fig. 1d), we select
the model proposed by Delgado-Santos et al. [21]. It is worth
noting that multi-modal models based on the pre-trained offline
classifier architecture (see Fig. le) have not been reported
in the literature to date. Our experiments aim to answer the
following questions:

e RQI1: How does LuTBA perform with limited enrollment
samples compared with the baseline models of the other
five architectural paradigms?

e RQ2: What is the impact of temporal drifts in user
behavioral patterns on the performance of LuTBA?

e RQ3: How secure is LuTBA against random-vector
attack, population attack, and imitation attack?

All the experiments are conducted on a server running
Microsoft Windows 11, equipped with 16 GB of memory, an
Intel Core i5-14400F CPU (10 cores / 16 threads) and NVIDIA
GeForce RTX 4060. We use PyTorch 2.0.1 to implement
LuTBA and baseline models.

A. Experimental Setup

To enable fair comparison across different studies and
ensure unbiased performance evaluation, we follow a standard
set of practices proposed by Georgiev et al. [40], including:

e Contiguous training data selection. To mimic real-
world deployment, test data are collected at a time point
subsequent to the collection of training data.

o Exclusion of attackers from the training set. Consistent
with the assumption that no information about attackers
is available in advance, we exclude any attacker samples
from the negative examples used for model training.

e Window size. To ensure comparability with related
works, we only report the performance of single-swipe
models in our experiments.
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e Dataset and code availability. To guarantee the repro-
ducibility of our experiments, we make all relevant code
publicly available. In addition, we also make the imitation
attack dataset publicly available.

B. Evaluation Metrics

In this paper, we use six different metrics in the evaluation:
False Acceptance Rate (FAR), False Rejection Rate (FRR),
Equal Error Rate (EER), Accuracy, True Positive Rate (TPR),
and Area Under the Curve (AUC) of Receiver Operating
Characteristic (ROC) [27]. These evaluation metrics are based
on the number of correctly (TP) and incorrectly (FN) classified
benign authentication events as well as the number of correctly
detected (TN) and unrecognized (FP) attack attempts. More
details of them are as follows:

Accuracy: Accuracy represents the proportion of correctly
predicted samples to the total number of samples. Accuracy
is defined as:

R TP + TN -
ccuracy =
Y= TP+ FP+ TN + EN

FAR: FAR represents the proportion of attack attempts incor-
rectly classified as benign events and is defined as:

FP
FAR= ———— ()
FP + TN

FRR: FRR represents the proportion of benign events incor-
rectly rejected and is defined as:

FN
FRR= ——— )
FN + TP

EER: EER is the error rate at the threshold where FAR and
FRR are equal. It represents the trade-off between FAR and
FRR across different thresholds.

AUC: AUC is the area under the ROC curve, which plots the
TPR against the FAR at various classification thresholds. The
AUC quantifies the overall ability of the system to discriminate
between benign authentication events and attack attempts
across all possible thresholds, where a higher AUC indicates
better performance (1.0 represents perfect discrimination).

C. RQI: The Effect of Sample Size

Existing studies [23], [36] have demonstrated that the size
of training data has a significant impact on the performance of
authentication models. In this section, we investigate the effect
of training/enrollment sample sizes on authentication model
performance. For dataset D, the test sample size is fixed at
800 (with 400 genuine samples and 400 impostor samples).
The training sample sizes for the binary classification model
are set to 200, 400, and 800, respectively, while those for the
one-class classification model (containing only genuine sam-
ples) are 100, 200, and 400, respectively. For dataset D,, the
test sample size is fixed at 200. The training sample sizes for
the binary classification model are 100 and 200, respectively,
and those for the one-class classification model (containing
only genuine samples) are 50 and 100, respectively.

For LuTBA and the Transformer model designed in [21],
we partition all users into training and test sets at a ratio of

7:3. For the training set, we limit each user to 15 samples
and generate the training set composed of triplets and pairs
required for training. For the test set, the enrollment sample
size per user of LuTBA is fixed at 10, where these 10
samples are obtained using the KMeans clustering algorithm
from the sklearn.cluster library in Python. For the
model proposed in [21], the authors attached an additional
binary classifier to the pre-trained feature extractor. The feature
representations generated by the extractor serve as the input
of the classifier to refine the authentication model. In our
experiments, we set the training sample sizes of the binary
classifier to 200, 400, and 800.

Since LuTBA and M1 both adopt pre-trained feature extrac-
tors, a fair comparison between them can be conducted with
identical settings. However, fair comparisons between LuTBA
and the one-class as well as binary-classification models
(M2-M5) under identical settings are impractical, since each
user has only a limited quantity of samples. Even so, the
reliability of our experimental outcomes remains unimpaired.
First, we perform strict comparisons between LuTBA and M1
with unified training configurations, which provides a con-
trolled comparison for architecture-level assessment. Second,
the comparisons of LuTBA against M2 to M5 reflect model
performance within real-world deployment scenarios, in which
the training data supplied by end-users is inherently limited.

The experimental results are presented in Table IV. Under
the condition of fixed enrollment sample size, LuTBA achieves
the optimal performance. For dataset D;, compared with M1-
MS, LuTBA improves the mean accuracy by 1.63%-16.50%,
with a maximum reduction of 5.82% in accuracy standard
deviation; enhances the mean AUC by 2.21%-22.14%, with the
reduction range of 0.72%-9.79% in AUC standard deviation;
decreases the mean Equal Error Rate (EER) by 2.24%-20.22%,
with the maximum reduction of 7.62% in EER standard devi-
ation; and lowers the mean False Negative Rate at 0.1 False
Positive Rate (FNR@0.1) by 2.07%-40.83%, with the reduc-
tion range of 2.45%-8.84% in FNR@0.1 standard deviation.

For dataset D,, compared with M1-MS5, LuTBA increases
the mean accuracy by 2.62%-21.05%, with the reduction range
of 0.23%-5.08% in accuracy standard deviation; raises the
mean AUC by 2.98%-27.44%, with the reduction range of
5.34%-12.57% in AUC standard deviation; reduces the mean
EER by 2.08%-24.83%, with the reduction range of 0.80%-
6.45% in EER standard deviation; and cuts down the mean
FNR@0.1 by 3.09%-52.26%, with the maximum reduction of
7.19% in FNR@0.1 standard deviation.

Given that the Shapiro-Wilk normality tests indicate non-
normal distributions for the EERs of each model (p < 0.001),
we employ one-sided (left-tailed) Mann-Whitney U tests to
compare the EER of LuTBA against five baseline schemes
(M1-MS5), with the alternative hypothesis that LuTBA achieves
statistically lower EER. Specifically, we employ the EER
results obtained with the maximum training sample sizes from
Table IV, which also yield the best performance across all
configurations. The statistical test results yield p-values all
below 0.05, with the maximum p-value being 0.042. These
results demonstrate that the performance improvements of
LuTBA over all baselines are statistically significant.
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TABLE IV
THE PERFORMANCE OF LUTBA AND OTHER BASELINE MODELS

Source Mark Training/Enrollment  Testing Accuracy  Accuracy AUC AUC EER EER FNR@(O.1 FNR@O.1
Samples Samples Mean Std Mean Std Mean Std Mean Std

Dy
Delgaso- 200 800 83.29% 6.80%  87.95% 8.36%  19.16% 8.68% 40.07% 25.79%
Santos et al. [21] M1 400 800 83.81% 6.06%  89.08% 6.57%  18.19% 7.22% 37.10% 23.28%
800 800 84.65% 5.90%  89.86% 6.59%  17.19% 7.08% 33.69% 23.01%
Ray-Dowling 100 800 69.78% 1021%  69.93%  1436% 35.17% 13.12% 65.51% 22.99%
M2 200 800 72.60% 10.47%  73.24%  15.46% 31.67% 1431% 59.29% 25.10%
ctal. [33] 400 800 73.31% 10.33%  74.51% 14.74% 30.01% 13.25% 57.71% 25.32%
200 800 79.20% 11.61% 83.48% 12.95% 23.15% 13.40% 40.26% 26.74%
M3 400 800 79.84% 12.60%  83.59% 14.77% 22.45%  14.70% 39.02% 29.40%
Mahfouz 800 800 84.34% 11.17%  88.98%  11.70% 17.33%  12.73% 27.61% 26.14%
etal. [29] 200 800 78.80% 10.98% 80.86% 14.52% 2539% 14.05% 47.84% 27.51%
M4 400 800 80.62% 11.27%  82.64%  15.64% 23.26% 1491% 42.88% 28.93%
800 800 83.26% 10.03%  86.22%  13.02% 19.77%  13.24% 34.92% 27.68%
Abuhamad 200 800 74.22% 11.03%  73.99%  15.56% 31.14%  14.26% 66.37% 25.66%
etal. [45] M5 400 800 76.46% 10.55%  77.19%  14.64% 28.41%  13.24% 61.26% 27.85%
) 800 800 78.92% 9.12% 80.71%  12.15%  25.37%  11.38% 55.91% 27.08%
This work 10 800 86.28% 6.78%  92.07% 5.85%  14.95% 7.29% 25.54% 20.56%

Do
Delgaso- M1 100 200 71.38% 899%  7493% 12.40%  31.71%  10.34% 62.04% 20.61%
Santos et al. [21] 200 200 74.13% 9.00%  7847% 11.51% 27.80% 9.81% 56.73% 19.97%
Ray-Dowling M2 50 200 68.05% 10.67%  66.65%  17.65%  37.48%  14.37% 70.00% 22.86%
et al. [35] 100 200 68.76% 12.44%  67.50%  18.74%  36.45%  15.46% 67.87% 28.67%
M3 100 200 82.90% 12.30%  87.32%  13.43%  18.56%  13.56% 32.82% 30.21%
Mahfouz 200 200 85.74% 12.57%  89.43%  12.59% 1597% 14.53% 26.13% 29.13%
et al. [29] M4 100 200 79.64% 11.52% 82.11% 14.81% 2391% 14.32% 44.25% 30.22%
200 200 83.45% 11.05% 86.26% 11.88% 19.71%  13.53% 35.82% 30.10%
Abuhamad MS 100 200 67.31% 7.72%  64.97%  12.22%  38.72%  10.03% 75.30% 19.54%
et al. [45] 200 200 71.62% 10.98%  70.18%  15.81% 34.76%  14.20% 67.58% 22.58%
This work 10 200 88.36% 7.49%  92.41% 6.17%  13.89% 9.01% 23.04% 23.03%

1) Discussion: In summary, LuTBA outperforms M1-M5
on both datasets when the enrollment sample size is only
1/80 of that of M2-MS5. Specifically, LuTBA does not require
collecting a large number of user samples for model training.
Instead, it only needs a certain number of template samples
during the enrollment phase, which effectively reduces the
time cost of deploying the authentication model on the user
side. In comparison to M1, LuTBA can extract features with
higher discriminability, leading to improved performance.

D. The Effect of Time

This section aims to investigate the impact of time on model
performance. Existing studies have shown that user behavior
patterns shift over time, which in turn leads to a decline in
model performance.

In this section, we compare the proposed LuTBA with the
two baseline models (M1 and M?2) that achieved the best
performance in Section VII-C. For a fair comparison, both
LuTBA and the feature extractor of M1 are pre-trained under
identical settings. The binary classification models of M1 [21]
and M2 [29] are then fine-tuned on the same training set.
Specifically, for dataset D;, we use 400 training samples (200
positive, 200 negative) and 800 test samples. For dataset D,,
we use 50 training samples and 100 test samples. The initial
enrollment sample size of LuTBA is set to 10.

We define a session as a block of 400 consecutive samples,
and evaluate all models at intervals of 1, 3, 5, 7, and 9
sessions for D;. For D,, we limit the evaluation to intervals

of 1 and 3 due to the limited data span. For LuTBA, which
has a dynamically updatable template library, we simulate the
temporal evolution by extracting 10 template samples from
adjacent blocks using the KMeans++ clustering algorithm,
thereby enabling updates to the enrollment templates as the
session progresses. In experiments, extracting 10 cluster cen-
troids from 400 feature vectors randomly sampled in each trial
exhibits an average runtime of 74.07 ms across 30 independent
trials, with a standard deviation of 4.46 ms.

The experimental results are shown in Table V. For dataset
D, as the session interval increases, M1 and M2 both show
a downward trend in the mean accuracy and mean AUC,
while LuTBA shows an upward trend. In terms of mean
EER and mean FNR@0.1, M1 and M2 show an upward
trend, while LuTBA shows a downward trend. In terms of
standard deviation (std), the std reported by M1 and M2 in
the four evaluation metrics all increases with the increase of
session interval, while LuTBA remains stable. Specifically,
when the session interval is 9, compared with M1 and M2, the
mean accuracy of LuTBA is improved by 5.39% and 7.11 %
respectively, the mean AUC is improved by 5.54 % and 7.99%
respectively, the mean EER is reduced by 7.45% and
6.37% respectively, and the mean FNR@O.1 is reduced by
21.16% and 17.38% respectively.

For dataset D,, over time, the mean accuracy and mean
AUC of M2 show a downward trend, while LuTBA and M1
show an upward trend; the mean EER and mean FNR@0.1
of M2 show an upward trend, while LuTBA and M1 show a
downward trend. In terms of std, the std of M2 in the four types
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TABLE V
THE EFFECT OF TIME
Source Interval Training/Enrollment ~ Testing ~ Accuracy  Accuracy AUC AUC EER EER FNR@0.1 FNR@O(.1
Samples Samples Mean Std Mean Std Mean Std Mean Std
D1
1 400 800 84.43% 6.53%  89.99% 6.70%  17.38% 7.65% 32.80% 22.34%
Delgaso- 3 400 800 83.66% 6.40%  88.76% 7.35%  18.77% 7.95% 37.64% 23.16%
Santos et al. [21] 5 400 800 83.72% 6.67%  89.00% 721% 18.37% 8.04% 36.58% 23.61%
7 400 800 82.77% 7.01%  88.02% 7.55%  19.55% 8.33% 40.09% 24.00%
9 400 800 83.47% 6.76%  88.49% 7.76%  19.09% 8.55% 37.75% 24.47%
1 400 800 84.32% 11.15%  88.98%  11.72% 17.38%  12.70% 27.60% 26.01%
Mahfouz 3 400 800 82.40% 11.96% 86.72%  13.04% 1929% 13.14% 33.45% 28.81%
etal. [29] 5 400 800 81.90% 12.08%  85.75% 14.21% 20.14%  14.09% 35.05% 30.25%
7 400 800 82.20% 12.18%  86.28%  14.28%  19.50% 13.85% 33.24% 29.66%
9 400 800 81.75% 12.63% 8595% 13.76%  19.82%  13.78% 33.97% 29.97%
1 10 800 86.28% 6.78%  92.07% 5.85% 14.95% 7.29% 25.54% 20.56%
3 10 800 85.71% 6.29%  91.60% 5.55%  15.56% 6.78% 28.35% 20.61%
This work 5 10 800 86.61% 6.37%  92.34% 559%  14.82% 6.99% 24.43% 19.41%
7 10 800 87.45% 722%  92.80% 6.43% 13.96% 7.97% 22.45% 22.06%
9 10 800 88.86% 6.54%  93.94% 4.63% 12.37% 6.72% 16.59% 15.54%
Dy

Delgaso- 1 50 100 73.67% 943%  76.87%  12.03%  29.20% 10.37% 57.77% 22.98%
Santos et al. [21] 3 50 100 75.27% 920% 78.67% 11.88%  26.67% 9.14% 54.93% 27.34%
Mahfouz 1 50 100 85.85% 11.15% 89.92% 11.83% 1542% 13.05% 25.33% 27.36%
etal. [29] 3 50 100 80.92% 12.30%  82.74%  14.66%  21.76%  14.08% 50.63% 39.39%
This work 1 10 100 89.50% 7.76%  92.78% 7.28%  13.67% 9.68% 21.15% 26.49%
3 10 100 90.08% 537% 93.82% 4.16%  11.50% 6.78% 27.17% 23.71%

of indicators increases with the increase of session interval, TABLE VI

M1 remains stable, and LuTBA decreases slightly. Specifically,
when the session interval is 3, compared with M1 and M2,
the mean accuracy of LuTBA is improved by 14.81% and
9.16% respectively, the mean AUC is improved by 15.15%
and 11.08% respectively, the mean EER is reduced by 15.17%
and 10.26% respectively, and the mean FNR@0.1 is reduced
by 27.76% and 23.46% respectively.

1) Discussion: In summary, the experimental results reval-
idate the conclusion of existing studies [23], [24], [50]: user
behavior patterns shift over time, leading to a decline in
model performance. However, the dynamic update mechanism
of LuTBA can effectively adapt to changes in user behavior
patterns by updating the template library with samples from
recent adjacent time periods. Surprisingly, the performance
of LuTBA increases over time, likely due to the gradual
stabilization of user behavior patterns as users become familiar
with the data collection task scenario.

E. Security Evaluation

In this section, we evaluate the security of LuTBA against
population attack (see Attack Type III in Table II), random-
vector attack (see Attack Type V in Table II), and imitation
attack (see Attack Type II in Table II). From the perspective of
implementation difficulty, population attack and random-vector
attack are more difficult to carry out than imitation attack, as
they require the attacker to have the ability to bypass sensors
and inject data into the authentication pipeline. In contrast,
imitation attack only requires the attacker to observe and learn
the behavioral patterns of the target user.

1) Random-Vector Attack: For the random-vector
attack, we adopt the Random Input Attack proposed by
Zhao et al. [65], which generates random samples with

THE RESULTS OF RANDOM-VECTOR ATTACK AND POPULATION ATTACK

Attack FAR FRR
Temporal Random Sample Attack 0.000 0.005
Complete Random Sample Attack 0.000 0.005
Targeted K-means Attack 0.251 0.155

Algorithm 1 Complete Random Sample Generation

Input: The maximum sequence length £; Feature dimension
D; Touch type T

Output: A random sample S.

1 £, = random.randint(1, £) /* L, is the effective sequence
length. */

for 2 € [0,D] do

3 JF; = random.uniform(0, 1, £,); /* F; is the random

sequence of the i-th feature dimension. *

S, = np.column_stack(Fo, ..., Fp—1,7T)
S =fu {éSv, L)
return

~

[N

time-series characteristics to launch attacks against the
authentication model. The detailed algorithm is presented
in Algorithm 2. In addition, we additionally consider the
Complete Random Sample Attack to assess its impact on the
model (see Algorithm 1). Fig. 3a presents the results of the
Temporal Random Sample Attack, and Fig. 3b reports the
results of the Complete Random Sample Attack. The Equal
Error Rate (EER) threshold derived from LuTBA’s testing on
1600 samples is used as the evaluation benchmark. As shown
in Table VI, under this threshold, both the Temporal Random
Sample Attack and the Complete Random Sample Attack
achieve a False Acceptance Rate (FAR) of 0 and a False
Rejection Rate (FRR) of 0.5%. These results indicate that the
LuTBA model can effectively resist random input attacks.
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Fig. 3. Figs. 3a-3b present the experimental results of the Temporal Random Sample Attack, Complete Random Sample Attack, and Targeted K-means
Attack compared with the baseline model. Overall, the Temporal Random Sample Attack and Complete Random Sample Attack are ineffective, while the
Targeted K-means Attack increases the False Acceptance Rate by 9.5% and the False Rejection Rate by 0.1%.

Algorithm 2 Temporal Random Sample Generation

Algorithm 3 K-means++ Algorithm

Input: The maximum sequence length £; Feature dimension
D; Touch type T
Output: A random sample S.

1 L, = random.randint(1, £) /* L, is the effective sequence

length.*/

2 valid_timestamps = np.linspace(0, 5, £,) for ¢ € [1,D] do

3 Fi = generate_correlated_sequence(L,, car_param); /*
generate_correlated_sequence generates sequences with
temporal correlation; car_param controls the strength of
the correlation.*/

4 S, = np.column_stack(valid_timestamps, F1, ..., Fp—1,7T)

5 S=fu léSv, L)

6 return

2) Discussion: Different from traditional binary classifica-
tion models, LuTBA does not use target users’ samples for
training. Instead, it determines whether two input samples
come from the same user by judging their similarity. This
characteristic breaks the core logic of random input attacks:
traditional binary classification models divide the feature space
into an acceptance region and a rejection region, where the
scope of the acceptance region is much larger than the dis-
tribution range of the target user’s genuine positive samples.
The empty regions in the feature space that are not covered
by genuine samples will be classified as the acceptance region
or rejection region by the classifier, and random input samples
are likely to fall into such regions. For LuTBA, input samples
are mapped to latent feature representations. Samples from
the same user have close distances in the latent feature
space, while samples from different users have relatively large
distances. LuTBA determines the user identity by judging
the similarity of latent feature representations. Experimental
results demonstrate that randomly generated attack samples
are difficult to approximate the feature vectors of target users.

3) Population Attack: For population attack, we employ
targeted K-means++ attack proposed by Negi et al. [63]. After
collecting a large volume of touch data from other users, the
attacker leverages the clustering properties of the K-means++
algorithm (see Algorithm 3) to efficiently explore the sample
space, and prioritizes selecting cluster centers that are far from
the attempted samples as attack samples to improve the attack
success rate.

Input: Data matrix X € RV*F (N samples, F features); start_mean
(bool, whether to use mean as first center); max_samples
(int, max number of samples to use, default None)

Output: Initial cluster centers C' = {c1,c2, ...,cx } (K is the

number of clusters)
Tisamples » Mfeatures = Shape(X)§
if max_samples # None then
| 7samples = Min(ngmples, max_samples);

Zsquared_norms = Tow_norms (X, squared = True);
Mocal_trials = 2+ Lh’l (nsamp]es)J;
random_state = np.random.RandomState(SEED);
if start_mean = True then

| c1 = mean(X,axis = 0);

[P - N7 B SNV S

9 else

10 center_id = random_state.randint(n.amples )
11 if X is sparse then

12 | 1 = flatten(toarray (X [center_id]));

13 else
14 | c1 = Xcenter_id];

15 C = {Cl};

16 closest_dist_sq = euclidean_distances([c1], X, Ynorm_squared =
Tsquared_norms » Squared = True);

17 current_pot = sum(closest_dist_sq);

18 K = min(nsamples, 20);

19 for ¢ € [2, K] do

20 rand_vals =

random_state.random_sample(njocal_rials) X current_pot;

21 candidate_ids =

searchsorted (cumsum(closest_dist_sq), rand_vals);

22 distance_to_candidates =

euclidean_distances (X [candidate_ids], X, Yjorm_squared =

Zsquared_norms s squared = True);

23 best_candidate = None;
24 best_pot = None;
25 best_dist_sq = None;
26 for trial 6?1, nlocal_trials] do
27 new_dist_sq =
minimum(closest_dist_sq, distance_to_candidates|trial]);
28 new_pot = sum(new_dist_sq);
29 if best_candidate = None V new_pot < best_pot then

best_candidate = candidate_ids|trial];
best_pot = new_pot;
best_dist_sq = new_dist_sq;

30
31
32

33 if X is sparse then

34 | cc = flatten(toarray (X [best_candidate]));
35 else

36 | cc = X|[best_candidate];

37 C=CU{ck;

38 current_pot = best_pot;

39 | closest_dist_sq = best_dist_sq;

40 return C'

As shown in Fig. 3c and Table VI, at the threshold
corresponding to the baseline test results, the Targeted
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Fig. 4. Figs. 4a and 4b present the experimental results of the imitation
attack under different group-sample sizes. As the number of samples per group
increases from 1 to 10, the EER shows a significant overall downward trend.
This indicates that although attackers can improve the attack success rate via
behavior imitation, it is difficult for attackers to continuously replicate the
behavioral patterns of target users.

TABLE VII
EERS UNDER DIFFERENT GROUP SIZES FOR TWO ATTACK TARGETS

Group Size 1 2 3 4 5 6 7 8 9 10

0.234 0.166 0.124 0.097 0.121 0.083 0.073 0.083 0.094 0.069
0.284 0.243 0.211 0.132 0.163 0.114 0.133 0.115 0.174 0.095

Target 1
Target 2

K-means++ Attack yields a 25.1% FAR and a 15.5% FRR.
Compared with the baseline, FAR increases by 9.5%, while
FRR decreases by 0.1%.

4) Discussion: The above findings indicate that clustering
can effectively improve the attack success rate compared
with random attack samples. Existing studies [63], [69] have
shown that population attack cannot be completely defeated
by a single method, due to the inherent fuzzy matching
[69] and clustering [63] mechanisms in behavioral biometric
authentication. In practice, however, launching such an attack
is non-trivial, as it requires the adversary to first compromise
the system in order to inject crafted samples into the pipeline,
which may be protected by the secure communication proto-
cols [26].

5) Imitation Attack: The objective of the imitation attack
experiment is to evaluate an attacker’s ability to replicate user
behavioral characteristics through observation. To assess the
resilience of LuTBA against the imitation attack, we divided
the attack samples into equal-sized groups in chronological
order, and averaged the matching scores within each group.
As shown in Fig. 4, the overall trend indicates that as
the window size increases, the EER for both target users
decreases significantly, suggesting that multi-sample test-
ing effectively enhances the discrimination capability against
mimicry attacks. As listed in Table VII, for target user 1, as the
window size increases from 1 to 10, the EER drops from 0.234
to a minimum of 0.069; for target user 2, the EER declines
from an initial 0.284 to 0.095.

6) Discussion: Notably, when the window size is 1, the
mean EER is 0.259, indicating that the attacker success-
fully captured some behavioral patterns through observation,
thereby improving attack success rate. However, when the
window size reaches 4 or larger, the EER drops rapidly and
stabilizes below 0.15, demonstrating that enlarging the authen-
tication window can effectively boost LuTBA’s resistance to
mimicry attacks.

TABLE VIII
COMPUTATIONAL OVERHEAD ON TWO DEVICES

Role Mean Min Max Std
Target user 1 114.626 29.087 170.746 52.465
Attacker 1 268.579 37.834 651.062 209.985
Attacker 2 139.773 49.284 293.391 67.542
Attacker 3 220.626 62.186 748.077 194.165
Attacker 4 135.584 41.646 247.239 66.309
Attacker 5 246.169 45.931 1041.468 307.464
Target user 2 277.347 77.516 458.197 139.277
Attacker 1 141.984 17.921 219.563 63.943
Attacker 2 169.324 19.579 572.604 160.231
Attacker 3 142.596 17.971 207.630 70.237
Attacker 4 208.920 36.701 555.036 145.789
Attacker 5 226.642 63.983 528.991 158.442
Target user 1 371.575 287.422 438.766 50.178
Attacker 1 392.531 352.266 483.531 41.630
Attacker 2 475738  425.500 542312 40.321
Attacker 3 490.005 453.844 536.266 29.926
Attacker 4 401.948 376.625 450.031 23.155
Attacker 5 421.650  375.750 458.984 26.095
Target user 2 539.552 520.656 570.719 17.817
Attacker 1 512.402  469.094 558.094 35.852
Attacker 2 523222 491.656 556.656 26.865
Attacker 3 542.616 510.500 575.062 21.172
Attacker 4 618.080  578.328 673.109 27.694
Attacker 5 618.368 565.312 654.078 29.895

F. On-Device Performance

In this section, we study the on-device performance of
our authentication model on iOS. We use Core ML Tools
to convert the trained PyTorch checkpoint into two Core ML
packages (.mlpackage), which is a feature extractor that
maps a touch sequence and a sensor sequence into a 256-
dimensional embedding, and an authentication module that
scores the absolute difference between the current embedding
and the enrolled template. This format is compiled by Xcode
into a .mlmodelc binary and packaged into the app bundle,
which is optimized for on-device inference on Apple silicon
via Core ML. We then deploy the converted models in the app
and measure on-device latency, memory usage at the end of
each completed task.

The upper blocks of Table VIII present the model inference
latency, while the lower blocks show memory consumption.
Specifically, the feature-extraction time per task round ranges
from 17.92 ms to 1041.468 ms, with an overall average
feature-extraction time of 191.02 ms. By dividing the total time
by the sample count, we obtain an estimated per-sample infer-
ence latency of 6.65 ms. The memory overhead varies between
287.42 MB and 575.06 MB, including the overhead of the
application, model, and data storage. On average, the memory
consumption reaches 492.31 MB. As illustrated in Fig. 5, the
overall memory overhead increases with the number of task
rounds, which may stem from data accumulation during the
experiment. Overall, both the memory overhead and inference
latency are reasonable. According to prior works, inference
latency below one second does not degrade user experience
and can support online real-time services [27]. Therefore, the
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Fig. 5. Figs. 5a and 5b show the feature extraction time of LuTBA for samples obtained in each task round, while Figs. 5c and 5d illustrate the memory
consumption of the experimental application. Affected by the number of samples, the feature-extraction time per task round ranges from 17.92 ms to
1041.468 ms, with an overall average feature extraction time of 191.02 ms. The memory overhead varies between 287.42 MB and 575.06 MB, including the
overhead of the application, model, and data storage. On average, the memory consumption reaches 492.31 MB.

overhead measurements demonstrate that LuTBA is practical
for real-world deployment.

VIII. LIMITATIONS

In real-world scenarios, the robustness of touch-based
authentication systems may be influenced by three factors: the
surrounding environment, user behavioral states, and applica-
tion contexts.

A. Surrounding Environment

Users may interact with mobile devices across a wide range
of transportation settings, including trains, high-speed rail,
airplanes, cars, and subways. The ambient noise in these
environments can interfere with or even overwhelm the sensor-
captured behavioral signals, leading to a notable degradation
in TBA system performance.

B. User Behavioral States

Mobile phone usage involves diverse postures, such as
sitting, lying down, lying prone, and walking. Without compre-
hensive coverage of these behavioral states during training, the
TBA system’s performance may deteriorate sharply in unseen
posture scenarios, undermining its practical reliability.

C. Application Contexts

Prior studies have shown that even though the same types
of touch operations are performed across different applica-
tions, users’ operating habits can vary significantly due to
differences in application types and interface layouts. This
cross-application variability tends to degrade authentication
performance.

Current public datasets are predominantly collected from
built-in mobile sensors and lack metadata on the surrounding
environment, application contexts, and user behavioral states.
This information gap imposes inherent limitations on improv-
ing existing TBA schemes. Without fine-grained classification
and processing of these contextual factors, the authentication
model’s acceptance boundary becomes overly broad, which
substantially increases the false acceptance rate. Furthermore,
collecting large volumes of target user data locally for model
training may be infeasible in certain deployment scenarios. To

address these challenges, we provide the following recommen-
dations for future research:

¢ Refined annotation. Future work is encouraged to adopt
more fine-grained annotation of collected data. Such
granularity facilitates scenario-specific data processing,
enables more accurate extraction of user-specific behav-
ioral patterns, and ultimately improves authentication
performance.

e Architecture selection. The diversity of environmental,
postural, and contextual conditions further complicates
the collection of large-scale training data. We therefore
advocate adopting a pre-trained offline classifier archi-
tecture (see Fig. le). Based on pre-collected data, future
studies can design dedicated classifiers to actively infer
the user’s surrounding environment, behavioral state,
and application context, enabling refined classification
of enrollment samples and lightweight deployment with
limited enrollment data.

IX. CONCLUSION

In this paper, by analyzing 44 relevant works, we identify six
distinct architectural paradigms for touch-based authentication,
and we systematically compare their workflows to high-
light distinctions. Building upon pre-trained architectures, we
propose LuTBA, a Lightweight and updatable Touch-Based
Authentication scheme that can better balance performance
and deployment overhead. Experiments on two real-world
datasets demonstrate that LuTBA not only achieves better
performance but also requires fewer enrollment samples. Fur-
thermore, the built-in lightweight update mechanism proves
effective in counteracting performance decay caused by the
gradual drift of users’ touch behavior over time. Finally, on
our self-collected imitation attack test set, although LuTBA
exhibits performance degradation under the single-window
setting, we find that enlarging the authentication window can
effectively boost the overall authentication performance. This
indicates that LuTBA is robust against imitation attacks by
increasing the window size.
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