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Abstract—Secure communication and privacy-preserving user
authentication are essential for modern resource-constrained mo-
bile devices. Anonymous password-authenticated key exchange
(aPAKE) enables two parties to mutually authenticate and
establish a high-entropy session key using a low-entropy password
while preserving anonymity. Existing aPAKE protocols struggle
to balance quantum resistance and password-only authentication.
Lattice is promising for building quantum-safe aPAKE, yet con-
structing a password-only aPAKE over lattices from a classical
aPAKE remains challenging. Most aPAKE protocols require
users to maintain additional identifiers beyond a username and
password or rely on auxiliary devices, while a series of critical
components are inherently incompatible with aPAKE protocols.

In this paper, we address this challenge by providing a brand
new technical route to build a secure and efficient quantum-
resistant password-only aPAKE. Specifically, we first propose a
lightweight verifiable partially oblivious pseudorandom function
(VPOPRF) over lattices. Our VPOPRF preserves password
privacy while locating credentials without indexes. Then, we
construct the first lattice-based password-only aPAKE, named
qaPAKE. Our qaPAKE enables anonymous authentication only
with a username and password (i.e., without any device re-
strictions). In particular, we formally analyze its security and
mutual anonymity (i.e., both user and server anonymity) in the
classical random oracle model and assess its quantum resistance.
Our qaPAKE runs in 139.04 ms (honest-but-curious) and 573.71
ms (malicious) with 100 registered credentials on a common
consumer smartphone, and well balances the demanding require-
ments of quantum-resistance and password-only properties.

Index Terms—Quantum-safe, Lattice, Password authentica-
tion, Anonymous, Mobile Devices.

I. INTRODUCTION

INCE the advent of computers, authentication by entering

a username and password has been widely used. Billions
of password authentications take place daily in cyberspace,
and they are unlikely to be replaced in the near future [1],
[2]. Passwords are easy to understand and deploy, and allow
users to authenticate using only a username and password
without relying on auxiliary authentication devices. Password-
authenticated key exchange (PAKE) [3], [4] allows two parties,
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Fig. 1: An exemplary overview of a password-only anonymous
PAKE. For better illustration, the red arrow denotes a secure channel,
and the black arrow denotes a public channel. The user U computes
a credential cre,, and the server S masks the credential set 7. @ .S
sends 7 to U, and U retrieves the credential associated with cre,,. @
U and S perform mutual authentication and exchange key material. &
U and S derive the same session key and establish a secure channel.

such as a user and a server [5], [6], [7], [8], to establish a high-
entropy session key from a low-entropy password.

Anonymous PAKE (aPAKE) extends PAKE by additionally
protecting the privacy of users and server-side authentication
files. In the mutual-anonymity notion [9] of aPAKE, the
server cannot associate an authentication session with a user’s
corresponding authentication file, while the user learns no
information about the server’s authentication-file set beyond
whether authentication succeeds. aPAKE serves as a fun-
damental primitive for applications, such as the Internet of
Things [10] and Wi-Fi hotspot authentication [11], and is
currently being standardized by ISO/IEC [12].

Existing aPAKE protocols can be broadly categorized into
two types. The first type uses a credential cre,, as the authenti-
cation material [13], [14], [15]. The user U protects cre, with
a password pw, and retrieves it during authentication. How-
ever, such aPAKEs require U to maintain cre, as additional
persistent client-side state. While benefiting from the security
and performance advantages of anonymous credential systems
[16], this comes at the cost of password convenience.

The second type uses passwords directly as authentication
material, and are referred to as password-only aPAKEs [17],
[18], [19], [20], [21], [9]. In this work, password-only means
that the user maintains no persistent authentication state be-
yond the username un,, and password pw,,. In this setting, U
holds un, and pw,, and the server S maintains a credential
set 7. The two parties anonymously verify that the user’s
password-derived authentication material matches an entry in
T and then establish a session key for a secure channel.

Viet et al. [17] proposed the first password-only aPAKE
based on oblivious transfer (OT) [29]. Subsequent password-
only aPAKEs [18], [19], [20], [21] followed the OT-based de-
sign approach. However, these protocols require U to maintain
an additional index inz,, which identifies the position of the
user’s authentication file in 7. Such an index inx,, constitutes
persistent client-side authentication state and therefore does
not satisfy the strict password-only requirement. Specifically,


o
Accepted by IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, 2026,DOI: 10.1109/TDSC.2026.3753541


IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, 2026

TABLE I: Comparison of various aPAKE protocols.}

Protocol Year St(?rage US?F Assumption ~ Model Tool Type R/F Quantgm User Server
Architecture  Cognition Security
Comp. Comm. Comp. Comm.

Shahidinejad et al. [22] 2025 Device un+pw RO Game Kyber PKE CS 2/3 Y O O O O
Mani et al. [23] 2025 Device un+pw RO Game RLWE KE CS 12 Y @) ®) @) ©)
Ding et al. [24] 2022 Device un+pw RO Game RLWE KE CS 2/3 Y O O O O
Dabra et al. [25] 2020 Device un+pw RO Game RLWE KE CS 2/3 Y @) @) @) ©)
Feng et al. [26] 2018 Device un+pw RO Game RLWE KE CS 2/3 Y O O O O
Our qaPAKE - none un+pw RO Game OPRF+KE PO 2/4 Y O O O [ ]
Liu et al. [27] 2026 none un+pw RO Game  OPRF+Sign+DH PO 2/3 N O @) O @)
Vasco et al. [9] 2019 none pw RO Game OPRF PO 3/6 N O O O o

2019 none pw RO Game IBE PO 3/6 N O O [ ) o
Hu et al. [20] 2017 none un+pw Std ucC SPHF+Commit PO 2/3 N O @) [ [ )
Hu et al. [21] 2017 none un+pw Std ucC SPHF PO 2/3 N O @) [ o
Zhang et al. [13] 2016 Device pw RO Game MAC PP 2/3 N O @) O @)
Yang et al. [15] 2010 Device pw RO Game BBS Sign PP 2/3 N O O O O
Yang et al. [14] 2009 Device pw RO Game CL Sign PP 2/3 N O O O O
Shin et al. [19] 2009 none un+pw RO Game DH-like KE PO 2/3 N [ @) [ [ )
Yang and Zhang [18] 2008 none un+pw+G RO Game OT+KE PO 2/4 N [ ) O [ ) o
Shin et al. [28] 2007 none un+pw+G RO Game oT PO 12 N [ ) [ ) [ [ )
Viet et al. [17] 2005 none un+pw RO Game oT PO 2/3 N [ @) [ [

T un=username; pw=password; G=group; RO=random oracle; Std=standard; Sign=signature; OT=oblivious transfer; MAC=message authentication code;
SPHF=smooth projective hash function; KE=key exchange; OPRF=oblivious pseudorandom functions; IBE=identity-based encryption; PP=password protected;
PO=password-only; CS=client stores; R/F=round/flow; Y=yes; N=no. Comp.=computation; Comm.=communication. The “Device” indicates the need for
additional devices to store secrets. The computation and communication demonstrate whether the online phase cost is linearly correlated (O(n)) with the
credential database, where n is the size of the credential database. @ denotes linearly correlated; O denotes independent. O is preferable over @.

maintaining a fixed ¢nx creates additional overhead for man-
aging 7 [9]. For instance, when U leaves, S must update inx,,
of all remaining users after revoking pw,,. Moreover, the inz,,
update log inadvertently records U’s revocation behavior.

Vasco et al. [9] proposed a password-only aPAKE employ-
ing oblivious pseudorandom functions (OPRF), eliminating the
need for U to maintain inz,. Still, this protocol requires S to
store users’ passwords in plaintext, exposing them directly if
the server is compromised. Moreover, because multiple users
may choose the same password, the server cannot uniquely
associate a plaintext password with a particular account, which
complicates account-specific password revocation and updates.

Moreover, the rapid advancements in quantum computing
[30] pose a significant threat to password-only aPAKE [9],
as many rely on classical assumptions, such as large integer
factorization and discrete logarithms, which can be efficiently
solved by Shor’s algorithm [31]. Standards organizations (e.g.,
IETF and NIST) are actively preparing the transition to post-
quantum cryptography [32], [33]. Recently, NIST-IR-8547-ipd
[34] outlines a transition timeline for deprecating and eventu-
ally disallowing quantum-vulnerable cryptographic primitives
by 2035. Lattice-based cryptography has become a leading
approach to general-purpose post-quantum cryptography, as
reflected in NIST’s standardization process [35].

Dozens of quantum-safe aPAKEs [25], [24] and password-
based protocols [36], [37], [38] have been proposed over lat-
tices. However, existing lattice-based aPAKEs require users to
maintain auxiliary client-side state (e.g., credentials, random-
ness, or salts), and therefore do not satisfy the password-only
requirement in this work. To the best of our knowledge, no
existing aPAKE simultaneously provides quantum-resistance,
mutual anonymity, and password-only authentication without
persistent auxiliary client-side state. This raises the question:

Is it possible to construct a lattice-based aPAKE that
simultaneously achieves quantum resistance, mutual
anonymity, and password-only authentication?

Motivations. Existing lattice-based aPAKEs [26], [25], [24]
require users to maintain protocol-specific persistent authen-
tication state. Consequently, authenticating from a new or
replacement device requires this state to be transferred, syn-
chronized, or recovered. This requirement weakens the cross-
device convenience of password authentication and introduces
additional state-management and recovery mechanisms.

Moreover, conventional pseudonym-based database lookup
does not directly satisfy the user-anonymity requirement in
our setting. Although such lookup enables efficient retrieval
without exposing the user’s explicit identity, it still allows the
server to associate an authentication attempt with a specific
user record. Such explicit linkage is undesirable when mutual
anonymity is required. Our motivation is therefore to construct
an aPAKE that simultaneously preserves mutual anonymity
and post-quantum security, while allowing users to authenti-
cate with only a username and password and without main-
taining additional persistent client-side authentication state.
Challenges. Although Vasco et al. [9] proposed a password-
only aPAKE based on classical hardness problems, designing
a quantum-safe password-only aPAKE protocol remains a
significant challenge. The two primary reasons are as follows.

Firstly, the OPRF-based password-only aPAKE protocol
[9] requires the server S to store registered users’ plaintext
passwords to enable offline password blinding. Still, plaintext
password databases are attractive targets for external attackers
and malicious insiders [55]. Once plaintext passwords are
exposed, adversaries can impersonate users without executing
offline guessing attacks. Incidents involving the storage of vast
numbers of plaintext passwords and password breaches further
highlight the risks associated with such leaks [56], [57].

In addition, Wang et al. [58] point out that the ten most
popular passwords in each evaluated dataset account for
0.79% ~ 10.44% of its password entries. Thus, the server may
store repeated password values in its database. The compro-
mise of one victim’s password can facilitate guessing attempts
against other users with the same password. The challenge
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TABLE II: Comparison among recent OPRF constructions.

Scheme Round Hardness PRF Building block Verify QS Model
User Server Assumption Security

Esgin et al. (CRYPTO’26) [39] 1 MLWE BP14 Hash+HE+ZK v/ v e o ROM Game
Alamati et al. (CRYPTO’24) [40] 1 AM NR OT+VOLE+SS X v @) O STA SC
Heimberger et al. (AsiaCCS’24) [41] 2 CSIDH NR oT X v O O ROM Game
Albrecht et al. (EUROCRYPT’24) [42] 1 MLWE+MSIS BIP18 FHE+ZK v v e [ ) ROM Game
Dinur et al. (CRYPTO’21) [43] 1 LPN BIP18 OT+MPC X v O O STA SC
Albrecht et al. (PKC’21) [44] 1 RLWE+SIS BP14 HE+ZK v v e () CRS SC
Boneh et al. (ASIACRYPT’20) [45] 2 CSIDH NR OT+ZK v v e [ ] ROM ucC
Our qaPAKE 1 RLWE Hash Hash+HE+ZK v v ) [ ) ROM Game
Tyagi et al. (EUROCRYPT’22) [46] 1 CSIDH DY 3HashDH+ZK v X ) [ ) ROM Game
Hazay (J.Cryptol’18) [47] 2 DDH NR HE+ZK X ) [ ] STA SC
Jarecki et al. (EUROCRYPT’18) [3] 1 CDH HashDH 2HashDH+Auth v X ) o ROM ucC
Camenisch and Lehmann (EuroS&P’17) [48] 1 DCR+DHI DY HE+ZK v X ] [ ) CRS ucC
Jarecki et al. (ACNS’17) [49] 1 CDH HashDH 2HashDH+SS+Auth v X ) [ ) ROM ucC
Everspaugh et al. (UsenixSec’15) [50] 1 BDDH HashDH BP+ZK v X ] [ ) CRS Game
Jarecki et al. (ASIACRYPT’14) [51] 1 DCR+RSA HashDH HE+SS+ZK v X ) [ ) CRS ucC
Jarecki and Liu (TCC’09) [52] 2 DHI DY HE+ZK v/ X ) O STA SC
Hazay and Lindell (TCC’08) [53] 1 DCR NR oT X X ) [ J STA SC
Freedman et al. (TCC’05) [54] 1 DDH NR oT X X [} O STA SC

1LDH:Difﬁe—Hellmam; QS=Quantum security; AM=Alternating-moduli; NR=Naor-Reingold model; OT=Oblivious transfer; VOLE=Vector oblivious
linear evaluation; SS=Secret sharing; STA=Standard; SC=Secure computation; CSIDH=Commutative supersingular isogeny DH; ROM=Random oracle
model; MLWE=Module Learning with Errors; MSIS=Module Short Integer Solution; FHE=Fully Homomorphic Encryption; ZK=Zero-Knowledge;
DY=Dolev-Yao Model; LPN=Learning Parity with Noise; MPC=Multi-Party Computation; RLWE=Ring Learning with Errors; HE=Homomorphic
Encryption; CRS=Common Reference String; DDH=Decisional DH; CDH=Computational DH; UC=Universally Composable; DCR=Decisional Composite
Residuosity; DHI=DH inversion; Auth=Authentication, BDDH=Bilinear Decisional DH; BP=Bilinear pairing; RSA=Rivest-Shamir-Adleman. v =Yes;
x=No; @ =Malicious; O =Honest. Our work is suitable for one-time password rerandomization, and its ZK proof is simpler than Albrecht et al. [42].

is therefore to replace plaintext passwords with server-key-
dependent credential material that users can reconstruct with
server assistance from a username and password, while pre-
serving anonymous authentication and offline preprocessing.

Secondly, the crux of building a password-only aPAKE is
enabling U to reconstruct cre,, and locate the corresponding
entry in a masked representation of 7 using only un, and
pw,, without maintaining a location index or revealing the
selected entry to the server. OPRFs are employed to derive
password-dependent cryptographic material in aPAKE [9] and
other password-based protocols [51], [3], [59]. However, the
lattice-based OPRF of Albrecht et al. [44] uses non-linear bit
decomposition in its input encoding, complicating the cor-
responding zero-knowledge proofs. With the parameters and
proof instantiation in [44], a rough lower-bound calculation
gives more than 240 bits of communication per repetition.

In addition, lattice-based OPRFs [42], [44] require careful
treatment of verifiability when integrated into aPAKE. Here,
this entails checking the validity of the blinded request and the
consistency of the response with the OPRF key commitment,
while keeping the password-derived input and the server’s
OPRF key private during authentication. Furthermore, the
broadcast mechanism requires a separate consistency check
to ensure that all ciphertexts within each batch encrypt the
same batch-specific verification key pks, preventing credential-
dependent key tagging by a malicious server. Session-key
establishment must use fresh, session-specific secret material
rather than a secret shared across registered users.

A. Related work

Anonymous PAKE. Viet et al. [17] proposed the first aPAKE
in 2005, with a concrete instantiation based on oblivious
transfer (OT) [29]. Subsequently, Yang et al. [18] improved
the aPAKE by addressing replay attacks and weaknesses

against active adversaries, and proposed an improved OT-
based aPAKE with enhanced security. Shin et al. [19] further
advanced aPAKE efficiency for practical deployment. Addi-
tionally, Hu et al. [21] proposed an aPAKE using smooth
projective hashing under the standard model. However, such
aPAKEs rely on a heuristic security model and fail to ade-
quately capture the application scenarios relevant to aPAKE.

Vasco et al. [9] proposed a formal security model for aPAKE
that captures user and server anonymity and introduced a
password-only aPAKE. However, such an approach requires S
to store plaintext passwords, a practice shown to be highly vul-
nerable given the frequent occurrences of large-scale password
leaks [56], [57]. Another approach to implementing aPAKE
assumes that U stores a persistent cryptographic credential.
Yang et al. [14] proposed the first instance of the user-storage
model with CL signatures [16]. Subsequently, Yang et al. [15]
and Zhang et al. [13] proposed such constructions employing
BBS signatures [60] and algebraic MACs [61], respectively.

Driven by the advantages of lattices, a series of quantum-
safe aPAKEs [26], [25], [24] have been proposed, building on
Ding et al.’s key exchange [62] and refined to mitigate signal
leakage attacks [63]. Table I provides a comparative overview
of aPAKEs. Related lattice-based authentication research ad-
dresses both security and application requirements. For mobile
communication, Dharminder and Chandran integrated biomet-
ric fuzzy extraction [64], with Kumar et al. [65] addressing
its signal leakage weakness. Broader developments cover
unilateral and bilateral authentication and lattice-based key
exchange [23], [66], while application-specific designs address
authentication in drone [67] and satellite systems [68].

These related protocols maintain client-side authentication
material, and several additionally require biometric inputs.
Their anonymity goals also differ from ours. Taken together,
the surveyed protocols [27], [9] leave a gap between password-
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only authentication and quantum resistance. Among the prior
protocols compared in Table I, password-only aPAKEs do not
provide quantum resistance, whereas quantum-resistant con-
structions require persistent client-side authentication material.
Moreover, Vasco et al.’s OPRF-based construction [9] re-
quires server-side plaintext password storage. Our objective
is therefore to construct a quantum-resistant aPAKE that
preserves mutual anonymity while requiring users to maintain
only a username and password. To this end, qaPAKE combines
OPRF-based credential reconstruction, local selection from a
masked credential database, and fresh session-specific key es-
tablishment, without storing plaintext passwords on the server.
This motivates our review of lattice-based OPRFs below.
OPREF. An oblivious pseudorandom function (OPRF) [50],
[44] extends the concept of a pseudorandom function (PRF).
The OPREF allows the user U to obtain a pseudorandom output
Fx (x) without revealing its input « to the server S, while S
learns nothing about x, ensuring mutual privacy. Specifically,
U provides =, and S, holding a secret key K, computes
Fx (x). During this process, x is blinded, preventing S from
learning x, while S guarantees that U receives the correct
Fi (x) without exposing K. This unique capability makes
OPRFs indispensable in privacy-sensitive contexts [50], [51],
[3], [59]. U can transform a low-entropy password pw into
a high-entropy session key sk with K, thereby significantly
reducing the threat of offline password guessing attacks.
Given the significance of OPRFs, numerous constructions
have been proposed, either based on classical assumptions
[54], [52], [50], [46] or on post-quantum assumptions [40],
[41], [42], [43], [44], [45]. Table II provides an overview
of the current OPRFs. Albrecht et al. [44] proposed the first
lattice-based OPREF, establishing a brand route for subsequent
OPRF [42], [39]. Informally, U blinds the secret input using
randomness, S rerandomizes the secret using its key, and
U achieves unblind operation with the server’s long-term
public key to obtain a pseudorandom output Fy (). Still,
such OPRFs incur prohibitively high overhead for anonymous
password-authenticated key exchange (aPAKE) protocols. To
the best of our knowledge, no lattice-based OPRF suitable for
lightweight password-only aPAKE has yet been proposed.

B. Our contributions

In this work, we propose a quantum-safe anonymous
Password-only Authenticated Key Exchange, by constructing a
lightweight OPRF over lattices, named qaPAKE. In summary,
our contributions are four-fold:

- Lattice-based OPRF. We design a lightweight verifiable
partially OPRF (VPOPRF) based on lattice assumptions.
The proposed VPOPRF allows a user to input only a
password-derived secret and interact with the server to
obtain a PRF evaluation with minimal computational
overhead and a zero knowledge proof. Our construction
ensures that an adversary cannot recover the user’s secret
from the pseudorandom function output, nor can it predict
the PRF value corresponding to any secret. With the
public input fixed as Z =1, our VPOPRF provides a
lightweight password hardening mechanism that is well
suited for password authentication protocols.

- Quantum-resistant password-only aPAKE. We pro-
vide a framework for lattice-based password-only aPAKE
against quantum attacks. Then, we construct an instance
of password-only aPAKE based on OPRF-based creden-
tial reconstruction, local selection from a masked broad-
cast, and lattice-based key exchange, named qaPAKE.
To the best of our knowledge, our qaPAKE is the first
quantum-safe password-only aPAKE protocol, allowing
users to achieve anonymous login using only conventional
human memorable username and password patterns.

- Security analysis. We conduct a comprehensive formal
security analysis of qaPAKE in the random oracle model
under state-of-the-art password distribution models [69]
and anonymous authentication models [9]. In addition,
we provide a detailed parameter selection analysis and
present two concrete parameter sets that achieve quantum
security levels of 92 bits and 128 bits, respectively,
suitable for lightweight applications and high-security
requirements. Our analysis demonstrates that qaPAKE
preserves authentication security and anonymity while re-
sisting a wide range of attacks from adversaries equipped
with either classical or quantum computing capabilities.

- Performance comparison. We analyze the computa-
tional and communication costs of password-only aPAKE
constructed using four different methods [17], [18], [19],
[9]. We evaluate qaPAKE on a Huawei P30 under honest-
but-curious and malicious settings. Across databases of
10-1,000 credentials, client online computation remains
near 65.6 ms and 401.2 ms, respectively. We compare
widely aPAKEs (including password-protected aPAKE
[14], [15], [13], aPAKE with storing secrets on the
client [26], [25], [24], and password-only aPAKE [17],
[18], [19], [20], [21], [9]). Comparison results show that
qaPAKE provides convenience and quantum resistance.

II. PRELIMINARIES

Notations. Let Z and R denote the set of all integers and the
set of real numbers, respectively. For any integer ¢ > 2, there
is a polynomial R, := Z,[X]/(X™ + 1) in the power-of-two
cyclotomic ring. Let upper-case letter A and lower-case bold
letter x denote matrices and vectors, respectively. We write
x < D to denote the sampling of = according to distribution
D. We write z < S to indicate sampling uniformly at random
from a finite set S. )\ is the security parameter.

A. Gaussian Sampling and Lattices

Definition 1 ([70]). Let Ay(A) = {As | s € Z}'} denote an m-
dimensional lattice with the basis A € Z;**" for m > nlogq,

and there is det(A) = y/det(BYB), where B is a basis matrix.

Definition 2 (Gaussian distributions [71]). For a stan-
dard deviation o > 0, define the discrete Gaussian distribution
over an integer lattice A C Z™ centred at ¢ € R™ with
parameter o to be: Dp 5(X) = pe.o(X)/pe.o(A), where x € A,

pc,o—(x> _ e—ﬂ'HX—CHz/az’ and pc,U(A> = ZxEA pc)o_<x).

Definition 3 (Decision-RLWE,, ; y.m [70]). For a prime inte-
ger g, integers m,n > 0, and a noise distribution X over R,
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sample A < R"™,s <+ Rg/“,e — ™D Ry The
Decision-RLWE,, , .., (DRLWE) problem is to distinguish be-
tween (A,b) € R ™ x R™*" and (A,b") € R]"™™™ x R["™1,
where b = A -s + e mod q. For any probabilistic polyno-
mial time (PPT) adversary A, the two distinct distributions
are computationally indistinguishable, i.e., AdvQR"WE(N\) =
[Pr[A(g, m,n, X, A, b)] — Pr[A(q,m,n, X, A, b")]| < e(N).

Definition 4 (Rounding [72]). Let q,m,n € Z*. For A «
R**", the rounding algorithm F is deterministic for the
“rounding” function |-| : R, — R, that enables to map
X — u such that F(x) = A - u.

Definition 5 (LWR [72]). For p,q,m,n € Z7T, the LWR
problems state that the two distributions (A, |A -s],) and
(A, |ul,) are computationally indistinguishable, where A <
R™*™'s <« R™ and u + R™. The advantage of A
solving LWR ,, 4 mn 1s defined as follows AdytWEReamn —
|Pr[A(A, A s]|,) = 1] —Pr[A(A, |u],) — 1] ] of A.

B. Lattice-based Encryption

In this section, we review a semantically secure lattice-based
encryption scheme [70], comprising a set (EncKG, Enc, Dec).

Definition 6 ([70]). Let \ be a security parameter. seed is
a seed of key generation. A lattice-based encryption scheme
must contain the following three polynomial algorithms:
- (sk,pk) < EncKG(1*, seed) is a key generation algo-
rithm. On input (X, seed), it outputs a key pair (sk, pk).
- ¢ + Enc(pk,m) is an encryption algorithm. On input pk
and message m, it outputs ciphertext c.
- m < Dec(sk,c) is a decryption algorithm. On input a
ciphertext ¢ and secret key sk, it outputs m.

C. Lattice-based Key-Encapsulation Mechanism

A key-encapsulation mechanism (KEM) allows two par-
ties to establish a shared secret over a public chan-
nel. In this work, we employ the ML-KEM, standard-
ized by NIST in FIPS 203 [73]. ML-KEM consists of
three probabilistic polynomial-time algorithms KEM =
(KEM.Gen, KEM.Encaps, KEM.Decaps).

Definition 7 (ML-KEM ([73]). Let \ be the security parameter.
A key-encapsulation mechanism consists of the following three
polynomial-time algorithms:

- (dk,ek) + KEM.Gen(1%) is the key-generation algo-
rithm. On input the security parameter ), it outputs a
decapsulation key dk and an encapsulation key ek.

- (ct,z) < KEM.Encaps(ek) is the encapsulation algo-
rithm. On input an encapsulation key ek, it outputs a
ciphertext ct and a shared secret z.

- 2+ KEM.Decaps(dk, ct) is the decapsulation algo-
rithm. On input a decapsulation key dk and a ciphertext
ct, it outputs a shared secret z'.

For an honestly generated key pair and ciphertext, the
correctness of the KEM requires

(dk, ek) < KEM.Gen(1*),

(ct, z) + KEM.Encaps(ek),
2" + KEM.Decaps(dk, ct)

Pr|z ==z > 1 — negl(\).

D. Lattice-based Signature

In this section, we recall ML-DSA, a signature scheme stan-
dardized by NIST in FIPS 204 [74], as follows.

Definition 8 (ML-DSA [74]). Let A be the security parameter.
A digital signature scheme consists of the following three
polynomial-time algorithms:

- (sk,pk) < SIG.Gen(1?) is the key-generation algorithm.
On input the security parameter )\, it outputs a signing
key sk and a corresponding verification key pk.

- o < SIG.Sign(sk, m) is the signing algorithm. On input
a signing key sk and a message m € {0,1}*, it outputs
a signature o.

- b« SIG.Ver(pk, m, o) is the verification algorithm. On
input pk, a message m, and o, it outputs b = 1 if the
signature is valid and b = 0 otherwise.

For an honestly generated key pair and signature, the

following verification failure probability is negligible:

k, pk) < SIG.Gen(1*
Pr 10 ¢ 516 Ver(pk, m, o) gsepSI)G.Sign(sk m() )

E. Symmetric Encryption

We define the algorithm package of symmetric encryption
used in qaPAKE as follows. The encryption key is supplied
externally and is derived from the user’s credential material.

Definition 9 (Symmetric encryption). Let A be a security
parameter, and let ICy = {0,1}*N) denote the key space,
where k(\) is the key length. A symmetric encryption scheme
consists of two polynomial-time algorithms defined as follows.
- ¢ + SEnc(k,m) is a randomized encryption algorithm.
On input a secret key k and a message m in the message
space, it outputs a ciphertext c.
- m/ < SDec(k, ¢) is a deterministic decryption algorithm.
On input a secret key k and a ciphertext c, it outputs a
message m' or the failure symbol L.

F. Commitment and Zero-Knowledge proof

A commitment scheme allows a user to commit to a vector
x and, later, provide a concise opening. The commitment
algorithm guarantees the completeness of zero-knowledge
proofs. The definition of a commitment scheme is as follows.

Definition 10. A commitment scheme consists of a tuple
COM = (Setup, Commit, Verify) defined as follows:

- ck < Com.Setup(1*): on input the security parameter
A, this algorithm outputs a commitment key ck.

- ¢m + Com.Commit(ck, m;r): on input ck, a message
m and a randomness r, it outputs a commitment Cy,.

- b+ Com.Ver(ck, c,,): on input ck and c,,, it outputs a
bit b € {0,1}.

For simplicity, we leave the randomness implicit and assume
it is generated internally by Com.Commit. Next, we recall
the zero-knowledge proof (ZKP) for a language £. The ZKP
allows a prover P to convince a verifier V that a series of
instance x is in £ without revealing anything other than this
statement. Further, ZKP allows [P to convince V with a witness
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w evidencing a fact that x is in £, where £ is defined by a
relation predicate P, ). Lyubashevsky et al. [75] proposed
a non-interactive zero-knowledge proof (NIZK) system for a
wide class of NP L over lattices.

Definition 11 (NIZK). Let W, (x) denote a generic set of

witnesses such that for any x € L and w € We(x), there is

P.(zw) = 1. A NIZK includes the following three algorithms:

- crs + NIZK.Setup(1*): on input the security parameter
A, it outputs a common random string crs.

- 7w + NIZK.P(crs,xz,w): on input crs, x € L and w €

We (), this algorithm outputs a proof m € {0, 1}Pe(),

- {0,1} « NIZK.V(crs,x,m): on input crs, x and T, it
outputs 1 if x € L. Otherwise, it outputs O.

Definition 12 (NIZKAoK Security, [76] ). The algorithm 11 =
(NIZK.Setup, NIZK.P,NIZK. V) is a NIZK for a relation R.
The language L is defined by R if the following holds.

- Completeness. Let x € L. w is the witness. If Pr, ) =
1, the following probability is negligible in \:

1— Pr |1+« NIZK.V(crs,z,n)

crs<NIZK.Setup(1*)
wNIZK.P(crs,z,w) |

- Soundness. For any P, Ext is a PPT extractor. For any
x and pp <+ NIZK.Setup(1?), the following is £()\):

Pr[(P(w),V) (crs,z) = IA(z,w) ¢ L|lw < Ext®(crs, z)].

- Zero knowledge. There is a PPT simulator Sim such that
Sor any V* with auxiliary information aux, (z,w) € L,
it holds that: View({P(w), V*) (crs, x,aux)) is computa-
tionally indistinguishable from Sim ) (crs, x,aux), where
Ext” means that Ext has access to the entire process of
P, and Sim"" means that Sim captures the randomness
from a polynomial-size space of V*.

G. Verifiable Partially OPRF

We first recall the framework of the lattice-based PRF pro-
posed by Banerjee and Peikert [77], which serves as the
foundation for constructing our VPOPRF. Let ¢ = [log, ¢],
k < R, be the secret key, and let a, € R;Xf denote the
randomized encoding of the input x = (z1,...,z) € {0, 1}~

Lemma 1 (PRF, [77]). Let x be the error distribution with
parameter o, and sample k < Ry, the function Fi(x) =
L% - ax - k| is a PRF over the Decision-RLWE,, gy m if ¢ >

p-o-n-{-\L, where L is the bit length of x.

Definition 13. Let pp be the public parameter. A pseudoran-
dom function PRF contains the following algorithms
- (k,pp) + PRF.Setup(1*) is a probabilistic algorithm
that outputs the public parameters pp and a PRF key k.
- a, < PRF.Code(pp, x) is a deterministic algorithm that
outputs a, from secret input .
- Fy(z) + PRF.Eval(pp, k, x) is a deterministic algorithm
that output a PRF value Fy,(z) = £ -a, - k].

We employ the instantiation of the PRF from Li et al. [78].
There is ax = a - G(x), where a € R, and the hash function
G : {0,1}* — RL*‘. According to the Theorem 4.1 of Yang et
al. [79], Fi,(x) = | 2-ax k] achieves weak pseudorandomness.

For a security parameter A, output the public parameters pp and the master
secret key msk. The functionality Fpoprp interacts with the servers S,
an arbitrary user U, and an adversary A. Set ¢ = 0.

Key Generation:

S executes F.KeyGen to get the user exclusive key K for U.
Evaluation:

Let sid be the session identifier and pid be the party identifier.

On receiving (F.Req,Z, req, sid, pid) from any U:

- Record (eval, pp, Z, regq, sid, pid)

- Send (eval, pp,Z, req, sid, pid) to S.

On receiving (F.Blind, res, sid, pid) from S:

- Retrieve record (eval, pp, res, sid, pid).

- If (F.Blind, res, sid, pid) has been received from S, set ¢ := ¢ + 1.
On receiving (Query, sid, pid) from any A:

- Retrieve record (eval, pp, res, sid, pid), if ¢ > 0, set ¢ := ¢ — 1.

- If req is undefined, then pick p + {0,1}*, and set req := p.

- Output (Query, pp, req, sid, pid) to U.

Fig. 2: The ideal functionality Froprr.

Next, we propose a (partially) OPRF, followed by its
verifiable extension, called VPOPRF. Our architecture mostly
follows the framework of Tyagi et al. [46], while offering
adapted security notions tailored to password-authenticated
that ensure obliviousness and unpredictability for POPRFs.

Definition 14 (POPRF, [42]). A POPRF Fy contains the

following six probabilistic polynomial time (PPT) algorithms:

- (pp,msk) < F.Setup(1*) generates the public parame-
ters pp and the master secret key msk.

- stg < F.KeyGen(pp,Z, msk) generates the server state
stx = (K, ¢, px) for the public input I, where cy, is a
commitment to K with opening randomness pg.

- (sty,req) < F.Req(pp,Z,x) generates the user state
sty and a request req from the input I and x.

- res < F.Blind(pp,Z,req,sti) processes the request
using the server state and returns a response res or L.

- Y <« F.Final(pp,ck,res, sty) verifies the response
against the commitment cy, and returns the output Y.

- Y « F.Eval(Z,z, K): is a deterministic algorithm that
generates Y by taking as input K and (Z,x).

Note that Fx corresponds to a (plain) OPRF when the
public message is fixed as Z =.1. The ideal functionality
Fpoprr is defined in Fig. 2. Let negl(\) denote a negligible
failure probability, we define the correctness, obliviousness
and unpredictability for the POPRF F from Tyagi et al. [46].

Definition 15 (Correctness, [46]). A POPRF F is correct if
the following probability is 1 — negl(\):

(pp, msk) <+ F.Setup(1*)

sti < F.KeyGen(pp,Z, msk)
(sty,req) < F.Req(pp,Z,x)
res « F.Blind(pp,Z, req, stx)
Y « F.Eval(Z,z, K)

Definition 16 (Obliviousness, [46], [42]). A POPRF Fg
is oblivious if for all PPT adversaries A, there is a PPT
simulator S such that the following probability is negl(\)

Pr |Y =F.Eval(Z,z, K)

AdVIBE(N) = ’Pr [OBLﬁ:}S(A) - 1} _Pr [OBL§1OS(A) - 1} ‘ .
Definition 17 (Unpredictability, [46], [42]). A POPRF F has
unpredictability against malicious client if for all PPT A the
Sollowing advantage probability is negl()\)

AVYE) = ‘Pr [UNP;‘Q}S(A) - 1} —Pr {UNP}‘}:S’S()\) - 1} ‘ .
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F.Setup(1*) F.KeyGen(pp, Z, msk)
ck; < Com.Setup(1*), i € {0,1}  1: K + Ho(Z, msk)

: ers; + NIZK.Setup(1*), i € {0, 1}
a <+ Ry, msk < Ry

pp = (cko, ck1, crso, crsi, a)

: return st = (K, ck, pK)
.Blind(pp, Z, req, stx)
ra:=Hi(Z,cr)

+if NIZK.V(cerso, Xy, m0) # 1

2
3
F
: return (pp, msk) 1
.Req(pp,Z, x) 2
r Xy, s, e XIXE 3: return |
¢ < Com.Commit(cko, r; pr) 4: else eq, e] — XL*°
: & := Code(Z||z), a7,z :=a-G(Z) 5 PK:=a-K+eg
ra:=Hi(Z,cr) 6:c1:=b-K-+e;
b:=a-s+e+az, 7: 1 + NIZK.P(crs1, Xg,ws)
: 7o+ NIZK.P(crso, Xu,wy) 8: return res := (PK,c1,m1)
req := (cr, b, m0,I) F.Final(pp, ci, res, styr)
1:if NIZK.V(crs1, Xg,m) # 1
2: return L
3
4
5

: sty := (s, z, req); return (sty,req)
(&)

1: if G(2) =L then

2: G(&) + Ry

3: return G(z)

QPN RPN R

celsey :=|c1 — PK -s]p
:z = Ha(y,z,T)
: return z

: ¢, + Com.Commit(ck1, K; px)

F.Eval(pp, msk,Z, z)
1: K < Ho(Z, msk)
2: & := Code(Z||z)

3rar, =a-G(&)

4y = laz. Kl
5
6

The user-side proof Py
Xy = (Cmb,aaa,Ck'O,Iq BT1551B€)
wy = (r,z,s, e, pr)
Py ={Xy [Fwy : rllec < Br
Alsllso < Bs A lelloo < Be
Na= Hl(I, C,»)
A ¢ = Com.Commit(cko, r; pr)
Ab=a-s+e+a-G(Code(Z|x))}

tz:=Hs(y,z,T)

: return z
Hy(Z, msk)

1:if Ho(Z, msk) =L then
2: Ho(Z,msk) + Xo
3: return Ho(Z, msk)
Hi(Z,cr)

1 if Hy(Z,c.) =L then
2: Hi(Z,er) « Ry**
3: return H1(Z,c;)
Hs(y,z,T)
1:if Hao(y,z,Z) =L then
2: Hy(y,x,T) + {0,1}*
3: return Ho(y,z,7)

The server-side proof Pg
XS = (Cl,b,Ck,PK,ckl,a,Cr,I,,BK,Bﬁ)
ws = (K, eo,e1,pr)
Pg = {Xs | Jws: Kl < Br
A lleollss < Be A lletllos < Be
ANa=Hi(Z,cr)
A ¢, = Com.Commit(ck1, K; px)
ANPK=a-K+eg
ANeci=b- K+e1}

Fig. 3: The details of our VPOPRF construction are shown on the left, while the specifics of Py and Pgs are presented on the right. Here, p,
and py represent the randomness of the commitment, and S, By, Bk, and . denote the respective bounds. Products of two vectors denote
componentwise multiplication over R,. All algorithms unpack pp and their tuple inputs before use. Inconsistent copies of Z are rejected.
The public statements X and X g are reconstructed from the current inputs and fixed public parameters, with a = H1(Z, ¢,). Commitment
randomness p, and px is sampled freshly according to the commitment scheme. The states sty and stx are maintained locally by the user
and server, respectively; c is supplied to F.Final as the reference commitment. The final OPRF output supplied to qaPAKE is Y,, = z.

Let Code convert its input into a binary representation, we
realize the 2HashDH OPRF idea [51] over lattices, and pro-
pose a lightweight VPOPREF as shown in Fig. 3. In contrast to
Albrecht et al. [44], [80], whose F.Req computation relies on
a non-linear binary decomposition of inputs, our construction
employs a weak PRF [79] with a linear input representation
that integrates efficiently with zero-knowledge proofs, making
it more suitable for lightweight password-based authentication.
Notably, our modification only affects the input-dependent
term az|,., and does not alter the underlying 2HashDH OPRF
structure of Albrecht et al. [44], [80]. Hence, our VPOPRF
maintains the round-optimal, and supports obliviousness and
unpredictability in Definition 16 and Definition 17.

III. SCHEME ARCHITECTURE AND SECURITY MODEL
A. System Model

We present a quantum-safe anonymous PAKE, named qa-
PAKE. Users can log in to the server anonymously using
their username and password, and establish a secure channel
(generating temporary high entropy session keys) without
device restrictions. Our qaPAKE includes two participants.
User. The user holds a username and a password. Users need
to register with the server and log in with the correct username
and password. After mutual authentication, users can establish
a high entropy session key for a secure channel.

Server. The server holds a credential dataset 7. During the
offline phase, the server can perform pre-computation on 7~
with a fresh key. In the online phase, the server interacts with
users and establishes a high entropy session key.

Password Dictionary. Each U € User holds a username and
a password pw € D, where D is the password space with the
size |D|. It has been shown that passwords follow the CDF-
Zipf distribution [81], [69], [82]. Notably, the CDF-Zipf based
formulation C” - g%, ,(\) + £(\) well approximates the real
attacker’s Adv : gsena € [1,|D|], where C’ and s’ denote
the Zipf parameters (e.g., C' = 0.037433, s’ = 0.187227 for

32 million Rockyou passwords [81]). This CDF-Zipf based
formulation is more accurate than other formulations used,
e.g., the min-entropy model [83]. Therefore, we recommend
using the accurate Zipf-based formulation for qaPAKE.

Let U? and S? denote protocol instances of U € User and
S € Server, respectively. Let I denote either a user instance
or a server instance. In qaPAKE, the server performs batch-
level offline precomputation using a fresh signing key pair
(sks,pks). The OPRF key K is maintained across broadcast
batches, whereas RID,, and RID, are generated afresh for
each online session. During the online phase, the user and
server execute the authentication and key-establishment pro-
cedure in Fig. 4. In addition, qaPAKE allows users to revoke
credential files in 7. The combination of anonymous revoca-
tion and registration allows users to update their passwords.

B. Security Model

In this section, we introduce the authentication security model.
Note that, security requirements under traditional settings (non
quantum computers) are still necessary [84], [59]. To formally
capture the capabilities of an adversary 4 in our protocol,
and specify how the adversary interacts with honest parties,
we employ the Bellare-Pointcheval-Rogaway (BPR) model
[85], which is by far the most popular model for password
authentication protocol (e.g.,[86], [87]). Each U € User holds
a username and a password pw. S € Server holds the set of
registered credentials.

Adversarial model. To simulate aPAKE protocols more real-
istically, we need to clarify the capabilities of an adversary be-
fore defining the security model. We consider .4 with quantum
computing capabilities to control the external network fully.
A is free to manipulate messages and adaptively requests any
session keys. Furthermore, according to the adversarial model
of BPR [85] and a series of password-based protocols [36],
[88], we summarize the capacities of .4 for qaPAKE in Table
III. Each capability is realistic and reasonable.
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Queries. The adversary A interacts with the protocol partici-
pants using oracle queries that simulate A’s capabilities in a
real attack. The query models available to A are as follows.

- Execute(U?, S7) captures a passive attack, such as eaves-
dropping. The output of Execute consists of the messages
exchanged during the honest execution.

- Send(I, m) captures an active attack. The adversary sends
m to instance I and receives the response produced by 1
according to the protocol.

- Test(I) defines the semantic security of the session key
and may be invoked at most once on a fresh instance I.
The challenger samples a secret bit b « {0,1}. If b =1,
it returns the session key S K accepted by I. Otherwise,
it returns an independently and uniformly sampled string
from {0, 1}/SK:11. The bit b is not revealed to A.

- Reveal(]) returns the session key accepted by I.

- Reveal™(I) captures the honest-but-curious server. A
obtains the server key K generated in the offline phase.

- Corrupt(]) captures the corrupt attack. If I = U, it
outputs the password pw, of U, and can download st
from C'S. If [ = S, it outputs the st; of S;.

Partnering. Let sid be the session identifier. The value
pid = H3(RID,||RID;) binds the two session pseudonyms
and is not a partner identity. Instances U* and S7 are partnered
if: 1) both instances have accepted; 2) sidy: = sidgs; and
3) their local values of (pid, ek,,cts,pks) agree, with the
instances executing the user and server roles, respectively.
These conditions are evaluated by the security experiment and
do not require the server to learn the user’s identity.
Freshness. We define I as fresh if the following conditions are
true: 1) I has accepted and computed a session key. 2) Neither
I nor its partner has been asked for a query Reveal([).
Semantic Security. In the sequence of games, A can ask
a polynomial number of querys Execute(U*, S7), Send(I, m),
and Reveal(]). Finally, A issues Test(/) and outputs a guess
b € {0,1} for the secret challenge bit b. For any PPT A, the
advantage holds that Adv%*® = 2Pr[ = b] — 1. A lattice-
based password-only aPAKE P achieves the semantic security
if the advantage Adv%‘e is negligible.

Quantum resistance. The most influential quantum attack
algorithms are Shor’s [31] and Grover’s [89]. Quantum com-
puters can efficiently solve integer factorization and discrete
logarithm problems with Shor’s algorithm. Grover’s algorithm
allows quantum computers to speed up the search for unstruc-
tured databases and hash collisions. To avoid the effects caused
by both algorithms above, we construct our protocol based on
LWE [70], and the hash function such as SHAKE128 [37],
which could offer 128 bits of post-quantum security against
collisions and preimage attacks.

C. Anonymity

The security model mentioned above is widely used to char-
acterize the standard PAKE protocol [90], [91], [92], [36].
Notably, all participants are publicly identifiable, and each
username corresponds to pw (registered between the honest
U and S). However, in the aPAKE, the direct correspondence
between /D and pw is implicit, indicating that it is unknown

TABLE III: Capabilities of the adversary. |

Index  Description

C-1 A can offline enumerate the Cartesian product D;g X Dpw

C-2 A can determine the identity ID; of victim.

C-3 A fully controls the communication channel.

C-4 A can learn the password pw; of victim.

C-5 A can learn the previous session key(s).

C-6 A can learn the server’s long-term secret key and all other
data stored in 7 only upon server corruption (forward se-
crecy).

t A denotes the adversary; 7 is the server database. D;y denotes the
identity space; Dp,, denotes the password space.

whether pw is registered between U and S. Hence, when
characterizing protocol anonymity, it is necessary to consider:
1) U is anonymous to S that saves the credential cre. 2) S’s
database Tg is dynamic, and cre € T are allowed to be leaked,
i.e., T4 contains valid cre. 3) A can use different T to reveal U
identities, rather than just using 7g. In other words, anonymity
requires that the external A cannot determine whether both
parties have generated the same session key.

We employ the anonymity model of Viet et al. [17] to
characterize the security of our qaPAKE. At a high level, the
anonymous model allows .4 to learn whether two parties hold
cre by Execute-query and Reveal-query. In addition, A can
learn the registered credentials by Corrupt-query.

Definition 18 ([17]). Let pwq, pw1 be the two challenge pass-
words, and cre; be the credential. Ty and Ty are two credential
sets. When A holds creg and crei, a server S € Server
with Tg is distinguishing if |Ts N {creg,cre;}| = 1. When A
holds Ty and T, U € User holds pw,, and the corresponding
crey is distinguishing if cre, € ToAT1, where A denotes the
symmetric difference between the two sets.

User Anonymity. Let Ch be a challenger. A picks pwyg, pwy
< D and computes creg,cre; € T4. A sends creg,crep
to Ch. Then, Ch samples a secret bit b « {0,1}, selects
crep, and acts as Ucp. A interacts with each participant
via Execute, Reveal, Reveal™, Corrupt. .4 must adhere to the
following conditions: 1) A never called Corrupt (Uch). 2)
A never called Reveal(U},) or Reveal(S/) after Execute
(UL, S1) where S; is a distinguishing server. 3) A never called
Reveal® (S/) and Execute (U, Sf) for some I, ¢ where S; is
a distinguishing server. Finally, A outputs a guess b’ € {0, 1}.
For any PPT A, the advantage of disrupting user anonymity
holds that AdvY* = 2Pr[b’ = b] — 1. Our qaPAKE protocol
P achieves user anonymity if Adv’® is negligible.
Server Anonymity. Generally, server anonymity is not consid-
ered in the aPAKEs [13], [14], [15], [17], [18], [19], [20], [21].
However, in practice, Tg will change over time, and server
anonymity is the key to characterizing credential database
information leakage [9]. Specifically, A chooses two distinct
credential sets T, 71, where |7o| = |T1|. A sends Ty, 71 to Ch.
Then, Ch picks 7, and acts as Scp, where b € {0, 1}. A inter-
acts with each participant via Execute, Reveal,and Corrupt.
A cannot achieve the following two cases: 1) A never called
Corrupt (Sch); 2) A never called Reveal (S¢;,) or Reveal (Uy)
after Execute (U7, S,) where U; is a distinguishing user.
For any PPT A, the advantage of disrupting server anonymity
holds that Adv’y* = 2Pr[b’ = b] — 1. Our protocol P achieves
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server anonymity if Adv%} is negligible.

IV. OUR NEW SCHEME

In this section, we propose qaPAKE, a quantum-safe
password-only anonymous PAKE over lattices as shown in Fig.
4. Our qaPAKE operates in a user-server setting. The server
S holds an OPRF key K and maintains an authentication-
file set T = {Flile[i]};c[n), Where File[i] = (I;,pk;) and
l; = Hy(pk;). A user U; maintains only a username I; and
a password pw; and reconstructs the corresponding credential
key pair (sk;, pk;) from the OPRF output during each login.

Following prior aPAKE constructions [17], [18], [9], qa-
PAKE separates batch-level offline precomputation from
session-specific online authentication. For each broadcast
batch, S generates a fresh signing key pair (sks, pks) and
encrypts the verification key pk, under the credential-derived
symmetric keys k; = H;(pk;). The resulting ciphertext vector
C and label vector L are precomputed for distribution during
login. In the online phase, U; reconstructs the credential mate-
rial, recovers pks, and participates in anonymous membership
authentication and session-key establishment with S.

Full-download vs. pseudonym-based lookup. In conven-
tional pseudonym-based database lookup [14], [19], [18], the
server resolves a submitted pseudonym to a particular authenti-
cation record. Although the pseudonym may conceal the user’s
explicit identity, this retrieval process reveals which record
is involved in the authentication attempt. Under the mutual-
anonymity notion of Vasco et al. [9], user anonymity requires
authentication without revealing the association between a
session and a particular authentication file, whereas server
anonymity concerns the privacy of the server’s authentication-
file set 7. In qaPAKE, downloading a masked representation
of T allows the user to select the corresponding entry locally
without disclosing that selection to the server. Protection of
the authentication-file set additionally relies on OPRF-derived
credential masking and ciphertext confidentiality.

Our qaPAKE does not require users to maintain a location
index identifying the position of File[i] within 7. Index-
based oblivious-transfer constructions that require the user to
supply such a position [18], [19], [20], [21] therefore require
an additional mechanism for recovering that position under our
password-only requirement. In our qaPAKE, U; reconstructs
pk; from the OPRF output using only its username and
password, computes ; = Hy(pk;), and locally searches for
a matching entry in L = (Iy,...,l,). The matching position
identifies the corresponding ciphertext in the aligned vector
C = (c1,...,¢n). Neither the selected label nor its position
is submitted to the server as a lookup request, and the user
need not maintain either between logins. Reconstructing a
pseudonym at each login could also avoid persistent client-
side storage, but submitting it for server-side record lookup
would still reveal the corresponding authentication record.

This design incurs O(n) server-to-client communication
because the user receives the complete vectors (L, C'), where
n = |T|. Conventional pseudonym-based lookup avoids this
full download and is therefore more communication-efficient
when revealing the selected record to the server is accept-
able. The advantage of qaPAKE’s full-download design is the

combination of password-only authentication and undisclosed
local record selection, obtained at the communication cost.
Design idea. We employ the database-masking idea of Viet
et al. [17]. In qaPAKE, S encrypts the same batch-specific
verification key pks under k; = H; (pk;) associated with each
authentication file. A user entering the registered username
and password reconstructs the corresponding pk;, derives the
same symmetric key, and decrypts the aligned ciphertext. The
server stores OPRF-derived credential material rather than
plaintext passwords. The recovered pk, is used in the user’s
authentication tag, the verification of the server’s signature,
and the derivation of the session key and server confirmation
tag. Importantly, pks is not the shared secret established by
the KEM: each login uses a fresh KEM key pair and a fresh
encapsulation to obtain session-specific key material.

The capabilities C-1 and C-6 in Section III-B distinguish
offline enumeration from server compromise. If an authen-
tication file directly stores p; = Ho(I;||[pw;), an adversary
can precompute candidate values over D;q X D, without
knowing any server-held secret and compare them with the
stored files after compromise. In qaPAKE, the mapping from
the user’s credentials to the stored file additionally depends on
K. Specifically, the user obtains Y; = F (p;) and determinis-
tically derives (sk;, pk;) «+ EncKG(1%,Y;), using the seeded
key-generation interface in Definition 6. The server stores pk;
and l; = Hy(pk;) rather than p; or pw;.

Under the security of the OPRF, an adversary without K
cannot derive unqueried OPRF outputs merely by hashing
candidate credentials. This does not imply resistance to offline
dictionary attacks after both K and 7 are compromised. In
that case, the adversary can evaluate Fx on candidate inputs,
derive the corresponding credential public keys, and compare
them with the compromised authentication files.

DPaSE of Das et al. [93] addresses distributed password-
authenticated symmetric-key encryption. Our setting instead
concerns anonymous authentication and fresh session-key es-
tablishment between a user and a server. Accordingly, qaPAKE
uses symmetric encryption to distribute the batch-specific
verification key and a KEM to establish the session-specific
shared secret. The credential key-generation algorithm EncKG
is distinct from the symmetric encryption algorithms SEnc
and SDec used for the broadcast ciphertexts. In particular, the
broadcast decryption key is H;(pk;), not sk;.

For clarity, Fig. 4 presents the construction in the honest-
but-curious setting. The hash functions {Hy,..., H7} are
domain-separated from one another and from the hash func-
tions internal to the OPRF subprotocol, and all concatenations
use unambiguous encodings. The output of H; has the length
required by the symmetric encryption scheme. Unless shown
explicitly, any randomness required by SEnc is generated
internally according to its specification.

Password registration. Before registration, S initializes and
maintains K according to the OPRF key-generation procedure.
Over a secure channel, U; computes p; = Ho(I;|pw;), where
pw; € D and I; € {0,1}*, and executes the OPRF in Fig. 3
with S, using private inputs p; and K, respectively, and public
input Z =_1. From the output Y; = Fx(p;), U; deterministi-
cally derives (sk;, pk;) < EncKG(1*,Y;) and sends pk; to S
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Public Parameters and Components Hold secret
Security parameter A U holds I,, and pw,,
Hash functions Hi|;—(0,1,2,3,4,5,6,7} U executes OPRF with S
Cryptographic primitives: U derives (sky, pky) from the OPRF output
OPRF, Enc, KEM, SIG S holds K and stores File[u] = (I, pky)
Login and Authentication
U(I, pwy,) S(K, File[i]l,i = {1,2,...,n})
iL: Inputéui?vﬁ, CO)mpute : RID 11: (sks, pks) < SIG.Gen(1*) :
120 pu = Ho(Ly||pwa H n :2. ki = H1(pk;) H
D R T L D ETr s L Y RRRDEEEEED ' 1as Ry = 1(PRi '
1: RIDy «+ {0,1} Y —— 13: ¢; = SEnc(k;, pks)
2: Online phase, run OPRF 7 OPRF | K i4: Set L = (I In), C = (¢ ) |
5: (sku,pku) + EncKG(1MY,) __ Yu | vl hnin. S DAl
6: ly = Ha(pkuy), Ifly =l;j€L  —---777 3: RIDs « {0,1}*
7: pks < SDec(H1(pku), c;) RID..L.C 4: Online phase, run OPRF
gz <4§u: ek;{) ;ﬂg?;@ — L pid. = ;Igs(gwunmm)
L play = H3 u s . c I pras 7 prdy, Or
18: T = Hﬁpédzfclllpllfsllleﬁut) : _ Pidu; eku, Tu R ﬁé Hz%(picés)lflpksll)eku)k %b]owrgE o)
: sidy = Hs(pidy | eku||cts : Otherwise, (cts, zs) < .Encaps(eky
20: If SIG.Ver(pks,piduHekuHctS,Us) =1 sids, cts, T, Ts 14: sids = H5(pid5|\eku||cts)
21 E(L?nd SZdéL P SldSKEM D (dkuy, cts) ig oK ;I%Ggldsyclzs|‘Z'S(:|l|p[l|csl!€ﬁut) )
: Compute 2z, = .Decaps(dky, cts D05 = Sign(sks, pidy||eky]|cts
22: SK, = H6(pidu||Cts||zu||pks||6ku) 17: 75 = H7(p7:ds||Cts||zs||pks||€ku)
23: If 7o = Hr(pidy||cts||zu||pks||€ky), auth, =TRUE 18: Output auths =TRUE

Fig. 4: Detailed workflow of qaPAKE. For clarity, the protocol is illustrated in the honest-but-curious setting, and the offline computations
are enclosed by dotted boxes. The OPRF subprotocol is instantiated as shown in Fig. 3 with Z =_1. (sks, pks) is an ephemeral key pair
that is refreshed for each broadcast batch. In the malicious-server setting, to prevent S from compromising user anonymity by embedding
different pks in different ¢;, S additionally generates a NIZK proof, as defined in Definition 11, that all ¢; encrypt the same pk;. Notably,
the proof is generated during the offline phase, while the user verifies it during login in about 4.3 ms on a common consumer smartphone.

through the secure channel. The server computes I; = Ha(pk;)
and stores F'ile[i] = (I;, pk;) in T. The user need not maintain
the key pair or its database position between logins.

Login. Fig. 4 specifies the computations and message ex-
changes. The OPRF key K is maintained across batches,
whereas a fresh signing key pair (sks, pks) and aligned vectors
(L,C) are prepared for each broadcast batch. The server
maintains the selected batch state throughout each login. The
pseudonyms RID,,, RIDg, the user’s KEM key pair, and the
server’s encapsulation are generated afresh per session. The
KEM shared secret supplies session-specific key material, and
the domain-separated functions Hg and H7 derive the session
key and server confirmation tag from this secret and the session
context, rather than deriving the tag from the final session
key. The user terminates without accepting a key if no label
matches or decryption fails, and accepts only after the session
identifier, server signature, and confirmation tag are verified.
Protection against malicious parties. The malicious-party ex-
tension requires additional proofs for OPRF message valid-
ity and broadcast consistency. The proof-based validation of
lattice-based relations [79], [44], [42] is used to specify the
required checks. In the OPRF component, S must verify the
user-side proof before evaluating a request with its long-
term key K, and the user must verify the server-side proof
before using the resulting OPRF output. These checks enforce
the request and response relations specified in Fig. 3; their
guarantees depend on the validity of those relations and the
security of the instantiated proof system.

A malicious server may additionally attempt to distinguish
users by encrypting different verification keys pkg[i] in ci-
phertexts associated with different authentication files. Since
T,, depends on the recovered verification key, the server could
test the values pk[i] against the received 7, and identify which
ciphertext the user decrypted. The malicious-server extension

therefore requires a NIZK proof 7q, using the interface in
Definition 11, for consistency of the broadcast ciphertexts.
More precisely, the public statement is (L,C).
The witness consists of a common verification key
pks and credential public keys {pki};cjn), satisfying
/\;;1 (lz = Hg(pkz) N ¢ = SEnc(Hl(pkz),pkq)) Using a
NIZK system for this relation, the server generates meq during
batch-level offline precomputation and sends it together
with (RIDs,L,C). The user verifies the proof for the
received (L, C) before decrypting the selected ciphertext and
terminates if verification fails. The proof and its verification
are omitted from the honest-but-curious presentation in Fig. 4.

Lemma 2 (Correctness). Let T be the set of registered
authentication files stored by S. With input p; = Hy(I;||pw;),
U, executes the VPOPRF with S and derives (sk;, pk;) from
its output. If File[i] = (l;,pk;) € T is included in the
broadcast batch without a label collision, honest execution
with unmodified message delivery yields SK, = SK.

Proof: With the registered input p; and the same OPRF
key K, VPOPRF correctness gives Y, = Y; = Fk(pi).
Deterministic key generation therefore yields (sk,,pk,) =
EncKG(1*,Y,,) = (sk;,pk;). Thus, I, = Ha(pk,) = l;, and
U, selects the aligned ciphertext c;. By the correctness of sym-
metric encryption in Definition 9, SDec(H (pky,), ¢;) = pks.

Both parties use the same RID, and RIDg, so pid, =
Hs(RID,||RID,) pids, and the server’s verifica-
tion of 7, succeeds. The server executes (ctg,zs) <
KEM.Encaps(ek,,). The user obtains the same session iden-
tifier sid, = Hs(pidy|eky||cts) = sids, and the signature
o verifies under the recovered pks. By KEM correctness,
Zu KEM.Decaps(dk,,, cts) zs. There is SK,
Hg(pidyl|cts||zullpks|eku) = He(pids||cts||zs||pks || k)
SK,. These equalities imply Hy(pid,||cts| zu||pks|lek.) =
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Ts, SO the user’s final verification succeeds. |

V. SECURITY ANALYSIS

Our qaPAKE is provably secure in the formal model defined
in Section III-B, under the assumption that the hash function
closely behaves like a random oracle and that the Decision-
RLWE,, 4,x,m [70] is intractable. Before detailing our security
proof, we first point out two important observations.

On the one hand, the first observation concerns the use of
the random oracle. Bellare and Rogaway [94] introduced the
random oracle model (ROM), which provides each party with
access to an oracle that implements a truly random function.
In security proofs, it is common to model a hash function
through such an oracle. In quantum settings, however, an
adversary equipped with a quantum computer can implement
the public hash function and evaluate it in superposition.
Boneh et al. [95] proposed the quantum random oracle model
(QROM) to capture this capability. It is important to note
that QROM is not the only framework for proving quantum
security [84]. We first demonstrate the security and anonymity
of our qaPAKE through the ROM in Section V. Then, we
discuss the quantum security of our qaPAKE in Section V-A.

On the other hand, our construction employs three lattice-
based cryptographic primitives, namely oblivious pseudoran-
dom function (OPRF), lattice-based signatures, and lattice-
based encryption (denoted as Enc). We reduce the security of
the OPRF to Decision-RLWE,, ; ., and satisfy unpredictabil-
ity and obliviousness. Unpredictability and obliviousness mean
that the value of the PRF is independent of the input secret.
Specifically, obliviousness ensures that the adversary cannot
predict the output of OPRF through user-side input. Unpre-
dictability ensures that the server can learn nothing except
its inputs. For clarity and convenience, we denote the A’s
advantage in breaking the OPRF by AdvQPFF ()). In addition,
we denote the A’s advantage in breaking Enc by Adv5™¢(\).

Theorem 1. Let P be the proposed qaPAKE in Fig. 4. Let D
be the password space that follows Zipf’s law [81]. { is the
length of an ephemeral identity. For a PPT adversary A, A
can ask at most Qsenq Send-queries, Qe Execute-queries, and
qn random oracle queries. We have

Ad?}i‘(@e()\) S QO/qf/end + 2AdU2PRF()\) + 2Ad7j£nc(>\)

2
+ 2N AdvSC(N) + 2Ny AdosEM () + 22’;
+ (QQeace + QSend)2 2qsend 2Nyqn
2¢ 217ul 26z

where C' and s' denote the Zipf parameters (C' = 0.037433,
s’ = 0.187227 for 32 million Rockyou passwords [81]).

Proof: The proof is set up in terms of a sequence of
games starting from the real case Gameg and ends at the ideal
case Gamey. For each Game, (n = 0,1,...,9), we define
the following events: 1) Succ,: A correctly guesses the bit
b involved in the Test-query; 2) Auth: A correctly guesses
credential pk; is in the server and matches the user’s password
and executes the Test-query on the user’s instance.

Gameg. This game corresponds to the real attack. Therefore,
we have Adv®*¢(A) = [2Pr[Succo] — 1].

Game;. All hash functions H; are modeled as independent
random oracles in Gameg. In this game, we implement these
oracles by lazy sampling: each previously unseen input re-
ceives a uniformly sampled output of the prescribed length,
while repeated queries receive the previously recorded output.
As a result, we have

| Pr[Succy] — Pr[Succo] |= 0.

Games. This game excludes the collisions on the choices of
random values and hash oracle outputs. Each Execute-query
generates at most two honest pseudonyms, and each Send-
query generates at most one. Thus, at most 2g. e +¢senq honest
pseudonyms are sampled from {0, 1}*. Let g;, bound the total
number of distinct input—function pairs evaluated under the
hash functions by both A and the honest algorithms (i.e.,
registration and offline phase). Let £y be the minimum output
length of these functions. By the birthday bound, we have

(2qgme + QSend)z + q}%
2[-‘1—1 2}€H+1 :

| Pr[Succe] — Pr[Succ]| <

Games. This game is identical to Games, except that ex-
ecutions in which Auth occurs are assigned an indepen-
dent fair success bit. Here, Auth concerns successful online
username—password guessing, rather than arbitrary recovery
of a registered credential. All protocol computations and
query responses are otherwise unchanged. Consequently, we
have |Pr[Succs] — Pr[Succa]| < Prgame,[Auth]. Note that,
Pr(Auth) is constrained by the probability of online password
guessing. Thus, we have

| Pr[Succs] — Pr [Suces] [< €7 - g5pg-

Gamey. We replace the VOPRF component by its ideal exe-
cution and the simulator provided by the assumed component
security definition. The public input remains Z =_1. Under
a fixed honest server-key context, ideal outputs are those of
one consistent random function with output space {0,1}*.
The same input under that context receives the same output
during login. Credential key pairs are still obtained using
EncKG(1*,Y). We employ an OPRF distinguisher Bo that
runs A and uses its real-or-ideal component interface to
simulate these invocations. It simulates the remaining qaPAKE
operations, samples the Test bit independently, and outputs the
success indicator of the resulting experiment. The assumed
component theorem must cover this surrounding interaction
and its guess accounting. Its real interface gives Gameg, and
its ideal interface gives Game,. Therefore, we have

| Pr[Succy] — Pr[Succs]| < AdvQFEE(N).

Games. In this game, A can obtain /; and ¢;. Due to the
obliviousness of VPOPREF, even if A can obtain I, and
matching pw,, A cannot predict Y,,. A can only obtain the ;
from the random oracle. If 4 can distinguish the ciphertext
from the ¢; returned by the simulator, 4 can disrupt the
security of Enc. Hence, we have

| Pr[Succs] — Pr[Succy] |< Adv5™e(N).

Gameg. For each verification key pks, the challenger records
the messages signed under that key in M,;,_. This game addi-
tionally rejects a user’s final response if signature verification
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succeeds for m = pid,|eky|/cts but m & M,y . Denote this
event in the preceding game by Forge. A replay of a signature
on an already signed message is not included in this event.
Therefore, we have
| Pr[Succg] — Pr[Succs]| < Pr [Forge].
Games

Construct an EUF-CMA forger Bx, that selects one of
the at most Np batch key-generation positions uniformly
and places its challenge verification key at that position. All
other signing key pairs are generated normally. The target
batch ciphertexts and any prescribed consistency proof can
be produced using the challenge verification key, credential
material, and encryption randomness; the signing secret is
not needed for these computations. Required signatures under
the target key are obtained from the signing oracle, and the
submitted messages are recorded. If Forge occurs under the
selected key, By, outputs the corresponding (m, o). This is
a valid signature on a message not submitted to its signing
oracle. Since target signing secrets are not disclosed in the
present experiment, we have

| Pr[Succs] — Pr[Succs]| < NpAdvS € ().

Gamey;. This game follows Gameg, except that it aborts if
an honest server accepts an authentication request that was
not emitted by an honest user and A has not queried H4 on
the corresponding input pid,||pks| ek,. The matching honest-
request records exclude previously disclosed authentication
values. Under the collision exclusions of Gamesy, each server
instance checks a fresh verification context at most once.
Thus, a successful request of this kind requires guessing an
unexposed output of Hy, consisting of |7, | uniformly random
bits. Therefore, we have

| Pr[Succy] — Pr[Succe]| < gsena/27.

Gameg. We replace the KEM shared secret of each such honest
source exchange by an independent z < {0, 1}"=. The corre-
sponding server and user computations use the same replace-
ment. In particular, both the session key and the confirmation
tag are computed using it: SK = Hg(pid||cts||Z]|pks||ek)
and 7, = Hy7(pid||cts||Z||pks||ek.). First, for matched honest
ciphertexts, we use the recorded server shared secret in place
of the honest user’s decapsulation result. This changes an
execution only on a KEM correctness failure. We employ at
most Ny hybrids, indexed by honest user KEM key-generation
positions. In hybrid j, the corresponding shared secrets for the
first j positions are replaced, and the remaining ones are real.
For two consecutive hybrids, a KEM distinguisher B;
embeds its challenge encapsulation key ek* at position j
and generates all other key pairs itself. When the unique
corresponding honest server encapsulation is needed, it obtains
(ct*, Z*) from its KEM challenge and uses these values
in the server response. No unknown decapsulation result is
needed for the selected user instance. A final response under a
wrong-origin verification key is rejected by Games. A verified
signature on an unrecorded message is rejected by Gameg.
Any response that reaches decapsulation therefore contains ct*
from the recorded matching encapsulation, and B; uses Z*.

If no matching server encapsulation occurs, no final re-
sponse for this instance reaches decapsulation. A real KEM
challenge gives the preceding hybrid, and an independent
random challenge gives the next one. Summing over the
positions, we have

| Pr[Succs] — Pr[Succr]| < Ny Adv'iT™ (V).

Gameg. This Game is same as Gameg unless A queries Hg or
H7 on some W;. Let Ask denote the more general event that
a correctly encoded query to either function contains some
Z; in its shared-secret field. In Gamey, the sampled keys and
confirmation tags do not depend on the values Z;. These secrets
therefore remain uniform and independent of the adversary’s
view and query list. The adversary makes at most g, random-
oracle queries in total, so the number of its queries to Hj
and H7 combined is also at most q,. There are at most Ny
replacement secrets, each of length «, bits. Therefore, we have

| Pr[Succg] — Pr[Succs]| < Nyqn /2.

For a fresh tested instance covered by these replacements,
the session key is uniform and independent of the confirma-
tion tag. Freshness excludes its disclosure through the tested
instance or a matching instance, including one that accepts
later. Thus, the real and random Test responses are identically
distributed, and Pr[Succg] = 1/2. In all, according to Gamey
to Gameg, we have

AdviFe(N) < 207¢5, 4 + 2Adv QP (N) + 2Adv5me (V)

send
2
i,
+ 2N Adv3{€(\) + 2Ny AdviEM (N + QT’H
2 exre + Sen 2 2 Sen 2N
n (2q send) o 2send udn
20 2l7ul 2=

Theorem 2 (User anonymity). Let Adv'® be the advantage
of A breaking user anonymity. We have

Adv i (N) < 2qene - AdvQERE (V).

Proof: We employ similar notations and conventions to
Theorem 1 to conduct a sequence of games, which starts from
the real case Gameg and ending at the ideal case Games,.
Gameg. This game corresponds to the real attack. We have

Adv"*(A) = |2Pr[Succo] — 1.

Game;. In this game, the VOPRF executions involving the
challenge user are replaced by simulated executions guaran-
teed by VOPRF obliviousness. Suppose that 4 distinguishes
Game; from Gameg. We construct an OPRF adversary that
embeds its obliviousness challenge into one challenge-user
VOPREF execution and simulates the remaining protocol op-
erations honestly. A real challenge transcript corresponds to
Gameg, whereas a simulated transcript corresponds to Game;.
Since at most ¢, challenge executions are involved, we have

| Pr[Succy] — Pr[Succo]| < Gexe - AdvQTRE(N).

Games. We now consider the protocol transcript outside
the VOPRF execution. Since both creg and cre; are valid
registered credentials, the challenge user finds a matching
label in L in either challenge world. The matched positions
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may be different, but the position is determined locally and
is never sent to the server. For every authentication file
in an honest broadcast batch, the corresponding ciphertext
encrypts the same batch-specific verification key pks. Hence,
regardless of whether creg or cre; is used, the challenge user
recovers the same pk,. The remaining values generated by the
challenge user are session-specific: RID,, is sampled freshly,
(dky,ek,) < KEM.Gen(1?) is generated independently of
the credential, and pid,, = H3(RID,||RID;). Consequently,
Tu = Hy(pid,||pks||ek.) has the same distribution.

The subsequent server response depends on (pid,,, ek, ), the
same batch-specific pks, and fresh session randomness, but not
on the position of the challenge user’s authentication file. Thus,
after the VOPREF transcript has been simulated in Gamej, the
complete protocol view of A is independent of b. Therefore,

1
| Pr[Succa] — Pr[Succi]| =0 and Pr[Succs] = 3

In all, according to Gamey to Gamey we have
Advi(N) < 2qere - AdvQPRE(N).

Theorem 3 (Server anonymity). Let Adv{ be the advantage
of A breaking server anonymity. We have

Advi(A) < QnSAdvngF()\) + ZnSqezeAdviE“C()\).

Proof: Let Tg and T; be the two credential sets of the
server, where |7o| = |71| = ns. We employ similar notations
and conventions to Theorem 2 to conduct a sequence of games.
Gamey. This game corresponds to the real attack. We have

Adv®*(A) = |2Pr[Succo] — 1].

Game;. We first replace the VOPRF-derived credential ma-
terial associated with entries on which 7g and 77 differ. For
an authentication file corresponding to input p;, the user-side
credential is derived from Y; = Fk(p;) as (sk;,pk;) <«
EncKG(1%,Y;), and its broadcast label is I; = Ha(pk;). For
each differing database position, we replace the corresponding
VOPRF output by the output provided by the ideal VOPRF
experiment and derive pk; and [; from this value in the same
way. Suppose that A distinguishes two consecutive hybrids.
We construct an OPRF adversary that embeds its real-or-ideal
challenge at the changed position and simulates the remaining
protocol honestly. A real OPRF output gives the preceding
hybrid, whereas the ideal output gives the next one. Since
the two credential sets have equal size, at most ng such
replacements are required. Therefore, we have

| Pr[Succ;] — Pr[Succo]| < nsAdvGFRE(N).

Games. This game further replaces the broadcast ciphertexts
associated with the differing entries. The ciphertext corre-
sponding to an authentication file is ¢; = SEnc(H1 (pk;), pks).
For entries common to 7y and 77, including any credential
used in an allowed Execute-query, the ciphertexts are left
unchanged. For each remaining differing entry, we replace
the encryption of pks by an encryption of a fixed equal-
length dummy message under the same derived key. No user
involved in an allowed challenge-server execution selects such

TABLE IV: Security level of our gaPAKE

Parameter n q B Hermite factor  Security level
Params 1 512 268,435,399 342 1.0044 92-bits
Params II 595 268,435,399 478 1.0035 128-bits

1 n be the dimension; g be the original modulus; 3 be the BKZ block size.

TABLE V: Experimental settings for evaluating our qaPAKE.

Client Server

Device Huawei P30 Workstation
Processor Kirin 980 Intel Core i5-14400F
Memory 8 GB 16 GB
Disk capacity 128 GB 1TB

HarmonyOS 4.0 Ubuntu 20.04.6 x64

WAN network delay ~ 15ms
Huawei P30, measured at 4V and 489 mA

Operating syst.

Round-trip latency
Energy measurement

an entry, because Execute-queries with distinguishing users are
excluded by the server-anonymity experiment.

If A distinguishes two consecutive ciphertext hybrids, A
uses the corresponding ciphertext as its challenge and simu-
lates the remaining entries honestly. Thus, each replacement
is bounded by AdvSE"c(\). There are at most n, replaced
ciphertexts in each observed broadcast and at most geye
Execute-queries, and we have

| Pr[Succa] — Pr[Succy]] < nsqexeAdviE"C(/\).

Gamegs. After the preceding replacements, the entries on which
To and 7T; differ consist of challenge-independent credential
labels and ciphertexts. The entries common to both sets are
identical in the two challenge worlds, and the two databases
have the same size. Moreover, every user allowed to execute
with the challenge server has the same membership status in
To and T7. Hence, its local matching result and authentication
outcome are also independent of b. The remaining online
values, including RID;, the batch-specific (sks,pks), the
KEM encapsulation, the signature, and the session confirma-
tion value, are generated independently of which challenge
database was selected. Thus, the view of A is identically
distributed for b =0 and b = 1, and Pr[Succs] = 1.
In all, according to Gamey to Games, we have

Advit(\) < 2n AdvQP R () + 2n4qepe AdvSE™(N).

A. Quantum security estimation of qaPAKE parameters

In qaPAKE, the VPOPREF is constructed from lattice-based
primitives, while the session-specific key establishment and
signature components are instantiated with ML-KEM and ML-
DSA, respectively. The broadcast ciphertext set C' is generated
using symmetric encryption and is therefore not part of the
lattice-parameter estimation below. The formal security proofs
model the hash functions Hy, ..., H7 as random oracles.

Let the lattice dimension n = \°, where ¢ > 2 is a
constant. Set the bit-length of x to L = ), the secret and
error distribution o = poly(n), and o’ = o?n?- A1), Let the
original modulus ¢ = p~H:.i1 p;, where the rounding modulus
pi=0 w (\/nn’ log g log n’). There is ¢ = p-o’ - A\*() [44].
We set ¢ = 22 —57, n = 595, and 0 = a-q/v/27. We employ
the “Iwe-estimator” scripts' to evaluate the security level of

I'The “Iwe-estimator” is available at https://bitbucket.org/malb/lweestimator.
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TABLE VI: A comparison of password-only aPAKE protocols in terms of computation and communication overheads.!

Computation overhead

Protocol Technology Communication overhead
User Server (online) Server (offline)

Vasco et al. [9]F OPRF+KE To + 4Ty +2TE To+2Ty + Tk NTp +2NTy + NTg N|H|+ (N +1)|E|

Viet et al. [17] ¥ Oblivious transfer ATy +6Teze (N +3)TH + (3N + 1)Teqe * (N +1D)Teze (N +2)|G|+ (N +1)|H|

Yang and Zhang* [18] Key exchange 2T + 4T exe 2T + 3Texe NTege (N +3)|G| + |H]|

Shin et al. [19]F Encryption 3Ty +TEg + 3Teze 3T + 4Tewe (N + 1)TH+NTp+(N 4 1)Teze 3|G| + 2|H| + N|E|

Our qaPAKE OPRF+KE To +8Tyg +Tk + Tk To + 5Ty + Tk +Ts NTy + NTg (N +4)|H| + N|E|

i KE=key exchange; OPRF=oblivious pseudorandom function. Let T, Tp, To, TE, and Teze denote the time costs of hash evaluation, PRF evaluation,
OPRF computation, symmetric encryption/decryption, and exponentiation, respectively. T¥k denotes the cost of key encapsulation mechanism; and 75 denotes
the cost of signature. Let |G|, |H|, and | E| denote the bit lengths of an encoded group element, a hash output, and an encryption ciphertext, respectively.
1 The server stores passwords in plaintext. A corrupting the server directly obtains users’ passwords without performing an offline password-guessing attack.
* Yang and Zhang’s protocol [18] is device-free but not strictly password-only, as users must remember a credential index in addition to their passwords.

TABLE VII: Mobile performance of qaPAKE for N = 100 under the honest-but-curious and malicious settings.

. Honest-but-curious Malicious
Metric
Client Server offline Server online Client Server offline Server online

Runtime (ms) 65.58 0.32 8.07 401.21 856.72 17.44
Memory usage (MB) 84.52 82.11 11.68 85.57 83.16 12.73
Energy consumption (mlJ) 128.31 20.81 2,451.54 784.81 5,798.65 9,507.53
Bandwidth U—S S—U Total U—S S—U Total
Communication overhead (KiB) 68.35 272.16 340.51 77.49 1357.58 1435.07

t U— S and S — U denote the communication from the user to the server and from the server to the user, respectively. We measure runtime and memory
usage for each phase on the client and server settings in Table V. Communication overhead includes all traffic exchanged during authentication.

our protocol. In particular, we follow the estimator’s noise-rate
definition o = o - v/27/¢q, and the OPRF parameter settings
[44], [39]. To obtain more conservative parameters, we adopt
the core-SVP methodology using the classical cost 20-292*5
and quantum cost 202688 and determine the parameters to
meet the target estimated quantum security level. As shown in
Table IV, qaPAKE can provide 92-bit quantum security with
Param I, and 128-bit quantum security with Param II.

The lattice-parameter estimates above are separate from
our security proofs, which are conducted in the classical
random oracle model. Our analysis does not cover quantum
superposition queries to the hash oracles. The security proof
in the quantum random oracle model remains future work.

Further discussion. Our formal security analysis is conducted
in the random oracle model (ROM) [94], where the hash
functions used in the protocol are modeled as ideal random
functions. The use of the ROM does not change the quantum
hardness of the underlying lattice assumptions; ROM and
QROM mainly differ in the adversary’s access model to the
hash oracle. In particular, the lattice assumptions underlying
the VPOPRF [44], [42], ML-KEM [73], and ML-DSA [74]
remain quantum-resistant independently of whether the hash
functions are analyzed in the ROM or QROM.

Boneh et al. [95] introduced the quantum random oracle
model (QROM), which further allows a quantum adversary
to query the modeled hash function in quantum superposition.
Thus, QROM captures a stronger hash-oracle access capability
than the classical ROM. Grover’s algorithm [89] provides a
quadratic speedup for generic unstructured search, including
preimage search, which can be accommodated in practice by
selecting appropriate hash-output lengths.

The ROM has been widely adopted for the formal analysis
of lattice-based authentication and key-establishment protocols
[44], [84]. In practical instantiations, the random oracles in qa-
PAKE can be instantiated using SHAKE-based hash functions

[37], while the algebraic components are instantiated with
quantum-resistant lattice primitives. As the first step towards
a quantum-resistant password-only anonymous authenticated
key exchange, our work follows the ROM to provide security
proof for qaPAKE. In addition, we will focus on exploring the
security under QROM in future work.

VI. PERFORMANCE EVALUATION

In this section, we evaluate the efficiency of our proposed qa-
PAKE and compare it with four representative classes of state-
of-the-art password-only aPAKE protocols [9], [17], [18], [19].
Our evaluation covers computation overhead, communication
cost, and usability, with a particular focus on the device-free
property enabled by password-only authentication. We evalu-
ate whether the design choices of qaPAKE remain practical on
resource-constrained mobile devices. Our experiments focus
on three questions. First, we examine whether the online pro-
tocol can be executed efficiently on a commodity smartphone.
Second, we quantify the additional cost of protecting against a
malicious server. Finally, we study how computation, memory,
and communication scale with the credential database size.
Overhead analysis. We first conduct an operation-count-based
overhead analysis of qaPAKE and compare it with represen-
tative password-only aPAKE protocols [17], [18], [19], [9].
For a consistent comparison, all protocols are evaluated under
the honest-but-curious model, excluding all zero-knowledge
proof costs. Table VI shows the computation costs in terms of
standard cryptographic operations, together with the communi-
cation overheads. Compared with Viet et al. [17], whose online
server computation grows linearly with N, qaPAKE incurs
cryptographic computation costs independent of the credential-
set size [N at both the user and the online server.

Next, we empirically evaluate the practical performance of
qaPAKE. We first measure its computation and communication
costs on a real mobile setting under both the honest-but-
curious and malicious settings. We then examine its scalability
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TABLE VIII: Scalability of qaPAKE with the credential database size."

Credential Computation overhead (ms) Memory usage (MB) Communication overhead (KiB)
database Honest-but-curious Malicious Honest-but-curious Malicious Honest-but-curious Malicious
. . Server Server . Server Server . .
size N Client . X Client . . Client Server Client Server U—S S—U U—S S—U
(offline) (online) (offline) (online)
10 65.59 0.12 8.07 401.22 89.21 17.44 84.45 82.01 84.57 82.13 68.35 151.58 77.49 278.63
20 65.58 0.15 8.07 401.20 174.50 17.44 84.49 82.00 84.72 82.22 68.35 164.98 77.49 398.52
50 65.58 0.19 8.07 401.21 430.31 17.44 84.55 82.05 85.08 82.58 68.35 205.17 77.49 758.17
100 65.58 0.32 8.07 401.21 856.72 17.44 84.52 82.11 85.57 83.16 68.35 272.16 77.49 1,357.58
1000 65.59 1.99 8.07 401.22 8531.53 17.44 85.74 83.67 96.15 94.08 68.35 1,478.02 77.49 12,147.03

T U — S and S — U denote user-to-server and server-to-user communication, respectively. AIl measurements employ the client and server settings specified in Table V. Computation
overhead is reported separately for the client, the server offline phase, and the server online phase. Memory usage denotes the maximum phase-local resident-set size.

TABLE IX: Measured end-to-end latency and total communi-
cation overhead for various credential database sizes.

End-to-end latency TCP data Total communication
(ms) packets (KiB)

N HBC  Malicious HBC Malicious HBC Malicious
10 129.18 485.33 155 251 219.93 356.12
20 130.26 495.13 164 335 233.33 476.01
50 133.56 524.61 192 587 273.52 835.66
100 139.04 573.71 239 1,008 340.51 1,435.07
1,000 237.84 1,457.59 1,085 8,575 1,546.37 12,224.52

1 N = Credential database size; HBC = Honest-but-curious; TCP = Trans-
mission control protocol. We employ a symmetric bandwidth of 100 Mbit/s
and a round-trip time of 15 ms. Latency covers the online phase.

as the number of credentials in the server database increases.
Finally, we implement representative classical password-only
aPAKE schemes [9], [17] on the same experimental setting
and provide a direct empirical comparison with our qaPAKE.
As shown in Table V, we implement qaPAKE in C using
NTL 11.5.1 and “libogs” open-quantum-safe v0.15.0 library.
The client runs on a Huawei P30 equipped with a Kirin
980, 8 GB RAM, and HarmonyOS 4.0 with Termux 0.118.3,
whereas the server runs on an Intel Core i5-14400F @
2.50 GHz with 16 GB RAM and Ubuntu 20.04.6 x64.

Mobile Performance. We first evaluate the performance of
qaPAKE on a real mobile device. Table VII shows the run-
time, memory footprint, communication overhead, and energy
consumption for N = 100 under both the honest-but-curious
and malicious settings, while the impact of increasing the
credential database size is examined separately in Table VIII.

The honest-but-curious measurements exclude all zero-
knowledge proofs. In the malicious setting, client computation
includes generating the OPRF request proof and verifying the
OPREF response proof and the batch-consistency proof. Server
online computation includes verifying the OPRF request proof
and generating the OPRF response proof, while server offline
computation includes generating the batch-consistency proof.
Communication overhead includes the transmitted proofs.

In the honest-but-curious setting, online computation takes
65.58 ms on the Huawei P30 and 8.07 ms on the server, with
0.32 ms of server-side batch precomputation. As in earlier
aPAKE designs [9], [19], precomputation moves database-
dependent preparation outside the login path. The client
and server phase-local peak RSS values are 84.52 MB and
82.11 MB, respectively. Using the measured operating values
of approximately 4 V and 489 mA, the estimated energy
consumed during client computation is 128.3 mlJ.

Communication constitutes the main online scalability
tradeoff of the full-download architecture. At N = 100, the
server and client transmit 272.16 KiB and 68.35 KiB, re-
spectively, totaling 340.51 KiB, including initialization traffic.
Similar to the OPRF-based approach of Vasco et al. [9], local
credential selection avoids requiring the client to maintain a
database index. In qaPAKE, this is enabled by downloading
the vectors (L, C'), whose size grows linearly with N. Thus, in
qaPAKE, eliminating persistent client-side authentication state
entails database-dependent server-to-client traffic.

The malicious setting adds OPRF validity proofs and the
batch-consistency proof meq, which establishes that all broad-
cast ciphertexts encrypt the same pk, and prevents credential-
dependent key tagging. At N = 100, client and server online
computation increase to 401.21 ms and 17.44 ms, respectively,
while server-side batch precomputation takes 856.72 ms. The
client and server phase-local peak RSS values are 85.57 MB
and 83.16 MB. Thus, malicious security increases the compu-
tational cost, although client computation remains below half
a second on the Huawei P30 in this experiment.

S — U and U — S traffic increase to 1,357.58 KiB
and 77.49 KiB, respectively, totaling 1,435.07 KiB. Of the
additional 1,094.56 KiB per authentication, S — U trans-
mission accounts for 1,085.42 KiB, or approximately 99.2%.
The dominant additional communication cost therefore lies
in downstream proof transmission, while database-dependent
consistency-proof generation remains in the offline phase.
Scalability. In the full-download architecture, the broadcast
size increases with the number N of registered credentials.
We therefore evaluate how increasing N affects the online
and offline computational costs, as well as the communication
overheads, of both the user and the server. Table VIII shows
the results for database sizes N € {10, 20, 50, 100, 1,000}.

The results show that online computation remains nearly un-
changed as N increases in both settings. At N = 1,000, client
and server online computation take 65.59 ms and 8.07 ms in
the honest-but-curious setting, and 401.22 ms and 17.44 ms
in the malicious setting. Database growth instead increases
server preprocessing, which reaches 1.99 ms and 8,531.53 ms,
respectively. The offline—online separation therefore limits
the effect of database growth on login computation, while
malicious security imposes a larger batch-preparation cost.

Memory growth differs between the two settings. Across
the tested range, the client and server memory usage increase
by 1.29 MB and 1.66 MB in the honest-but-curious setting.
In the malicious setting, the corresponding increases are
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Fig. 5: Comparison of qaPAKE with the password-only aPAKE schemes [9], [17] under the experimental setting in Table V. (a) shows
the online computation overhead; (b) compares offline computation overhead, with Viet et al. [17] plotted at zero; (c) shows the total
communication overhead. The vertical axes use logarithmic scales to facilitate comparisons across different orders of magnitude.

11.58 MB and 11.95 MB, reaching 96.15 MB and 94.08 MB
at N = 1,000. Thus, memory usage remains below 100 MB at
both endpoints throughout the tested range, but the malicious-
setting memory cost is more sensitive to database growth.

Communication remains the principal online scalability
cost. Client-to-server traffic stays constant at 68.35 KiB
and 77.49 KiB in the two settings, whereas server-to-client
traffic grows linearly with N. At N = 1000, the latter
reaches 1,478.02 KiB in the honest-but-curious setting and
12,147.03 KiB in the malicious setting. The batch-consistency
proof introduces additional database-dependent traffic in the
malicious setting. In qaPAKE, the client downloads (L, C)
to select its credential locally, avoiding the need to store
a database index or disclose a stable lookup identifier. The
measured computation and memory costs support computa-
tional feasibility on the evaluated mobile setting for database
sizes up to N = 1000, while downstream bandwidth and
batch-preparation costs affect deployment. For modest user
populations, qaPAKE could provide anonymous authentication
for employee surveys [96] and Wi-Fi access [11].

Table IX shows the latency and TCP packet counts mea-
sured using our implementation on a Huawei P30 and a server.
The tests focus on the online phase, with a bandwidth of 100
Mbit/s and a network delay of 15 ms. As the database size
increases from 10 to 1,000 credentials, the latency rises from
129.18 ms to 237.84 ms under the honest-but-curious setting
and from 485.33 ms to 1,457.59 ms under the malicious model.
The corresponding packet counts increase from 155 to 1,085
and from 251 to 8,575, respectively. These increases reflect
the growing cost of database transmission, particularly the
additional proof transmission overhead under the malicious
setting, while online computation time remains unchanged.

Fig. 5 compares our qaPAKE with the first password-only
aPAKE of Viet et al. [17] and the OPRF-based scheme of
Vasco et al. [9], using the settings in Table V under the honest-
but-curious setting. Compared with Viet et al., our qaPAKE
improves server-side online scalability: at N = 1000, its server
online computation is 458 times faster, with only 6.53 ms
increase in client computation. Compared with Vasco et al.
[9], our qaPAKE provides quantum resistance and reduces
server preprocessing time from 56.04 ms to 1.99 ms, but
incurs higher online computation and communication costs. Its
mobile computation nevertheless remains below 66 ms across
all tested database sizes, supporting computational feasibility
on the evaluated smartphone while exposing the bandwidth

cost of the construction.

Function. Table I compares representative aPAKE protocols
in terms of storage requirements, user inputs, cryptographic
techniques, security models, round complexity, quantum re-
sistance, and online costs per authentication. Among the
compared protocols, existing password-only schemes do not
provide quantum resistance, whereas the quantum-resistant
schemes require persistent client-side secret storage.

Our qaPAKE combines password-only authentication with
quantum resistance, requiring users to remember only their
username and password. Compared with the OPRF-based
scheme of Vasco et al. [9], qaPAKE reduces the authentication
interaction from three rounds and six flows to two rounds and
four flows. Its server-side online computation is independent
of the credential database size, although the full-download
architecture entails a server-to-user communication cost that
grows linearly with the credential database size V.

A key usability advantage of password-only aPAKE is that
users need not maintain persistent cryptographic secrets on
their devices. Unlike password-protected aPAKEs [14], [15],
[13] or constructions requiring user-side secret material [26],
[25], [24], this approach allows users to authenticate across
desktops, laptops, and mobile devices without transferring or
synchronizing locally stored cryptographic credentials.

Our qaPAKE preserves this portability while providing
quantum resistance, supporting password-only authentication
across multiple devices without additional mechanisms for
provisioning or recovering persistent client-side cryptographic
secrets. This makes qaPAKE attractive for real-world deploy-
ments requiring both high usability and long-term security.

VII. CONCLUSION

This paper addresses the challenge of constructing a quantum-
safe password-only aPAKE. We have proposed a lightweight
VPOPREF to re-randomize passwords, effectively resisting of-
fline password-guessing attacks. Building on this foundation,
we, for the first time, have designed a quantum-safe password-
only aPAKE over the Ring-LWE problem, named qaPAKE.
Through rigorous theoretical analysis and experimental com-
parisons, we have demonstrated the security and effectiveness
of our qaPAKE, achieving practical computational efficiency
on mobile devices and well balancing the demanding require-
ments of quantum-resistance and password-only properties. As
a result, our work guides researchers aiming to design new
password-only aPAKE protocols in the post-quantum era.
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