Password Distribution and Its Impacts on Offline
Password Guessing Economics

Zhenduo Hou, Ding Wang®| Yifei Zhang
College of Cryptology and Cyber Science, Nankai University, Tianjin 300350, China; wangding @nankai.edu.cn
Key Laboratory of Data and Intelligent System Security (NKU), Ministry of Education, Tianjin 300350, China
Tianjin Key Laboratory of Network and Data Security Technology, Nankai University, Tianjin 300350, China

Abstract—How to fit passwords with a concise distribution
model is one of the most fundamental questions in password
research. Considerable efforts have been devoted to proposing
various fitting methods, including maximum likelihood (ML),
least linear square (LLS) and golden section search (GSS), to fit
the state-of-the-art password distribution model (i.e., the CDF-
Zipf model). In this paper, based on 243.83 million real-world
passwords, we, for the first time, propose a set of three criteria,
i.e., accuracy, stability, and a new completeness criterion, to
systematically evaluate these three password distribution fitting
methods. We reveal that only GSS satisfies all three criteria.

As a key application of the GSS-fitted CDF-Zipf model, we
investigate its practical impacts on offline guessing economics.
We propose a generic framework to capture the costs of rec-
ommended memory hard functions (MHFs), and for the first
time, provide concrete empirical evidence from real-world MHF
(the leading Argon2i) executions. Armed with these results, we
propose two main attacker models, with each catering to attack-
ers’ varied guessing capabilities. Within each model, we design
a rational attack strategy in the leading profit-driven scenario.
Extensive experiments on eight large-scale datasets reveal that
MHFs cannot provide sufficient security: Even if the account
value is as low as $1, (1) under the idealized attacker model, as
high as 14.17%~100% of passwords will be cracked, and the
MHF security has been overestimated by 71.14% ~423.29%3; (2)
Under the advanced model that incorporates real-world guessing
algorithms, 10.25%~36.82% of passwords will be cracked, and
they go beyond the most popular passwords. Besides these
attacker models, we also provide approximations for the cracked
proportion, allowing security administrators to evaluate pass-
word security without performing expensive offline guessing
attacks. In all, this work lays a solid foundation for hundreds of
password-based applications that employ the CDF-Zipf model.

I. INTRODUCTION

Human-chosen passwords are the most widely used au-
thentication on the web. Though they are known to suffer
issues in both security (e.g., guessing [77], [82], [87], phishing
[59], [70]) and usability (e.g., memorization [39]), and various
replacements (e.g., password managers [6], [7], [8] and FIDO2
[3]) have been proposed, passwords remain dominant due to
remarkable simplicity, easiness to change and low deployment
cost [24], [26], [36], [84]. In particular, password managers
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and passwordless authentication have not been widely ac-
cepted due to usability and security concerns [29], [40], [50],
[63]. Hence, passwords will prevail in the foreseeable future.

Though considerable efforts have been made to nudge users
towards stronger passwords (e.g., via password strength meters
[75]), the current landscape is far from satisfactory: Users
tend to choose popular passwords [76] and reuse passwords
across sites [57]. It is estimated that 1.01%~10.44% of users
choose the top-10 most popular passwords (e.g., iloveyou
and abc123) [76]. Besides, 72% of young users still reuse
passwords despite being aware of the risks [4]. These vulnera-
ble behaviors make password distributions highly skewed, and
far from uniform. However, exact password distributions are
hard to characterize, forcing password-based applications (e.g.,
cryptographic protocols and encryption) to rely on the unreal-
istic assumption that user-chosen passwords are uniform. For
instance, a large number of provably secure PAKE protocols
(e.g., [10], [32], [47]) assume that “a password is chosen in-
dependently and uniformly at random from a dictionary” [47],
which can lead to orders of magnitude security overestimates
[73]. This outlines the necessity to accurately characterize
password distributions for password-based applications.

To address this concern, following the idea that passwords
follow Zipf’s law like human languages [85], Bonneau used
the maximum likelihood to fit 70 million passwords. However,
he found that passwords were unlikely to be Zipf distributed
[25], and Malone and Maher independently reached a similar
conclusion [53]. Since the probabilities of unpopular pass-
words often deviate significantly, they are unlikely to be
approximated by empirical frequencies. With this in mind, in
2017, Wang et al. [73] proposed the CDF-Zipf model that
fits the cumulative distribution function (CDF), rather than
the probability density (mass) function (PDF) as in [25], [53].
They used the golden section search (GSS) fitting method to
minimize the Kolmogorov-Smirnov (KS) statistic [33], which
is the maximum of CDF deviations between the fitted model
and real-world passwords. Their model not only achieves
the smallest KS statistic, but also covers the entire dataset.
Due to the easiness to use, so far, the CDF-Zipf model has
been adopted by about 300 password-based applications across
seven domains (e.g., [22], [23], [35], [58], [65], [79], [82)'.

Guessing attacks are one of the most severe threats to

TA list of over 300 studies is shown at https:/tinyurl.com/2kpxwjsx .
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passwords, and password strengths largely depend on underly-
ing distributions. Offline guessing attacks, fueled by unending
data breaches, are particularly concerning since attackers can
download and guess passwords without interacting with au-
thentication servers. To resist such attacks, a widely accepted
approach is utilizing a “moderately expensive” password hash
function [38] to make the computation cost acceptable for
users but prohibitive for attackers trying an abnormally large
number of guesses (e.g., 10'* [38]). The mainstream slow
hashes achieve this goal by iterating round functions (e.g.,
SHA256 for PBKDF2 [45]). However, due to the progress in
hardware, the costs of running slow hashes can be reduced
drastically by GPUs [34] and even application-specific inte-
grated circuits (ASICs). For instance, after the 2022 LastPass
data breach, attackers have successfully extracted over $35
million cryptocurrency by offline guessing users’ master pass-
words [48] despite the LastPass’s claim that “cracking users’
master passwords is extremely difficult” [71].

To fight against increasingly powerful offline attackers,
memory hard functions (MHFs) have been proposed [60].
MHFs utilize the property that the cost of extracting/writing
data from/into memory is relatively stable across hardware
architectures. Among various MHFs, Argon2i [17] (the winner
of Password Hashing Competition [1]) has been adopted by
a variety of services (see [7], [8], [72]). To find if attackers’
guessing costs are indeed “prohibitive”, evaluations of the
MHF cost under real-world constraints (e.g., memory config-
urations) are needed. However, as far as we know, only Blocki
et al. [22] and Ren-Devadas [64] have preliminarily explored
this issue, while their results are inconsistent (see Sec. [V-B).
In particular, the fundamental issue of how the MHF cost
scales with its memory usage has not been well explored, and
neither result comes from real-world MHF executions.

Besides, little attention has been paid to how attackers
with real-world guessing capabilities should guess. Existing
studies (e.g., [15], [19], [22]) mainly focus on the idealized
model, where the attacker generates a 100% accurate guessing
dictionary, and only does not know which password is chosen
by a particular user. This is impractical since: (1) Guesses
generated by practical guessing algorithms (e.g., Markov [52],
FLA [54], and PassLLM [87]) may match no hashed password
in a breached dataset; (2) Not every password in a breached
dataset can be cracked. In this way, prior attack strategies, such
as stopping guessing once a new guess is not lucrative [16],
[19], [22], may not be applicable in real-world attacks to obtain
the maximum profit. Further, it is unknown how security
administrators can use such an economic analysis to better
protect users’ passwords. All this calls for well-grounded and
principled research on offline guessing economics.

A. Motivations and challenges
To evaluate whether password hash functions can make
attackers’ offline guessing costs prohibitively expensive, the
following key research questions (RQs) need to be addressed:
¢ RQ1: Whether existing password fitting methods are suf-
ficiently sound in terms of key evaluation criteria? How

can a fitted password distribution model be accurately and
reliably applied in various password-based applications?

« RQ2: How to build cost frameworks that can accurately

and practically capture attackers’ real-world hashing
costs, particularly for memory hard functions (MHFs)?

« RQ3: What are the optimal attack strategies that rational

attackers with realistic guessing capabilities can set in
major attack scenarios? How can security administrators
evaluate security impacts without cracking actions?

For RQ1, there is a lack of systematic evaluations regarding
password fitting methods. Firstly, existing studies [22], [42],
[73] only focus on the accuracy criterion, and the results are
largely inconsistent. In 2017, Wang et al. [73] used golden
section search (GSS) to fit their proposed CDF-Zipf model,
and found that its accuracy outperforms the prior least linear
square (LLS) fitted PDF-Zipf [73] and Clauset et al.’s max-
imum likelihood (ML) [33] fitted models, and can cover the
entire dataset. However, in 2018, Blocki et al. [22] proposed
using LLS to fit the CDF-Zipf model, and claimed that LLS
is more accurate than GSS. To the best of our knowledge, this
key and long-standing issue has not been well addressed.

Secondly, besides accuracy, a fitting method should yield
reliable CDF-Zipf models/parameters that are sufficiently close
to the optimal (yet usually unknown) ones (i.e., completeness);
Otherwise, a dataset may be better characterized by other pa-
rameters, making fitted results biased. However, only Clauset
et al. [33] have explored the completeness of the maximum
likelihood (ML) on general power-law distributions, and it
is unclear whether ML’s completeness holds for passwords.
Other password fitting methods, such as GSS [73] and LLS
[22], have never been rigorously examined. This is challeng-
ing, as it requires in-depth explorations of underlying statistics.

Thirdly, the classic stability criterion, which explores fo
what extent fitting results of one dataset can be applied to
datasets of different sizes, has been left unexplored. Since
many datasets (e.g., Yahoo [46] and R2Games [62]) have been
leaked over once, and passwords of the same language, service
and creation policies are distributed in similar shapes [76],
fitting results of one dataset can be used to similar/the same
datasets of varied sizes. At IEEE S&P’12, Bonneau used ML
to fit the 70 million Yahoo dataset (see Table I) with a power-
law, found no stability holds, and concluded that passwords
are not Zipf-distributed [25]. However, whether other fitting
methods possess stability has not been investigated.

For RQ2, existing MHF cost frameworks (e.g., [22], [64])
have not been validated by empirical evidence from real-world
MHF executions. Particularly, a number of theoretical MHF
studies (e.g., [12], [13], [14], [18], [21]) assumed that the
overall energy cost increases quadratically with memory usage,
which can lead to serious overestimates of the MHF security
once such assumptions do not hold. Additionally, the MHF
cost comprises multiple components, such as memory read-
ing/writing and round function (e.g., Blake2b in Argon2i [17])
computation, and attackers may use advanced GPUs and
ASICs to significantly reduce the computation cost of round
functions, so it is crucial to model and quantify different



components of the MHF cost. To do this, the energy cost
should be meticulously measured and disentangled.

Upon RQ1 and RQ2, for RQ3, existing studies on offline
guessing economics are also undesirable. In practice, not every
guess in an algorithm-generated guessing dictionary (e.g.,
Markov [52], PCFG [80], and PassLLM [87]) can match a
breached password, and not every password can be cracked.
Thus, in major attack scenarios such as profit-driven ones (see
[15], [16], [19], [22]), an attacker needs to determine to what
extent she should continue guessing to obtain potential re-
wards, or stop to avoid further costs. Besides, it is challenging
for security administrators to develop accurate and applicable
methods to evaluate security impacts, since such tasks require
estimating attackers’ cracked proportions under varied guess-
ing capabilities without performing expensive cracking actions.

B. Our contributions

« Evaluations of password fitting methods. We propose a
set composed of accuracy, stability, and a new complete-
ness criterion to evaluate fitting methods for password
distributions, and examine the mainstream fitting meth-
ods: maximum likelihood (ML) [33], least linear square
(LLS) [22], and golden section search (GSS) [73]. We
find that only GSS can satisfy all criteria. For accuracy,
we correct the flawed KS statistic 0.0094 (of 70 million
Yahoo passwords) in [22] to 0.0871, and get our results
confirmed by the authors of [22]. For completeness, we
use both rigorous mathematics and extensive experiments
to reveal that GSS holds completeness under the KS
statistic, so its results are reliable. For stability, our
extensive experiments reveal that GSS performs the best.

This supports the usage of Wang et al.’s GSS-fitted CDF-

Zipf model [73] in over 300 password-based applications.

Practical MHF measurements. We propose an accurate

and practical MHF cost framework based on both MHF

designs and concrete empirical evidence from real-world

MHF executions. We first propose a generic MHF cost

framework upon the design of the promising Argon2i

[17]. Then, we measure different components (i.e., busy

and idle memory energy costs, computation cost, pur-

chase cost) of the MHF cost in real-world Argon2i
executions. The empirical evidence validates our generic
framework, resolves the inconsistencies between prior

Blocki et al.’s [22] and Ren-Devadas’s models [64]. Our

findings lay a solid foundation for modeling the MHF

cost, and thus offline guessing costs in the real world.

o Analysis of offline guessing economics. We propose
two main attacker models catering to attackers’ varied
guessing capabilities under the profit-driven attack sce-
nario. Our experiments reveal that MHFs alone cannot
provide sufficient security under the recommended set-
tings. Under the idealized .4; model, the MHF security
has been overestimated by 71.14%~423.29% by the prior
model in [22]. Under the more advanced A model that
incorporates leading guessing algorithms an attacker will
still crack 10.25%~36.82% of passwords. We reveal that

TABLE I: Basic information of password datasets (PW=password).

Dataset Service type Language When breached PW form Total PW
Yahoo! Portal English ~ May, 2011 Frequency 69,301,337
Dodonew Ecommerce Chinese  Dec., 2011 Plaintext 16,258,891
000Webhost Web hosting English ~ Oct., 2015 Plaintext 15,251,073
Rockyou Social forum English  Dec., 2009 Plaintext 32,575,499
Tianya Social forum Chinese  Dec., 2011 Plaintext 30,901,241
Duelingnetwork|Gaming English ~ Mar., 2017 Unsalted MD5 6,487,335
Chegg Education English Apr., 2018  Unsalted MD5 38,997,233
Wishbone * Entertainment English Jan., 2020  Unsalted MD5 10,196,679
Dailyquiz Gaming English  Jan., 2021 Plaintext 12,852,658
Datpiff Music creation  English Aug., 2021 Plaintext 7,183,478
Raaga§ Music streaming Indian Dec., 2025 Unsalted MD5 3,826,649

1 The Yahoo password frequency dataset is published differentially private by Blocki et
al. [20], and is available on https://tinyurl.com/3vsjsdfu.

1 Wishbone was stored in unsalted MD5, and we manage to recover 95.62% of them.

§ The contents of Raaga are mostly in Hindi and other local languages of India. Its
passwords were stored in unsalted MD5, and we have recovered 98.30% of them.

our cracked passwords go beyond the most popular (e.g.,
top-102) ones via feature analysis. Additionally, with an
estimated number of unmatched guesses, security ad-
ministrators can approximate the cracked proportion via
our attacker models in relatively tight manners without
expensive cracking actions. We also discuss insights of
our work on more general password-based applications.

II. PRELIMINARIES
A. Datasets

We describe our eleven large-scale datasets in Table I, com-
prising 243.83 million real-world passwords leaked between
2009 and 2025. These datasets span both early and recent
breaches, and are diverse in languages and service types,
enabling the representation of users’ real-world passwords. For
instance, across English-language datasets, the top-10 and top-
100 most popular passwords account for 1.63% and 3.29% of
those leaked before 2020, compared with 1.27% and 3.13%
after 2020, indicating a marginal trend towards adopting more
secure passwords as observed in prior studies [23], [25].

For a dataset with N unique and |D| total passwords,
we rank passwords from the most to the least popular, and
denote fz as the frequency of the ¢-th unique password in
the real-world (i.e., empirical) dataset RealSet. In this way,
for passwords PWy, PWs,...PWy, there is p1>p2>...2PnN,
where p;=fi/|D| is the probability density (mass) function
(PDF), and the cumulative distribution function (CDF) of
RealSet up to rank r is 137:2221 p;. Similarly, for the fitted
theoretical model/dataset FitSet, the frequency of the i-th
password is f;, and the CDF is P,=>""_, p;, with p;=f;/|D].

B. Distance metrics between distributions

The Kolmogorov-Smirnov (KS) statistic is the most com-
monly used statistical distance for measuring the deviation
between skewed cumulative distributions [33], and it has been
applied in [22], [33], [42], [73], [82]. Formally, the KS statistic
between FitSet and RealSet is given as

DKSZIISHTE%XN‘PT_PTL (D

where Dy s€[0,1], and a smaller value indicates a more
accurate distribution model. Essentially, the KS statistic is the

limit of the following generalized normalized || D||, metric
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When p—oo, ||D|w is reduced to the KS statistic (see
Appendix A), and when p=2, ||D||2 is the squared mean of
CDF deviation. Hence, mainstream distance metrics can be
broadly categorized into finite and infinite ||D||, groups.

C. Fitting methods for password distributions

Maximum likelihood. In 2009, Clauset et al. [33] suggested
using the maximum likelihood (ML) to fit general power-law
distributions in the frequency-frequency coordinate system. In
this case, the PDF of power-law has p(f)ocf~°, where f is
the frequency and p(f) is the PDF of the element occurring f
times. Their method first excludes elements with frequencies
smaller than f;,, then fits the rest in an approximated
continuous model, and obtains oy = 1 + > Nonin

évzmir' log —+75 ’
where N,,i, is the number of elements with flé fmin{rWe c/an
then derive srm\:fzzg from a (see details in Appendix A).
Least linear square (LLS) treats the CDF of passwords as
P.=C-r® (C and s are parameters [73]), i.e., log P,=s-logr+
log C, which is a straight line under the log-log scale. In this
method, fitted C' and s values explicitly depend on log-ranks
and log-CDFs of data in the real-world dataset RealSet. At
IEEE S&P’18, Blocki et al. [22] used the LLS fitting method
to find C and s, and resulted in a line with real-world CDF
data in adjacency of it (see details in Appendix A).

Golden section search. Wang et al. [73] employed golden
section search (GSS) to better fit password distributions. Es-
sentially, it searches for the parameter values that can minimize
the KS statistic between the fitted dataset FitSet sampled
from the corresponding CDF-Zipf distribution (characterized
by the searched C' and s) and the RealSet (see Alg. 4 in

Appendix A), i.e., min Dgg. Here, frequencies in FitSet are

positive integers and ranked in descending order, so FitSet is
represented numerically by ranked frequencies. Other metrics
like normalized || D], in Eq. 2 can also be integrated with
GSS by taking ggln) | D||p- We will explore this in Sec. IIL

D. System model

We mainly focus on offline password attacks, where an
attacker downloads and guesses passwords without interacting
with the authentication server. We describe them as follows.
Password authentication system. Storing passwords in the
salted-hash form (U, H(PWy||Salty), Salty) is the standard
practice of keeping passwords safe on the server. Salty (the
user U’s salt) is a short random string (at least 32 bits,
as recommended by NIST SP 800-63B-4 [67]), and H(-)
is a collision-resistant hash that can either be a slow hash
(e.g., PBKDF2 [45]) or a memory hard function (MHF, e.g.,
Argon2i [17]). When the user U logs in with PW’, the server
compares the salted hash of the user’s input with the one stored
on the server: H(PW'||Salty)=H(PWy||Salty) means
PW'=PWy, and the user U can log in. As a result, for an at-
tacker who has obtained the salted hash file, she needs to hash
guesses PWy, PWs, ... (generated by guessing algorithms
like Markov [52] and FLA [54]) with each user’s salt Salty,
and compares whether H(PWi\|SaltU);H(PWU||SaltU).

Based on whether an attacker can generate a sufficiently
accurate guessing dictionary, we explore two types of attacker
models. The first is the widely-adopted (e.g., [15], [22], [35],
[65]) idealized .A; model, where an attacker generates a 100%
accurate dictionary, and only does not know which password
is chosen by a particular user. This model is useful, as it
can be applied to PINs comprised of a fixed number (e.g.,
4 and 6) of digits. The second A5 model is more practical, as
it incorporates algorithmically generated guessing dictionaries
(e.g., Markov [52], FLA [54], and PCFG [80]): Not all guesses
can match a salted hash in the target dataset, and not all salted
hashes can be recovered. We will explore them in Sec. V.

III. EVALUATION CRITERIA OF FITTING METHODS FOR
PASSWORD DISTRIBUTIONS

We propose accuracy, completeness, and stability criteria to
systematically evaluate the mainstream ML [33], LLS [22],
and GSS [73] fitting methods for the widely used CDF-
Zipf password distribution model [73]. We reveal that only
GSS satisfies all three criteria under the KS statistic. To our
knowledge, we are the first to address this fundamental issue
(i.e., RQ1). We mainly focus on the CDF-Zipf model [73],
and others (e.g., stretched-exponential [42]) are similar.

A. Accuracy evaluation

Accuracy is the most fundamental criterion to determine
whether fitted models can well characterize real-world pass-
word distributions. We explore both KS statistics used in
prior studies (see [22], [33], [42], [73], [82]) and the general
normalized metrics represented by || D||2 (see their formulas
in Sec. II-B), and find that GSS outperforms ML and LLS.

For the KS statistic (i.e., p—oco, see Eq. 1), we first
compare GSS [73] with ML [33]. Particularly, we replicate
the experiments?, and the results validate Wang et al.’s claim
that GSS outperforms ML in terms of accuracy (see Table II)
[73]. We next compare GSS with LLS, and find that Blocki
et al’s claim that LLS outperforms GSS in accuracy [22] is
invalid. For instance, even using their fitting results C'=0.0211
and s=0.2166 [22] of the examined Yahoo dataset as the
input of LLS, the output Dy s=0.0978 is nine times larger
than D 5=0.0094 in [22]. Three members of our team have
independently implemented LLS as Blocki et al. [22] instruct,
and get the same discrepancy. We guess that such discrepancy
comes from errors in their programming code [22]. We have
reported this issue to the authors, and they have confirmed our
guess and said “T made a mistake somewhere in my previous
calculations. Seeing that you guys have the same numbers as
me now convinces me...”. Besides, in Table II, none of the
Dy values from LLS are smaller than GSS. Hence, we are
confident that GSS leads to smaller KS statistics than LLS.

For normalized |DJ|,€[0,1] with finite peZ™, GSS is

T
also more accurate. We use || Dls=(4 XN (P, — P)?)?
as a typical example. More specifically, since ML [33] and

2Both we and Wang et al. [73] use the codes at https://pypi.org/project
/powerlaw/1.5/ given in [33] to fit power law on password datasets.
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TABLE II: Fitting results of the CDF-Zipf password distribution model under ML [33], LLS [22]

and GSS [73] fitting methods.

Dataset ML parametersJf LLS parameters GSS parameters
Coverage Dgs  [[D[[2%  fmin S Dis |[D]2)  C s Dk 9] s D[} C s

Yahoo 4583% 0.1568 0.0477 5 0.0374 0.087T  0.04IT 0.0193  0.2225 [| O« 0408 00332 0.I809 [ 0.0146 0.0397 0.1666
Dodonew 15.15%  0.0245 0.0094 36 0.2853 0.0986  0.0439  0.0040 0.3365 || 0.0048 0.0193 0.2123 | 0.0009  0.0180 0.2174
000Webhost 8.75% 0.0078 0.0031 23 0.2975 0.0958  0.0411 0.0011 0.4145 || 0.0044 0.0057 0.2827 | 0.0015  0.0065 0.2741
Rockyou 49.60%  0.1440 0.0402 5 0.0576 0.0713  0.0328  0.0303 0.2078 || 0.0446 0.0381 0.1861 | 0.0144  0.0496 0.1656
Tlanly 50.37%  0.0690 0.0161 5 0.0905 0.0669  0.0305  0.0359 0.1990 || 0.0226 0.0621 0.1556 | 0.0019  0.0882 0.1310
Duelingnetwork 18.74% 0.0137 0.0032 15 0.2464 0.0721 ~ 0.0300  0.0056 0.3373 || 0.0078 0.0135 0.2587 | 0.0014  0.0173 0.2406
Cheﬁg 17.47% 0.0170 0.0065 6 0.2077 0.1317  0.0604  0.0007 0.4112 || 0.0081 0.0082 0.2360 | 0.0005 0.0114 0.2138
Wishbone 21.71%  0.0179 0.0052 1602142 0.0918  0.0408  0.0066 0.3154 [| 0.0152 0.0183 0.2294 | 0.0010  0.0261 0.2035
Daﬂygmz 30.87% 0.0390 .0146 10 0.2205 0.0455  0.0179 0102 02906 || 0.0215 0.0145 0.2554 | 0.0107 0.0178 0.2400
Datpiff 30.55% 0.0441 0.0161 7 0.1908 0.0743  0.0319  0.0088 0.3064 || 0.0211 0.0169 0.2464 | 0.0051  0.0228 0.2233
Raaga 25.59% 0.0453 0.0163 10 0.1195 0.0991  0.0449  0.0099 0.3081 || 0.0160 0.0288 0.2118 | 0.0015  0.0370 0.1917

T ML fits passwords with frequencies f; > fmin in the frequency-frequency coordinate system to find cvo, and converts it to s~

(’0

(see details at Appendix A). We

omit C' since it depends on s. We compute the KS statistic D i s in the rank-frequency system common in password studies [22] [731, [77], [78], [80].

* The value 0.0094 taken verbatim from Blocki et al.’s work [22] is flawed and the correct D i 5=0.0871 from our implementation of LLS is 8 times theirs.

§ || D||2 denotes the normalized 2-norm metric given by Eq. 2. Since ML and LLS do not incorporate concrete distance metrics, their fitted parameters will not change
when || D||2 distance is used. For GSS, new C' and s values are obtained if || D||2 is used as the new optimization goal (see Line 14 of Alg. 4 in Appendix A).
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Fig. 1: Absolute CDF deviations of ML [33], LLS [22] and GSS [73] when

GSS is fitted under ||D||2=(+ N (P-— D)2 )2 (see Eq. 2). For most
passwords, GSS outperforms ML and LLS in terms of accuracy.
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LLS [22] involve no concrete metric, their fitted parameters
will not change, and we can compute || D||2 via C and s values
in Table II. For GSS, we change the goal from minimizing
Dgs to ||D||2 in Alg. 4 and leave other steps unchanged.

The absolute CDF deviations are shown in Fig 1. We find
that || D||2 obtained from GSS ranges from 0.0005~0.0146,
which are 26.74%~94.62% and 40.28%~99.11% smaller than
those from ML and LLS, respectively. These results are
reasonable because: (1) ML aims to find the most likely power-
law distribution on the frequency-frequency coordinate system
with the observed data [33], which differs from the GSS’s
goal of minimizing CDF deviations on the rank-frequency
one; (2) LLS is equivalent to minimizing the normalized
[log [)2H=(Z£V:1(log P,—log P,)?)% under the log-log scale,
rather than our investigated normalized || D||2 under the normal
scale. We also note that the metric needs to be normalized into
[0, 1], or the CDF deviation can be as large as 0.80.

B. Completeness evaluation

Beyond accuracy, completeness evaluates the reliability of
a fitted model by measuring how closely fitted parameters ap-
proach the optimum (usually unknown) under a given model.
As an intrinsic property, completeness means that parameters
obtained from fitting a real-world dataset and its corresponding
fitted model are statistically indistinguishable. Otherwise, a
password dataset may be more accurately characterized by
parameter values other than the fitted ones.

We use the CDF-Zipf model as an example. In practice,
practitioners often do not know C' and s values in prior, and
a fitting method (e.g., ML, LLS or GSS) only gives results
without telling if they are correct. Ideally, (C”,s’) obtained
from fitting the fitted dataset FitSet should be sufficiently

close to the original (C, s) from fitting the real-world dataset
RealSet, i.e., C'~C and s'~s, and completeness is evaluated
by this measurement. As an intrinsic property independent
of whether C' and s are known, (C’,s")~(C,s) also means
(C,s)=(C*,s*) for the unknown optimum (C*, s*). Other-
wise, if completeness does not hold, even if a fitting method
gives (C, s), the dataset might be characterized by substan-
tially different (C, 3), making the fitted C' and s unreliable.
As revealed by Clauset et al. [33], ML holds completeness.
Our experiments on the eight large-scale datasets also validate
this, with the relative difference of the parameter s being
acceptably low as 0.09%~9.10%. Hence, we mainly focus on
LLS and GSS. We develop rigorous mathematical theories and
employ extensive experiments to demonstrate that GSS holds
completeness, and explain why LLS does not.
Theoretical analysis. Theorem 1 lays the foundation of the
GSS completeness. We provide detailed proofs under the KS
statistic (see Appendix B), while others remain open questions.
First, we leverage Chebyshev Alternation Theorem [61] that
is only applicable for the KS statistic to prove the existence of
the optimal parameters (see Lemmas | and 2), then show that
a golden search converges to the optimum (see Lemma 3). We
next incorporate the effects of random samplings, and show
that a fitted model characterized by any given (C,s) (i.e.,
the known optimum) leads to statistically 1ndlst1ngu1shable
empirical means in GSS fittings (see Theorem 1), i.e., C’~C
and s'a75. Since the standard deviations are usually small (e.g.,
about 10~ [42]), it is natural to derive that C’~C and s'~s.

Theorem 1. Suppose (C,s) and (C',s') are obtained
from using GSS to fit the real-world RealSet and the fit-
ted model FitSet characterized by (C,s). For any €>0,
in the GSS fitting (see Alg. 4 in Appendix A), there
exist limy, 500 Pr(|C"-C|<€)=1 and lim,, ;oo Pr(|s'—
s|<e)=1 for a sufficiently large iteration number m, where
(C",8") and (C,35) are empirical means of n trials.

Proof. Based on Lemmas 2 and 3 in Appendix B, for each
(C({u}),s({u})) obtained from fitting RealSet under the
set of random seed {ui}l-gll, since (C'({u}),s({u})) is the
optimal minimizer, there are lim,, o, C),({w}, {u})=C(w)
and lim,, 00 s%({w},{u}):s({w}), where C), ({w}) and

sl ({w}) denote C” and s’ values in the m-th iteration under
another fixed set of random seed {wl}l 1 when approximating
(C({u}),s({u})). By taking expectation on both sides, we



TABLE III: Completeness evaluation results of LLS and GSS.}
LLS completeness [ GSS completeness |

Dataset {

[ s RD(C) RDG)| O s RD(C) RD(H)|
Yahoo 0.0118 0.2602 39.04% 16.94% [0.0332 0.1809 0.06% 0.02%
Dodonew 0.0024 0.3820 39.81% 13.52% (0.0193 0.2121 0.20% 0.06 %
000Webhost 0.0006 0.4599 37.29% 10.96% [0.0057 0.2824 0.15% 0.04%
Rockyou 0.0202 0.2406 33.25% 15.82% |0.0381 0.1861 0.06% 0.02%
Tianya 0.0246 0.2302 31.57% 15.59% |0.0621 0.1555 0.08% 0.04%
Duelingnetwork [|0.0038 0.3768 32.74% 11.71% |0.0133 0.2595 0.36% 0.09%
Chegg 0.0004 0.4644 45.71% 12.92% |0.0082 0.2360 0.18% 0.05%
Wishbone 0.0041 0.3587 37.37% 13.74% |0.0183 0.2292 0.28% 0.08%
Dailyquiz 0.0072 0.3224 29.09% 10.93% [0.0146 0.2554 0.17% 0.04%
Datpiff 0.0059 0.3454 33.29% 12.73% |0.0169 0.2464 0.17% 0.05%
Raaga 0.0063 0.3530 35.91% 14.56% |0.0286 0.2126 0.30% 0.09%

¥ RD means the relative difference between the predetermined C and s (parameter
values obtained from fitting RealSet), and C’ and s’ obtained from fitting FitSet.

can obtain E[lim,, . C},|=E[C] and E[lim,, $,,]=E[s],
and thus the following based on the law of large numbers,

lim Pr(|C" — C| < ¢) = Pr(|C" —E[C'] +E[C] - C| < ¢)

m,n— oo 3)
: 7w < £ _Ol<SH_1=
> lim_ Pr(|C7 ~E[C")| < )+ Pr(E[C] - Tl < 5)~ 1=1,

where the subscript m is omitted for conciseness. For the
parameter s, the case is similar. This concludes the proof.

In contrast, LLS lacks completeness since its log-log scale
enlarges small deviations of popular passwords and produces
large deviations for unpopular ones. More concretely, devi-
ations in FitSet from P.=C-r® will propagate to C’ and s’
since they are determined by logr and log P, (see Eq. 16
in Appendix A) of FitSet. To show this, we suppose the
fitted CDF as P/=C-r®+e, with €, as thg: deviation, use the
Taylor series log P/~log Cr°= s —5m2ay2+0(€;). Hence,
for popular passwords (i.e., C-r®~0), the log difference is
enlarged by the log-log scale; For unpopular passwords, €,
is often large (e.g., €,.€[0.1231,0.2455] when P,~1). These
make (C’,s’) obtained from fitting FitSet different from the
original (C, s). More details are shown in Appendix B.
Experiments. We use the data in Table II as the predetermined
C and s, and explore completeness under KS statistic and
normalized Dy metrics. For example, in the Yahoo-based
experiment under the KS statistic, we set C=0.0193, s=0.2225
for LLS, and C=0.0332, s=0.1809 for GSS, then generate
FitSet characterized by C and s via LLS and GSS (see Algs.
3 and 4 in Appendix A). We next fit FitSet with the same
fitting method to obtain C” and s’, and measure the relative
differences RD(C)=|C"-C|/C, and RD(s)=|s'-s|/s. If both
RD(C) and RD(s) are small (e.g., <1%), the fitting method
is considered to be complete (i.e., holds completeness).

Table III shows that GSS holds completeness but LLS does
not under the KS statistic, validating our theoretical analysis.
More specifically, the maximum RD(C) and RD(s) from
GSS are 0.36%. In contrast, both RD(C) and RD(s) from
LLS exceed 10%, and even the two smallest RD from LLS
(RD(8)=10.93% of Dailyquiz and 10.96% of 000Webhost)
are over 30 times the largest GSS ones. Similarly, when GSS
aims to minimize ||D|y in Eq. 2, RD(C) and RD(s) are
0.14%~0.89% and 0.04%~0.34%, respectively, strengthening
GSS’s completeness (see more details in Appendix B).
Remark. Completeness essentially differs from accuracy.
First, for CDF-Zipf [73], ML largely holds completeness but
not accuracy (see Table II). Second, for other models with
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(a) s stability of Dodonew & 000webhost. (b) s stability of Datpiff & Raaga.
Fig. 2: Stability of the parameter s fitted on subsets with ML [33], LLS [22] and
GSS [73] under the KS statistic. Stabilized s (with relative difference about 8%)
are in the shadow area (orange for ML, blue for LLS, and green for GSS).
varied accuracy, GSS holds completeness while LLS does not.
For instance, on the one hand, for the inaccurate exponential
model (whose KS statistic is 0.1135~0.3892) [42], the relative
differences of v under LLS and GSS are 37.76%~69.94% and
0.01%~0.07%, respectively. On the other hand, for the more
accurate stretched-exponential model [42], whose KS statistic
is 38.65%~66.70% lower than that of CDF-Zipf on our eight
out of eleven datasets, GSS is complete while LLS is not.

C. Stability evaluation

Stability measures the difference between fitted parameter
values of the entire and subsampled datasets. This criterion
determines fo what extent fitting results of one dataset can
be applied to the same dataset of different sizes. Since many
password files have been breached more than once (e.g., [46],
[62]), and password datasets of the same language, service
type, and creation policy are distributed similarly [73], [76],
stability is of practical importance. We compare the stability
of the mainstream ML [33], LLS [22], and GSS [73] fitting
methods. To do this, we randomly subsample (without replace-
ment) the entire dataset of ratios 5%, 25%, 50%, 75%, and
100%, and fit them under the KS statistic metric. We mainly
focus on the parameter s, while C' is similar: If the relative
difference between values obtained from fitting subsampled
and the entire dataset is small (e.g., no more than about 8%),
a fitting method is regarded stabilized. In this case, the fitted
model characterized by parameters obtained from fitting a
subsampled dataset can still maintain relatively high accuracy.

Results in  Fig.

show that GSS performs TABLE IV: Evaluation criteria of ML

[33], LLS [22] and GSS [73] under the

the best. Specifically, XS statistic metric.

. .. ——

lf the KS statistic Of Method(émenon Accuracy Completeness Stability

the  original  dataset MLG3 < 7 X

LLS [22] X X X
has Dgs<0.01 GSS[731]| v
(e'g‘7 Dodonew and 1 Criterion represents the evaluation criteria, i.e.,
accuracy, completeness, and stability.

000Webhost), GSS can i Method represents the fitting methods, i.e.,
1 Clauset et al.’s ML [33], Blocki et al.’s LLS

largely stabilize even [22] and Wang et al’s GSS [73].

when the subsample

ratio is 5%, and GSS can stabilize when the ratio is 50%. In
particular, when using such C' and s values to characterize
the original dataset, D g ranges from 0.0049~0.0788 (resp.
0.1023~0.2296) when GSS is (resp. is not) stabilized. In
contrast, LLS stabilizes only at a 75% subsample ratio, but
the KS statistic still reaches 0.0546~0.1039. For ML, the
relative difference varies substantially, from 0.87%~42.92%
at the 75% subsample ratio to 17.64%~402.95% at 5%. This



invalidates Blocki et al.’s claim [22] that LLS would stabilize
on large datasets, and explains why subsampling datasets
based on fixed sizes (e.g., one million) is undesirable.
Summary of fitting methods. Evaluation results on accuracy,
completeness, and stability reveal that only Wang et al.’s GSS
[73] can satisfy all three criteria (see Table IV) under the
KS statistic. Based on these desirable properties, particularly
completeness that can be proved under the KS statistic, unless
stated otherwise, we mainly use the GSS-fitted CDF-Zipf model
and the KS statistic. We also note that the GSS-fitted results
in Tables II and III are slightly different from those in [42].
This is expected because statistical randomness and enhanced
search (e.g., more iterations) can affect the fitted results.

D. Utilization of GSS-fitted CDF-Zipf model

We now explore how the GSS-fitted CDF-Zipf model should
be applied, which is critical for over 300 password-based
applications using Zipf models (see them at https://tinyurl.
com/2kpxwjsx). A natural way is to use the fitted FitSet. This
is reasonable, since the dataset size only needs to exceed 106
(which holds for our datasets in Table I) to make the statistical
randomness sufficiently small [42], and thus keep the GSS-
fitted CDF-Zipf model (i.e., FitSet) accurate.

As an explicit expression can further facilitate security
analysis, one natural idea is using the explicit P.=C"-r°.
However, due to the sampling nature and the rank operation in
GSS (see Algs. 3 and 4 in Appendix A), this expression may be
undesirable for unpopular passwords (e.g., with frequency<5):
The number of unique passwords n=[(%)l] is much larger
than N of the real-world RealSet (e.g., n=4.68 N in Yahoo). To
address this issue, we find to what extent the explicit expression
P.=C"r® can well approximate the fitted distribution.

We compare the KS statistic between P.=C"r® (with the set
being ExplSet) and the CDF of RealSet, with that between
P.=C-r® and the CDF of FitSet. We find that first, for the
top-10° passwords, D}E({;' ranges from 0.0044 to 0.0446, so
using P,.=C'"r* is acceptably accurate. Besides, the KS statistic
(denoted as D) between ExplSet and FitSet is as small as
0.0008~0.0166. Second, for larger ranks (e.g., top-10°), both
DER and DEE are much larger and can be close and exceed
0.1, so using P.=C-r°® may be inaccurate. Thus, it is suitable
to use P.=C-r* for about the top-10° passwords.
Comparison with an alternative. We discuss the pros and
cons of using the parametric GSS-fitted CDF-Zipf model [73]
and Blocki-Liu’s non-parametric method [23]. Conceptually,
the CDF-Zipf model [73] characterizes a password distribution
with C and s, enabling concise usage for downstream appli-
cations. In comparison, Blocki—Liu’s method [23] computes
per-rank high-confidence CDF bounds, yielding statistical
guarantees via concentration inequalities and linear program-
ming, which might be a drawback in terms of ease of use.

Further, the computational gap is also substantial. Fitting a
CDF-Zipf model is more efficient than computing statistical
bounds. Our preliminary experiments show that GSS can fit the
Yahoo dataset in about 22 mins; In comparison, Blocki—Liu’s
method [23] is more computationally intensive and needs

about 22 hours to solve linear programming for 100 different
ranks. Hence, the GSS-fitted CDF-Zipf model is more suitable
for general security analysis of password-based applications,
while Blocki—Liu’s method is more suitable for tasks requiring
rigorous statistics, e.g., measuring subtle differences between
male and female chosen passwords (see Sec. V-B of [23]).

IV. FRAMEWORK AND MEASUREMENTS OF MEMORY
HARD FUNCTIONS (MHFS)

Besides distributions, password hashing costs also impact
offline guessing attacks. To answer RQ2, we propose a generic
cost framework for memory hard functions (MHFs) and, for
the first time, validate it with real-world executions. Our
framework mainly focuses on direct MHF execution costs,
enabling both attackers and security administrators to more
readily estimate hashing costs in real-world scenarios.

A. Cost frameworks

MHFs. We propose a MHF cost framework built on the lead-
ing Argon2i [17] (the winner of Password Hashing Competi-
tion [1]). Our cost framework is generic, and can be extended
to other MHFs (e.g., [14], [21]) with similar configurations.
A MHF is modeled as a directed acyclic graph that has
T iteration(s) of memory, and each contains ¢ memory units
(measured in KB, e.g., 0=1GB=22"KB). For a user, an Ar-
gon2i execution involves two processes. First, in each of the
total o steps, Argon2i sequentially computes Blake2b (whose
cost is C'y,, ), temporarily places the output in the cache, and
writes it into one empty memory unit (whose cost is C}IB).
Second, Argon2i iterates the above process for 7 iteration(s).
At each step of an iteration, Argon2i firstly extracts the
memory data to cache (whose cost is C}’IB ), computes Blake2b
with extracted data as the input, and overwrites the output
into one memory unit. In this design, four types of energy
costs exist: (1) Cg,. (7+1)o computation cost; (2) Cy; (T+1)o
busy memory cost from writing Blake2b data from the cache
into memory; (3) C’}}B 7o busy memory cost from extracting
memory data to cache; (4) Cy, (Y.7_, i+70?) idle memory
cost from holding static memory data. Generally, C;  ~C7; ,
i.e., the energy cost is the same for extracting and writing data
from/into memory, so we can simplify as Cp; =C% =3Ch,,.
As a summation of cost (1)~(4), the Argon2i energy cost is

27 +1

27 +1
T+ 0'2.

kg ~ (ch(r+1)+CHB )0+CH1 )

This reveals that in practical usages when the ¢ and 7 are
given, how the energy cost kg scales with o depends on Cy,,
CH, ., and Cy,. However, many prior studies (e.g., [13], [14],
[22]) implicitly assumed that C'gy, ~C'y,, and claimed that kg
scales quadratically with ¢ in almost all cases. We will use
concrete empirical evidence to invalidate this in Sec. IV-B.
An attacker should also consider how memory purchase cost
(whose unit is Cz,,) contributes to the MHF cost via area-time
complexity essential to memory hardness (see [12], [13], [14],
[18], [21]). More specifically, well-designed attack algorithms
can reduce memory hardness through more efficient memory
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TABLE V: Argon2i energy cost on our Ubuntu 22.04 computer with energy measured in Joules (J).

Memory[ Memory usage 0=1GB Memory usage 0=2GB Memory usage 0=4GB Memory usage 0=8GB Memory usage c=16GB Memory usage 0=32GB
iteration [Memory cost] Computation [Memory cost]|Computation|[Memory cost] Computation [Memory cost] Computation [Memory cost] Computation [Memory cost] Computation
T (busy+idle) cost (busy+idle) cost (busy+idle) cost (busy+idle) cost (busy+idle) cost (busy+idle) cost
I 286 — 19334 —[536 — (19360 —[11.64 — | 400.32 —[2488 — ] 80832 —| 4696 — [1682.10 —| 97.14 — [ 3421.19 —
2 470 1.84 |139.80 46.46| 9.05 3.69 [289.27 95.67|18.68 7.04 | 593.27 192.94|41.06 16.18 |1218.63 410.32| 78.45 31.50|2534.16 852.06|158.19 61.05| 5231.38 1810.19
3 6.50 1.80 |186.63 46.83|12.83 3.78 |385.64 96.37(25.94 7.26 | 786.75 193.48|58.02 16.96 |1626.62 407.99[110.05 31.59(3405.70 871.54]|224.87 66.68| 7099.46 1868.08
4 8.49 1.99 [233.3246.69(16.53 3.70 |480.95 95.31|33.22 7.28 | 978.45 191.71|75.94 17.93 |2033.57 406.95|145.33 35.28|4239.66 833.96|294.44 69.58| 8984.21 1884.75
5 10.36  1.87 [280.26 46.94]|20.18 3.64 |576.48 95.53]40.76 7.54 |1177.74 199.29]92.34 16.40 [2445.95 412.38|177.12 31.79|5135.29 895.63|355.76 61.32{10708.50 1724.29

T The energy costs (measured in Joules) of memory and computation. The second sub-column in each memory cost (resp. computation cost) records the cost of each iteration. These values are
obtained by subtracting the cost values of 7 from those of 7 4 1. It is clear that the energy cost mostly scales linearly with both the memory iteration 7 and memory usage o.

usage. This cost scales quadratically with o, and linearly with

T (see Appendix D) [21], so an attacker’s cost is

27+ 1 27 +1 o
T

Crip)y ®

kekp 4+ P2 (C n+c
= E+Tq—( He (T+1)+Chrg( g

))o+ (Cuy +
where A, denotes the MHF attack quality under pebbling
attacks, measuring the memory-hardness reduction achiev-
able by well-designed parallel implementations/attacks (e.g.,
Ag~5 [13], [14], [21]). Unlike C'g,, which is relatively stable
across architectures and resistant to GPU/ASIC reduction [14],
[17], [60], Cfz., can be further reduced (see Sec. IV-C).

Slow hashes. We use PBKDF2 [45] (with SHA256 as
the round function) as an example, so the energy cost is
kg=Cp.-1, where 7 is the iteration number (e.g., 7=107),
and Cp,, is the computation cost of the round function.

B. MHF memory cost measurements

Memory energy cost. We now validate our generic MHF
cost framework and measure the real-world memory energy
costs via Argon2i executions. To the best of our knowledge,
only Blocki et al. [22] and Ren-Devadas [64] have explicitly
measured memory energy costs, but they are both flawed.
On the one hand, Blocki et al. [22] did not distinguish
between busy memory cost and idle memory cost, i.e., assum-
ing Cr,~Cp,. They also used the flawed computation cost
Cr.=$7.00x107*® from rough observations of the Bitcoin
network in 2013, and assumed that the cost was equal to the
reward [27]. However, Bitcoin prices are mainly determined
by supply and demand, and have little relation with its cost. On
the other hand, Ren and Devadas [64] conjectured Crr, >Clhrr,,
but have provided no empirical evidence from real-world MHF
executions. These inconsistencies highlight the need for a
systematic measurement of the memory cost in real-world
MHEF executions. As far as we know, we are the first to deal
with this long-standing dispute with concrete evidence.
Measurement setups. We use the Argon2i code shared by
the authors of [17] (see https://github.com/P-H-C/phc-winne
r-argon2) and mainly use Ubuntu 22.04 (with Intel Xeon(R)
Gold 6230R CPU and 256GB DDR4). Particularly, we select
Intel PCM [43] to monitor energy consumption (in Joules) for
real-time measurements inside CPUs and caches. Given that
single-thread execution is more concise and more user-friendly
(e.g., no need to slice memory into lanes [I7]), we run
Argon2i 100 times in single-thread mode for each parameter
configuration and take the average as the results.

We close all unrelated programs and only execute Argon2i
to minimize the impacts of irrelevant factors. To further rule
out the impacts of the operating system, for each fixed o (e.g.,
0=1GB), we measure the busy and idle memory costs under
memory iterations 7€{1,...,5}. We then subtract the energy

costs of 7+1 by 7 (e.g., 7=3 and 2) to ensure that the energy
costs are mainly from Argon2i. Next, we measure the memory
cost under memory usages c€{1GB, ..., 16GB, 32GB}.
Memory energy cost results are shown in Table V: They
confirm our energy cost framework of Eq. 4, and reveal that
the overall memory cost (busy and idle) scales linearly with the
memory usage o, not quadratically as in [12], [13], [22]. This
invalidates the prior cost framework /<:=kE=CHC(#;0 + o)
[22], suggesting that security for MHFs relying on quadratic
cost assumptions (e.g., [12], [13], [16]) is overestimated.
More specifically, firstly, the memory cost scales almost
linearly with o for each fixed 7. For example, the cost at
0=16GB is 16.98~17.54 times the cost at c=1GB, which re-
veals that the busy memory cost is significantly larger than the
idle one as Ren-Devadas’s conjecture [64], i.e., Cp,>CH,
instead of C,,~C}y, that leads to quadratic costs. Secondly,
the computation cost scales linearly with ¢, and is over 20
times the memory cost. Thirdly, for a fixed memory usage o,
the memory energy cost in the first memory iteration (i.e., 7=1)
is about 1.5 times that in other iterations. Hence, the energy
cost of filling an empty memory unit is one-half of extracting
and writing memory data, substantiating Cy; =C7; =3Cl,,.
To further quantify the Cy, and Cpy, values, we build
a system of linear equations (with six equations and two
variables) based on Eq. 4 and our results in Table V:
3.5(220Cy, +2%9Cy,) = 6.50],
3.5(2%4Cy,, +2*8Cy,) = 110.05],
3.5(225Cy, +250Cy, ) = 224.871.

(©6)

To dwarf the impact of irrelevant factors (e.g., the oper-
ating system) that may cause undesirable inaccuracy, we
use the last two equations with the largest memory usages
to solve Cy, and Cy,. We obtain C’HB=1.83><10’6J and
Cp,=2.42x1071%], where Cp, is about 3.57 times the state-
of-the-art Ren-Devadas’s 0.5n]/Byte (i.e., 5.12x1077J) ob-
tained from writing/extracting a SHA256 data into/from the
memory units (not actual executions of MHFs) [64]. Further,
for the recommended 7=3 and 0=1GB setting [17], the busy
memory cost 6.72] is over 700 times the idle cost 0.0093]J. In
this case, the memory usage in an Argon2i execution needs
to be 128GB per MHF to make the busy and idle costs
comparable. This substantiates Ren-Devadas’s conjecture that
the busy memory cost is orders of magnitude larger than the
idle one [64], so the idle memory cost can be omitted.

Memory purchase cost. We consider the memory purchase
cost, and use the typical 32GB Samsung DDR4 units as the
benchmark. To transform the energy cost from Joule to U.S.
dollar, we use the electricity price of about $0.15/Kwh? in

3The actual electricity price may change with locations and time.
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TABLE VI: Computation costs of SHA256 and Blake2b round functions in
PBKDF?2 (slow hash) and Argon2i (MHF).

Round Guessing . Hash
function hardware Power  Price H

rate™
Bitman S19 Pro [2]

Amortized
purchase

Energy CHg

3,250W $9,130 T10TH/S|$1.326-18 S1.23c-18 $2.55¢-18
SHA256| | GeForce RTX 40905 450W $1600 21.9GH/s| $1.16e-15 $8.54¢-16 $2.00e-15

Bitcoin Miner [27]* — — — — $7.00e-15 $7.00e-15
StrongU STU-UZ [66] T,600W _$900 7.0TH/s|$2.04c-T8 $9.52¢-18 $1.16e-17
GeForce RTX 4090¢  450W_$1600 13.1GH/s| $1.94e-15 $1.44e-15 $3.38e-15

T Cr consists of two parts: the energy cost and the amortized computation
hardware purchase cost (with the hardware lifespan being 2 years [21]).

& GeForce RTX 4090 is the GPU on our Ubuntu computer.

1 H/s means hash per second, 1GH=10°H, 1TH=10'2H, and $ means U.S. dollar.

* Blocki et al. [22] used $7.00x 10~° from the Bitcoin network in 2013 [27].

Blake2b

the United States [5]. Particularly, we amortize the mem-
ory purchase cost per 1KB of Blake2b output, and obtain
Cr,p=$4.63x1072! (see details in Appendix D). This shows
that to make the purchase cost comparable with the energy
cost, the memory usage needs to be >8GB per MHF for
users, causing serious usability issues (i.e., taking about 8s
in authentication). Based on this, we conclude that the total
MHF cost should scale linearly, rather than quadratically as
claimed in [12], [13], [22] with practical memory usage.

Limitation. First, our memory cost measurement data still has
3.52%~12.25% fluctuations. A possible improvement is to use
customized external devices such as Powerlnsight [49], but
their usage requires specialized skills. Second, attackers can
execute in multi-thread modes, which may incur extra costs
such as memory management and internal communications.
Still, we find that linear scaling of MHF energy costs holds
in such models. For instance, with 4 threads, memory energy
cost increases by 2.04 (resp. 3.82) when o grows from 1GB to
2GB (resp. 4GB). Despite this, we are the first to empirically
investigate the key memory costs of MHFs in their executions.

C. MHF computation cost investigations

In attacks, specialized hardware such as GPUs and even
ASICs might be used to accelerate round function computa-
tions. While practical GPU and ASIC accelerations of MHFs
demand considerable engineering effort (e.g., cache manage-
ment), heuristic round function designs can be vulnerable
to such accelerations, thereby significantly reducing attack
costs. Hence, we still investigate energy and purchase costs
of state-of-the-art cracking hardware, assuming a two-year
hardware duration as in [21]. Results are shown in Table VI.

The data corroborate the MHF design idea that the mem-
ory reading/writing operations can mitigate the computation
efficiency of ASICs. More concretely, although both GPUs
and ASICs can reduce the Blake2b computation cost com-
pared with general-purpose CPUs, an attacker’s cost is close,
e.g., $2.84x10~7 for ASIC vs. $2.98x10~7 for GPU when
Argon2i is executed with the recommended 7=3 and 0=1GB
[17]. In contrast, when the slow hash PBKDF2 [45] is executed
with the maximum 107 iterations [27], an attacker’s overall
cost from using ASIC is only 0.13% of that from using GPU
($2.55x10718 vs. $2.00x10715). Thus, when evaluating an
attacker’s MHF cost, we do not distinguish between GPUs and
ASICs, and use the data obtained from GPUs as the baseline.
Remark. Offline guessing economics rely on these estimates.
For example, if attackers can run Argon2i more efficiently on

GPUs and ASICs, the total attack cost drops, posing greater
security threats. We also note that using GPU-measured Ar-
gon2i costs (e.g., via Hashcat [9]) may not capture real-world
threats: Such sequential executions can omit pebbling attacks
(e.g., [12], [13], [14], [18], [21]) that reduce memory hardness,
as well as cost reductions from GPUs and ASICs. Thus,
estimates based on GPU-measured costs can overestimate the
MHF security, and we instead adopt conservative assumptions
with separated memory and computation costs.

V. ANALYSIS OF OFFLINE GUESSING ECONOMICS

Upon answering RQ1 and RQ2, we evaluate their impacts
on offline guessing economics to answer RQ3. We present
our main assumptions about our attacker models. First, we
omit the costs of fitting password distributions and other
preprocessing costs (see detailed discussions in Sec. V-D), as
they are often orders of magnitude smaller than hashing costs.
Second, we assume that an attacker faces little competition.
This is reasonable because passwords are often kept secret
before being well-exploited [56], and attackers often do not
know others before cracked datasets are made public.

In this work, we mainly focus on the profit-driven attack
scenario as in [15], [19], [22], where a rational attacker A aims
to maximize her profit (i.e., reward minus cost). The reward is
obtained by selling cracked passwords/accounts (e.g., v=$1 per
account [86]), and the cost mainly stems from hashing guesses.
For the maximum profit, A needs to devise a strategy before
offline guessing attacks to determine when she should stop
hashing a new guess before the expected reward is less than the
cost. With some extent of notation abuse, we denote the target
dataset (a multiset) as RealSet, and A’s guessing dictionary (a
set) as DictSet. We suppose that p; >po>. .. are the probabil-
ity density (mass) distributions of PW7y, PW5,...€RealSet,
and 0<a<1 measures the diminishing returns.

A. Theories for idealized A, model

We first explore the idealized A; model (see Sec. II-D),
where an attacker generates a 100% accurate dictionary, and
only does not know which password is chosen by a particular
user (see [15], [22], [35], [65]). Since each guess in DictSet
matches a salted hash in RealSet, her reward and cost are

R(r) = v(3i_ pi)*

Clg) =k-g(1 =30 pi) + k310 pis
where v is the value of a cracked account, and k is the hashing
cost (see Sec. IV). Since each guess in DictSet can match at
least a (salted-hash) password in RealSet, g=r, and A; will
stop at r=r* once her expected marginal reward is smaller
than the marginal cost, i.e., R(r*)-R(r*-1)<C(r*)-C(r*-1).
With this premise, the following Theorem 2 provides a gen-
eralized approach for A; to compute the cracked proportion,
without specifying password distributions (e.g., the CDF-Zipf
model [73]). The detailed proof is shown in Appendix C.

)

Theorem 2. Let v be the account value, k be the cost per
guess, 0<a<1 the diminishing return, and P,, p, be the
CDF and PDF of the password distribution. If there exists



TABLE VII: Cracked proportions of top-10° passwords using Markov [52],
PCFG [80], FLA [54], and PassLLM [87] with 108 guesses.T

Guessing Top—lO5 password cracked proportion

algorithm  [Dodonew Webhost Rockyou Tianya Wishbone Dailyquiz Daipiff Raaga |

Markov [52]] 95.27% 82.34% 98.78% 98.54% 97.70% 93.04% 97.46% 91.93%
PCFG [80]| 85.49% 54.77% 98.79% 92.77% 94.14% 60.84% 71.84% 71.38%
FLA [54]| 82.07% 71.89% 95.88% 95.99% 95.06% 96.42% 98.31% 94.45%
PassLLM [87]| 92.05% 75.86% 97.91% 97.26% 96.65% 92.08% 95.57% 91.13%
+ For each dataset, a random 50% is chosen as the training set, with the other half being
the test set. Due to Zipf’s distribution of passwords [73], 70.90%~82.42% unique
passwords in the test set are not in the training set. Webhost denotes 000Webhost.

P

v v
1> —pf forr=1, or1>—- min ——————
! 2<t<r (1 — P,_) P

% % for r>2,

®)
then the profit-driven attacker will stop at the r—1-th unique
password in RealSet without trying to crack the r-th one.
However, not every guess in DictSet can match a salted hash
in RealSet in practical attacks: Particularly, the number g of
tried guesses in DictSet is often significantly larger than that
r of unique cracked passwords in RealSet (e.g., 10® guesses
for 10° passwords), so the .A; model may not hold in practice.

B. Theories for more practical Ay model

To address the practicality issue of A;, we propose the Az
attacker model that generates DictSet via practical guessing
algorithms (e.g., Markov [52], PCFG [80], and FLA [54]).
Since A, cannot know whether the next popular password
in RealSet will be cracked, for simplicity, we suppose that
passwords in RealSet are cracked successively for As, i.e.,
PW,.€RealSet will be cracked after PW,._1. In this way, no
uncracked passwords exist in Ay’s view. This is reasonable
because a DictSet with 10® guesses can crack overwhelming
proportions of top-105 passwords in RealSet (see Table VII).

We now simulate how A5 conducts offline guessing attacks,
and the key challenge is to determine to what extent she should
stop guessing when faced with unmatched guesses. We denote
gr as the cumulative number of A5’s hashed guesses to crack
PW,€RealSet (with g,.>r, not g.=r as in the 4; model),
and inductively get the reward and cost. More specifically, we
suppose that A, has cracked PW7y, ..., PW,_;€RealSet by
hashing the top-g,_1 guesses in DictSet, and aims to crack
PW,€RealSet by hashing PW,, _ 11, ..., PW,€DictSet.
Since each PV €RealSet is assumed to be cracked, the reward
is the same as Eq. 7, and the cost of hashing g guesses is

C(g) = 0(97-—1) + k"(g - g7'—1)(1 - Pr—l)~ (9)

Accordingly, by calculating the marginal reward and the
marginal cost from Eq. 9, we can derive Theorem 3 for Aj.
Since the case of r=1 is trivial, we mainly focus on r>2.

Theorem 3. Suppose the profit-driven Ay has cracked
PWh,. .., PW,_1€RealSet by hashing the top-g,_1 guesses
in DictSet. When she tries to crack PW,€RealSet, if

&Pt

min ——————— (10)
2<t<r (1 — Pyo1) P

= EDei&('r)

v
AT = — gr— > =
(g —9gr-1) =

k

holds, she will not guess the r*=r-th unique password, and
obtain the nearly optimal profit (compared with A;).

We first explain Theorem 3. For PW,.€RealSet, A, in the
left-hand side of Eq. 10 comes from hashing guesses in the
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guessing dictionary, and records the number of unmatched
guesses plus one Ay needs to check (i.e., checked guesses).
If there is no unmatched guess in cracking PW,., the top-
gr—1+1 guess can match PW,, i.e., A,=1. For the right-hand
side of Eq. 10, Det(r) (resp. k) is obtained from the fitted
CDF-Zipf model in Sec. III (resp. cost in Sec. IV), and can
be precomputed in advance. Due to the Zipf law [73], there
is P.~P,_1 for moderately large r (where guessing typically
stops), so minor changes in the denominator of Eq. 10 will
not significantly affect the overall results (see Sec. V-C).

We then show how As can devise her strategy by following
Theorem 3. For each target PW,.€RealSet, A; should cal-
culate 7 Det(r) as the maximum number of allowed guesses,
and compare with the corresponding A, from the ongoing
offline attack. Once there is A,>7 Det(r), the guess stops.
This ensures that .A5’s marginal hashing cost in cracking PW,
will not exceed her expected marginal reward, with at most
v-p, (if a=1) extra loss in cracking PW,., leading to the nearly
optimal profit. The strategy is shown in Alg. 1.

Algorithm 1: A,’s strategy in profit-driven scenario.

Input : Guessing dictionary DictSet, real-world dataset RealSet,
account value v, and cost of hashing password k.
Output: Cracked set CrackSet and cracked proportion A(g).

1 begin

2 CrackSet=0, CrackAccount=0;

3 r= \CrackSet\ + 1, g = 0; /* r records the number of unique
passwords cracked in RealSet, and g records the cumulative
number of checked guesses in DictSet to crack PW,..*/

while RealSet\ CrackSet #0) do

CheckCount(r)=0; /* Number of checked guesses.*/

Det(r)= min ——=2t—— for r>2 and Det(1)=p¥

2<t<r (1-Py_1)P} |
for r=1; /* Maximum number of allowed guesses. */
while DictSet\CrackSet#D A\ U¢CrackAccount do

H, y=Hash(PW,||Salty), g++;

if H, y €RealSet then

PWy=PWg; [* PW, is a correct guess.*/
CrackSet. Append(PWy), A(g)+=p-,
CheckCount(r)++, r++;

CrackedAccount. Append(U);

else

CheckCount(r)++;

14 if CheckCount(r)>{ Det(r) then

15 Stop guess; /* Guess number < %Dc[(r).*/
16_Output: Cracked set CrackSet, and cracked proportion A(g).

11
12
13

The attacker model accounting for uncracked passwords
(denoted as A}) can become less practical to implement.
Specifically, P._; in the reward cost terms are replaced by
Z::_ll d;pi, where 6;=1 if PW,eRealSetNDictSet and 4,=0
otherwise. Thus, Eq. 10 in Theorem 3 becomes

. - Pt
2<t2rt (1= 50723 00p) (i) 0up) =@
Unlike Eq. 10, Eq. 11 is hard to compute in advance. First,
the prior cracked proportion 21;11 d;-p; is unknown without
actual cracking actions. Second, even if E::_ll d;-p; is known,
A, still has to estimate the rank r* of the password PW,.«
she will crack (e.g., assuming r*=r). These make the .4}
model difficult for security administrators who do not per-
form cracking to use. Fortunately, since guessing dictionaries
largely cover the top-10° passwords (see Table VII), uncracked
passwords can be reasonably ignored with minimal impacts.

(9 —gr—1) > v an

k



TABLE VIII: Cracked proportion under idealized .A; and more practical .A2 models incorporating Markov [52], PCFG [80] FLA [54] and PassLLM [87].

Dataset Idealized guessing” | Markov guessmg algorithm [521F [ PCFG guessing algorithm [801* [ FLA guessmg algorithm [54]F [PassLLM guessmg algorithm [871%
Blocki  Our A; [Our A5 Diffe-  Estimated® Our A3 Diffe- — Estimated® Our A2 Diffe-  Estimated Our A, Diffe- Estimated

model [22] model | model* rence® cracked interval | model® rence® cracked interval | model® rence? cracked interval | model* rence? cracked interval

Yahoo 17.64% 33.10% — — — — — — — — — — — —
Dodonew 11.15% 30.56%| 16.61% 0.11% 14.20%~19.32%| 17.61% 1.91% 15.13%~20.38%| 11.01% 1.89% 8.84%~13.38%| 10.57% 0.85%  8.40%~12.93%
000Webhost 5.80% 22.13%| 7.35% 0.42%  5.24%~9.63%| 6.02% 2.06%  3.95%~8.25%| 4.84% 0.13% 2.80%~7.02%| 5.29% 0.14% 3.24%~7.48%
Rockyou 25.64% 45.73%| 28.88% 0.64% 25.75%~32.49%| 33.47% 0.22% 29.90%~37.63%| 18.51% 0.07% 16.03%~21.25%| 17.68% 0.89% 15.23%~20.39%
Tianya 28.14% 48.16%| 32.50% 0.22% 29.38%~36.02% | 36.82% 2.23% 33.40%~40.83%| 23.81% 0.05% 21.22%~26.70%| 20.21% 0.36% 17.76%~22.89%
Duelyngnetwork 19.11% 100.0% — — — — — — — — — — — —
ﬁ% 2.96% 14.17% — — — — — — — — — — — —
Wls one 16.70% 53.92%| 18.28% 0.04% 15.70%~21.25%| 19.72% 0.42% 17.03%~22.81%| 12.64% 0.56% 10.37%~15.18%| 12.22% 0.02%  9.95%~14.71%
Dailyquiz 20.85% 52.39%| 21.78% 0.68% 18.84%~25.29%| 21.34% 5.11% 18.41%~24.84%| 12.94% 0.81% 10.59%~15.57%| 10.25% 0.43%  8.05%~12.70%
Datpiff 22.01% 100.0%| 22.61% 2.02% 19.62%~26.18%| 23.60% 5.36% 20.51%~27.28%| 14.74% 0.16% 12.31%~17.48%| 11.56% 0.93%  9.30%~14.06%
Raaga 27.06% 100.0%| 23.40% 0.04% 20.56%~26.67%| 23.60% 0.17% 20.72%~26.89%| 20.55% 0.01% 17.87%~23.55%| 18.15% 1.42% 15.63%~21.00%

T A; can generate a 100% accurate guessing dictionary, and only does not know which password is adopted by a particular user. Blocki et al.’s model [22] assumes

k=k5=Ch (2o

+ o) with Cr,=7x10~ 15 and 0=229KB=1GB. Our .A; model is built on the GSS-fitted CDF-Zipf model [73] justified in Sec. III, and the

real-world MHE data in Sec. IV. Yahoo, Duelingnetwork, and Chegg datasets are only explored under the .A; model since they do not contain plaintext passwords.
1 The more practical and advanced A, attacker uses leading Markov [52], PCFG [80], FLA [54] and PassLLM [87] algorithms to generate guessing dictionaries, and
unmatched guesses exist. The “Difference” column records the difference in cracked proportions with and without considering uncracked passwords.

8§ The estimated cracked interval is obtained from Eq. 12

, which estimates A5 s cracked proportion when A, is not exactly known. Even with some extent of inaccuracy,

this interval still covers the actual cracked proportion with relatively tight lower and upper bounds.

Approximation of cracked proportion. We now show how
security administrators can use the .4s model to evaluate
password security in the view of guessing economics. Once
the expected checked guesses A,=g—g,_1 is estimated, e.g., by
comparing the guessing dictionary with the known training set,
they can approximate the cracked proportion without cracking
actions. Formally, we can obtain Corollary | as follows.

Corollary 1. If passwords are accurately characterized by
the CDF-Zipf model [73] with the explicit P.=Cr® (see
Sec. 1II-D), Det(r) is non-increasing, and P._1~P, holds
when guessing stops, then the cracked proportion against Ao
knowing the number of checked guesses A, should fall into

1

F1(T‘) = <14>11)g> < PT < % = FQ(T). (12)
KA (r1) +(22)e

From Corollary 1, a security administrator with es-

timated A, can approximate the cracked proportion in

a simple yet effective way without performing guess-
ing attacks. More specifically, she can solve P.=F(r)
and P,.=F5(r), and bound the cracked proportion with
[max{Fi(r1), Fo(r1)}, min{F; (r3), F2(r2)}]. To ensure this
simplicity, it is also necessary to exclude uncracked passwords.
Otherwise, P, in Egs. 9 and 10 becomes Z:;ll &;-pi, where
the cracked proportion ) ;_, &;p; cannot be estimated in prior.
The detailed proof is shown in Appendix C.

C. Empirical evaluation results

Experimental setups. We adopt the GSS-fitted CDF-Zipf
model under the KS statistic metric (see Table II) to char-
acterize password distributions. We set v=%$1, which is the
lowest account price in [86], and adopt a=0.8 to measure
diminishing returns as in [22]. For MHFs, we use Argon2i with
the recommended memory iteration 7=3 and usage 0=1GB
[17]; For slow hashes, we use PBKDF2 [45] with the number
of SHA256 iterations being 107 as in [22], [27]. Our results
are mainly obtained under these concrete setups.

For the idealized A; model, we use all eleven datasets in
Table I. For the more practical Ay model, we use the datasets
with plaintext passwords in Table VII to generate guessing dic-
tionaries. Following [74], [78], we randomly split each dataset
into two halves: We use one half as the training set to generate
108 guesses and treat the other as the test set. This “half-half”
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practice does not violate the requirement that training and test
sets should be different, since the Zipf distribution [73] makes
that 70.90%~82.42% of unique passwords different. We also
do not remove overlapped passwords as in [74], [77], [78],
[87]. Since two halves are equal-sized, parameters obtained
on the training set can accurately characterize the test set.

Next, we train our password guessing algorithms. For

Markov, we choose the order-3 (i.e., 4-gram), and use Laplace
smoothing and EndSymbol normalization as suggested in [52];
For PCFG [80]*, we divide a password into letters, digits, and
special symbol segments; For FLA, we use the same settings
as in [54]; For PassLLLM [87], we use the distilled version with
0.5 billion parameters since it can efficiently guess passwords
without noticeably impairing guessing performance.
Results of A; and A, models. Table VIII shows cracked
proportions. Under the .4; model, MHFs are less secure than
the prior work [22] assumed: 14.17%~100% of passwords will
be cracked under our idealized .A; model built on the accurate
GSS-fitted CDF-Zipf model and MHF cost measurements,
which is a 71.14%~423.29% overestimate relative to prior
2.96%~28.14% given by Blocki et al.’s model [22].

Results of the A; model in Table VIII are obtained from
implementing Alg. 1. Overall, these guessing algorithms are
effective, as cracked proportions can reach 10.25%~36.82%
(except 000Webhost that requires passwords to have both
letters and digits, and character length >6). Even if unmatched
guesses exist, on seven out of eight datasets with plaintext
passwords, cracked proportions can be larger than those from
Blocki et al’s \A; model [22], strengthening the insecurity
of MHFs. Additionally, the difference in cracked proportions
is generally small when considering uncracked passwords,
with the differences being as small as 0.01%~5.36%. This
is reasonable, since there are at most 13 successive uncracked
passwords before guesses stop, and the GSS-fitted CDF-Zipf
model [73] is relatively accurate with the KS statistic being
0.449%~4.46%. This substantiates our assumption in the As
model that ignoring uncracked passwords is acceptable. We
also note that, regardless of attacker models, setting P
as P!~ in the denominator of Egs. 10 and 11 has almost
no impact on the cracked proportion, with differences smaller

“See the PCFG code at https:/github.com/lakiw/pcfg_cracker .
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than 0.02% for A; and As. This is reasonable, since when
guessing stops, the difference in Det(r) is as small as 0.058%.

We further investigate the features of cracked passwords.
First, the profit-driven A3 makes 0.7~99 million guesses,
and cracks about 1,582~62,339 unique passwords, exceeding
the top-10® most popular ones. As a result, there can be
12.40%~69.80% (except 000Webhost) of cracked passwords
having frequencies no more than 20, while all top-10% ones
have higher frequencies. Second, the cracked passwords also
extend beyond common patterns. For instance, in Chinese
datasets (i.e., Dodonew and Tianya), where users are prone
to using digits [76], the proportion of consecutive digits and
repetitions is 32.38%~49.72% (resp. 20.74%~31.16%) for the
top-10° (resp. top-10*) passwords, while it drops to about
17.10%~24.76% for the Markov-cracked passwords. Third,
cracked passwords are structurally more complex. In English
datasets (except 000Webhost), where users are more likely to
use letters [76], the proportion of mixed-type passwords (i.e.,
those containing at least two of letters, digits, and symbols)
reaches 18.51%~43.11% among PCFG-cracked passwords,
compared with 12.82%~37.38% among top-10* ones.

Fig. 3 shows how, under the log-log scale, password distri-
butions and hashing costs jointly impact password security
against A, using Markov [52]. Each curve represents the
maximum number of allowed guesses (i.e., the right-hand side
of Eq. 10), and it is impacted by Det(r) depending on the
password distribution and k£ depending on the hashing cost k.
These curves are parallel: The slope is about —1+sc, and the
y-intercepts are mainly impacted by k, C' and «. Besides, the
curves representing ASIC and GPU are almost overlapping,
justifying our usage of GPU computation data (see Sec. [V-C).
The shadow area gives the number of checked guesses for
each password in cracking (i.e., the left-hand side of Eq. 10):
When A stops guessing, there is 5<A,. <59, which does not
intersects with A,=y=1 as in the .A; model.

Table VIII also validates Corollary 1. Overall, even if A,
is not exactly estimated, the estimated interval can largely
cover Ajy’s cracked proportion, and the length of the es-
timated interval ranges from 4.22%~7.73%. For instance,
when A, €[4, 12], the estimated interval is 14.20%~19.32%
for Dodonew against Markov [52], which tightly covers A3’s
cracked proportion 16.61%. This enables our economic model
to accurately estimate the threat of offline guessing attacks.
Impacts of users’ password behaviors. We examine this by
using the widely deployed Zxcvbn password strength meter
(PSM) [81]° as a concrete example. More specifically, we
suppose that weak passwords scored 0 and 1 out of 5 will not
be allowed after the Zxcvbn PSM is enforced. In this case,
the fitted C' decreases by 69.17%~93.28% while s increases
by 27.00%~73.84%, meaning popular passwords become less
concentrated and their frequencies are less skewed. Conse-
quently, the marginal reward decreases while the marginal cost
increases, so a profit-driven attack would stop earlier. Our
evaluation results in Table IX confirm this: (1) For Ay, the

5See the Zxcvbn code at https:/pypi.org/project/zxcvbn/ .
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TABLE IX: Reduced cracked proportion of datasets filtered by Zxcvbn [81].F

A A5 reduced

Dataset ‘ re duée d KoV s

Dodonew 12.65% 6.89% 10.34% 475% 3.60%
000Webhost 7.53% 2.93% 4.02% 2.56% 2.76%
Rockyou 31.73% 17.58% 26.74% 16.45% 15.00%
Tianya 27.93% 18.63% 25.57% 16.09% 11.95%
Wishbone 32.54% 7.70% 13.92% 8.60% 7.58%
Dailyquiz 9.24% 3.11% 5.95% 0.04% -2.52%
Datpiff 45.52% 0.84% 15.83% 7.45% 5.90%
Raaga 0.00% 4.05% 11.55% 3.17% 1.62%

t The reduced cracked proportion is computed as the difference between the
cracked proportions of the Zxcvbn-filtered and the original datasets in Table VIII.
cracked proportion after filtering drops to 13.99%~54.48%
(except Raaga), a reduction of 7.53%~45.52%; In particular,
passwords of frequency one in Datpiff remain uncracked once
Zxcvbn is enforced; (2) For A5 using guessing algorithms, the
cracked proportion drops to 2.00%~21.77%, a reduction of
0.04%~26.74%. Only Dailyquiz shows slight security degra-
dation, possibly because PassLLM [87] generates guesses that
better match filtered passwords. Overall, it is recommended to
combine MHF's with defenses that make password distributions
less skewed to enhance the overall password security.
Cross-website guessing. We also preliminarily explore cross-
website guessing attacks where the training and test sets come
from different datasets. For English (resp. Chinese) services,
we train on Rockyou (resp. Tianya) and test on Wishbone
and Dailyquiz (resp. Dodonew) datasets. Our results show
that the cracked proportion remains noticeable, which ranges
from 20.53%~30.44% with PassLLM [87] performing the
best. This is expected because even in the intra-website case,
the Zipf distribution ensures that 70.90%~82.42% of unique
passwords differ between training and test sets. Additionally,
since many datasets (e.g., [46], [62]) have been leaked multiple
times, focusing on intra-website guessing is largely reasonable.

D. Limitation and discussion

Dependence on specific settings. Our conclusion that MHFs
alone do not provide sufficient security is based on the widely
used CDF-Zipf password distribution model [73] (see Sec. III),
the profit-driven scenario (see Sec. V) along with its reward
(i.e., $1) and MHF cost parameters (see Sec. IV). Similar
analyses under other settings can accordingly be conducted.
More specifically, first, for password distributions, the
stretched-exponential model [42] might be incorporated as an
alternative to the widely used CDF-Zipf model [73]. Since it
provides better accuracy on eight of our eleven datasets (see
Sec. III-B), it may improve our economic analysis. Second,
for the MHF cost, our results are based on the assumption
that memory costs are relatively stable across architectures and
hard to reduce on GPUs/ASICs [14], [17], [60]. Fluctuations
in cost measurements, hardware and electricity prices may
affect the exact values, but our framework remains applicable.
Moreover, more efficient implementations, such as improved
pebbling attacks [12], [13], [14], [18], [21] and more advanced
memory technologies, may further reduce password security
against offline attacks. Consequently, higher account values
(e.g., those with financial assets [48]) will motivate profit-
driven attackers to crack more accounts. Third, attack sce-
narios beyond the profit-driven case also exist. For example,
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in the fixed-budget scenario, an attacker keeps guessing until
the budget is exhausted, yielding a larger cracked proportion.
Impacts of additional factors. In terms of costs, our eco-
nomic model focuses on the per-guess hashing cost, while
omitting several real-world factors attackers might face in
full campaigns. First, dataset acquisition is largely negligible.
Breached datasets are often sold for less than $0.001 per
account (e.g., [28], [31]), which is far below the assumed $1
account value [86], and some are freely available (see [11],
[30]). Second, preprocessing costs are relatively small. Fitting
datasets in Table I with GSS on our Ubuntu 22.04 platform
consumes about 5~8 orders of magnitude less energy than
hashing passwords with slow hashes (7=10" as in [22], [27]) or
MHFs (7=3, =1 GB as in [17]). For training and guess gener-
ation, even the time-consuming PassLLM, requiring about 22
(=12+10%/(3000x3600)) hours on an RTX 4090 GPU (see
Table 7 of [87]), yields an amortized per-guess cost 2~3 orders
of magnitude smaller than hashing. An attacker can also reuse
one dictionary across similar datasets (e.g., same language and
service types) to further reduce this overhead. Infrastructure
costs such as cooling can increase electricity consumption by
a factor of 1.09~1.55 [41], but it can be mitigated by locating
hardware in regions with cheaper electricity.

Besides, reward factors such as monetization uncertainty can
also affect guessing economics. The realized value of a cracked
account may fall below its expectation. In this case, attackers
can mitigate such risks by mixing high-value (e.g., financial)
accounts with low-value (e.g., portal) ones and selling them in
batches. Besides, attackers can also monetize accounts through
spam and phishing [56]. For instance, in 2025, an attacker used
a compromised small-business email account, impersonated
a professional service, and obtained its customers’ Microsoft
credentials [68]. We leave detailed analysis as future work.

VI. SOME INSIGHTS

Existing password-based applications. Since the CDF-Zipf
model [73] has been adopted by over 300 password-related
studies (see at https://tinyurl.com/2kpxwjsx), our work can
improve their security evaluations. For example, in detecting
credential tweaking attacks [58], our justification on the GSS-
fitted CDF-Zipf model can lead to selecting a more effective
blocklist to prevent extractions of users’ passwords from pop-
ular variants (e.g., extracting P@ssword from password).
Besides, our study can also be extended to security evaluations
of industrial systems. By jointly modeling password distribu-
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tions and hashing costs, security administrators can evaluate
offline-guessing resistance for real-world deployments. For
instance, password managers (e.g., KeePassXC [6], NordPass
[7], and Bitwarden [8]) use Argon2i hashed master pass-
words in encrypting password vaults. Such evaluations are
particularly important when vaults store high-value assets like
financial accounts (e.g., the LastPass breach [48]).

Online guessing economics are also of practical concern.
Rate-limiting mechanisms (e.g., CAPTCHAs and lockout [51],
[75]) can thwart login attempts, driving attackers towards
the more efficient targeted guessing where guesses differ
across victims. As Wang et al. [77] reveal, Zipf’s law also
exists in such settings: For a given targeted algorithm (e.g.,
TarGuess), the cracked proportion per account after n guesses
follows P/=C'n°, with C' and s depending on the target
dataset (e.g., C'€[0.001, 0.01] and s€[0.15, 0.30] for Dodonew,
see Fig. 13(k) of [77]). Online guessing costs can involve
CAPTCHA solving (e.g., $0.0004~$0.0029 per solve, see
[44], [55], [83]), IP rental to evade blocking (e.g., $50~$300
per month [37]), and lockout time (e.g., one hour after 5~20
failed logins [75]). In this way, the security of online guessing
economics can be analyzed in a similar approach.

VII. CONCLUSION

In this work, we have tackled offline guessing economics
in a principled approach. We first systematically evaluate
the mainstream maximum likelihood (ML) [33], least linear
square (LLS) [22] and golden section search (GSS) [73] fitting
methods for the CDF-Zipf password distribution model, and
reveal that GSS significantly outperforms others in terms of
the critical accuracy, completeness, and stability criteria. This
lays a theoretical foundation for using the CDF-Zipf model in
over 300 password-based applications across seven domains.

As a key application, we have proposed a practical cost
framework for MHFs (represented by Argon2i [17]) and for
the first time, used empirical data from Argon2i execution
to measure its memory costs. With accurate MHF cost data,
we have analyzed the offline guessing security under two
attacker models in the major profit-driven attack scenario,
each reflecting different guessing capabilities. Our experiment
results show that, contrary to Blocki et al.’s conclusion [22],
even with recommended settings, MHFs do not offer sufficient
security in both idealized and more practical attack models,
leaving noticeable proportions of passwords vulnerable. We
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also showed how to approximate the proportion of cracked
passwords without performing offline guessing attacks. Con-
sidering the ubiquity of human-chosen passwords, we believe
that our study on the fundamental password distribution issue
is of practical significance, and will trigger research interest in
measuring how password distributions can impact the security
evaluations of various password-based applications.

ETHICAL CONSIDERATIONS

Although our datasets in Table I are publicly available
and have been widely used in prior studies [22], [23], [52],
[54], [77], [80], [87], passwords are essentially sensitive, and
using them can bring risks to affected users. We acknowledge
such risks, and recognize that the users whose data were
exposed in these breaches have not consented to use their
data in research, nor have they had any opportunity to consent.
Despite their publicity, their usage still raises important ethical
considerations, and we process them with caution.

More specifically, we take the following four precautions:
(1) We do not further disseminate breached datasets to other
parties, and only use them for this study; (2) Our datasets
are stored and processed on computers unconnected to the
Internet; (3) We treat each account as confidential, and mainly
report aggregated statistics such as frequencies to minimize the
impacts on affected users; (4) We delete all sensitive informa-
tion after our analysis. Through these precautions, our work
meets the key ethical guidelines [69]. We have also obtained
approvals from our center’s IRB. Overall, our study benefits
the academic community by introducing a new understanding
of offline guessing economics, thereby facilitating security
administrators to take proper countermeasures.
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APPENDIX

A. Detailed explanations of preliminaries

Relationship between the KS statistic and normalized
| D||p- Let 2=+ 37| | P,—P,|, where N denotes the number
of unique elements. Without loss of generality, we assume
0<z1<29 <...<zN. When zx>0 and p>1, there exist
Tr
> (-

N » 1/p o \p\ /P
lally = = (m )) —ox (143 ()7

oy - 1YP < |zllp < zn - (N -D)YP =gy - NP,

1

>

N—
r=1

As p—oo, by squeeze theorem we get lim,,_, o ||x||,=z N, sO
|ID]|so is the KS statistic Dy g. This completes the proof.
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We next present Clauset et al.’s maximum likelihood (ML)
[33], Blocki et al.’s least linear square (LLS) [22], and Wang
et al.’s golden section search (GSS) [73] fitting methods, and
how they characterize password distributions.

Maximum Likelihood (ML). In 2009, Clauset et al. [33]
studied power-law distributions in various fields (e.g., physics,
biology and computer science), and suggested using the
maximum likelihood (ML) fitting method. Particularly, for
popular passwords with frequency f;> fmin (€.2., fmin=5)
they proposed the approximated probability density (mass)
function (PDF) and the complementary cumulative distribution
function (CCDF) of the power-law as follows

)

p(f) = (1~ 00) (o — %)17&0 (r !

2
fin — 2\ 707
Pc(f) - < f _ 1 2 > N
By treating £=3_,., logp(f) and solving §3==0, their

2
method gives ap=1 + (Z ﬁ‘;‘: - , where Nuin i
the number of elements with frequenc1es fi> fmin [33].

We next show how to use Clauset et al.’s method [33] to
generate the fitted dataset FitSet. In general, FitSet is obtained
from randomly sampling V,,,;, numbers from the fitted power-
law, with each number being the frequency of an element
(e.g., password in this work). Particularly, for N, uniformly
distributed numbers {u, }Ymi»€(0, 1], there is

o = P ) = (fin = 3)ur =50 + 21,

(14)

dL

p1t

15)

and ranking them in descending order of frequency leads to
FitSet containing elements wi}h fi> fmin- Eq. 15 also reveals
that the frequency has f,ocrT==0, so the parameter s of CDF-
Zipf has s~2 (XO . The process is shown in Alg. 2 as follows.

Algorithm 2: Max1mum likelihood (ML) fitting.

Input : Real-world password dataset RealSet.
Output: Fitted parameters g and s, and fitted FitSet [33].

1 begin
2 ap=1+ o Nmin - ; /*Fit with ML [33] method.
Ty log 5t
\mm is the number of unique passwords with f> fiin.*/
3 s==—20for i = 1 to Np,i, do
4 u= U(O 1] ; /*Generate random 1eal numbers in (0, 1].%/.
5 (Uz) = | (fmin — *)Ul ‘10 + j; /*Generate
l‘rec uencies following hlled power-law. */
6 for (r, fTB € Temp do
7 | FitSet.Append(f:);
8 Rank FitSet in descending order;
9 Output: Fitted parameters o and s, and fitted model FitSet.

Least Linear Square (LLS). Under the log-log scale, Blocki
et al. [22] used LLS to fit the cumulative distribution function
(CDF) of passwords in the rank-frequency coordinate system,
and used the explicit expression P.=C'-r® to characterize the
real-world password distribution [22]. In this method, C' and
s values fitted via LLS depend on log-ranks and log-CDFs
of real-world RealSet. Formally, by denoting z,=logr and
y-=log P, under the log-log scale, we can obtain

ervzl (log r—log r)(log P,.—log Py.)

s =
EfY:l (log r—log )2

(16)
C = exp(log P, — s - logr),

16

where T denotes the mean. This allows us to explain why LLS

is not complete, and we will present details in Appendix B.
After obtaining C' and s, the fitted model FitSet, which

contains a total of | D| passwords, can be similarly constructed

via randomly sampling |D| elements from P,.=C"-r*. These

sampled frequencies are further ranked in descending order.

We summarize the process in Alg. 3 as follows.

Algorithm 3: Least linear square fitting [22].

Input : Real-world password dataset RealSet.
Output: Parameters C and s, KS statistic D i s and fitted model FitSet.
1 begin
2 for r = 1to N do
3 | a.=logr,y,=log P,;
- Py (@r=%) (ur—7)
S @ Gy I g s= AR
C=exp(§-s-Z); /* Using LLS to fit the password distribution with
a straight line under the log-log scale.*/
for j=1to | D] do
u; = U(0, 1] ; /*Generate random seeds in (0, 1].%/;
r = [(u;/C)'/*]; /* Sampling from the CDF-Zipf model
with P.=C'"-r? to construct the fitted model FitSet. */
Count the frequency of the r as f.;
for (r, f,.) € Temp do
FitSet.Append(f.);
Rank FitSet in descending order;
utput: Fitted parameter results C' and s and fitted model FitSet.
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Golden section search (GSS) [73] treats fitting a password
distribution as a statistical optimization, which minimizes
the KS statistic between FitSet and RealSet via iteratively
and respectively searching for the optimal C' and s val-
ues. Specifically, data in FitSet are obtained from randomly
sampling |D| elements from P,=C-r®, and ranking them in
descending order of frequency. Through a two-dimensional
golden section search, GSS contracts each parameter’s search
interval by a factor (v/5—1)/2 per iteration. Note that when the
distance between the fitted FitSet and the real-world RealSet is

changed into normalized HD||p=(ﬁ DO |P,.—13,.|”>Z with
finite pcZ™* (see Eq. 2), the GSS fitting process can work

accordingly by changing the minimization goal from Dgg to
| D||p. We summarize this process in Alg. 4 as follows.

B. Detailed explorations of completeness

We first prove GSS’s completeness. Since C' and s obtained
from GSS are essentially random variables, for simplicity, we
denote the statistics under one set of seed {u,} 1 as C({u})
and s({u}). To begin with, we exclude statistical randomness
(i.e., the seed {u} is fixed) and prove the existence of the
optimal C' and s. We then explain that GSS can approximate
the optimum for a unimodal objective, and finally incorporate
statistical randomness. To do this, we present Chebyshev
Alternation Theorem (CAT) [61] as the basis in Lemma 1.

Lemma 1. (CAT [61]). Let H be a d-dimensional subspace
Cla, b] of continuous functions satisfying the Haar condition:
For every nonzero h(x)€H, it has at most d-1 zeros. Then,
for any g(x)€Cla,b], there exists a unique approximation
h(z)*€Cla,b] that minimizes its KS statistic with g(z), i.e.,

h*(z)| = min max ig( ) — h(z)|. an

max |g(z) D

z€|a,

Besides, h*(x)€H is the optimal approximation of g(x)€



Algorithm 4: Golden section search (GSS) fitting [73].

Input : Real-world password dataset RealSet.
Output: KS statistic D s, parameters C and s, and fitted model FitSet.

1 begin
2 (Co, s9) = LLS(CDF(RealSet)); /#Initial searching points.*/
3 C = Cy, s = s0;
4 for ic=1to m do
5 for is=1tom do
6 C=GS; (%, Co %xdp, C); /* One-dimensional golden
search on C, d is the interval length. */
7 for j=1to |D| do
s=GS; (s , S0 Xdg, 8); I* Golden search on s. */
9 = U(O 1], 7 = [(u;/C)*/*]; /* Sampling from
P =C'-r* to construct the fitted model FitSet. */
10 Count the frequency of the r as f,;
1 for (r, f-) € Temp do
12 | FitSet.Append(f);
13 Rank FitSet in descending order;
14 Dk s = max |CDF(FitSet) — CDF(RealSet)|;
15_Output: Dy c. C and s. and FitSet.

Cla,b] if and only if e*(x)=g(x)-h*(x) has at least d+1
alternated points x1<...<xqt1 in the interval [a,b] that
satisfy |e*(z;)|=|e* (xiy1)| and e*(x;)=—€*(Ti41).

The above Lemma 1 lays the foundation for the existence of
optimal approximation and reveals the criterion. We now use
it to prove the existence of optimal C' and s that characterize
the GSS-fitted CDF-Zipf model in approximating a password
distribution. Formally, we have the following Lemma 2.

Lemma 2. Ler P,=Y"_, f;/|D| and P,=Y"_, f;/|D| be
the real and fitted CDFs (see Sec. II). For a fixed random
seed (omitted for simplicity), there exists a unique pair (C,s)
that minimizes the KS statistic Dyg= maxr|P P | Besides,
there are at least three integer ranks r1<re<rs and a real
number DKSE[O, 1] that satisfy D% <|P -P, |<D S +e
with e=(fr,+fr,)/|D| and alternated signs for P,—P,.

Proof. Without ambiguity, we extend the domains of the
complementary CDFs (CCDFs) of real-world and fitted dis-
tributions from integers to real numbers, and regulate the
closed interval as [1,|D]|], where |D| is the total number of
passwords. Conceptually, the continuous function of a CCDF
can be constructed via at most |D|-1 straight lines connecting
two consecutive integers. Formally, we define g(z) as

@={1_F
g o 1—PLmJ+(PLmJ—PLm-t-u)(w—LmJ)

For h(xz)€H characterized by C and s, it is a two-dimensional
function and has at most one zero-point on the interval [1, | D|].
Since it can be similarly defined in a similar approach to
the fitted CDF P,, we omit it here. Based on Lemma 1,
there exists h*(x)€ H that minimizes e(x)=maxgep, 1 |9(7)—
h(x)| across h(z)€H, and x1<zo<z3€[l, M]CR™ that make
e*(x)=g(x)-h*(z) satisfy e*(x;)=—e*(x;41) for i€{1,2,3}.
In this case, we take 7;=arg maxy|4, | |z, |+1} |€(z)], i.e., the
integer in adjacency of z; that makes |e(z)| larger, and have
max

— P, = lg(rs) — h*(r2)]
ri€{ri,r2,m3}
<1g(ri) — g(zi)| + lg(zi) — h* ()| + |R* (24)
< le(@i)| + (fry + fr1)/ID] =

x et

it (18)

DKSS |P7‘,

—h* ()| (19

+
DJ}}}S +e

17

where D% S is the KS statistic on [1, M]. Clearly, when x;=r;,
there is DKS—DKS Further, since x;=arg maxgep,p |9(7)—

h*(x)|, e*(x) has no zeros between |x;| and |z;+1], so the
signs of e*(z;) and e*(r;) are the same, and the sign of P,, —
PTI is alternated. This concludes the proof. O

The above contents ensure the existence of optimal parame-
ters that minimize the KS statistic. For normalized || D||,, with
peZ™ (see Eq. 2), the solution can be more complicated, and
we leave them as open questions. The next Lemma 3 shows
that GSS can accurately approximate the optimal solution.

Lemma 3. Let e: [Tmin, Tmax] —R be a deterministic uni-
modal function with a unique minimizer ro=arg min,{e(z)|
TE[Tmin, Tmax]}- A one-dimensional golden search can
generate sub-intervals [am,bm] With ao=Zmin, b0=%max
and b1~ i1=9 (bn—ay) where ©=(v/5-1)/2. Then
ToE[am, b for all m and limy,_ oo @ =limy_ o by, =x0.

Proof. Based on golden search, for any iteration number
meN, there exist £oE€[am,bm], [@m+1,0m+1]C[Am,bm] and
b—Gm=(Tmax—Tmin) ™. By leveraging the nested intervals
theorem of real numbers, ﬂf:;:l[am, by,] is a single point set
and only zg can fall into it. This concludes the proof. O
Based on these results, Theorem 1 in Sec. III-B can hold.
We next explain why LLS [22] fails to hold completeness.
For a given (C, s), we suppose P! is the CDF of the fitted
model FitSet, and P.=C"r® is the explicit expression. Simi-
larly, (C’, s') is obtained from fitting FitSet with LLS. In this
setting, there exists P/=C"r*+e,, with €, being the deviation
caused by random sampling. By the Taylor series, we have

€

2
€Er r

log P! — =

logC - r* +0(e2) = nr + O(€2). (20)

We integrate with Eq. 16, and find the relative deviations have

r—1 (log r—log ) (nr —7Ir)
SZT 1 (logr—logr)2

)

2y
c—C

RD(C _‘ ‘~|exp 7 — logr - (s 75) 71‘

As a result, for popular passwords with small C-r®20, n,. and
7, are enlarged by P,.=C'"-r® in the denominator; For unpopular
passwords with C-r®~1, due to ranking operations (see Alg. 3)
in constructing the fitted model FitSet, €, and thus 7, are large.
Thus, neither RD(C') nor RD(s) can approximate 0.

We also conduct additional experiments to validate the
above analysis. Fig. 4 shows how the CDF deviation (with
no absolute value) between the fitted model and the real-
world RealSet, i.e., er=PT—PT. For GSS, at least three points
can make e,~Dpkg, and the signs of e, are alternated
as Lemma 2 predicts. For instance, for Yahoo, the abso-
lute CDF deviation reaches its maximum when the rank is
re{112,6.21x105,7.89x10°}, with signs positive, negative,
and positive, respectively; In contrast, no such phenomena ex-
ist for ML [33] and LLS [22], strengthening the completeness
of GSS. For LLS, Table X shows the detailed comparison of
RD(C), RD(s), and the right-hand side of Eq. 21. First, the
Taylor series in Eq. 20 is accurate, with a maximal relative



TABLE X: Results on explaining why LLS fails to achieve completeness.

T T
Rockyou ML 0.050 -
Rockyou GSS

Rockyou LLS |

0.025
0.000

-0.025 -

CDF deviations
CDF deviations

~0.050(- ~— |t
Raaga ML Datpiff ML | |

Raaga GSS Datpiff GSS |

Raaga LLS Datpiff LLS \

L _ . L .
10° 0-100, 5o 07
Rank of passwords Rank of passwords

(a) CDF deviations of Yahoo and Rockyou (b) CDF deviations of Datpiff and Raaga
datasets under the KS statistic. datasets under the KS statistic.

Fig. 4: CDF deviations of ML [33], LLS [22] and GSS [73] when GSS is
fitted under the KS statistic (see Eq. 1). For the GSS-fitted results, there are
at least three ranks that make CDF deviations equal/near the KS statistic, and
the signs of these deviations are alternated as Lemma 2 predicts.

difference of 0.73%~3.29%. Second, the RD(C) and RD(s)
values from Sec. III-B closely match their approximations in
Eq. 21, with errors as small as 0.07%~4.56%. This strength-
ens our explanation of why the LLS is not complete.
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Yahoo GSS
—— Yahoo LLS |

-0.05

[ Il -0.075

_0.10
0.10/45

. . . . . . . .
100 107 10°  10°  10° 107 o7 T 10 105

C. Details of offline guessing theories in Sec. V

Theorem 2. Let v be the account value, k be the cost per
guess, 0<a<1 the diminishing return, and P,, p, be the
CDF and PDF of the password distribution. If there exists

- pt

n — >2, (22
PR (1—Pi—1) P @ s )

1> %p‘f‘for r=1, or 1 > %
then the profit-driven attacker will stop at the r—1-th unique
password in RealSet without trying to crack the r-th one.

Proof. Under the profit-driven model (Sec. V-A), the at-
tacker continues guessing if the marginal reward exceeds
the marginal cost, that is, the attacker guesses as long as

v(P* — P* )>k(1 — P._1) for all r>1, i.e.,
o v I—Pt 1
v-pf > kforr=1, and N > QIEtaéc Pr— P, forr > 2. (23)

By taking the inverse of Eq. 23, we can obtain the condition
for the attacker to stop guessing, i.e.,

P — P2

7f0rr>2
1— P

1>7 min

24
k 2<t<r @4

v
1> Ep‘f‘ for r=1, or
Due to 0<a<1 and P,=F,_,+p, for t>2, the expression z 1
is decreasing, and we can obtain the following by applying the
Lagrange mean-value theorem with a £€(P;_1, ),

Pr—Pr,  at*lp

1—-PFP 1 - 1—-PFP 1

Pt
T (- PP

(25)

where the equality holds when a=1. In this way, once 1>7p¢

orl>7¢ 2125127« . Pto‘ f; e can hold, so can Eq. 24 and the
O

attacker stops guessing. This concludes the proof.

Corollary 1. If passwords are accurately characterized by
the CDF-Zipf model [73] with the explicit P.=Cr® (see
Sec. III-D), Det(r) is non-increasing, and P,._1~=P, holds
when guessing stops, then the cracked proportion against As
knowing the number of checked guesses A, should fall into

1

@

1

@ v-Ss
k-Apr

< P. <
1+ (

= Fy(r). (26)

Q=

)
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Parameter C' Parameter s

Dataset Max RD Approx.  Error Approx. Error
. f t . t .
in Bq. 201 RD(C) RD(C)* analysis RD(s) RD(s)! analysis
Yahoo 1.01% |39.03% 39.07% 0.10% |16.94% 16.78% 0.98% |
Dodonew 1.80% | 39.83% 39.96% 0.32% |13.52% 13.23% 2.21%
000Webhost 2.69% | 37.31% 37.56% 0.68% |10.97% 10.60% 3.45%
Rockyou 0.73% | 33.26% 33.29% 0.08% | 15.83% 15.71% 0.72%
Tlanly 0.64% | 31.58% 31.61% 0.07% |15.60% 15.50% 0.62%
Duelingnetwork | 1.37% | 32.81% 3291% 0.31% |11.73% 11.53% 1.69%
% 329% | 45.71% 46.03% 0.67% |12.93% 12.36% 4.56%
Wlsh one 1.53% | 37.41% 37.52% 0.33% |13.76% 13.51% 2.21%
Dally{c:{ulz 0.79% | 29.14% 29.18% 0.15% | 10.94% 10.85% 0.89%
Datpiff 1.17% | 33.35% 33.43% 0.23% |12.75% 12.57% 1.41%
Raaga 1.64% | 35.84% 35.94% 0.30% | 14.53% 14.26% 1.85%

f Max RD in Eq. 20 denotes the relative difference between the left- and right-hand
sides of Eq. 20 that measures the accuracy of the Taylor series close to C-r®.

¥ RD(C) and RD(s) are relative differences of C' and s (see Table IIT), and Approx
denotes the result obtained via the right-hand side of Eq. 21.

Proof. When Aj stops, there is A,=7 Det(r). For the left-
hand side, since Det(r) and p, are non-increasing, we have

C(r—1)%
A <v a-s-% a-v-s P._1
4 1. T—a 1— a
k(1—P._)P. =y k(r—1)(1—P._1)P." @7
_a-v-s Py a-v-s PYy
o k(r—1)1-P_ E(r—1)1— P~
1
Thus, we can obtain P,‘>P,«_1>(lJr 1 ) “. Now, to
. . . FA,(r—1)
prove the right-half of the inequality, we have
v oz-s-C:S a-v-s Py
Ap > — — > T
k(1—Pr_1)P¢ kor (1—Pr_1)P] 28)
" v-s P2 a-v- s( Py )a
¥ e =B ko \1p,
Hence, we can obtain P, < ——L . This ends the proof.
()« ]

D. Memory purchase costs

In terms of MHF purchase cost, we use the 32GB DDR4
memory (about $36°) as a typical example to estimate the
amortized memory purchase cost whose unit is Cp,. We
first explain why the amortized memory purchase cost scales
quadratically with the memory usage o based on Blocki et
al.’s work [21]. Suppose the lifespan of the memory is 2 years
as in [21], and 7=3 and 0=1GB in [17]. Under this setting,
Argon2i takes about 1s in its execution [17], so the amortized

cost for 1GB memory in 1s is given as
$36

=$1.78 x 1078,
32 x 2 X 365 x 24 x 3600

29

When 0=2GB, two terms in the denominator will change.
First, the memory purchase cost is amortized to 2GB, so
32 is reduced to 16. Second, it takes 2s to run Argon2i for
0=2GB, so 3600 is reduced to 1800. Hence, the result should
be $7.13x 108, which is 4 times the cost of $1.78x1078. In
this way, the memory purchase cost scales quadratically with
the memory usage o. We also note that, in the first process
of writing memory data (see Sec. IV-A), each memory unit
(i.e., 1KB) stores and holds data sequentially, so the amor-
tized memory is Y ._,i/o~c/2; In the following memory
iteration(s), Argon2i always occupies cKB. Hence, for 7=3
and 0=1GB=2%KB, there is Cp,-(7/2)- 240=$1.78x1078,
and we have Cp,=$4.63x1072L,

6See at Amazon http://tinyurl.com/384eyta2 . The actual price may
change from time to time due to multiple non-technical factors.


http://tinyurl.com/384eyta2
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