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Abstract—While password reuse attacks have gained consider-
able attention, only a few studies have examined multi-password
reuse attacks, where an attacker exploits the victim’s multiple
(e.g., at least two) leaked/sister passwords to guess her target
password on another account. A key challenge in modeling multi-
password reuse attacks is how to characterize users’ password
reuse behaviors and understand the inherent connections between
a user’s sister passwords, so as to generate the most effective
password guesses when the allowed guess number is small.

To address this challenge, we, for the first time, show that
previous models on multi-password reuse guessing derive most
of their advantages over single-password models from an implicit
oracle-selection effect, rather than from genuinely modeling
cross-password dependencies. Accordingly, we conduct a system-
atic empirical study to investigate the structural and semantic
relationships among multiple leaked passwords from the same
user. We further introduce the polynomial loss function during
training, and develop POLYGUESS, a multi-password guessing
model that more accurately captures users’ password reuse
behaviors. By employing three large-scale datasets with over 3.5
billion real-world passwords, we demonstrate that POLYGUESS
is effective: Given the victim’s one or more (i.e., 1-8) sister
passwords (which are denoted as £,), POLYGUESS achieves
success rates of 9%-36% (20% on average) in guessing her
target password (namely pw,.,.., where pw, ¢ L) within 100
guesses, which is 11%-78% (28% on average) higher than its
foremost counterpart. We also discuss the implications of our
findings for password policies, management, strength estimation
and credential checking.

I. INTRODUCTION

Text passwords remain the primary authentication method
and are unlikely to be fully replaced in the foreseeable future,
owing to their simplicity, ease of modification, and low de-
ployment cost [5, 9, 10, 71]. Despite their ubiquity, passwords
impose substantial usability burdens that encourage insecure
practices. Among these, password reuse remains widespread
and serves as one of the most common initial access vectors
in real-world breaches [4, 5]. One important factor is the
growing burden of password management. Recent NordPass
research reports that users manage approximately 120 personal
passwords and 67 work-related passwords on average in
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Fig. 1: Comparison between targeted password guessing models that exploit
only one (see the upper half) and all (see the lower half) of the victim’s exist-
ing/leaked passwords. The latter more naturally and realistically characterizes
users’ real-world and diverse password reuse behaviors.

2026 [57]. However, earlier studies [16, 19] found that users
maintained only about 5.8-6.5 distinct passwords, highlighting
the ever-intensifying conflicts between the growing number
of passwords users manage and their limited repertoire of
distinct passwords. As a result, users frequently reuse the same
passwords or create slight variations across multiple platforms,
prioritizing memorability over security [22, 55].

The increasing frequency of large-scale password breaches
[6, 14, 64] further exacerbates this problem. In January 2026,
for instance, a publicly exposed database of approximately 149
million credentials was discovered, with roughly 48 million
entries linked to Gmail accounts alone [18]. Critically, such
datasets are rarely exploited in isolation. Attackers routinely
exploit shared identifiers (e.g., emails) to correlate records
across multiple breaches, effectively reconstructing a victim’s
historical password portfolio [23, 39, 72]. These aggregated
datasets in turn enable targeted credential stuffing and creden-
tial tweaking attacks, which smartly exploit leaked passwords
to compromise accounts across services [39].

Compounding this threat is the scale of multi-password
leakage. A SurfShark report [3] reveals that 9.5 billion pass-
words have been leaked since 2004, compared to 3.7 billion
unique email addresses, indicating that the same users are
affected by multiple data breaches. Moreover, Pal et al. [39]
and Huang et al. [23] provide statistical evidence showing that
23%-42% of users have leaked at least three passwords. These
findings indicate that multi-password leakage is not an edge
case but an increasingly prevalent phenomenon affecting a
considerable fraction of users. This reality should be explicitly
accounted for when designing password guessing models for
practical attack scenarios, otherwise we would likely underes-
timate the threat of real-world targeted guessing.
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Fig. 2: Example of multi-password guessing. Some password segments (e.g.,
shared substrings) are highly informative for generating the target password,
while others are weakly related and may introduce misleading signals.

A. Motivation and design challenges

Existing studies on password reuse (e.g., [12, 30, 39, 60,
61, 68]) mainly focus on the single-password reuse attack,
where an attacker exploits one leaked password (i.e., a sister
password used at one service) of a victim to guess her
passwords on other services. While this line of work has been
extensively studied, it does not fully capture realistic attack
scenarios, in which multiple passwords of the same user have
been leaked (see Figure 1 for an example).

Intuitively, the availability of multiple leaked passwords
provides richer prior knowledge about a user’s password
creation behavior. For example, Pearman et al. [45] and Ur
et al. [55] find that users tend to select a small number
of “base passwords” and derive other passwords by mak-
ing slight modifications. These characteristics offer greater
potential for improving guessing effectiveness. Recent work
has begun to explore multi-password guessing, showing that
incorporating multiple inputs can significantly improve success
rates [23, 65, 72]. However, a fundamental question remains
largely unexplored: why do multiple passwords help?

Particularly, it is unclear whether improvements in multi-
password guessing stem from genuinely modeling cross-
password dependencies, or simply from an increased likeli-
hood that one input happens to be highly similar to the target.
If the latter dominates, existing multi-password models (e.g.,
PassLLM-II [72]) may effectively behave as noisy single-
password models, implicitly relying on some form of oracle
selection rather than well exploiting the multi-password struc-
tures and semantics. Understanding this distinction is critical,
as it directly affects how models should be designed to reliably
benefit from multiple inputs. To systematically investigate this
problem, we formulate three research questions:

o RQI1: What are the structural and semantic relationships

of multiple leaked passwords from the same user?

e« RQ2: How do existing single-password reuse models

behave when applied to multi-password settings?

e RQ3: What is the true source of success-rate gains in

existing multi-password guessing approaches?

When tackling these questions, we reveal two fundamental
challenges in multi-password reuse modeling. First, the leaked
passwords of a user can vary substantially in their relevance
to the target (see Figure 2 for a toy example): while some
share structural or semantic characteristics with the target, the
remaining passwords may introduce noise and mislead the

model. Prior work on targeted guessing has demonstrated that
incorporating irrelevant auxiliary inputs (e.g., employing more
types of personally identifiable information) can even degrade
model effectiveness [60, 61], and this risk is amplified when
the informative subset of sister passwords is unknown a priori.

Second, successful password guessing in reuse-based attack
scenarios largely depends on relatively subtle but critical
transformations (e.g., altering capitalization, or substituting
characters) made to existing passwords [12, 60, 61]. In the
three datasets analyzed, these transformations are sparse and
heterogeneous, whereas copying behaviors (in which large por-
tions of existing passwords are preserved) are more frequent
(see Section III-C). While copying is easy for models to learn,
it is insufficient for exact-match success: Guessing success
hinges on correctly predicting the few decisive positions that
differ. Under standard training objectives, the abundance of
easy copying positions may dominate the learning signal,
leaving mutation positions (target character positions that
require edits rather than direct copying from the aligned source
password) relatively underweighted.

Both challenges suggest that effectively modeling multi-
password reuse requires both (i) robust aggregation of mul-
tiple inputs under uncertainty, and (ii) careful allocation of
learning signals across different position types. However,
existing multi-password models (e.g., Pass2Pass-T [23] and
PassLLM-II [72]) primarily rely on input aggregation and do
not explicitly address this potential optimization imbalance.

To address both challenges, we first conduct a large-
scale empirical study to characterize the multi-password reuse
patterns present in three real-world datasets. Within these
datasets, password sets exhibit both global diversity and strong
local similarity, while exact-match guessing depends dispro-
portionately on sparse but critical transformations. Building
upon these findings, we introduce a training objective that
aims to rebalance learning signals between frequent copying
and sparse transformations, and develop POLYGUESS, a multi-
password guessing model tailored to these characteristics.

B. Contributions
We summarize our main contributions as follows:

o A systematic characterization of multi-password reuse
behaviors. We introduce a measurement framework of
nine similarity-, structural-, and target-oriented metrics
to quantify relationships among passwords linked to the
same user. Across the three large-scale datasets studied,
we observe global diversity together with strong local
similarity: Even when a user’s passwords are broadly dis-
similar, non-trivial pairwise and substring-level overlaps
frequently emerge, allowing multiple sister passwords to
collectively cover a large fraction of the target password.

o A loss function tailored to multi-password reuse. We
apply a polynomial loss [28] that aims to capture the
copy-dominant yet mutation-critical nature of password
reuse, rebalancing optimization weight across positions.
To the best of our knowledge, this is the first loss tailored
to the structural properties of multi-password reuse.



« Extensive evaluation. We construct three large-scale
mixed datasets, comprising over one billion real-world
passwords. Extensive experiments across Six represen-
tative attack scenarios demonstrate the effectiveness of
POLYGUESS. Within 1,000 guesses, our POLYGUESS
outperforms state-of-the-art password models, and partic-
ularly, within 100 guesses, it achieves 11%-78% higher
success rates than its foremost counterpart.

« Some insights. First, much of the gain from multiple in-
puts in representative existing models (e.g., [65, 72]) can
be explained by an implicit oracle-like selection effect:
using one oracle-selected source yields guessing success
rates close to those obtained with all sister passwords.
Second, POLYGUESS is more effective at guessing target
passwords that are not highly similar to any individual
input (Sec. VI-B), suggesting that it captures the relation-
ships among multiple sister passwords. Third, we provide
large-scale empirical evidence that tends to invalidate
password policies like password history checking and
mandatory periodic password changes, and highlights the
importance of considering threats arising from attackers
with users’ multiple leaked passwords when conducting
password strength estimation and credential checking.

II. BACKGROUND AND THREAT MODEL

In this section, we present the related work on pass-
word reuse, including both single-password reuse attacks and
multiple-password reuse attacks.

A. Single-password reuse attacks

In 2014, Das et al. [12] systematically studied cross-site
password reuse using large-scale leaked datasets and user
surveys. They show that 43%-51% of users directly reuse
passwords across sites, while a significant portion of the
remaining passwords are generated through simple, highly pre-
dictable transformations (e.g., appending digits or symbols).
Based on these observations, they propose the first cross-site
password guessing algorithm that exploits sister passwords
and transformation patterns, achieving substantially higher
guessing success rates (e.g., 30% within 100 guesses) than
traditional trawling guessing algorithms (e.g., PCFG [63]).

In 2016, Wang et al. [60] proposed TarGuess-II, which for
the first time introduced statistical rigor into cross-site guess-
ing, by using probabilistic context-free grammars and Markov
n-grams to learn structure-level and segment-level reuse be-
haviors, respectively. Compared with Das et al.’s algorithm
[12], TarGuess-II captures context-dependent transformation
behaviors and achieves much higher guessing success rates.

In 2019, Pal et al. [39] proposed Pass2Path, the first work
that introduces deep learning techniques into password reuse
modeling. Built upon a sequence-to-sequence architecture,
Pass2Path models password transformations as a sequence of
atomic edit operations (e.g., insertion and deletion), taking a
user’s sister password as input and generating the correspond-
ing edit sequence. In 2023, Wang et al. [61] pointed out that

each atomic edit operation may influence subsequent oper-
ations in the password transformation process. They further
formulated password reuse as a multi-class classification task
with a multi-step decision mechanism, and proposed Pass2Edit
[61]. In the same year, Xu et al. [68] proposed PassBERT,
pioneering the use of Transformer-based language models for
password generation and reuse modeling.

Following this line of research, a series of single-password
reuse models have been proposed. Representative approaches
include RFGuess-Reuse [62] based on random forests and
PointerGuess [65] leveraging pointer networks. More recently,
models such as PassLLM-II [72], which uses large language
models (LLMs), and KNNGuess [30] based on k-nearest-
neighbor reuse retrieval, have further advanced the effective-
ness of password reuse attacks.

Intuitively, existing single-password reuse models can be
extended to multi-password guessing scenarios. For example,
Pal et al. [39] explored a heuristic approach that independently
generates guess lists from multiple passwords and merges
them in a round-robin manner. While this strategy improves
guessing success rates compared to using a single password,
it fails to capture the structural and semantic relationships
among a user’s multiple passwords, reflecting a fundamental
limitation of single-password models.

Wang et al. [61] show that dissimilar password pairs can
introduce noise and negatively affect model learning. This
suggests that, with appropriate preprocessing of the training
data (e.g., selecting the most similar password to the target
from a user’s sister passwords as input), the guessing success
rate of such models can be further improved. We validate this
through experiments in Section V-D.

B. Multiple password reuse attacks

In 2024, Xiu and Wang [65] introduced MS-PointerGuess,
an extension of PointerGuess that adopts a multi-encoder
architecture to model two sister passwords simultaneously.
While it achieves higher guessing success rates than its single-
password counterpart, PointerGuess, its scalability is limited
by the varying number of passwords per user. More specif-
ically, the number of encoders must scale with the number
of available sister passwords, leading to increased model
complexity and reduced computational efficiency.

In 2025, Zou et al. [72] proposed PassLLM-II, which
utilizes multiple sister passwords of the same user to predict
target passwords across sites, achieving substantially higher
guessing success rates than prior models such as Pass2Path
[39] and PointerGuess/MS-PointerGuess [65]. More recently,
Huang et al. [23] proposed Pass2Pass-T, a Transformer-based
model that concatenates multiple leaked passwords from the
same user into a single sequence, and applies repetition-aware
compression and segmented positional encoding to capture
cross-password reuse patterns. With five leaked passwords,
the model achieves higher guessing success rates than MS-
PointerGuess [65], particularly within the first 1-5 guesses,
and generalizes to varying numbers of leaked passwords.



However, both PassLLM-II [72] and Pass2Pass-T [23] lack
a systematic analysis of where such gains originate. Moreover,
they do not well explore the potential of existing single-
password reuse models (e.g., Pass2Path [39] and Pass2Edit
[61]) when extended to multi-password scenarios.

C. Password reuse behaviors

Besides password guessing models, a large body of research
has examined password reuse from behavioral, measurement,
and system-security perspectives, providing important context
for understanding real-world threats.

Early studies established the pervasiveness of password
reuse and linked it to users’ limited ability to manage large
password portfolios. In 2007, Floréncio and Herley [16] con-
ducted the first large-scale measurement study, showing that
on average, each user maintains about 25 accounts but only
6.5 distinct passwords. Such behaviors are further driven by
bounded rationality, where users knowingly trade security for
memorability and convenience, and tend to underestimate their
own reuse practices [22].

Subsequent research has explored factors influencing reuse
behaviors. For example, Pearman et al. [45] showed that
password characteristics (e.g., length) and website properties
(e.g., category, perceived security level) significantly affect
reuse decisions. In addition, studies on password managers
reveal mixed effects: while dedicated third-party managers
can reduce reuse, a substantial fraction (e.g., approximately
22%-47% among some password-manager-assisted settings)
of users still reuse passwords in practice, driven by usability
preferences and habitual behaviors [32, 34].

From a security perspective, password reuse has been
identified as the key enabler of credential stuffing attacks.
For instance, a longitudinal study over two decades found
that reused passwords (and their slight modifications) enable
successful guessing for a substantial fraction of accounts
(e.g., up to 32%), far exceeding common-password guessing
strategies [38]. Similarly, Sahin et al. [46] demonstrated that
system design choices such as typo-tolerant authentication can
further amplify the effectiveness of credential stuffing and
password tweaking attacks.

To mitigate these risks, prior work has proposed var-
ious defenses, including compromised credential checking
services [40], privacy-preserving cross-site detection proto-
cols [53], and password reuse-aware strength meters [39, 58].
More recently, proactive approaches have been explored to
explicitly model reuse relationships across websites. For ex-
ample, in 2024, PassREfinder represents inter-site password
reuse as a graph and predicts credential stuffing risks using
graph neural networks [26].

D. Threat model

We consider a targeted online attacker who has obtained one
or more (e.g., >2) leaked passwords associated with a victim,
and submits model-ranked guesses to the authentication inter-
face of another account/service used by that victim. Large-
scale breach corpora (e.g., CitOday [2], COMB [1], and Naz

[6]) contain email—-password pairs that may be linked through
shared identifiers to assemble a set of passwords associated
with the same user [39, 61, 68, 72]. The target password is
not included in the attacker’s known password set.

We evaluate thresholds from 10 to 1,000 guesses to char-
acterize both tightly constrained and sustained low-rate at-
tacks. While online services generally deploy rate limiting
and account lockout mechanisms, previous studies show that
practical online guessing thresholds can still reach 100 or
1,000 attempts. For example, Wang et al. [59] measured the
rate-limiting mechanisms of the Alexa top-10 websites and
estimated that each allowed >3,600 attempts per month (120
per day; see Table 7 in their paper). Without loss of generality,
we set the online guessing threshold to 10, which is consistent
with major online guessing studies [60, 61, 65, 72].

To capture variation in the amount of prior knowledge, we
construct attack scenarios with different numbers of available
sister passwords (e.g., 1-4 and 5-8). For each user, the attacker
exploits all available inputs without knowing in advance which
password is most informative for the unseen target.

III. CHARACTERIZING INTRA-USER PASSWORD
RELATIONSHIPS

To better understand how users manage multiple passwords,
we conduct a comprehensive intra-user analysis over users
with multiple leaked passwords. More specifically, we aim
to characterize the extent to which structural and semantic
consistency is preserved (RQ1).

A. Multi-password dataset construction and statistics

We construct our dataset from three large-scale leaked
password corpora. As summarized in Table I, these datasets are
CitOday [2], COMB [1], and Naz [6]. CitOday is a large-scale
aggregated breach dataset containing email address-password
pairs compiled from numerous historical data leaks, and is
widely used for password security research [41, 66, 67, 69].
COMB (Compilation of Many Breaches) is one of the largest
credential compilations, aggregating over 3.2 billion unique
email—password pairs from around 252 prior breaches [1]. Naz
is a recent large-scale leak dataset involving over 70 million
accounts [6], incorporating newer breach data and thus better
reflecting contemporary password usage patterns.

Data cleaning. To ensure data quality, we apply a prepro-
cessing pipeline following prior password reuse studies (e.g.,
[39, 61, 65]). More specifically, we remove records with
invalid email formats and filter out passwords containing non-
printable, non-ASCII, or corrupted characters. We further dis-
card passwords that are excessively short or long (e.g., shorter
than 4 or longer than 30 characters), as well as strings that
show abnormal patterns such as long hexadecimal substrings,
which are unlikely to correspond to human-generated pass-
words. In addition, we identify and remove accounts associated
with an unusually large number of passwords (e.g., thousands),
as these are unlikely to be passwords of real users. Overall,
this cleaning procedure removes approximately 0.68%-2.97%
of the data, with negligible impact on the overall conclusions.



TABLE I: Details of password datasets leaked from various web services and data cleansing (“PWs” stands for passwords).

[ Dataset | Language Leaked Time [ Original PWs Unique PWs [ TInvalid emails  Tnvalid PWs  Removed % After cleaning |
Naz Mixed Sep. 2023 138,688,172 42,085,995 566,034 375,837 0.68% 137,746,301
COMB Mixed Feb. 2021 3,279,064,312 855,833,811 81,542,117 15,718,941 2.97% 3,181,803,254
CitOday Mixed Nov. 2020 158,527,650 63,820,703 1,099,504 2,631,091 2.35% 154,797,055

TABLE II: Statistics of user-count distribution by password number in
different multi-source datasets (“PW” stands for password).

#PW | Dataset COMB CitOday Naz
Per user | User accounts 1,434,791,054 92,824,048 33,248,591
2 OriginalJr 228,454,449 (15.92%) | 15,429,632 (16.62%) | 5,396,162 (16.23%)
Deduplicated || 199,542,328 (13.91%)| 4,001,385 (4.31%)|4,826,384 (14.52%)

3 Original 83,902,473 (5.85%)| 4,650,823 (5.01%)| 2,608,264 (7.84%)
Deduplicated 64,207,383 (4.48%) 420,363 (0.45%) | 1,913,914 (5.76%)

4 Original 39,162,102 (2.73%) | 1,878,467 (2.02%)| 1,334,455 (4.01%)
Deduplicated 26,679,297 (1.86%) 98,605 (0.11%) | 1,057,715 (3.18%)

5 Original 20,343,699 (1.42%) 916,543 (0.99%) 878,476 (2.64%)
Deduplicated 12,472,550 (0.87%) 36,933 (0.04%) 656,087 (1.97%)

>6 Original 77,883,371 (5.43%) | 2,404,305 (2.59%) | 4,520,687 (13.60%)
- Deduplicated 30,684,773 (2.14%) 72,613 (0.08%) | 1,947,817 (5.86%)

f “Original” denotes the original statistics, while “Deduplicated” denotes the
statistics after removing duplicated passwords per user.

TABLE III: Metric applicability by user password count. v': fully applicable;

A\: applicable with caveats; —: not applicable or degenerate.
Metric Form' m=2 m=3 m=4 m=5 m>6
MeanSim m > sij v v v v v
MaxSim max s;; v v v v v
VarSim Var(s;;) — A v v v
PivotSim ﬁ > Sxj — A v v v
TemplateCons 1— II:g(tr)L v v v v v
a(lpw|)
LenCV “(‘pw“ﬁcs(, N N v v v v v
MaxLCSCov max # v v v v v
MS-PosCopyRate % v v v v v
MutRatio % v v v v v

Trm denotes the distinct-password count before target holdout; s; 4 pairwise
similarity (2-gram cosine) between pw; and pw;: * denotes the pivot
password (the one with highest average similarity to others); H (¢): entropy
of template distribution (templates map characters to classes L/D/S); LCS:
longest common substring. For target-oriented metrics, one password is
randomly held out as pwiarget, and the remaining m—1 passwords form
P\ {pwiarget }. T* denotes the set of target positions supported by at least
one sister password via filtered LCS alignment, and pwsrc denotes the
most similar password in P\ {pwrget} to the target password pwiarget.

User matching and password aggregation. Since our focus
is on relationships among passwords associated with the same
user across breach sources, a critical step is linking credential
records that likely belong to the same individual. Following
Pal et al. [39], we first identify candidate cross-source ac-
count groups whose email prefixes match. We then retain
a candidate group only if its matched records additionally
share at least one identical password. This hybrid criterion
combines email-prefix agreement with password overlap to
reduce spurious associations. Exact full-email matching pro-
vides a strong linkage signal but may miss users who employ
different email providers, whereas email-prefix matching can
link some accounts missed by full-email matching at the risk
of merging unrelated users with identical prefixes. The shared-
password requirement thus serves as a conservative cross-

check, balancing false merges against missed associations as
with [39]. We aggregate the passwords in each retained group
into a unified password set.

Multi-password leakage statistics. Table II and Figure 15 (in
Appendix) show that multi-password leakage is widespread
across all three datasets. We report statistics both before and
after per-user password deduplication. The original statistics
retain duplicate occurrences of the same password across
breaches and thus characterize the raw extent of password ex-
posure, whereas the deduplicated statistics count only distinct
passwords and are used in the subsequent set-level relationship
analyses. Based on the original datasets, 27.23%44.32% of
users have at least two leaked passwords. More specifically,
15.92%-16.62% of users have exactly two leaked passwords,
5.01%—7.84% have exactly three, 2.02%—4.01% have exactly
four, and 0.99%-2.64% have exactly five; a further 2.59%-—
13.60% have at least six. Consequently, users with four or
more leaked passwords account for 5.60%-20.25% of the
population. These results reveal a highly skewed, long-tailed
distribution: While users with two or three leaked passwords
constitute the largest groups, a non-negligible fraction have
substantially larger exposed password portfolios.

B. Metrics for characterizing multi-password relationships

Notation. Let P={pw, ..., pw,,} denote the set of m sister
passwords belonging to user u, including the held-out target.
To quantitatively characterize the structural and semantic
characteristics among multiple passwords of the same user,
we define nine metrics (see Table III). These metrics are
organized into four categories that capture complementary as-
pects of users’ multiple passwords: (i) similarity-based metrics
that summarize pairwise password similarities (i.e., Mean-
Sim, MaxSim, VarSim, and PivotSim); (ii) structural metrics
that capture format-level consistency (i.e., TemplateCons and
LenCV); (iii) content-level metrics that capture substring reuse
and local overlap (i.e., MaxLCSCov); and (iv) target-oriented
metrics that characterize how a target password relates to the
remaining passwords under realistic attack scenarios, including
multi-source positional support (i.e., MS-PosCopyRate) and
single-source transformation cost (i.e., MutRatio).

The first three categories are computed from the complete
password set, and the target-oriented metrics are defined by
holding out one password as the target and treating the
remaining passwords as the available context. As a result, the
reliability of pairwise metrics depends on the total number of
distinct passwords per user (i.e., m). We therefore specify, for
each metric, the minimum m required for meaningful inter-
pretation, and group users by password count (m = 2,3,4,5
and m > 6) to ensure comparability.



Note that the aggregated breach corpora do not provide
reliable password-creation timestamps, so this holdout is not
chronologically ordered. Accordingly, our setting evaluates
password-set completion: predicting an unseen, held-out mem-
ber of a user’s observed password set from the remaining
members. It does not evaluate chronological prediction of a
password created by the user at a later time.

In the following, we introduce the intuition behind these
metrics and how they relate to multi-password reuse. Formal
definitions and details are provided in Appendix B.
Similarity measure. In 2023, Wang et al. [61] demonstrated
that 2-gram cosine similarity provides a more effective mea-
sure of password similarity than edit distance, as it better
captures shared structural patterns in password composition.
Therefore, we adopt this metric to quantify the similarity
between password pairs. More specifically, we represent each
password as a sequence of key-presses on a standard US
keyboard using the word2keypress transformation (as
with [39, 61]). In this representation, each character is mapped
to its corresponding keyboard input, where special keys such
as Shift and CapsLock are explicitly encoded.

Based on the resulting key-sequence, we extract character-
level 2-gram multisets and represent each password as a vector
v(pw) in the 2-gram space, where each dimension corresponds
to a distinct 2-gram and the value denotes its frequency. The
similarity between pw; and pw; is then computed by:

513 = cosvlpw,), vi(puy) = L) VIUS)
[[v(pw:)| - [[v(pw;)ll
By construction, s;; € [0,1]: a value of O indicates no
shared 2-gram structure, while 1 indicates proportional 2-gram
frequency vectors.
Similarity-based metrics. We consider two representative
statistics: MeanSim, which reflects the overall (global) sim-
ilarity within a password set, and MaxSim, which captures
the strongest (local) similarity between any pair of passwords.
These two metrics distinguish globally diverse password sets
from those showing strong localized reuse.
Structural metrics. To examine whether password reuse
manifests at the format level, we consider coarse-grained struc-
tural patterns, including character-class templates (i.e., let-
ter/digit/symbol) and length variability. These metrics capture
whether users maintain consistent structural formats across
passwords, independent of specific character choices.
Content-level metrics. Besides coarse-grained structural pat-
terns, we further examine reuse at the content level by mea-
suring contiguous substring overlap between passwords. In
particular, MaxLCSCov captures the extent to which a long
contiguous segment (e.g., a keyword) is preserved across pass-
words. This metric complements similarity-based measures by
explicitly focusing on local content reuse, which may not be
fully captured by order-insensitive similarity metrics.
Target-oriented metrics. To better reflect realistic attack
scenarios, we further introduce target-oriented metrics by
holding out one sister password as the target and treating
the remaining ones as available context. Particularly, MS-

PosCopyRate measures the fraction of target positions that can
be explained by combining substrings from multiple source
passwords, capturing multi-source positional support. In con-
trast, MutRatio measures the Levenshtein edit distance from
the most similar source password to the target, normalized by
the target password length.

Robustness to the user-linkage criterion. Before interpreting
the measurement results, we examine whether the shared-
password requirement in our original user-matching process
biases the distributions of the nine metrics. We repeat the
complete nine-metric analysis on Naz using exact full-email
matching, without requiring any shared password. The result-
ing distributions across the metrics are highly consistent with
those obtained using our original criterion, suggesting that the
main observations are not substantially driven by selecting
users who already exhibit direct reuse. See Figures 17(a)—17(1)
for the corresponding distributions.

C. Characteristic analysis

We analyze multi-password behaviors on a unified dataset
constructed from CitOday, COMB, and Naz. Detailed analyses
are provided in Appendix C. Here, we summarize four key
findings. For readability, we group metric scores into coarse
bins. Each range corresponds to qualitatively different reuse
patterns, which we illustrate with examples in Table VIII.
Scope of analysis. All analyses are conducted on deduplicated
password sets, where identical passwords within each user
are merged and only one instance is retained. The reported
statistics therefore capture structural and semantic charac-
teristics among distinct passwords, excluding trivial direct
reuse and focusing on meaningful transformations relevant
to more challenging and security-critical password tweaking.
Due to the large scale of the dataset (over 10° passwords),
we randomly sample 50,000 users per group to compute the
reported descriptive statistics. Empirically, we observe that the
results stabilize once the sample size exceeds 20,000.
Finding I: Larger password sets increasingly expose strong
local reuse despite low global similarity. While global si-
milarity remains low across most password sets (e.g., over
~50% of users have MeanSim, € [0.0,0.2] even at large
m; see Figure 3(a)), the probability of containing at least
one highly similar pair rises sharply with m (e.g., ~78%
of users have MaxSim,, > 0.8 at m > 6; see Figure 3(b)).
Thus, larger password portfolios remain globally diverse while
increasingly exposing strong local reuse. This helps explain
why existing multi-password models such as PassLLM-II [72]
can be effective: with more sister passwords, the model is
more likely to receive a highly informative input, implicitly
benefiting from a source-selection effect (see Section VI-C).
From an attack perspective, this creates a noisy-oracle-like
setting in which informative reuse evidence is present but its
source is unknown a priori, motivating models that can identify
and exploit such evidence without oracle source selection.
Finding II: Similarity heterogeneity increases with pass-
word-set size but remains bounded. Across the sam-
pled m-strata, the similarity-variance distribution shifts from
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Fig. 3: Key characterization results of multi-password behaviors across users and m-strata. The results show that global similarity remains low (MeanSim),
while local reuse (MaxSim), similarity heterogeneity (VarSim), and content-level overlap (MaxLCSCov) increase with m (i.e., the total distinct-password
count). Meanwhile, higher MS-PosCopyRate and lower MutRatio indicate that, in larger observed password sets, a greater fraction of target positions can be
supported by the available inputs and the closest source tends to require fewer modifications, while exact-match reconstruction still depends on the remaining
sparse transformations. Additional metric distributions are provided in Figure 11, and detailed numerical results in Table VII (both in the Appendix).

a low-dominant regime toward greater moderate-variance
mass: from m=3 to m>6, the proportion of users with
VarSim,, €[0,0.08] decreases from 69% to 57%, while the
proportion in [0.08,0.16] rises from 26% to 42% (see Ta-
ble VII). High-variance cases (VarSim,, € [0.16,0.20]) remain
rare (<5%). Thus, larger observed portfolios are associated
with more moderate heterogeneity without a corresponding
increase in extreme divergence.

Finding III: Local content overlap is more prominent
than global structural consistency. High-overlap cases are
more prevalent in the larger-m strata (e.g., ~89% of users
have MaxLCSCov,, € [0.8,1.0] at m > 6; see Figure 3(d)),
indicating that these sets often contain a pair sharing a long
contiguous substring. In contrast, template-level consistency
remains low and shows no monotonic trend (see Figure 11(b)
in the Appendix). These set-level observations suggest that
fine-grained character-level dependencies may provide a more
informative modeling signal than coarse global templates,
motivating our emphasis on character-level reuse patterns in
the subsequent model design.

Finding IV: Exact reconstruction depends on sparse but
decisive mutation positions. In the smaller-m strata, the
MutRatio,, distribution is polarized between low- and high-
mutation cases (see Figure 3(f)); in the larger-m strata, low
mutation ratios are more prevalent, meaning that the held-out
target more often has a closely related source in the observed
set. Multi-source positional coverage is also higher in the
larger-m strata (see Figure 3(e)), which is consistent with
different inputs offering complementary positional evidence.
Since copied positions dominate these alignments while exact
reconstruction still depends on the remaining transformations,
mutation positions are sparse yet disproportionately important.
This imbalance motivates training objectives that aim to pre-
vent abundant copying positions from dominating the learning

signal and instead allocate sufficient emphasis to the mutation
positions that determine exact-match success.

Statistical validation. Using the full Naz dataset, we ap-
ply Cochran—Armitage trend tests to representative set-level
conditions derived from our findings. All tested conditions
show statistically significant monotonic trends across m-strata
(p < 0.01), providing statistical support for the observed
associations between password-set size and the corresponding
reuse metrics (see Appendix A).

Sensitivity to service risk. Password choice may depend
strongly on perceived account risk: users may invest more ef-
fort in protecting high-value services (e.g., banking) than low-
sensitivity applications [45]. Since the three public datasets
do not provide reliable service context for each password,
we cannot directly stratify passwords by the value of the
service on which they were used. As a practical but imperfect
proxy, we identify a subset of COMB accounts associated
with government-related (e.g., .gov) or bank-related email
domains and compare their distributions across the nine met-
rics with the aggregate distributions in our main analysis. The
metric distributions are generally consistent, suggesting that
the observed copying and transformation patterns are also
present among accounts potentially associated with higher-
value organizations. See Figures 17(j)—17(r) in the Appendix
for the nine-metric distributions of this proxy subset.

Scope and external validity. Our findings characterize multi-
password copying and transformation patterns observed across
three large-scale leaked-credential datasets. Since the prove-
nance, collection context, user populations, and service context
of these public datasets cannot be fully verified, it remains
unclear whether the observed patterns generalize beyond the
datasets and associated populations studied. Confirming that
interpretation requires controlled user studies that directly ex-
amine how users construct passwords under different service-
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Fig. 4: Overview of the POLYGUESS framework. Multiple passwords associ-
ated with the same user are first grouped and serialized into structured inputs.
A pretrained language model then performs conditional password generation
and is optimized with the Poly-1 loss, which strengthens the learning signal in
the intermediate-confidence regime. At inference time, beam search generates
a ranked set of password guesses for each targeted user.

risk contexts. We leave this as an important next step.
Implications for model design. The above findings translate
into two design requirements. First, the noisy-oracle structure
requires a model to identify informative reuse signals from
multiple inputs without knowing in advance which sister
password is most relevant to the target. Second, the copy-
dominant yet transformation-critical structure calls for a train-
ing objective that aims to prevent abundant easy-copy positions
from overshadowing sparse but decisive mutation positions.
These requirements motivate our concatenation-based input
representation and Poly-1 loss, respectively.

IV. POLYGUESS: A MULTI-PASSWORD GUESSING MODEL

In this section, we develop POLYGUESS (see Figure 4)
by following the implications of Section III-C. We first val-
idate the measurement-derived training implication through a
position-level analysis of PassLLM-II [72]. We then formalize
multi-password conditional generation for aggregating noisy
inputs and finally derive Poly-1 to emphasize the sparse
mutation positions that constitute the prediction bottleneck.

A. From measurement findings to training evidence

Section III-C shows that copying accounts for most target
positions, whereas sparse transformations are disproportion-
ately important for exact matches. To determine whether this
measurement-level imbalance is also a learning bottleneck,
we conduct a fine-grained position-level analysis using the
strong multi-password baseline PassLLM-II [72]. The statistics
are computed on samples successfully cracked within 1,000
guesses, using the model’s top-1 character predictions. For
each prediction, we align the target with its most similar source
and categorize positions as copy (direct matches) or mutation
(requiring edit operations). For example, in passwordl123
— Password!23, assword and 23 are copy positions,
whereas the initial capitalization (p—P) and substitution
(1—!) are mutation positions.

The gap is pronounced: PassLLM-II [72] achieves 93.15%
accuracy on copy positions but only 1.71% on mutation

positions. While mutation positions account for just 14.10%
of characters, they contribute 70.22% of prediction errors.
Thus, the sparse transformations identified by our measure-
ment study are also the principal position-level bottleneck of
an existing multi-password model. This evidence motivates
a training objective that introduces a confidence-dependent
correction to the learning signal, with the aim of improving
predictions at difficult but informative mutation positions.

B. Multi-password conditional generation

Multi-password reuse guessing poses a practical challenge:
useful information is unevenly distributed across inputs, and
the most informative password is unknown a priori. As shown
in Section III-C, password sets show global diversity with
strong local reuse, requiring models to identify which inputs
are useful for predicting the target.

However, our empirical results show that explicit input se-
lection is unnecessary. PassLLM-II [72] already performs well
without selection (see Figure 10). Moreover, under an oracle
setting (where the most similar password is selected), using
only a single input achieves guessing success rates comparable
to using all inputs. This suggests that such LLM-based multi-
password models can use information from relevant passwords
even when other inputs are less similar to the target.

Based on this observation, we adopt a simple concatenation-
based paradigm that uses all available (leaked) passwords as
input without selection. We further find that guessing success
rate is largely insensitive to input ordering (see Appendix G),
indicating robust information aggregation. This design enables
effective integration of complementary reuse patterns while
naturally handling input uncertainty.

We formulate multi-password reuse guessing as a condi-
tional sequence generation problem. Let

syr), (D)

where £, denotes a k-entry input sequence (duplicates al-
lowed), with target y = pwg1.
We concatenate L, into a single sequence:

L, = (pw1,pws, ..., pwy), y=(y1,92, ...

X = pwy (SEP) pws (SEP)--- (SEP) pwy. @)

We build on a lightweight causal language model (0.5B-
parameter Qwen), following PassLLM-II [72]. The generation
objective is:

T
po(y | L) =[] polwe | X y<s). 3)
t=1

Training uses teacher forcing with ground-truth prefixes, and
inference proceeds autoregressively until termination.

C. Polynomial loss design

From position-level evidence to loss design. The measure-
ment findings and the PassLLM-II [72] analysis establish the
same imbalance at two levels: copying positions are abundant
and easy to predict, whereas mutation positions are sparse,
error-prone, and decisive for exact-match success. Standard



cross-entropy assigns the same functional form to every token.
Given the predominance of copying positions, the cumulative
learning signal may be dominated by these positions, leaving
sparse mutation positions relatively underemphasized. Thus,
we seek a confidence-aware objective that introduces addi-
tional learning signals at intermediate-confidence positions,
which may include difficult but informative mutation positions.
A difficulty-aware reweighting strategy: focal loss [31]. A
natural way to address this imbalance is to reweight tokens
by prediction difficulty. In this spirit, focal loss introduces a
modulating factor to emphasize hard-to-predict tokens:

ﬁ(t) _

Focal ™

—(1=F)"log P. “4)

This formulation suppresses the contribution of well-classified
tokens and shifts relative emphasis toward harder predictions.
This may reduce the influence of easy copying positions. In
our experiments, focal loss improves multi-password guessing
success rates (Figure 5). However, the hardest target positions
may also correspond to cases where the available sister-
password context provides weak, conflicting, or highly uncer-
tain evidence. Consequently, overemphasizing these positions
may be less effective than strengthening the learning signal
at intermediate-confidence positions while still addressing the
mutation-related prediction bottleneck identified above.
Polynomial view of cross-entropy. To better understand how
to reshape the learning signal, we revisit cross-entropy from
a polynomial perspective, following the Taylor expansion
framework of Leng et al. [28]. Their polynomial loss addresses
class-frequency imbalance in image classification, whereas
we focus on structural imbalance in multi-password reuse:
copying positions are abundant and easy to predict, whereas
sparse mutation positions are decisive for exact-match success.
More specifically, when a model is well-trained, P;~1 at copy-
ing positions (which dominate the sequence), making x=1 a
natural expansion point. Expanding f(z)=— log = around z=1
and substituting z=PF; yields

=) S1-RYy. (5)

j=1

—log P,

This representation decomposes the loss into residual-based
components with different sensitivities to prediction confi-
dence. Cross-entropy can be viewed as a weighted polynomial
over the residual (1 — P;) with fixed coefficients 1/j, which
motivates a more flexible loss design with tunable coefficients.
Generalized polynomial loss. Based on the above observa-
tion, we adopt a generalized polynomial formulation:

Zaj 1-PR)y (6)

Poly

When a; = 1/j, it reduces exactly to standard cross-entropy.
To preserve its stability while enabling task adaptivity, we
parameterize o; = 1/j + €;, which gives

‘CPoly_CgE+Z (1— Py (7N

Poly-1 approximation and final loss. The polynomial view
also reveals how different correction orders redistribute the
optimization signal. For an additional term €;(1 — P;)7, the
magnitude of its correction to the true-class logit gradient
is proportional to jP;(1 — P;)’, which is maximized at
P, =1/(j+1). The first-order correction therefore contributes
its largest additional gradient around intermediate confidence
(P; = 0.5), whereas higher-order corrections progressively
shift their emphasis toward lower-confidence predictions. This
behavior is well aligned with our setting: our position-level
analysis identifies mutation positions, which are substantially
harder to predict than copying positions, as the main prediction
bottleneck, while extremely uncertain predictions may also
reflect weak or conflicting evidence from the available inputs.
Accordingly, we use the first-order correction as a simple
confidence-aware approximation and empirically compare it
with higher-order alternatives in Figure 5:

€1 =€, =0 (j>1), (8)
which leads to the final per-token loss
LG = —log P+ e(1 - ), ©)

where € > 0 is a tunable hyperparameter. The sequence-level
loss and overall training objective are

10gPt+€ 1—Pt)] (10)

OllI'S

and
T;

mln %Z

=1 t=1

{ log P” +e(1—P§“)}, (11)

respectively, where D = {(z(®,4()}N | denotes the training
set. In practice, we evaluate € € {0.5, 1, 2} and find that e = 1
provides the best overall effectiveness (see Figure 5).

Gradient analysis. We derive the gradient with respect to
logit z; 1. Let g; i denote the predicted probability assigned to

token k at position ¢. Using 0P, /0z = Py(1[k = y¢] —qu.x)s
we obtain

DL s

O (g = b= wl) 1+ eP). (2

The loss rescales the standard cross-entropy gradient by the
factor (1 + €P;), preserving its direction while introducing
an additional confidence-dependent correction. Equivalently,
the additional Poly-1 term contributes a true-class gradient
correction whose magnitude is proportional to P;(1— P;); this
correction is largest at intermediate confidence and vanishes
toward both P, — 0 and P; — 1.

For comparison, focal loss [31],
the cross-entropy gradient by

(1_Pt)’Y_,yPt(1_Pt)’Y

—(1—P;)" log P, rescales

“Llog P,.

This factor approaches 1 as P, — 0 and approaches 0 as
P, — 1, thereby suppressing easy predictions and shifting
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Fig. 5: Comparison of loss functions and hyperparameter sensitivity under the
same architecture and training setup. Poly-1 consistently achieves the highest
guessing success rates. The effectiveness remains stable across different e
values, with e = 1 achieving the best overall results.

relative emphasis toward harder ones. Poly-1 instead adds
its strongest correction in the intermediate-confidence regime,
providing a confidence-dependent correction that may better
address the mutation-related prediction bottleneck identified
in our position-level analysis, consistent with the empirical
results in Figure 5.

Effect of loss design. To evaluate the impact of loss design,
we compare standard cross-entropy (PassLLM-II [72]), focal
loss [31], and two variants of our polynomial loss (Poly-1
and Poly-2) under the same model architecture. As shown
in Figure 5, Poly-1 consistently achieves the highest success
rates at all tested numbers of guesses, followed by Poly-2 and
focal loss. Both focal loss and polynomial loss outperform
cross-entropy, indicating that reweighting the learning signal
is beneficial in multi-password settings. Poly-1 further out-
performs focal loss, suggesting that shifting relative emphasis
broadly toward harder predictions is less effective in our
setting than concentrating the strongest additional correction
at intermediate confidence. The lower performance of Poly-
2 further suggests that shifting the correction toward lower-
confidence predictions provides limited additional benefit.

V. EXPERIMENTAL SETUP

In this section, we introduce the baseline models and de-
scribe how to effectively adapt existing single-password reuse
models to the multi-password setting. Then, we present our
experimental results.

A. State-of-the-art models for comparison

We comprehensively compare POLYGUESS with state-of-
the-art password models. For a fair comparison, we ensure

TABLE IV: Experimental setups for multi-password guessing scenarios!.

#/D k-password [| Train [ Avg. # PWs Test [Avg. #PWs
ataset guessing || samples | per user samples | per user

1 14 2 2. 20, 2.
COMB-mix kel1,4] 00,000 6 0,000 5

2 ke[5,8] ||200,000 7.2 20,000 7.0

30 . . ke[1,4] ||200,000 2.5 20,000 23
CitOday-mix

4 ke<[5,8] || 200,000 7.0 20,000 7.0

5 . ke[1,4] || 200,000 2.8 20,000 2.8
Naz-mix

6 ke[5,8] || 200,000 72 20,000 7.2

T k counts known input entries. Raw training samples retain duplicates,
including input—target matches, before model-specific preprocessing; test
inputs may contain duplicates but must differ from the target. “Unseen”
denotes a held-out test target, rather than a password created later.

that all models work on the same training and test sets, and
manage to obtain/use their codes shared/open-sourced by the
original authors. For all model parameters, we follow the best
recommendations. Below, we briefly describe these models.
KNNGuess. It is a single-password guessing model proposed
by Li and Wang [30] at NDSS’26. It augments a Transformer-
based architecture with a k-nearest neighbors retrieval mech-
anism to better capture password reuse behaviors. We use the
default configuration: a 6-layer encoder-decoder with embed-
ding size 512, the Adam optimizer with learning rate 5 x 10™4,
and retrieval parameters k = 32 and 7' = 300.

PassLLM-IL. It is a reuse-based guessing model proposed by
Zou et al. [72]. It leverages a LoRA fine-tuned decoder-only
LLM to generate passwords conditioned on either a single
sister password or multiple sister passwords, and employs
dynamic beam search for efficient inference. We adopt the
authors’ default setting with a Qwen2.5-0.5B base model.
TarGuess-II. This model is a PCFG [63]-based password
guessing model proposed by Wang et al. at ACM CCS’16 [60].
TarGuess-II characterizes users’ password reuse behaviors at
two levels (segment- and character-level). To capture users’
vulnerability to choosing popular passwords, TarGuess-II in-
corporates a popular password list when generating a guess
list for each user. The parameter settings follow the default
configurations provided in the authors’ original code.
Pass2Path. It is a seq2seq-based password model proposed
by Pal et al. [39] in 2019. Pass2Path creatively models the
password reuse process as a “password-to-path” task, where
the model inputs the existing password and predicts the
corresponding edit operation sequence. Consistent with [39],
the learning rate is 0.0003, the layer number of RNN is 3, the
hidden unit is 128, and the dropout probability is 0.4.
Pass2Edit. Proposed by Wang et al. [61], Pass2Edit employs
a “multi-step decision” mechanism for generating edit oper-
ations. Pass2Edit takes both the original existing password
and the intermediate password produced thus far as inputs to
predict the next edit operation. The predicted operation is then
applied to the intermediate password to produce the input for
the next timestep. Consistent with [61], we use a 3-layer GRU
and a 2-layer fully connected network. The learning rate is
0.001 and the dropout rate is 0.4.

PassBERT. It is a unified and pioneering password guessing
framework proposed by Xu et al. [68] at USENIX Security’23,
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Fig. 6: Training and generation strategies for multi-password adaptation based
on a single-password reuse model. Using KNNGuess [30] as a representative
single-password guessing model, we compare different adaptation strategies
in multi-password settings along two dimensions: training strategy (i.e.,
similarity-based selection vs. pairwise expansion) and generation strategy (i.e.,
round-robin merging vs. oracle selection).

which supports three password guessing scenarios, including
password reuse attacks. It utilizes the BERT model to predict
the edit operation sequence based on each user’s existing
password. Consistent with [68], we use 2 attention heads, a
learning rate of 10~°, the Adam optimizer, a dropout rate of
0.1, and a sequence length of 32/34.

PointerGuess / MS-PointerGuess. PointerGuess, proposed by
Xiu and Wang [65] at USENIX Security’24, is a targeted pass-
word guessing model that reformulates conditional password
generation as a combination of copying characters from exist-
ing passwords and generating new characters. Building upon
PointerGuess, the authors further proposed MS-PointerGuess,
which extends the framework to the multi-password setting
by incorporating a multi-encoder architecture to jointly model
multiple existing passwords. However, due to the substantial
computational overhead introduced by additional encoders, the
original paper only implements a two-encoder design for the
two-password setting. To ensure a fair comparison, we strictly
follow the original design and adopt the same two-encoder
architecture in our experiments. Following [65], we also use
the recommended parameter settings, including e = 1 x 10712
for smoothing, the attention mechanism, a learning rate of
0.001, and a dropout rate of 0.5.

Pass2Pass-T. It is a multi-password targeted guessing model
proposed by Huang et al. [23] in 2025. Pass2Pass-T employs
a Transformer-based architecture to directly generate a target
password from multiple leaked passwords of the same user.
More specifically, the model concatenates multiple input pass-
words into a single sequence, and further introduces repetition-
aware compression and segment-wise positional encoding to
better capture multi-password characteristics. Following [23],
we use 8 Transformer layers with embedding size 512 and 8
attention heads, trained using Adam with a learning rate of
1 x 10~* and a dropout rate of 0.1.

B. Adapting single-password models

To answer RQ2, we now establish how existing single-
password reuse models (e.g., Pass2Path [39] and Pass2Edit
[61]) can be adapted to multi-password guessing scenarios.
Our goal is to construct strong and fair baselines that fully

exploit the capabilities of single-password models under real-
istic multi-password scenarios.

Existing password reuse models can be broadly categorized

into two types: (1) sequence generation models, which take
a source password as input and directly generate the tar-
get password (e.g., PointerGuess [65], PassLLM-II [72], and
KNNGuess [30]); and (2) edit-based models, which predict
a sequence of transformation operations from the source
password to the target (e.g., Pass2Path [39] and Pass2Edit
[61]). Sequence generation models can be extended to multi-
password settings via input concatenation (as adopted by
Pass2Pass-T [23] and PassLLM-II [72]), whereas edit-based
models are not naturally suited for multi-source inputs.
Training strategies. Given multiple available passwords per
user, we consider two representative strategies for constructing
training data. (i) Pairwise expansion pairs each available pass-
word with the target, generating multiple training instances per
user. (ii) Similarity-based selection retains only the most sim-
ilar password to the target, focusing on the most informative
transformation signal.
Generation strategies. At inference time, since the target
password is unknown, all available passwords can be used
as independent inputs. We consider two strategies. (i) Round-
robin merging generates candidate lists from each input pass-
word and interleaves them, ensuring balanced utilization of
multiple sources. (ii) Oracle selection assumes access to the
most similar password to the target and uses it as the sole
input, serving as an ideal upper bound where the model always
receives the most informative source.

As shown in Figure 6 (here we take KNNGuess [30] as
an illustrative example), two observations emerge. First, using
all available passwords with round-robin merging performs
comparably to oracle selection, suggesting that it is an effective
and practical strategy for exploiting multiple inputs without
explicit selection. Second, similarity-based selection consis-
tently outperforms pairwise expansion during training. This
is because, while pairwise expansion increases the amount
of training data, it may introduce weakly related pairs that
add noise and degrade learning quality [61]. In contrast,
similarity-based selection emphasizes high-quality supervision
by focusing on the strongest source-target relationship.

Based on these observations, we adopt similarity-based se-
lection for training and round-robin merging for generation as
our default configuration for adapting single-password models.
As we will demonstrate in subsequent large-scale experiments
(see Figure 7), this configuration provides a strong baseline,
enabling single-password models (e.g., PointerGuess [65] and
Pass2Edit [61]) to achieve success rates significantly higher
than existing multi-password models (e.g., Pass2Pass-T [23]
and MS-PointerGuess [65]).

C. Attack scenarios design

We construct several datasets by matching user accounts
across large-scale password leaks using email identifiers. More
specifically, we use three widely used aggregated datasets (i.e.,
COMB, Cit0day, and Naz) and derive three mixed datasets



25% < 45%

— = PolyGuess

— = PolyGuess
+=++ PassLLM-Il
— -+ PointerGuess
- KNNGuess _

20%4 " Pa§sLLM-II
=+ PointerGuess
1501 "7 KNNGuess

10% Pass2Edit S 20% -7

Fraction of successfully cracked

—— Pass2Edit g -
==+ Pass2Pass-T_ o
-

d

-
=
N

PolyGuess —— Pass2Edit -
» PassLLM-II +=-+ Pass2Pass-T -
— PointerGuess =-= Pass2Path_,~"
===+ KNNGuess s~

ac
—
N
X
]
\

y
-
o
R

8%
6%

4% P T L ot
Pass2Path
= PassBERT

- TarGuess-Il

2% PassBERT

=+=+ TarGuess-ll

Fraction of successfully cr:

0%

- =+ Pass2Pass-T a -~
5% ,r{.‘:‘;‘/",_ - =+= Pass2Path E 15:/° .
e ==+ PassBERT S 10% s
0% =+=+ TarGuess-Il E 5% i
10° 10! 102 10° B oog s

Guess number

(a) #1 COMB-mix: k € [1, 4]

Guess number

(b) #2 COMB-mix: k € [5, 8]

102 T0° 100 10! 102 103
Guess number

(c) #3 Cit0day-mix: k € [1, 4]

12% 25%
== PolyGuess =+= Pass2Path — == PolyGuess
10%{ ===+ PassLLM-lI ==+ PassBERT - 20%] "t PassLLM-II
— PointerGuess =+=- TarGuess—II’./_ < — PointerGuess
8% 1 aun. - amame
o :NN(ZSEZis e 15% KNNGuess
—— Pass2Edi - _—
6% e

===+ Pass2Pass-T
10%
4%

o
X

2%

Fraction of successfully cracked

Fraction of successfully cracked

0% —- 0% L-eZin

35%

~ = PolyGuess =
30%7 .... PassLLM-II

Pass2Pass-T
=+~ Pass2Path
PassBERT -

- =

— PointerGuess ==+
===+ KNNGuess
20%1 —— Pass2Edit -~

25%

-
-
7 P

15%
=+ Pass2Pass-T

Pass2Path
= PassBERT
=+=+ TarGuess-Il

10%

5%

Fraction of successfully cracked

9
10° 10! 102 10° 10° 10!
Guess number

(d) #4 Cit0day-mix: k € [5, 8]

Guess number

(e) #5 Naz-mix: k € [1, 4]

0%

10? 103

10! 102 10°
Guess number

(f) #6 Naz-mix: k € [5, 8]

Fig. 7: Guessing effectiveness across six multi-password scenarios. For each scenario, the training configuration follows Table IV, and the test setting is

specified in the sub-caption. All six scenarios use (pwi, ..

., PWE) — pWyy1, Where (pwr, ...

,pwy,) is the test input and pwy4 1 is the target; the indices

do not represent password-creation order. Our POLYGUESS achieves the best overall guessing success rates across the evaluated settings.

(i.e., COMB-mix, Cit0day-mix, and Naz-mix), each containing
multiple passwords associated with the same matched user
across aggregated credential or breach records.

For the main experiments in Figure 7, training samples re-
tain duplicates, including input—target matches, before model-
specific preprocessing. Test inputs may contain duplicates, but
none matches the target. We consider two input-count regimes:
(i) small portfolios (k = 1-4), and (ii) larger portfolios (k = 5-
8). This setting reflects practical attack scenarios with varying
levels of prior knowledge. We restrict £ < 8 for three reasons:
(1) users with more than eight leaked passwords are rare
in the dataset (see Figure 15); (2) adapting single-password
models to multiple inputs increases inference cost because
candidates are generated for each input and then merged;
and (3) prior work such as Pass2Pass-T [23] similarly limits
input size to control model input length. Following standard
practice in password reuse modeling [61, 65, 72], we sample
200K training instances and at least 20K test instances per
dataset (at the user level) to ensure stable evaluation. The full
experimental configurations are summarized in Table IV.
Breach-ordered evaluation. We further evaluate POLYGUESS
in a breach-ordered setting, using passwords leaked in earlier
breaches to guess a target password leaked in a later breach
(see Appendix E). The guessing success rates of POLYGUESS
are only slightly lower than those under random hold-out
evaluation, suggesting a limited impact of breach chronology
in this evaluation. We leave a systematic study of temporal
password evolution to future work.

D. Experimental results

Here we briefly analyze the experimental results of Sce-
narios #1~#6 and provide an overall analysis of the results.
As with [39, 60, 61, 65, 68], we employ the guess-number

graph to evaluate the performance (i.e., guessing success rate)
of different password models.

Overall analysis. Figure 7 and Table X present the guess-
ing success rates of different models under multi-password
guessing scenarios. Overall, POLYGUESS consistently outper-
forms all baselines within 101-103 guesses. More specifically,
when allowed 100 guesses, the average success rates of our
POLYGUESS across all scenarios are 16.81% for k € [1,4]
and 23.02% for k € [5,8] (where k denotes the number of
sister passwords available per user), compared to 14.38% and
18.99% for PassLLM-II [72], 14.94% and 16.97% for Pointer-
Guess [65], and 14.47% and 16.17% for Pass2Edit [61]. When
the guess number increases to 1,000, the average success rates
of POLYGUESS further rise to 20.66% and 26.83%, while the
corresponding figures are 18.46% and 23.45% for PassLLM-II
[72], 18.58% and 23.03% for PointerGuess [65], and 17.58%
and 21.21% for Pass2Edit [61]. Particularly, POLYGUESS
outperforms its foremost counterpart (i.e., PassLLM-II [72])
by 11.42%-78.40% (28.2% on average) and 9.20%-39.97%
(16.8% on average) within 100 and 1,000 guesses, respectively.

In particular, the lower success rates on CitOday are consis-
tent with its markedly different post-deduplication password-
portfolio distribution: only a small fraction of its users have
multiple distinct passwords (see Table II).

Since POLYGUESS and PassLLM-II [72] differ primarily
in the loss formulation, the consistent gains across these
controlled comparisons suggest that the Poly-1 loss helps the
model make better use of the available training evidence,
particularly at critical mutation positions. To better understand
this advantage, we examine the passwords additionally cracked
by POLYGUESS in Section VI-B.

RQ2: Effectiveness of single-password models in multi-
password settings. Interestingly, in some cases, single-
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password models (e.g., PointerGuess [65] and Pass2Edit [61])
using similarity-based selection during training and round-
robin merging during generation achieve success rates compa-
rable to the leading multi-password model PassLLM-II [72],
and even substantially outperform Pass2Pass-T [23] and MS-
PointerGuess [65] (see Figure 13). This observation indicates
that simply incorporating multiple passwords as input does not
necessarily translate into improved effectiveness. Instead, it
suggests that existing multi-password models (e.g., PassLLM-
IT [72]) may not fully exploit the structural and semantic de-
pendencies across multiple passwords. We will further investi-
gate this phenomenon and analyze the source of effectiveness
in multi-password guessing models in Section VI-C.

Effect of the number of sister passwords. We evaluate
POLYGUESS on 1,000 fixed targets in each of COMB and
Naz (CitOday does not contain enough users with 20 distinct
sister passwords). For each target, we increase the number of
distinct sister passwords used as input from k£ = 1 to k = 20,
adding one password at each step. Four checkpoints trained
on the same users cover k& = 1-4, 5-10, 11-15, and 16-20.
Training and test users do not overlap. Figure 8 shows that
the mean success rate within 1,000 guesses increases from
25.00% at k = 5 to 28.40% at k = 10, but rises by only
0.90 percentage points from k£ = 16 to k = 20. This smaller
increase can be partly explained by how rarely later inputs
reveal new parts of the target. We measure target coverage
using exact four-character matches. For example, if a known
sister password contains blue from the target blued729,
another containing 4729 covers a previously uncovered part.
From k£ = 16 to k = 20, adding one sister password increases
target coverage in 0.4%—1.3% of cases in either dataset.

VI. FURTHER ANALYSIS

We analyze POLYGUESS in terms of model efficiency,
the characteristics of additionally cracked passwords, and the
sources of gains in existing multi-password guessing models.

A. Model efficiency

We report the training time, inference speed, and model size
of all models in Table V. The performance gap in password
generation speed mainly stems from differences in model
architectures, model sizes during inference, and generation
strategies. In particular, POLYGUESS and PassLLM-II [72]

TABLE V: Running time of different password models.t

Attack model [ Training [ Testing [ Speedt (pw/s) [ Size*
POLYGUESS 01:35 09:27 250~260 | 21.0 MB
PassLLM-II [72] 00:33 08:54 270~280 | 21.0 MB
Pass2Pass-T [23] 00:21 09:52 240~250 | 38.0 MB
MS-PointerGuess [65] | 00:57 00:05 9,000~9,500 | 4.3 MB
KNNGuess [30] 01:02 03:57 1,000~1,100 | 189 MB
PointerGuess [65] 00:25 00:28 9,500~10,000 | 2.3 MB
PassBERT [68] 02:08 00:51 5,000~5,200 | 85.2 MB
Pass2Edit [61] 00:14 02:26 1,600~2,000 | 10.9 MB
Pass2Path [39] 00:52 01:24 2,500~2,600 | 56.7 MB
TarGuess-II [60] 00:01 00:24 | 11,000~11,500 | 84.4 MB

TAll running data are measured from Scenario #5, and the format of the
training/testing time is “hour:minute”. The parameters of all password
models are consistent with the previous experiments in Sec. V-A.

tSpeed denotes the number of guesses generated per second.

*For POLYGUESS and PassLLM-II [72], size denotes the LoRA adapter
weights only, excluding the pretrained base model.

Only cracked by PolyGuess (11.25%) Only cracked by PolyGuess (11.31%)

Only cracked by
PassLLM-II
(1.68%)

Only cracked by
PassLLM-II
(1.25%)

Cracked by both models (87.07%) Cracked by both models (87.44%)

(a) Scenarios when k€[, 4] (b) Scenarios when k€[5, 8]

Fig. 9: The overlap between the passwords cracked by our POLYGUESS and
those cracked by PassLLM-II [72] (within 1,000 guesses).

employ Qwen-based LLM architectures. Although LoRA fine-
tuning introduces only a small number of trainable parameters,
inference still requires the entire Qwen backbone, resulting
in higher computational overhead than lightweight models
such as KNNGuess [30] and the RNN-based decoder used
by Pass2Edit [61]. However, in targeted online guessing,
generation speed is generally not the primary bottleneck
because the attack is constrained by account-level interactions,
including login attempts and rate limits. To further improve the
generation efficiency of POLYGUESS, a promising direction is
to investigate architectural optimizations tailored to password
guessing, such as simplifying computationally intensive mod-
ules while preserving guessing success rates; we leave this
direction for future work.

B. Characteristics of additionally cracked passwords

We analyze the characteristics of passwords that are suc-

cessfully cracked by POLYGUESS but missed by PassLLM-II
[72] under the same multi-password input setting.
Overlap of cracked passwords. Figure 9 shows that the two
models share a large fraction of cracked passwords, accounting
for 87.07% when k € [1,4] and 87.44% when k € [5,8]
(where k denotes the number of sister passwords available
per user). In particular, POLYGUESS consistently cracks more
additional passwords than PassLLM-II [72] (i.e., 11.25% vs.
1.68% for k € [1,4], and 11.31% vs. 1.25% for k € [5,8]).
We provide representative examples of passwords additionally
cracked by POLYGUESS in Table IX and further analyze the
characteristics of these additional passwords below.
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Similarity to input passwords. We measure the maximum
2-gram cosine similarity between each cracked password and
the set of input passwords. Passwords additionally cracked by
POLYGUESS show significantly lower (maximum) similarity
scores (average: 0.7057) compared to those cracked by both
models (average: 0.8435), indicating that POLYGUESS can
crack targets even without highly similar inputs.

Beyond single-source similarity. We further examine whether
a cracked password is a near-duplicate of any individual
input password. Among passwords additionally cracked by
POLYGUESS, 26.13% have similarity below 0.6 to every indi-
vidual input, compared with 6.31% among passwords cracked
by both models. Thus, these additional targets are less often
explained by a highly similar single source. This difference
is consistent with POLYGUESS making use of complementary
evidence across inputs.

Low-confidence positions. We analyze token-level prediction
confidence via the difficulty d; = —logpe(y: | X, y<t), where
larger values indicate lower confidence. Passwords additionally
cracked by POLYGUESS show substantially higher difficulty
(0.8154 vs. 0.4905). Moreover, 26.52% of tokens in these
passwords fall into the low-confidence regime (d; > 1.0),
compared to 7.10% for passwords cracked by both models,
corresponding to p(y;) < e~ L.

C. Source of gains in multi-password guessing

To answer RQ3, we use PassLLM-II [72] as a representative
multi-password model and conduct a controlled comparison
among three strategies: (i) an oracle single-password setting
that selects the input most similar to the held-out target, (ii) the
original PassLLM-II with concatenated multi-password input,
and (iii) our POLYGUESS.

For representative multi-password models, oracle-selected
single-password input approaches multi-password input.
As shown in Figure 10, the oracle single-password setting
of PassLLM-II [72] achieves a success rate close to that of
its concatenated multi-password setting. We observe the same
qualitative pattern for MS-PointerGuess [65], using Pointer-
Guess with oracle source selection as the reference. These
results suggest that an important source of the gains in existing
multi-password models is an implicit oracle-selection effect.
While such oracle selection is not deployable, this observation

is consistent with our set-level finding that larger password
portfolios are more likely to contain a highly similar source
(see the Finding-I in Section III-C).

POLYGUESS improves over both PassLLM-II [72] settings.
POLYGUESS consistently outperforms PassLLM-II with ei-
ther the oracle-selected single source or concatenated multi-
password input. Since POLYGUESS employs the same underly-
ing LLM architecture and concatenated-input paradigm while
primarily changing the training objective, this result supports
the narrower conclusion that Poly-1 improves the model’s use
of the available multi-password context, with gains consistent
with better prediction of critical mutation positions.

These results distinguish two effects. For PassLLM-II [72],
much of the benefit of multiple passwords can be explained by
the increased chance of exposing a highly informative source,
whereas POLYGUESS provides additional gains consistent
with improved optimization of difficult mutation positions un-
der the same multi-password context. This distinction suggests
that future evaluations should separate gains due to source
availability from those due to model or training design.

VII. SECURITY IMPLICATIONS

For password policies. To restrict exact password reuse, many
systems check password history. For example, Google [21]
prohibits passwords previously used on the same account. The
password policies of some high-profile services even explicitly
specify the number of previous passwords checked: AWS
Builder ID prohibits reuse of the last three passwords [8],
while PayPal Braintree lists “Can’t be one of the last 4
previously used passwords” as a requirement for new Control
Panel passwords [44]. Salesforce likewise states that users
“can’t reuse their last three passwords” under its default policy
for new organizations [47], while its Government Cloud Plus
secure configuration guide recommends prohibiting reuse of
the 24 most recent passwords [48].

Checking a longer password history rules out more previ-
ously used passwords but has two drawbacks: (1) the server
needs to store more password records, in plaintext, hashed,
or salted-hash form, which would expose more credential
information about the user if the server were compromised;
(2) our results reveal risks beyond exact reuse: multiple non-
identical sister passwords can collectively cover substantial
portions of a target password (see Section III-C), and guessing
success rates generally increase with the increase of available
sister passwords (see Figure 8). Thus, it is of limited benefit to
prohibit exact reuse, and instead, password policies at security-
critical systems can check whether a newly chosen password
is predictable from multiple other passwords belonging to the
same user (e.g., through proactive use of password leakage
detection services such as MIGP [40]).

For password expiration, China’s Ministry of Science and
Technology (MOST) mandates password changes every six
months [37]. Similarly, Salesforce uses a default password
expiration period of “90 days” [47]. Frequent password
changes may encourage users to repeatedly modify familiar
passwords [7]. At CCS 2010, Zhang et al. [70] demonstrated



this risk by guessing replacement passwords from expired
ones. Our study further shows that attackers can achieve higher
guessing success rates by jointly exploiting relationships
among multiple leaked passwords than by relying on a single
leaked password. These findings complement prior advice
on password changes [7, 70] and provide concrete empirical
evidence that supports standard bodies like NIST and NCSC
which discard mandatory periodic password changes [52, 54].
Password policies addressing reuse risks should also pre-
serve usability. Users may modify passwords they already
remember to reduce the effort of managing multiple ac-
counts [7, 17], because familiar knowledge can help people
remember new information [15]. Accordingly, the burden
of creating and memorizing new passwords is an important
consideration when designing effective defenses against multi-
password guessing. Prior research has offered reasonable
guidance for balancing security and usability in password
policy design: Komanduri et al. [27] and Shay et al. [50]
showed that policies emphasizing password length can offer a
better balance between strength and usability than traditional
password complexity requirements; Tan et al. [51] further
supported combining password length requirements with a
minimum strength threshold based on guessability estimates.
For password replacement, Gerchanovsky et al. [20] demon-
strated the potential of LLM-assisted suggestions, which can
improve resistance to online guessing even when the attacker
knows both the original password and the tool’s implemen-
tation, with comparable password recall to the traditional
approach after one week. Our results suggest that such mech-
anisms could also be evaluated against attackers who jointly
exploit multiple leaked sister passwords to assess whether their
security benefits still persist.
Reducing the burden of password management. Given
users’ limited effort budgets (e.g., energy and time) in man-
aging multiple accounts [17], password managers [13, 24] can
help reduce this burden. Simply storing and autofilling existing
user-created passwords reduces memorization and entry effort,
but does not remove any predictable relationships among
passwords. Replacing such passwords with independently gen-
erated random ones can reduce the relationships exploited by
multi-password guessing. NIST requires password verifiers to
allow the use of password managers and autofill [52]. For
users hesitant to adopt a password manager, a practical starting
point is to use it for less important accounts and devote some
of the effort saved to protecting more important accounts, as
suggested in [17, 49].
Applications to strength estimation and credential check-
ing. Prior work has evaluated password strength in terms
of guessability using trawling guessing models (e.g., [25,
35, 42, 56]), and single-password reuse models have been
adapted for this purpose (e.g., [30, 39, 65]). POLYGUESS
extends this approach to settings where multiple passwords
from the same user are available. A password manager could
employ POLYGUESS to assess whether a new password can
be guessed from the user’s other stored passwords within
a given number of guesses and warn the user accordingly.

POLYGUESS could also complement compromised-credential
checking services such as MIGP [40], which checks exact
reuse and variants generated from individual leaked passwords.
Given multiple passwords reliably associated with the same
user, POLYGUESS could generate candidate variants to identify
predictable relationships that pairwise checks in MIGP [40]
may miss. Such assessments could be performed locally or
through appropriately designed privacy-preserving protocols
that keep plaintext passwords on the client.
Metric-informed defensive directions. Our measurements
suggest two complementary usages of the proposed metrics
defined in Section III-B. First, password managers could use
MaxSim, MaxLCSCov, MS-PosCopyRate, and MutRatio to
assess the relationship between a candidate password and the
user’s existing passwords, identifying potentially predictable
modifications. Second, MeanSim, PivotSim, VarSim, Tem-
plateCons, and LenCV could characterize the structure of a
user’s password portfolio and inform risk assessment. When
multiple leaked passwords are reliably linked to the same user,
these metrics could provide important signals for prioritizing
post-leak notifications and other protective measures.

VIII. CONCLUSION

This paper systematically investigates the multi-password
reuse threat, where smart attackers exploit the victim’s multi-
ple existing passwords to guess her target password on another
account. We propose POLYGUESS, a multi-password reuse
model that effectively characterizes the structural and semantic
relationships among a user’s passwords. Extensive experiments
demonstrate that POLYGUESS significantly outperforms lead-
ing password models. We hope that our work can inform both
future targeted-guessing models and reuse-aware defenses.
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APPENDIX

A. Statistical validation of set-level trends

To further confirm that the observed set-level patterns are
not due to random variation, we perform Cochran—Armitage
trend tests on Naz for representative binary conditions de-
rived from our key findings. These conditions correspond
to high-similarity, high-overlap, heterogeneous, and low-
transformation regimes: (i) MaxSim,, > 0.8, (ii) VarSim, >
0.04, (iii) MaxLCSCov,, > 0.8, (iv) MS-PosCopyRate,, > 0.8,
and (v) MutRatio,, < 0.2. For each condition, we test whether
its prevalence changes monotonically across m-strata, thereby
capturing systematic changes in these set-level statistics as
the observed password portfolio grows. Table VI reports
the corresponding Z-statistics, p-values, and trend directions.
All tested conditions show statistically significant increasing
trends across m-strata (p<0.01). These results provide quan-
titative support for the set-level reuse trends observed in Naz
and reported in Section III-C.

B. Metric definitions

We now provide detailed definitions of the nine metrics and
describe the multi-password characteristics they capture.
Mean pairwise similarity. The MeanSim metric captures
the overall level of within-user similarity. High values (e.g.,

TABLE VI: Cochran—Armitage trend tests on the full Naz dataset.

Condition Z-statistic p-value Trend
MaxSim,, > 0.8 31.96 < 0.01 T
VarSim,, > 0.04 21.94 < 0.01 0
MaxLCSCov,, > 0.8 30.19 < 0.01 0
MS-PosCopyRate,, > 0.8 12.73 < 0.01 T
MutRatio,, < 0.2 7.73 < 0.01 T

TABLE VII: Distribution of different set-level reuse metrics across m-strata.

. Proportion (%)
Metric Range prep [ prep— [pm:4 [ prept [ mS6
0.0-0.2 66.99 | 53.32 | 63.86 | 61.15 | 51.83
0.2-0.4 5.26 | 33.29 | 22.63 | 26.60 | 27.43
MeanSim 0.4-0.6 4.59 5.30 9.28 8.96 | 14.08
0.6-0.8 10.17 5.95 3.53 2.59 5.31
0.8-1.0 13.00 2.14 0.70 0.70 1.35
0.0-0.2 66.99 | 41.59 | 24.46 | 14.21 321
0.2-0.4 5.26 7.81 8.45 7.69 3.62
MaxSim 0.4-0.6 4.59 6.71 7.18 6.69 3.27
0.6-0.8 10.17 | 17.44 | 20.74 | 21.14 | 11.45
0.8-1.0 13.00 | 26.45 | 39.17 | 50.28 | 78.44
0.00-0.04 —| 61.12 | 42.63 | 33.61 | 28.25
0.04-0.08 - 8.25 | 18.35 | 32.61 | 29.00
VarSim’ 0.08-0.12 - 9.53 | 25.81 | 21.11 | 31.95
0.12-0.16 - | 16.04 9.39 | 11.03 9.90
0.16-0.20 - 4.53 3.51 1.56 0.83
0.0-0.2 — | 4793 | 3596 | 32.14 | 25.47
0.2-0.4 — | 17.88 | 38.40 | 38.81 | 34.28
PivotSimf 0.4-0.6 — | 23.86 | 17.64 | 20.86 | 22.75
0.6-0.8 - 6.41 6.47 6.88 | 14.75
0.8-1.0 - 3.92 1.53 1.32 2.76
0.0-0.2 88.55 | 75.57 | 63.37 | 88.21 | 76.75
0.2-0.4 0.00 0.00 | 31.15 449 | 19.94
TemplateCons 0.4-0.6 0.00 | 22.76 4.99 6.07 2.38
0.6-0.8 0.00 0.00 0.00 0.92 0.53
0.8-1.0 11.46 1.67 0.50 0.32 0.41
0.0-0.2 78.10 | 61.01 | 53.25 | 45.56 | 29.13
0.2-0.4 18.10 | 32.12 | 37.04 | 43.00 | 54.99
LenCV 0.4-0.6 3.30 5.99 8.41 9.64 | 10.67
0.6-0.8 0.44 0.82 1.19 1.67 5.09
0.8-1.0 0.07 0.05 0.10 0.12 0.07
0.0-0.2 56.79 | 26.71 | 11.21 4.45 0.65
0.2-0.4 13.79 | 20.06 | 18.66 | 14.46 4.61
MaxLCSCov 0.4-0.6 4.66 6.88 7.46 6.97 3.52
0.6-0.8 2.99 4.93 5.81 5.12 2.28
0.8-1.0 21.77 | 4143 | 56.86 | 69.00 | 88.94
0.0-0.2 69.75 | 56.27 | 46.10 | 40.20 | 22.78
0.2-0.4 5.29 9.27 | 11.63 | 12.88 | 11.79
MS-PosCopyRate 0.4-0.6 3.32 4.68 6.31 6.87 8.06
0.6-0.8 4.01 5.04 6.16 6.19 8.13
0.8-1.0 17.64 | 24.74 | 29.81 | 33.88 | 49.25
0.0-0.2 14.19 | 19.44 | 23.45 | 27.18 | 3691
0.2-0.4 7.25 9.78 | 11.53 | 11.77 | 14.09
MutRatio* 0.4-0.6 4.72 5.88 6.59 6.81 8.48
0.6-0.8 6.69 8.12 8.89 9.03 8.64
0.8-1.0 42.65 | 36.69 | 32.14 | 29.29 | 20.74

T VarSim and PivotSim are not reported for m=2.
¥ For MutRatio, only the [0, 1] range is displayed.

>0.5) indicate greater structural and compositional consis-
tency, whereas low values (e.g., <0.3) indicate low pairwise
similarity. Applicable for all groups (m > 2).

2
MeanSim,, = ——
1my, m(m — 1) ; Sij
Maximum pairwise similarity. MaxSim detects local reuse.
Even when a user’s passwords are globally diverse, a high
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MaxSim (e.g., >0.8) indicates that at least one high-similarity
pair exists, suggesting localized reuse through minor modifi-
cation. Applicable for: all groups (m > 2).

MaxSim,, = max s;;.
i<j

Similarity variance. VarSim measures similarity heterogene-
ity within a password set. Near-zero variance indicates that
pairwise similarities are nearly equal. A high variance indi-
cates mixed behavior, where some pairs show high similarity
while others remain low-similarity. Applicable for: m > 3.

VarSim,, = Val"({sij}i<j)'

Pivot similarity. Pearman et al. [45] and Ur et al. [55]
show that users tend to select a small number of “base
passwords/elements” and derive other passwords via slight
modifications. To capture such hub-like reuse patterns in our
data, we introduce the metric of pivot similarity. First, we
define the pivot password as the most central password:

1
* f— .
pw* = argr;lgfc — Zs”.
J#i
Then, PivotSim is the average similarity between pw* and all
other passwords:

. . 1
PivotSim,, = — Z Syj-
JFH
A high PivotSim (e.g., >0.5) indicates high average similarity
to the other passwords and may suggest a hub-like reuse
structure. When m = 2, PivotSim reduces to a single pairwise
score and is therefore not reported. Applicable for: m > 3.
Template consistency. To capture structural regularity at
the format level (independent of specific character choices),
we measure template consistency based on character class
patterns. Each password is mapped to a structural template
by replacing every character with its character-class label: L
(letter), D (digit), or S (symbol). For example, alice2024!
— LLLLLDDDDS. Template consistency is measured by the
normalized entropy of the template distribution:
TemplateCons,, = 1 — M,
logm
where H is the Shannon entropy of the multiset of templates
{t1,..., t;m }, normalized by logm to ensure the result lies in
[0, 1] regardless of m. A value of 1 means all passwords share
a single template; a value of 0 means every password has a
distinct template. This formulation is stable across all group
sizes and permits direct cross-group comparison. Applicable
for: all groups (m > 2).
Length variability. LenCV complements TemplateCons by
capturing length-level structural regularity. It is defined as the
coefficient of variation of password lengths:

o ({lpwil})

n({lpwil})’

where ¢ and p are the standard deviation and mean of the

LenCV, =

password lengths, respectively. A low LenCV (e.g., <0.2)
indicates that all passwords have similar lengths, while a high
LenCV (e.g., >0.4) suggests substantial variation in length
across a user’s passwords. For m = 2, LenCV remains
interpretable as a normalized measure of the length difference
between the two passwords; we therefore apply it to all groups.
Applicable for: all groups (m > 2).

Longest common substring coverage. To capture contiguous
substring reuse (an aspect not fully reflected by the order-
insensitive 2-gram cosine similarity), we compute the longest
common substring (LCS) coverage between password pairs:

[LCS (pwi, pw; )|
min(|pwi|, |pw;])

The user-level statistic is the maximum over all pairs:

LCSCOVij =

MaxLCSCov,, = max LCSCov;;.
1<J

LCSCov captures content-level substring reuse: the extent
to which a shared character sequence (e.g., a keyword or
number string) is preserved across passwords. Unlike 2-gram
cosine similarity, LCS requires contiguous character matches,
making it more sensitive to the retention of a recognizable
core substring. MaxLCSCov >0.5 means that at least half of
the shorter password is preserved as a contiguous segment.
Applicable for: all groups (m > 2).

Multi-source positional copy rate (MS-PosCopyRate). We
measure how much of the target password can be explained
by combining substrings from multiple sister passwords. Intu-
itively, this metric captures the fraction of target positions that
are supported by at least one source password.

For each user, we randomly hold out one password as
PWarger- For each pw; € P\ {pWurget}, We compute an
LCS-based alignment with pwiyge, and extract all matched
substrings. To reduce noise, we retain only contiguous matches
of length > 2.

Let A; denote the resulting set of aligned position pairs. We
then define the set of supported target positions as:

T ={t|3Ipw; € P\ {pwarger}, I(s,1) € .,th}

The user-level metric is:
MS-PosCopyRate,, = Q

‘pwtarget|

In contrast to MaxLCSCov, which reflects the longest match
from a single password pair, MS-PosCopyRate aggregates
coverage across all sister passwords, capturing how multiple
sources jointly contribute to the construction of the target.
Mutation ratio (MutRatio). Unlike MS-PosCopyRate, which
measures multi-source positional coverage, MutRatio mea-
sures single-source edit distance normalized by the target
password length. We select the password pwee € P\{pWiarget }
most similar to the target and define:

Lev (pwsrc s pwlarget)
‘pwtarget | '

This metric captures the normalized edit cost from the

MutRatio =




selected source password to the target. Its distribution reveals
the extent to which users vary in single-source reusability,
ranging from near-complete inheritance to substantial inde-
pendent modification behavior. Note that MutRatio is not
theoretically bounded by 1.0 because the denominator is the
target password length. When the source password is longer
than the target, the edit distance may exceed the target length.

MS-PosCopyRate and MutRatio provide complementary
target-oriented perspectives. MS-PosCopyRate measures how
much of the target can be collectively supported by sister
passwords, whereas MutRatio measures the normalized edit
cost from the selected source password to the target. A high
MS-PosCopyRate with a low MutRatio indicates that the target
is largely supported by passwords with limited modification,
reflecting strong compositional reuse across multiple sources.
Applicable for: all groups (m > 2).

C. Detailed analysis of multi-password characteristics

Global similarity patterns (MeanSim). Figure 3(a) shows
the distribution of MeanSim,, across different m-strata. For all
groups, the majority of users fall into the lowest similarity bin
(0.0-0.2), accounting for ~67% at m=2 and remaining above
~50% even at m>6, indicating that low global similarity is
the dominant pattern regardless of the number of passwords.
A high-similarity tail (MeanSim, > 0.6, combining the
0.6-0.8 and 0.8-1.0 bins) is most prominent at small m
(e.g., up to ~23% for m=2) but diminishes as m increases,
suggesting that incorporating additional passwords introduces
more diverse elements into the set, reducing average similarity.
Overall, these results indicate that users’ leaked password sets
are typically globally dissimilar.

Local similarity patterns (MaxSim). Figure 3(b) shows
the distribution of MaxSim,, across m-strata. For m=2, the
distribution is heavily concentrated in the lowest bin (0.0-0.2,
~67%), indicating that most password pairs show low similar-
ity when only two passwords are available. As m increases,
the distribution shifts toward higher similarity ranges, with
the upper bins becoming increasingly dominant. In particular,
the proportion of users with at least one highly similar pair
(MaxSim,, > 0.8) rises steadily with m, reaching ~78% at
m>6. These results show that while most pairwise relation-
ships are weak on average (see Figure 3(a)), the probability
of observing at least one highly similar pair increases rapidly
with m. This contrast demonstrates that low global similarity
does not preclude the presence of strong local reuse patterns.
Similarity heterogeneity (VarSim). For m=3, the distribution
is heavily concentrated in the lowest bin (0.00-0.04, ~61%),
indicating largely homogeneous similarity levels across pass-
word pairs (see Figure 3(c)). As m increases, the distribution
shifts away from this low-variance regime toward intermedi-
ate variance ranges. In particular, the lowest-bin proportion
decreases steadily (to ~43% at m=4, ~34% at m=>5, and
~28% at m>6). At m=>5, the 0.04-0.08 bin accounts for
~33%, slightly below the lowest bin (~ 34%). For m>6, the
0.08-0.12 bin is the largest within this stratum, accounting
for ~32% (see Table VII). The distribution remains dispersed

rather than collapsing into a single high-variance mode. No-
tably, the high-variance tail (0.16-0.20) remains small (~1%
at m>6), indicating that the shift is driven by the emergence
of password sets with moderate similarity variance rather
than extreme outliers. Under the VarSim,, >0.04 criterion, the
proportion of such users increases steadily from ~39% at
m=3 to ~72% at m>6. These results indicate that larger
password sets tend to show structured heterogeneity: a mixture
of locally similar password pairs and globally dissimilar ones,
rather than uniformly high or low similarity.

Hub-centered similarity structure (PivotSim). Figure 11(a)
shows the distribution of PivotSim, for m>3. For m=3,
the distribution is concentrated in the lowest range (0.0-0.2,
~48%), indicating that even the most central password has low
average similarity to the others for these users. As m increases,
the lowest bin shrinks steadily (~36% at m=4, ~32% at
m=>5, ~25% at m>6), while the intermediate range (0.2—
0.4) expands and becomes the most prominent region from
m=4 onward (~38%, ~39%, ~34%, respectively). The high-
similarity tail (>0.6) remains small across all m (<18%), indi-
cating that pivot passwords are typically only partially similar
to the rest of the set, rather than near-identical to all others.
Interestingly, the 0.6-0.8 range becomes more pronounced at
m>6 (~15%), suggesting that stronger hub-like relationships
may emerge more frequently in larger password sets. These
trends suggest that larger password portfolios are increasingly
likely to organize around a loose central reference, consistent
with prior findings that users derive passwords from a few
base elements [45, 55]. Notably, ~20%—~35% of users across
m-strata exhibit MeanSim,, <0.4 but PivotSim, >0.4, showing
that such centralized structures are not captured by global
similarity alone and suggesting that multi-password models
should account for such within-set structural heterogeneity.
Structural template patterns (TemplateCons). Figure 11(b)
shows the distribution of TemplateCons,, across different m-
strata. For all groups, the distribution is strongly skewed
toward the lowest bin (0.0-0.2), accounting for the majority
of users (e.g., ~89% at m=2 and ~77% at m>6). High-
consistency values are rare beyond m=2, indicating that
users seldom maintain a consistent character-class template
across multiple passwords. Overall, these results suggest that
password reuse is not driven by global structural consistency.
Instead, compared with the strong substring overlap observed
in MaxLCSCov, reuse behavior is primarily captured at the
content level rather than at the coarse structural template level.
Length variability (LenCV). Figure 11(c) shows the distri-
bution of LenCV, across different m-strata. For small m,
the distribution is heavily concentrated in the lowest range
(0.0-0.2), accounting for ~78% of users at m=2, indicat-
ing highly consistent password lengths. As m increases, the
mass gradually shifts toward higher variability ranges: the
proportion in the lowest bin decreases steadily (from ~78%
at m=2 to ~29% at m>6), while the intermediate range
(0.2-0.4) becomes dominant (reaching ~55% at m>6). Using
LenCV, > 0.2 as a threshold for noticeable variation, the
proportion of such users increases markedly with m (from



TABLE VIII: Interpretable examples for metric ranges (m = 3). Ranges are consistent with Table VII.

Metric [Range [Passwords (m = 3) [Explanation
0.0-0.2 applel23, Ox!7Lm2, football9 All pairs are unrelated, yielding very low average similarity across the entire set.
0.2-0.4 alexsmith, alexjones, marksmith One pair shares a prefix while the others remain weak.

MeanSim 0.4-0.6 |alex123,alex4567,alexabed All pairs share partial overlap, producing a moderate overall similarity level.
0.6-0.8 |alexjonl23,alexjon456,alexjonxyz |Strong shared prefixes across pairs lead to relatively high similarity.
0.8-1.0 |alex123,alex124,alex125 Nearly identical strings yield consistently high similarity across all pairs.
0.0-0.2 applel23,0x!7Lm2, football9 No pair shares meaningful similarity across characters or structure.
0.2-0.4 alex123,mark123,hello456 Only weak overlap exists in at most one pair, resulting in low maximum similarity.

MaxSim 0.4-0.6 |alex123,alex999,abc456 One pair exhibits moderate similarity while others remain weakly related.
0.6-0.8 |BlueSky9900, BlueSky8800, test123 |One pair is strongly similar with clear shared structure.
0.8-1.0 |BluesSky99,BlueSky98, applel23 One pair is nearly identical, resulting in very high maximum similarity.
0.00-0.04|alex123,alex124,alex125 All pairwise similarities are nearly identical, leading to extremely low variance.
0.04-0.08|alex12,alex99, johnl2 Slight variation across pairs produces a small but non-zero variance.

VarSim 0.08-0.12|alex1234,alex1299, pass456 Mixed similarity levels across pairs lead to moderate variance.
0.12-0.16|alex123,alex124,Qx ! 7Lm2 One highly similar pair and others dissimilar produce high variance.
0.16-0.20|alex1234, alex1235,0x ! 7Lm2 Strong disparity across pairs results in very high variance.
0.0-0.2 applel23, Ox!7Lm2, football9 No password is similar to others, so no meaningful pivot structure exists.
0.2-0.4 |alex123,bank456,alex999 One password shows weak similarity to others, forming a limited pivot.

PivotSim 0.4-0.6 alex123,alex456,bank123 One password is moderately central among the set.
0.6-0.8 |alexjonl23,alexjon456,alexjonxyz |A pivot password emerges with strong similarity to others.
0.8-1.0 |alex123,alex124,alex125 One password is almost identical to others, forming a pivot.
0.0-0.2 applel23, Qx!7Lm2, abc!789 Passwords follow different templates, resulting in very low structural consistency.
0.2-0.4 - For m = 3, TemplateCons € {0, 0.421, 1}, so the ranges are unreachable.

TemplateCons 0.4-0.6 |applel23,hello456,abc!789 Partial sharing of templates leads to moderate consistency.
0.6-0.8 |- For m = 3, TemplateCons € {0, 0.421, 1}, so the ranges are unreachable.
0.8-1.0 |abcl23,def456,ghi789 All passwords follow the same character-class template, yielding high consistency.
0.0-0.2 applel23,hello456,world789 All passwords have similar lengths, resulting in minimal variation.
0.2-0.4 applel23,hellod5678, world?7 Length differences are moderate across the set.

LenCV 0.4-0.6 shortl, longpasswordl23,mid123 Noticeable variation in length produces moderate dispersion.
0.6-0.8 |al, longpassl1234, pass Large differences in length produce substantial variability.
0.8-1.0 |a, longpasswordl2, abc Extreme length differences lead to very high variability.
0.0-0.2 |applel23,Qx!7Lm2, football9 No pair shares any meaningful contiguous substring.
0.2-0.4 |alex123,al11999, pass456 Only short substrings are shared, resulting in weak overlap.

MaxLCSCov 0.4-0.6 |alex123,alex999,abc456 Moderate-length substrings are shared between some pairs.
0.6-0.8 |alex123,myalexl, pass456 Long substrings are shared, indicating strong content reuse.
0.8-1.0 |alexl123,alex124,alex125 Nearly identical substrings dominate, yielding very high overlap.
0.0-0.2 |{applel23,0x!7Lm2} — zebral99 Sister passwords provide almost no positional coverage of the target.
0.2-0.4 |{alex123,pass456} — alk999 Only a small portion of the target is covered by available inputs.

MS-PosCopyRate | 0.4-0.6 |{alex123,pass456} — alex999 Only one source contributes meaningful aligned substrings.
0.6-0.8 |{alex123,123b} — alex123bobby Most but not all target positions are covered; partial suffix remains unsupported.
0.8-1.0 |{alex123,123alex} — alexl23alex Nearly all positions are covered by combining multiple passwords.
0.0-0.2 [{summer2023,pass456} — summer2024|The closest password differs only slightly, requiring minimal modification.
0.2-0.4 |{blueSky99,pass456} — blueSky2024 |Moderate edits are required to reach the target password.

MutRatio 0.4-0.6 {blueSky99,abc123} — blueSky@2024 |Multiple edits are needed, reflecting moderate transformation cost.
0.6-0.8 |{applel29,pass456} — alexblue? Significant modification is required due to limited similarity.
0.8-1.0 {abc123,xyz} — Bluesky2024 Almost complete transformation is needed, as no close source exists.

~22% at m=2 to over ~70% at m>6). Overall, these results
indicate that password length choices become increasingly
diverse as the number of passwords grows, although most users
still fall within low-to-moderate variability ranges.

Contiguous substring overlap (MaxLCSCov). Figure 3(d)
shows the distribution of MaxLCSCov,, across different m-
strata. For m=2, the distribution is relatively dispersed, with
a majority of users in the lowest bin (0.0-0.2, ~57%) but
a non-negligible fraction already showing high overlap (0.8—
1.0, ~22%). As m increases, the distribution shifts sharply
toward higher overlap ranges. In particular, the proportion
of users in the highest bin (0.8-1.0) increases rapidly, from
~22% at m=2 to ~69% at m=>5, and reaches ~89% at
m>6, becoming the dominant regime. Meanwhile, the lowest
bin shrinks dramatically to only ~1% at large m. These
results indicate that users’ password sets frequently contain
at least one pair sharing a long contiguous substring, and

that such local content reuse becomes highly prevalent as
the number of passwords grows. In contrast, TemplateCons
shows low consistency in character-class templates. These
results suggest that password reuse is primarily driven by local
content preservation rather than global structural consistency.
Multi-source positional support (MS-PosCopyRate). Fig-
ure 3(e) shows the distribution of MS-PosCopyRate,, across
different m-strata. As m increases, the mass shifts steadily
toward higher coverage ranges. In particular, the highest bin
(0.8-1.0) grows from ~18% at m=2 to ~49% at m>6, while
the lowest bin decreases to ~23%. These results indicate that
positional coverage improves substantially with m, suggesting
that multiple passwords collectively explain an increasing
fraction of the target structure.

Mutation ratio (MutRatio). Figure 3(f) shows a polarized
distribution of MutRatio, with mass concentrated toward the
lower (0.0-0.2) and higher (0.8-1.0) ranges. However, the



TABLE IX: Representative examples of passwords cracked by POLYGUESS but not by PassLLM-II. Categories are defined based on observable transformations.

l Category [ Transformation [ Sister passwords [ Target password
. L Substring concatenation ruslan, dogoda, 41’atlinel, 410041, 23322332 ruslandogoda
Concatenation / Recombination N K
Partial extraction lwwzg7, Lwwzqg7, 98774682852zlata, 98774682852, 9877468285 98774682z
Hyphen insertion dygkv, dy-gkv, dylgkv dyl-gkv
Formatting / Symbolic Variation Symbol substitution sandy23, 9901065, SANDYxx, 2011_23 2011%23
Structured extension 9069347256, 12354kd@, 12354Kd@, 12354kd, 12354Kd, 906934725 12354kd@mail.ru
Semantic / Identity Transformation | Name substitution batman3l, frame25557 superman31
Keyboard pattern extension 26081994, 1g2w3e, lo2l3edg, 100775, 10213e4dg 1g2w3edrb5t
. . Substitution of repeated digits | 000999, 35104811z, kingofgame, 03004647, 112233 777888
Pattern Extension / Mutation
Character rearrangement Fivgw6j767, Fivgw6j762123, Fivgw6j76Zabcl23 7267j6wgviF
Initial-character substitution 0j32ubnv, aj32ubnv, 1j32ubnv mj32ubnv
Name + number composition guznova_galina, guznova_galin, 15270430, 27150430, 270387 galinal5270430
Multi-source Composition Identity composition genius, andreev, alesha08, aleshal231230, alesha, aleshacreativel4041971 | aleshaandreev
Date + name composition angel01, a3g48bglke2y, 122412, 1208£2008, A3g48bglke2y, 12082008 12082008angel
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Fig. 11: Additional characterization results of multi-password behaviors. PivotSim captures hub-centered reuse structures, TemplateCons measures format-level
consistency, and LenCV reflects password-length variability across a user’s password set. Results for the other six metrics are shown in Figure 3.

TABLE X: Guessing success rates of different models under multi-password guessing scenarios.

Experiment setu i

S :’pwk —>pw§+1 =T POLYGUESS | ¥ f‘;sg;]“ Gule(sl\sHEIfio] P "‘I‘I“[L7L21]Vl o gs‘g‘[egs] Pass2Edit [61] | PassBERT [68] | Pass2Path [39] Talﬁgg?
10 1461% | 10.02% | 1279% | 11.92% | 12.78% 12.86% 10.76% 10.08% | 6.49%

#1 COMB-mix: k€[1, 4] 100 2020% | 15.16% | 17.94% | 17.48% | 18.13% 18.17% 15.88% 15.04% | 13.12%
1,000 24.22% | 1822% | 2136% | 21.76% | 21.78% 21.50% 19.16% 18.13% | 17.46%

10 27.63% | 742% | 15.10% | 21.53% | 12.13% 12.82% 8.67% 800% | 6.07%

#2 COMB-mix: k€[5, 8] 100 35.53% | 1420% | 25.74% | 30.62% | 24.57% 2225% 17.93% 16.74% | 16.13%
1,000 39.36% | 24.15% | 3276% | 35.15% |  33.24% 30.27% 24.65% 24.15% | 24.30%

10 6.18% 127% 159% | 3.86% 479% 5.90% 2.87% 470% | 351%

#3 Cit0day-mix: k€[1, 4] 100 10.32% 3.71% 283% | 7.81% 8.06% 8.19% 4.66% 6.45% |  6.66%
1,000 1355% | 7.25% 454% | 1143% | 10.89% 10.63% 7.33% 821% |  9.33%

10 433% | 021% 1.06% | 1.48% 2.64% 3.07% 1.16% 1.69% | 0.85%

#4 Cit0day-mix: k€[5, 8] 100 8.67% |  0.74% 264% | 4.86% 4.76% 6.25% 3.49% 381% | 3.70%
1,000 11.10% 3.81% 402% | 7.93% 8.14% 8.79% 6.34% 581% | 7.40%

10 1470% | 7.82% | 1031% | 11.87% | 13.65% 12.82% 10.50% 832% | 734%

#5 Naz-mix: k€[1, 4] 100 1990% | 13.01% | 1491% | 17.86% | 18.64% 17.05% 14.08% 1057% | 12.09%
1,000 24.22% | 1726% | 1829% | 22.18% |  23.06% 20.61% 17.65% 12.76% | 15.15%

10 1741% | 2.03% | 11.04% | 10.58% | 14.73% 13.74% 9.94% 8.18% | 733%

#6 Naz-mix: k€[5, 8] 100 2486% | 413% | 17.96% | 21.49% |  21.59% 20.00% 16.59% 11.70% | 11.20%
1,000 3002% | 1437% | 22.93% | 2727% |  27.70% 24.58% 20.90% 1487% | 16.07%

T The notation pwi ~ pwg — pws means that the attacker uses four known passwords of a user to guess the fifth unseen password.

dominant region varies across m-strata. The distribution is
clearly polarized: for m=2, the highest displayed bin (0.8—1.0)
accounts for ~43%, while the lowest bin (0.0-0.2) accounts
for ~14%. As m increases, the mass shifts toward lower
mutation ratios: the 0.0-0.2 bin rises to ~37% at m>6,
while the 0.8-1.0 bin decreases to ~21%. This indicates that
with more available sister passwords per user, it becomes
increasingly likely that the most similar source password
requires only minimal modification to reach the target.
Overall, MS-PosCopyRate and MutRatio suggest a struc-
tured yet imbalanced generation process. A high MS-
PosCopyRate indicates that a large fraction of target positions

can be supported by available passwords collectively, while
a low MutRatio implies that few edit operations are needed
relative to the target password length.

D. Supplementary experimental results

Figure 12 presents the success rates of POLYGUESS com-
pared with four representative baselines, including Pointer-
Guess [65], Pass2Edit [61], KNNGuess [30], and PassLLM-
II [72], under settings with a fixed number of input passwords.
The results show that POLYGUESS generally outperforms all
baselines even in the single-password setting (k=1), demon-
strating that its advantage is not solely dependent on multi-
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Fig. 12: Success-rate comparison under fixed-size multi-password guessing settings (k = 1, 3,4). We compare POLYGUESS with the strongest baselines,
including PointerGuess [65], Pass2Edit [61], KNNGuess [30], and PassLLM-II [72]. As k increases, the advantage of POLYGUESS becomes more pronounced.
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Fig. 13: Comparison of models in two-password setting. This enables a fair comparison with MS-PointerGuess [65], which is specifically designed for the
two-password scenario. Results for other fixed-size settings are provided in Fig. 12. Across all datasets, POLYGUESS generally outperforms its counterparts.

password inputs. As the number of available passwords in-
creases, the success-rate gap further widens, indicating that
POLYGUESS can more effectively exploit additional contextual
information compared to existing methods.

Table X reports the exact guessing success rates correspond-
ing to Figure 7 for 10, 100, and 1,000 guesses. These results
provide a detailed numerical comparison of all evaluated
models across varying input sizes. At 10 guesses, POLYGUESS
consistently outperforms PassLLM-II [72] across all scenarios,
with an average improvement of ~65%. The gains are partic-
ularly pronounced in more challenging settings (e.g., CitOday
and Naz datasets with larger k), where the improvement can
exceed 60% and even reach over 190% in certain cases. These
results indicate that POLYGUESS is especially effective when
only a small number of guesses is allowed.

Figure 13 presents the comparison under the fixed two-
password setting across different datasets. Even in this con-
strained scenario, POLYGUESS generally achieves higher
guessing success rates. Notably, its advantage is particularly
significant on more challenging datasets such as CitOday,
where overall success rates are lower. Compared to MS-
PointerGuess [65], which is specifically designed for the two-
password setting, POLYGUESS still maintains a clear lead,
demonstrating its robustness and effectiveness. These results
indicate that the improvements of POLYGUESS are not solely
due to scaling to more inputs, but also stem from its ability
to model transformations and reuse patterns.

These results suggest that the advantage of our POLYGUESS
does not arise solely from increased model capacity or access
to more inputs. Instead, the improvements are consistently
observed across different datasets, numbers of guesses, and
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Fig. 14: Guessing success rates under breach-date-constrained and random
hold-out evaluations. “PolyGuess (Reordered)” uses passwords from earlier
breaches to guess a target from a later breach. “PolyGuess” and the baseline
curves show the original random hold-out results for reference.

input settings, suggesting that Poly-1 provides a more effective
training objective for predicting targets that require sparse but
critical transformations.

E. Evaluation with breach-date constraints

To complement the random hold-out evaluation, we conduct
a supplementary experiment using six datasets with publicly
available breach dates: LinkedIn, 000Webhost, Twitter, Yahoo,
Neopets, and ClixSense. Passwords leaked in earlier breaches
serve as inputs, and a password leaked in a later breach serves
as the target. As shown in Figure 14, our POLYGUESS under
this breach-date constraint (labeled “PolyGuess (Reordered)”)
achieves slightly lower success rates than under random hold-
out evaluation, with the two curves remaining close across
the tested guess numbers. This comparison suggests a small
effect of breach chronology on guessing success rates, while
POLYGUESS remains effective when the available input pass-
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words are leaked before the target breach. We leave a system-
atic study of inter-breach intervals and password evolution to
future work, including the use of reliable creation timestamps
to examine transformation direction.

F. Case study: additionally cracked passwords

Table IX presents representative examples of passwords
cracked by our POLYGUESS but not by PassLLM-II [72].
These cases show different ways of combining and modifying
content from the input passwords, beyond simple reuse from
a single source password.

First, some examples involve compositional reuse, where
the target password is constructed by combining sub-
strings from multiple inputs (e.g., ruslan + dogoda
— ruslandogoda, or multi-source combinations such as
names, dates, and numeric fragments). Such combinations
cannot be fully explained by any individual source password.
Second, we observe various symbolic and structural trans-
formations, including hyphen insertion, symbol substitution,
and structured extensions (e.g., 2011_23 — 2011x23, or
adding domain-like suffixes). These transformations require
modeling fine-grained edits beyond direct copying. Third, we
observe sequence-level transformations, including keyboard
pattern continuation, substitution of repeated-digit sequences,
and character rearrangement (e.g., 000999 — 777888, or
reordering alphanumeric segments).

These examples highlight that passwords additionally
cracked by POLYGUESS involve multi-source composition and
non-trivial transformations, which are difficult to capture using
single-source or copy-dominant generation strategies. This
provides qualitative evidence that POLYGUESS better exploits
complementary signals across multiple inputs.

Overall, these results suggest that the Poly-1 loss can
improve guessing success rates when the available input
passwords differ in their relevance to the target. The case
study illustrates the types of targets additionally cracked
by our POLYGUESS, while the controlled comparisons with
PassLLM-II [72] provide quantitative evidence of the benefit
of changing the training objective.

G. Effect of input password ordering

We investigate whether the ordering of input passwords
affects the performance of multi-password guessing models.
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Fig. 16: Effect of centrality-based input reordering (SimilarContext) on guess-
ing success rates. This input reordering results in nearly identical guessing
success rates for both our POLYGUESS and PassLLM-II [72].

The underlying language model adopts RoPE (Rotary
Position Embedding), whose attention mechanism shows a
distance-dependent decay effect: as the relative distance be-
tween tokens increases, their interaction strength may atten-
uate. This suggests that if informative passwords are placed
far from the decoding position, their contribution might be
weakened. Since the target password is unavailable at test
time, we cannot directly rank passwords by similarity to
the target. Instead, we adopt centrality-based input reordering
(SimilarContext) as a proxy, assuming that the password most
similar to others best captures the user’s stable password
behavior. Concretely, we compute pairwise similarities among
input passwords and place the most central one closest to the
decoding position to prioritize the most representative signal.

For any two passwords pw, and pwp, we define their
similarity using the longest common substring length (LCS):

2-LCS(pwa,pwg)

Sim(pwa, pwp) = ; (13)
( )= TJpwal +Ipws
The centrality score of pw; € L, for k > 2 is:
1 k
Seen(Pi) = =7 ;#Sim(pwi,pwn. (14)
J=1,j#i

We sort the passwords in ascending order of centrality:

Scen(pwll) S Scen(pwé) S e S Scen(pw;c)7 (15)
and construct the reordered sequence:
L, = (pwi, pwh,...,pwy), (16)

so that the most central password is placed closest to the
decoding position, where its contribution is maximized. For
k =1, the input remains unchanged.

As shown in Figure 16, reordering input passwords has
negligible impact on guessing success rates, indicating that
both POLYGUESS and PassLLM-II [72] are largely insensi-
tive to input ordering. One plausible explanation is that the
models can effectively use information from different input
passwords, even when an informative password is located
relatively far from the decoding position. This interpretation is
compatible with the distributed positional matches measured
in Section III-C, where useful information is spread across
multiple inputs rather than concentrated in one.
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Fig. 17: Robustness to user-linkage criteria and sensitivity to service-risk proxies across nine reuse metrics. Figures 17(a)-17(i) show the Naz distributions under
full-email matching, without requiring a shared password. Figures 17(j)—17(r) show the COMB distributions for accounts with government- or bank-related
email domains, used as an imperfect proxy for higher-value organizational contexts. In both groups, the metrics are ordered row-wise as MeanSim, MaxSim,
VarSim, PivotSim, TemplateCons, LenCV, MaxLCSCov, MS-PosCopyRate, and MutRatio. The broadly consistent distributions support our observations.
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