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Abstract
Passwords are ubiquitously used for authentication/encrypti-
on, and password guessing attacks are the most effective tech-
nique for evaluating password strength. While large language
models (LLMs) like ChatGPT-4o have demonstrated remark-
able capabilities in text comprehension and reasoning across
various general natural language processing tasks, they face
limitations due to their static knowledge (e.g., fixed training
data that lacks domain adaptability), especially in specialized
tasks such as such as generating accurate password guesses.

This work provides a brand new technical route for pass-
word guessing, by proposing an LLM-based guessing frame-
work, namely PASSLLM, that leverages low-rank adaptation
techniques. PASSLLM systematically addresses four major
password guessing scenarios, each of which is based on varied
kinds of information available to the attacker. To reduce the
high computation costs in password generation with LLMs,
we propose two generation algorithms tailored for trawling
and targeted guessing, respectively, enabling efficient pass-
word generation at scale (e.g., 1,000 guesses per user). Further,
we apply model distillation to improve the generation speed
by 11.5 times in trawling guessing scenarios without signifi-
cantly reducing the success rate. Particularly, our generation
algorithms are applicable to a wide range of decoder-only-
based LLMs (e.g., Mistral, Llama-2/3, and Qwen-2).

Extensive experiments on 11 real-world password datasets
demonstrate the effectiveness of our framework: (1) PASS-
LLM for trawling guessing scenarios, whose guessing suc-
cess rates are generally 2.87%-17.07% higher than its fore-
most counterpart; (2) PASSLLM-I for targeted guessing based
on personally identifiable information (PII), which guesses
12.54%-31.63% of common users within 100 guesses, out-
performing its foremost counterpart by 15.10%-45.98%; (3)
PASSLLM-II for targeted guessing based on users’ password
reuse behaviors, which outperforms its foremost counterpart
by 6.31%-13.87%; and (4) PASSLLM-III for targeted guess-
ing based on users’ PII and sister password(s), which out-
performs its foremost counterpart by 13.44%-36.14%. We
believe this work makes a substantial step toward introducing
LLMs into the password guessing domain.

1 Introduction
Passwords are short, human-memorable keys, and are the
major cryptographic component that users can perceive and
directly access. They have broad applications in critical areas
such as authentication [25], encryption [56], digital signa-
tures [15], and key exchange [22]. Despite criticism regarding
security and usability issues, passwords remain irreplaceable
in the foreseeable future due to their simplicity, low cost, ease
of change, and superior deployability compared to alternative
authentication technologies [9, 10, 17, 57].

However, the widespread use of passwords poses signif-
icant security risks, particularly when weak passwords are
involved. The strength of a password is relative, with those eas-
ily guessed by attackers considered weak [33, 48, 50]. Given
the increasing number of password breaches (e.g., 184 million
logins leaked from major tech platforms [14]) and the large-
scale leakage of personally identifiable information (PII, e.g.,
the LoanDepot breach with 16.9 million customer informa-
tion [51] and the Indonesia’s National Civil Service Agency
breach with 4.7 million records [3]), it is critical to investigate
password security from the perspective of an attacker, espe-
cially in the context of targeted guessing attacks (that exploit
victims’ PII and/or sister passwords).

Password guessing research can generally be divided into
three stages based on the methodologies employed. The first
stage, before 2008, was characterized by heuristic attacks,
where various character transformation rules were designed
through “creative ideas”. During this period, password guess-
ing was more of an art. In the second stage, from 2009 to
2015, password guessing entered into the realm of science,
which is mainly driven by various statistical models, includ-
ing probabilistic context-free grammars (PCFG [49]) and
Markov chains [27, 29]. The third stage, since 2016, coin-
cided with the prosperity of deep learning, where researchers
began exploring various deep learning techniques (such as
password models based on recurrent neural networks [28,33],
and on generative adversarial networks [19, 35]) to design so-
phisticated password models, aiming to use neural networks
to overcome the challenges of data sparsity and overfitting
inherent in traditional statistical methods.
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Figure 1: An illustrative example of the PASSLLM framework applied to
four guessing attacks: trawling, PII-based, reuse-based, and multi-source (PII
and sister passwords) targeted guessing scenarios. The attacker fine-tunes
existing large language models using password datasets, PII datasets, and
multi-password datasets, and then conducts the guessing attacks.

Recently, the rapid development of large language models
(LLMs, e.g., Llama [40], Mistral [21], and GPT-4 [30]) has
demonstrated outstanding capabilities in text generation and
understanding, along with significant potential across various
downstream tasks. Password guessing attacks can be funda-
mentally viewed as attempts to approximate the probability
distribution of passwords (i.e., textual sequences), making
them inherently suited for transformer-based LLMs that em-
ploy autoregressive generation methods.

1.1 Design challenges
There are several potential technical approaches to generat-
ing passwords using LLMs, such as constructing prompts to
directly call APIs of pre-trained models or fine-tuning LLMs
with password data. While these methods may seem straight-
forward, they present significant challenges in practice.

At IEEE S&P 2025, Yang and Wang [55] mention that
LLMs may not be suitable for password guessing due to funda-
mental differences between passwords and natural language.
Specifically, passwords are typically short, and consist of a
limited vocabulary (e.g.,>99% of passwords are composed of
95 printable characters; see Table 1), but some recent LLMs
(e.g., Mistral-7B-v0.11, Qwen2.52) employ vocabularies with
over 10,000 tokens. Moreover, LLMs inherently offer slow in-
ference speeds and will face challenges in generating guesses.
This highlights the first major challenge of using LLMs for
password guessing: Ensure that the LLM can efficiently and
reliably generate sufficient and effective/diverse guesses.

More specifically, password guessing typically involves
generating a relatively large number (>1,000) of short char-
acter sequences (e.g., 6-16 characters). In contrast, LLMs are
primarily used to generate human natural language (e.g., in
conversational contexts), where the generated sequences tend
to be much fewer and longer compared to those used in pass-
word guessing tasks. Currently, there is no well-optimized in-

1 https://huggingface.co/mistralai/Mistral-7B-v0.1
2 https://huggingface.co/collections/Qwen

ference algorithm tailored to the password guessing task. Fur-
thermore, due to the vast number of parameters in most state-
of-the-art open-source LLMs, using their default inference
algorithms directly requires significantly more computational
resources than traditional password models like FLA [50] and
UNCM [33]. Without a carefully designed generation algo-
rithm, LLMs’ VRAM requirements may exceed the capacity
of consumer-grade GPUs (e.g., 24GB VRAM of NVIDIA
4090), making large-scale password generation costly.

While directly calling an LLM (e.g., GPT-4 [30]) may seem
feasible, the model tends to generate passwords that appear
plausible but do not align with the password creation behav-
iors of real-world users (see Table 14 for typical examples).
Actually, whether fine-tuned or accessed via an API, the de-
fault inference algorithm frequently fails to generate sufficient
guesses or results in duplicate outputs when called multiple
times (see Table 13). Additionally, ethical concerns have im-
peded the use of existing LLMs for large-scale password
generation. Some models, such as GPT-4, refuse to generate
extensive password lists, citing privacy and security concerns.
These limitations greatly impair the direct use of LLMs in
password guessing applications.

Second, LLMs are designed and trained primarily for natu-
ral language processing, where minor grammatical errors or
inconsistencies are generally tolerable, as they do not signifi-
cantly affect the overall meaning. However, password guess-
ing differs greatly from traditional NLP tasks. Passwords do
not follow grammatical conventions (e.g., iloveu4ever) and
require exact matches. For example, a guess of p@ssw0rd123
will not correctly match p@ssword123, even though the two
are very similar. This need for precision poses a significant
challenge for LLMs in the context of password guessing.

To address these challenges, we employ efficient parame-
ter fine-tuning (e.g., Low-Rank Adaptation, LoRA [20]) on
LLMs to build the PASSLLM framework, which stands as
the most versatile password guessing framework to date for
a wide range of attack scenarios (see Fig. 1). More specifi-
cally, by designing various fine-tuning paradigms, PASSLLM
is highly effective for trawling guessing and three targeted
guessing scenarios: those based on the victim’s PII, sister pass-
word(s) leaked from her other accounts, and a combination
of both. Particularly, we propose two inference algorithms
tailored to password guessing, which enables PASSLLM to
generate a sufficient number of guesses efficiently and reliably.
Experimental results show that our PASSLLM(-I∼III) outper-
form the state-of-the-art password models by 2.87%-17.07%,
15.10%-45.98%, 6.31%-13.87% and 13.44%-36.14% in trawl-
ing, PII-based, reuse-based, and multi-source combined (PII
and sister passwords) attacks.

Further, we apply the model distillation technique [18] to
reduce the size of our PASSLLM from 7B to 0.5B parameters,
achieving an 11.5-fold speed improvement in trawling pass-
word generation without significantly reducing the success
rate (see Table 7 and Fig. 9 in Sec. 4.7).
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1.2 Contributions
We summarize our main contributions as follows:

• A new technical route. We introduce the LoRA fine-
tuning technique into LLM-based password guessing,
leading to the successful development of PASSLLM, so
far the first billion-sized parameter framework tailored
for password guessing. Particularly, our proposed fine-
tuning paradigm is generic, enabling decoder-only-based
LLMs (e.g., Llama, Mistral, and Qwen), for the first time,
be successfully applied to password guessing.

• Two tailored generation algorithms. To address the
challenges posed by current LLMs in efficient and reli-
able password generation, we propose two generation
algorithms tailored for trawling and targeted attacks,
respectively. These algorithms enable large-scale, ex-
plicit password generation with regular computational
resources (e.g., a consumer-grade RTX 4090 GPU).

• Model distillation for efficient guessing. For the first
time, we introduce the model distillation technique [18]
into LLM-based password guessing. By distilling a 7B-
parameter model (i.e., Mistral) into a compact 0.5B-
parameter one (i.e., Qwen2.5), we achieve an 11.5-fold
speedup in trawling password generation while main-
taining the guessing success rates as the original model.

• Some insights. We obtain a number of insights, some ex-
pected and some surprising. As expected, for LLMs with
the same architecture, a larger size of parameters leads
to better fine-tuning performance in password guessing.
Unexpectedly, the content of the prompt has minimal
impact on the guessing task results, yet it significantly
outperforms the scenario where no prompt is used.

2 Background and related work

In this section, we introduce the background and develop-
ments related to password guessing and provide an overview
of the relevant LLM techniques in password security.

2.1 Trawling password models
Password guessing attacks can be categorized into trawling
guessing and targeted guessing, depending on whether attack-
ers exploit the victim’s personal information.

Trawling attacks aim to guess as many passwords as possi-
ble without targeting specific individuals, constrained only by
the number of guesses or available resources. In 2009, Weir et
al. [49] introduced the first fully automated trawling password-
guessing model based on Probabilistic Context-Free Gram-
mar (PCFG), assuming independence between segments of a
password (e.g., letters, digits, special characters). In contrast,
Narayanan et al. [29] proposed the Markov model, which
treats password characters as a correlated sequence, focusing
on the probability of each character following a substring.

Subsequent improvements to PCFG and Markov models in-
clude the incorporation of semantic patterns [43], the applica-
tion of normalization and smoothing techniques [27], and the
introduction of finer-grained password segmentation [53].

In 2016, Melicher et al. [28] advanced the field by apply-
ing deep learning with their FLA (Fast, Lean, and Accurate)
model, which outperformed statistical models (e.g., PCFG
[49] and Markov [27]), especially for large-scale guesses (e.g.,
≥ 1010). In 2019, Briland et al. [19] demonstrated the poten-
tial of GANs with PassGAN, later enhanced by Pasquini et
al. [35] to address training challenges like mode collapse. Ad-
ditionally, Pasquini et al. introduced ADaMs [34], an adaptive
rule-based model that significantly improved the efficiency of
rule-based password attacks without supervision.

In 2023, Wang et al. introduced RFGuess [48], a classical
machine learning-based framework that models password
guessing as a multi-class classification task. Particularly, they
demonstrated its effectiveness across three major guessing
scenarios: trawling, PII-based, and reuse-based guessing.

In 2024, Pasquini et al. [33] introduced UNCM (Univer-
sal Neural-Cracking-Machines), a general-purpose password
model that adapts to optimal guessing strategies based on
context. After training, UNCM leverages auxiliary data (e.g.,
email addresses) to construct targeted inference models, evalu-
ating the password strength of given groups without accessing
users’ plaintext passwords. Most recently, at IEEE S&P 2025,
Yang and Wang [55] proposed RankGuess, a password guess-
ing framework based on adversarial ranking, which frames the
task as a Markov Decision Process and outperforms existing
models in trawling, mask, and PII-based guessing scenarios.
LLMs in password security. In 2023, Xu et al. [54] proposed
PassBERT, a framework based on a bidirectional Transformer.
The authors first pre-trained a BERT model with the Masked
Language Modeling (MLM) objective using large-scale pass-
word datasets. Then, they designed attack-specific fine-tuning
approaches to tailor the pre-trained password model to three
attack scenarios. Note that the maximum parameter size of
PassBERT is 9,952,904, which does not reach the billion-
parameter scale, a parameter threshold that has become a de
facto standard for current LLMs. In the same year, Rando
et al. [37] introduced an offline password model based on
the GPT-2 architecture. The authors demonstrated that their
proposed model, PassGPT, outperforms existing GAN-based
approaches. However, the scope of their experiments was
limited due to constrained GPU resources, and the model’s
parameter size is relatively small. Additionally, PassGPT was
trained from scratch on password leaks rather than using pre-
trained models, limiting its ability to leverage the nuanced
language understanding inherent in pre-trained models.

In 2024, Atzori et al. [7] investigated the capabilities of
LLMs in generating passwords and evaluating password
strength using publicly reconstructed personal information
from social networks. Their findings revealed that while the
passwords generated by LLMs typically relate to the given
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personal information, they tend to be syntactically complex,
which limits their effectiveness as guessing dictionaries.

At DSN’24, Su et al. presented PagPassGPT [38], a GPT-2-
based model for pattern-guided password guessing, address-
ing challenges in password quality and duplication. The au-
thors introduce D&C-GEN, a divide-and-conquer algorithm
to minimize duplicate passwords. Experiments show PagPass-
GPT outperforms existing models in success rates and reduces
repeat rates in trawling and cross-site attack scenarios.
Summary. To the best of our knowledge, apart from the
works by Rando et al. [37], Su et al. [38], who developed the
trawling password models using the GPT-2 architecture, and
Xu et al.’s BERT-based framework [54], there has been no
relevant research using pre-trained generative LLMs (with bil-
lions of parameters) to guess passwords. While these studies
claim to have utilized large language models, GPT-2 is not a
typical example of an LLM with emergent abilities (i.e., the
ability of large models to exhibit emergent behaviors as the
model scales, allowing them to perform tasks beyond what
they were explicitly trained to do). It remains unclear whether
more representative LLMs, such as Llama [40], Mistral [21],
and Qwen2.5 [4], could enhance the guessing success rates
of leading password models (e.g., RankGuess [55], FLA [28],
and Pass2Path [31]). Further, if such improvements are achiev-
able, it is still unclear how these models can be effectively
applied to a variety of major password guessing scenarios.

2.2 PII-based password models
Research on targeted password guessing is still in its early
stages, with a primary focus on leveraging demographic infor-
mation (e.g., name, birthday, phone, e-mail, and username) to
improve guessing success rates. In 2015, Wang et al. [44] first
introduced a Markov-based [27] targeted password model.
The core idea is that if a certain proportion of users in a popu-
lation use specific PII to create their passwords, attackers will
incorporate the same proportion of PII to build their guess-
ing dictionaries. In 2016, Li et al. [26] introduced the first
targeted password model based on probabilistic context-free
grammar (PCFG) [49], called Personal-PCFG. This model ex-
tends the original PCFG, which classifies passwords as Letters,
Digits, and Special characters (e.g., john@1982→L4S1D4),
by introducing PII tags based on length partitioning (e.g.,
john@1982→N4S1B4, where N4 stands for name string of
length 4, and B4 stands for birthday string of length 4).

Later that year, Wang et al. [46] identified an issue with
length-based partitioning, noting that it lacks sensitivity to the
subtype of the segment. For example, both john@1982 and
wang@1982 will be parsed into N4S1B4, even though wang is a
family name and john is a given name. To address this issue,
the authors introduced type-based PII tags into PCFG and
proposed the TarGuess-I model. For instance, Ni represents
names, with N1 for full names, N2 for name abbreviations,
and so on. In this way, the guessing success rates of TarGuess-
I significantly outperform Personal-PCFG. In 2023, Wang

et al. [48] proposed the RFGuess-PII password model. Like
TarGuess-I [46], this model incorporates PII as type-based
labels within a corresponding trawling model.
Summary. In practice, PII-based targeted password models
are typically built on trawling password models. These mod-
els (e.g., TarGuess-I [46] and RFGuess-PII [48]) treat PII
strings within passwords as fundamental training elements
and adapt the generation strategy during the guessing phase.
As a result, their performance heavily relies on the identifi-
cation and matching of PII within passwords. However, the
type-based PII matching approach struggles to fully capture
the diverse ways in which users incorporate PII into password
creation. For instance, both TarGuess-I [46] and RFGuess-
PII [48] define seven types of name tags, including full names,
surnames, and name abbreviations, among others (see Table
8). Yet, variations beyond these seven forms are not covered.
The same issue appears in other types of PII.

2.3 Reuse-based password models
Besides PII, attackers can also exploit users’ sister passwords
leaked from other accounts. These targeted attacks exploit
users’ tendency to reuse passwords, posing a more significant
threat than those based on PII.

At NDSS’14, Das et al. [11] introduced the first rule-
based algorithm for guessing reused passwords. Despite re-
lying on heuristic rules, it significantly outperforms trawl-
ing algorithms like PCFG [49]. Later, Wang et al. [46] in-
troduced TarGuess-II, a PCFG-based model for password
reuse, which considers both structural-level modifications
(e.g., L3D3→L3D3S2) and character-level modifications (e.g.,
L3:abc→L4:abcd). By leveraging the concept of graph iso-
morphism, it maps the modification behavior of existing and
new passwords to structural transformations in traditional
PCFG. On this basis, the authors incorporated the PII tags
defined in TarGuess-I into TarGuess-II, and proposed the
TarGuess-III model, which leverages both users’ PII and sister
passwords to further improve the guessing success rate.

In 2019, Pal et al. [31] viewed users’ password modifica-
tion behavior as a sequence of atomic editing operations, such
as adding, deleting, or replacing characters at individual posi-
tions. Based on this, the authors enabled the model’s output
to the sequence of edits from the existing password to the new
one, ultimately constructing the Pass2Path model. Besides,
the authors heuristically merged guess lists generated from
the victim’s two sister passwords to preliminarily explore
multi-password reuse attacks.

In 2023, Wang et al. [47] noted that Pass2Path [31] does
not accurately capture the impact of individual modification
operations on the current password. To more precisely model
users’ password reuse behaviors, they adopted a multi-step
decision-making mechanism and proposed a generative pass-
word model called Pass2Edit.

In the same year, Xu et al. [54] adjusted the editing opera-
tions defined in Pass2Path [31] and introduced PassBERT, a
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Figure 2: The PASSLLM framework mainly consists of three parts. The first part is encoding, where we use different encoding vocabularies for auxiliary
information (PII and/or sister passwords if available) and passwords. Then, during training, we use the LoRA fine-tuning technique. To ensure privacy security,
loss computation is limited to the predicted password characters. We use our proposed dynamic beam search algorithm for efficient password generation.

password reuse model based on a bidirectional Transformer
[42]. In 2024, Xiu and Wang [52] introduced PointerGuess,
a Seq2Seq-based targeted password model that incorporates
a pointer mechanism. Also, Xiu and Wang [52] utilized two
encoders to conduct preliminary explorations of multiple pass-
word reuse scenarios. Note that this approach lacks flexibility
and cannot effectively address the reality of different users
leaking varying numbers of sister passwords.
Summary. Note that these studies primarily focus on a single
password leaked from the victim user. Apart from a brief
mention in [31] and an initial exploration in [52], there has
been limited research on targeted guessing based on users’
multiple leaked passwords. However, statistical analyses by
Pal et al. [31] reveal that 16%-25% of users have leaked at
least three passwords. Moreover, a recent report [2] highlights
that, on average, each user (identified by email) has at least
2.5 leaked passwords. Therefore, evaluating the threat users
encounter when multiple sister passwords are compromised is
essential. This necessitates the development of new password
models that can capture the intrinsic relationships among
users’ multiple sister passwords.

3 PASSLLM: An LLM-based password guess-
ing framework

In this section, we first present how to fine-tune large language
models for the password guessing task, and then propose two
efficient password generation algorithms.

3.1 Password guessing modeling

Targeted guessing attackers exploits additional auxiliary in-
formation (such as personally identifiable information and/or
sister passwords) to generate a corresponding guessing dic-
tionary for each target victim. From this perspective, trawling
guessing can be seen as targeted guessing without any ad-
ditional information, where the same guessing dictionary is

generated for each target. Therefore, we model both the trawl-
ing guessing and targeted guessing in a unified manner.

Given a pre-trained language model PΦ(y|x), parameter-
ized by Φ. the password guessing task involves generating a
sequence of characters for a password pwi, based on available
auxiliary information INFOi, which may include personally
identifiable information and/or users’ sister passwords. The
training dataset consists of sequences Z = {seqi}N

i=1, where
each sequence seqi = [INFOi,pwi] is composed of a user’s
related information followed by the corresponding password.
Specifically, seqi = [INFOi,pwi] = [c1,c2, . . . ,cL], where c1
represents the first character in the sequence (which could be
part of the auxiliary information or the start of the password),
and cL is the last character.

Fine-tuning existing large language models offers signif-
icant advantages over training from scratch, reducing both
computational costs and time, while leveraging the inherent
language understanding to enhance reasoning and generation
performance. Accordingly, this paper adopts fine-tuning for
the task of password guessing.

During fine-tuning, the language model is initialized with
pre-trained weights Φ0 and updated to Φ0 +∆Φ by following
the gradient to maximize the autoregressive objective:

max
Φ

∑
seq∈Z

L

∑
t=1

logPΦ(ct |c<t), (1)

where ct represents the characters in the combined sequence
seq, and L is the total length of the sequence.

A drawback of full fine-tuning is that for downstream guess-
ing tasks, we learn a different set of parameters ∆Φ, whose
dimension |∆Φ| equals |Φ0|. For LLMs with billions of param-
eters, this becomes computationally expensive. To address this
issue, we adopt a more parameter-efficient approach known
as Low-Rank Adaptation (LoRA) [20]. In this light, the task-
specific parameter update ∆Φ = ∆Φ(Θ) is represented by
a smaller set of parameters Θ, with |Θ|≪|Φ0|. The task of
fine-tuning is formulated as an optimization over Θ:
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max
Θ

∑
seq∈Z

L

∑
t=1

logPΦ0+∆Φ(Θ)(ct |c<t) (2)

Currently, most existing LLMs are built on the Transformer
architecture [42]. A key component of the Transformer is the
attention mechanism, which enables the model to focus on
different parts of the input sequence when making predictions.
We employ LoRA [20] to modify the attention mechanism
of the model by applying low-rank updates to the projection
matrices of query, key, and value in the self-attention lay-
ers. Specifically, instead of updating the full query projection
matrix Wq, we decompose it into:

Wq =W 0
q +∆Wq, (3)

where W 0
q is the pre-trained query projection matrix (i.e., does

not receive gradient updates), and ∆Wq is the task-specific (i.e.,
password guessing) update, parameterized as:

∆Wq = AqBq, (4)

with Aq ∈Rd×r and Bq ∈Rr×k, where r≪min(d,k). The ma-
trices Aq and Bq are the low-rank components introduced dur-
ing fine-tuning, significantly reducing the number of trainable
parameters and making fine-tuning computationally efficient.

The same low-rank adaptation is applied to the projec-
tion matrices of the key and value, allowing the model to
specialize in the password generation task without updating
all parameters. The loss function used during training is the
cross-entropy loss, defined as:

L =−
L

∑
i=k

logP(ci|c0,c1, . . . ,ck,ck+1, . . . ,ck+i−1) (5)

where ck represents the first password character. This objec-
tive encourages the model to generate password sequences
that are contextually dependent on preceding password charac-
ters and any available auxiliary information (PII and/or sister
passwords). Notably, while typical training processes calcu-
late the loss across the entire input sequence, our approach
deviates to address specific security concerns.

In our task, the prefix section typically includes sensitive
information, such as PII and/or sister passwords. Optimizing
the loss over the entire sequence could expose the model
to potential vulnerabilities, enabling malicious attackers to
craft adversarial prompts that extract portions of users’ PII
or previously leaked passwords. To mitigate this risk, we
restrict the loss calculation to the password prediction portion,
ensuring that sensitive input content is excluded from direct
optimization during training.

During model training, it’s necessary to encode the train-
ing data into numerical representations. To achieve this, we
employ separate vocabularies for encoding passwords and
prefixes (i.e., prompt and available auxiliary information). For
prefixes, we use the default vocabulary of the large language
model. While for passwords, we employ a character-level
encoding. This separation aligns with the inherent charac-

Algorithm 1: The two-stage password generation algo-
rithm for trawling guessing

Input: Prompt p0, maximum prefix count N, probability threshold τ,
large language model M, Vocabulary V

Output: Finished password collection Cfinished

1 Stage 1: Prefix generation
2 PQ← PriorityQueue(); /* Initialize priority queue */
3 Cfinished← /0; /*Store finished passwords in two stages*/
4 PQ.push("",1);
5 while |PQ|< N do
6 (s,Pr(s))← PQ.pop(); /* Pop the highest probability prefix */
7 if s = "" then
8 Cnext,Cacheprompt← Predict(M, p0,V )/*Cnext contains

next tokens and their probabilities*/
9 else

10 Cnext,_← Predict(M,s,Cacheprompt,V )

11 Ccandidates← ConcatAndUpdate(s,Cnext)/*Concatenate the
prefix and next tokens, update cumulative probabilities*/

12 for each c ∈ Ccandidates do
13 if c contains EOS and Pr(c)>τ then
14 Cfinished←Cfinished ∪{c}
15 else
16 PQ.push(c,Pr(c))

17 Stage 2: Password generation
18 for each (prefix,Pr(prefix)) ∈ PQ do
19 Q← Queue(); /* Initialize queue for password generation */
20 Q.enqueue(prefix,Pr(prefix)); /* Start from prefix with its

probability */
21 seed←p0 || prefix /* Concatenate the prefix with the prompt */
22 while Q is not empty do
23 (s,Pr(s))← Q.dequeue()
24 if s = prefix then
25 Cnext,Cacheseed← Predict(M, seed,V )
26 else
27 Cnext,_← Predict(M,s,Cacheseed,V )

28 Ccandidates← ConcatAndUpdate(s,Cnext)
29 for each c ∈Ccandidates do
30 if Pr(c)≥ τ then
31 if c contains EOS then
32 Cfinished←Cfinished ∪{c};
33 else
34 Q.enqueue(c,Pr(c))

35 return Cfinished

teristics of the task: PASSLLM is designed exclusively for
password generation, which is inherently a character-level
language modeling task. Given that over 99% of real-world
passwords are composed of 95 printable ASCII characters
(see Table 1), limiting the password vocabulary to this char-
acter set is a natural and task-aligned design choice.

More specifically, we extract these 95 characters from the
model’s original vocabulary and add an EOS token (end of the
sequence being generated), resulting in a 96-symbol password
vocabulary used for character-to-index encoding.

3.2 Password generation algorithms

In practice, password generation encompasses two distinct
scenarios with fundamentally different characteristics. Specif-
ically, trawling guessing aims to crack passwords across a
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wide user population (without user-specific information) by
generating a large-scale (e.g., 108), generic password dictio-
nary. In contrast, targeted guessing exploits the victim’s PII
and/or sister passwords to produce a small set (e.g., 103) of
personalized/targeted guesses. Given the significant differ-
ences in guessing scale and information exploited, we design
two dedicated and efficient password generation algorithms
tailored to trawling and targeted guessing, respectively.

3.2.1 Trawling password generation algorithms

For trawling guessing scenarios, we employ a Breadth-First
Search (BFS) algorithm with probability threshold pruning
(see Appendix E for details). This approach is widely adopted
in existing trawling password models [28, 55]. Given the
vast parameter size of PASSLLM (e.g., 7B), we propose a
two-stage password generation algorithm to further improve
generation efficiency by facilitating effective parallelization
of large-scale password generation (see Algorithm 1).

In the first stage, a priority queue is employed to generate a
set of non-overlapping prefixes (e.g., 1234, zxcv, ilo) based
on the initial prompt p0. Specifically, we begin by generating
95 single-character prefixes (here, our vocabulary V consists
of 95 printable ASCII characters and an end-of-sequence
token). These prefixes are inserted into a max-heap priority
queue. At each iteration, the prefix with the highest cumulative
probability (e.g., a) is dequeued and used to predict the next-
token probability distribution. The prefix is then expanded
by appending each of the 95 printable ASCII characters to
form new prefixes (e.g., aa, ab, ..., a#), whose cumulative
probabilities are updated accordingly. For example, after two
iterations, the queue contains 189 (=95−1+95) prefixes. This
process repeats until the queue exceeds a predefined size.

It is important to note that the generated prefixes are of
variable lengths and form a prefix-free structure in which no
sequence is a prefix of another (e.g., prefixes like abc and
abcd do not coexist in the queue). Besides, these prefixes
are not necessarily the top-ranked by probability; rather, they
cover all possible password generation paths. The use of a
priority queue is motivated by the desire to balance the num-
ber of generated passwords across different prefixes in the
second stage (mitigating the situation where high-probability
prefixes lead to extremely large sub-dictionaries while others
yield very small ones). During the prefix generation process,
if the cumulative probability of a prefix concatenated with the
EOS (end of the sequence being generated) token exceeds a
threshold τ, it is added to the final set of generated passwords.

In the second stage, each prefix is treated as an indepen-
dent seed. It is concatenated with the same initial prompt p0
to form a new input sequence, which is then used to gener-
ate sub-dictionaries via the BFS algorithm with probability
threshold pruning (see Stage 2 in Algorithm 1). Once all sub-
dictionaries are generated, they are merged and ranked by
their probabilities to produce the final password dictionary.
This approach naturally decomposes the password generation

Algorithm 2: Dynamic beam search for targeted guessing

Input: Language model M; INFO (i.e., PII and/or sister passwords);
Beam width list K[1:m]; Batch size B; EOS threshold ε;
Vocabulary V

Output: Finished password collection Cfinished
1 Cfinished← /0 /* Store finished candidates with EOS */
2 Cbeam← /0 /* Store prefixes and their cumulative probabilities in

current beam */
3 Cachepw_prev← /0 /* Store password KV cache from last depth */
4 Cnext,CacheINFO← Predict(M, INFO,V )/* Cnext contains next

tokens and their probabilities */
5 for i = 1 to m do
6 Ccandidates← ConcatAndUpdate(Cbeam,Cnext) /*Concatenate

prefixes and next tokens, update cumulative probabilities*/
7 Cfinished←Cfinished∪{s∈Ccandidates|s[−1]=EOS,Pr(EOS|·)>ε}

/* Filter finished sequences based on the EOS probability */
8 Cunfinished←{s ∈Ccandidates | s[−1] ̸= EOS}
9 Cbeam← SelectTopK(Cunfinished,K[i])

10 {B1, . . . ,Bn}← PartitionIntoBatches(Cbeam,B) /* Partition
beam into n small batches */

11 Cnext← /0

12 Cachepw← /0 /* Store current depth password KV cache */
13 for j = 1 to n do
14 B_cachepw← SelectPasswordCache(B j ,Cachepw_prev)
15 /* Select B j’s password KV cache from i-1 depth */
16 B_cache← Concat(Repeat(CacheINFO, |B j|),B_cachepw)
17 /*Concatenate INFO KV cache with password KV cache*/
18 B_Cnext,B_cache← Predict(M,B j ,B_cache,V )
19 B_cachepw← ExtractPasswordCache(B_cache) /*

Extract password KV cache*/
20 Cachepw← Cachepw ∪B_cachepw /* Save the newly

generated password KV cache */
21 Cnext←Cnext ∪B_Cnext

22 Cachepw_prev← Cachepw /* Update password KV cache */
23 return Cfinished

task into multiple independent subtasks, enabling efficient
large-scale parallelization of dictionary generation.

3.2.2 Targeted password generation algorithms

In targeted guessing scenarios, the guess number allowed
is typically limited (e.g., NIST-recommended rate limiting
≤100 failed attempts per account [16]), making exhaustive
search strategies such as BFS (even with probability thresh-
old pruning) computationally inefficient (in the context of
LLM-based password generation). A natural alternative is to
employ the beam search algorithm, which prioritizes the gen-
eration of the top-k high-probability password candidates by
pruning less promising paths [31, 47, 52]. However, the naive
implementation of beam search incurs substantial VRAM
consumption when scaled to large beam widths (e.g., 1,000).
To mitigate this, we propose a dynamic beam search strategy
(see Fig. 3 and Algorithm 2) that allocates beam width during
generation, achieving a better balance between efficiency and
performance. The algorithm takes the following inputs:

• m: the maximum depth of generation
• K[i]: the beam width at i-th depths
• V : the vocabulary used for password generation
• B: the batch size during the model prediction
• ε: the threshold for the end-of-sequence symbol
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Figure 3: Dynamic beam search algorithm of PASSLLM. At each prediction step, the original 32,000-token vocabulary is limited to 95 printable characters and
an EOS symbol. Sequences containing EOS are then placed into the guess set, and from the remaining sequences, the Top-k candidates are selected and sorted
based on their probabilities. This process repeats for subsequent prediction steps until the predefined maximum depth is reached.

At each depth i, the algorithm selects the top K[i] unfinished
password prefixes from depth i−1 based on their cumulative
log-probabilities. Due to memory constraints, these candi-
dates are divided into n = max(⌈K[i]/B⌉,1) smaller batches,
where B denotes the maximum number of sequences that can
be processed in parallel on a given GPU (e.g., NVIDIA 4090).

Each small batch undergoes a single forward pass (inner-
forward), producing unfinished candidate sequences for the
next depth. Unlike traditional beam search, we do not treat
the EOS token as a normal candidate in beam ranking.
Instead, we introduce a termination threshold mechanism:
a sequence is forcibly ended and added to the output set
only if the model’s predicted Pr(EOS|·)>ε for that sequence.
This design addresses a specific observation in our tar-
geted guessing scenarios: certain prefix sequences closely
related to auxiliary information (e.g., Smit as a partial form
of Smith) tend to have high prefix probabilities. As a re-
sult, even when Pr(EOS|Smit) is low, the overall probability
Pr(Smit[EOS]) can still be relatively high (e.g., compared
to Pr(SmithWill1968[EOS])), potentially resulting in the in-
clusion of such incomplete/unrealistic passwords in the Top-
1,000 guess list, which do not reflect users’ actual password
creation behaviors. Our threshold strategy mitigates this risk.

After all n batches are processed at depth i, the algorithm
selects the top K[i+ 1] candidates for the next depth, until
reaching the maximum depth m. All completed sequences
(i.e., terminated with EOS) are finally sorted and returned in
descending order of their cumulative log-probabilities.
KV cache. To reduce redundant computation in the autore-
gressive decoding process, we adopt key-value (KV) caching
to store intermediate attention states. However, using the de-
fault beam search (e.g., as implemented in Hugging Face
Transformers) incurs substantial memory overhead, as each
beam separately stores full KV caches for both the PII and the
evolving password prefix. This leads to severe GPU memory

exhaustion, especially under large beam widths. To mitigate
this, we perform a one-time forward pass on the INFO to
obtain its corresponding KV cache, denoted as CacheINFO.
This KV cache is shared across all prefixes during generation.

As a result, for each target, we only need to maintain
batch_size instances of CacheINFO, instead of the beam_width
instances required by conventional beam search. Particularly,
batch_size can be flexibly adjusted based on available VRAM
without affecting the guessing success rates under a fixed
beam_width. As for the password prefix, we still maintain
separate beam_width KV caches. Since a single KV cache
for INFO is typically much larger than that for the password
prefix, our design substantially reduces VRAM consump-
tion compared to conventional beam search, which stores
beam_width instances for both components.

4 Experiments
We first elaborate on the experimental setup, and then fairly/
comparatively evaluate our PASSLLM with its foremost coun-
terparts (i.e., RankGuess [55], RFGuess [48], PassGPT [37],
PagPassGPT [38], PCFG [49], Markov [27], FLA [50], Tar-
Guess [46], PointerGuess [52], Pass2Edit [47], Pass2Path [31]
and PassBERT [54]).

4.1 Our datasets
Datasets. Our evaluation is based on 11 large-scale password
datasets with over 3.3 billion plaintext passwords, including
six from English sites, four from Chinese sites and one mixed
(see Tables 1 and 2). Among them, COMB (Compilation of
Many Breaches) is a consolidated archive of over 3.28 billion
plain text email-password pairs tied to 2.18 billion unique
emails. It draws on credentials exposed in some 252 previous
breaches (including Netflix, LinkedIn, Yahoo, Bitcoin and
Hotmail) and, despite containing no new leaks, represents one
of the largest single compilations ever released. Notably, it
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Table 1: Basic information about our eight password datasets (PW=password).
Dataset Language Service type Leaked time Original size Non-PWs/Non-ASCII PW length>30 Removed After cleaning Remaining

Post Millennial English News outlet May 2024 38,902 0 31 0.08% 38,871 99.92%
000Webhost English Web hosting Oct. 2015 15,299,907 69,606 1,131,721 7.76% 14,098,263 92.24%
Rockyou English Social forum Dec. 2009 32,603,387 149,971 2,068 0.47% 32,451,348 99.53%
Taobao Chinese E-commerce Feb. 2016 15,072,418 0 86 0.00% 15,072,332 100.00%
126 Chinese Email Dec. 2011 6,392,568 0 599 0.00% 6,391,969 100.00%
CSDN Chinese Programmer forum Dec. 2011 6,426,872 0 125 0.00% 6,428,285 100.00%
Dodonew Chinese E-commerce Dec. 2011 16,282,276 4,975 12,070 0.10% 16,265,231 99.90%
COMB Mixed Mixed Feb. 2021 3,279,064,312 14,948,181 10,576,452 0.78% 3,253,539,679 99.22%

Table 2: Basic information of our PII datasets.
Dataset Language Items num Types of PII useful for this work

12306-PII Chinese 129,303 Email, User name, Name, Birthday, Phone

Dodonew-PII Chinese 161,517 Email, User name, Name, Birthday, Phone

CSDN-PII Chinese 77,216 Email, User name, Name, Birthday, Phone

000Webhost-PII English 79,580 Email, User name, Name, Birthday

Rootkit-PII English 69,418 Email, User name, Name, Birthday

Clixsense-PII English 2,222,045 Email, User name, Name, Birthday

includes over 1.5 million records from government domains
(e.g., 625,505 U.S. .gov, 205,099 U.K. .gov.uk) and roughly
450 million Yahoo and 200 million Gmail accounts [1].

12306, Rootkit, and ClixSense are associated with vari-
ous kinds of PIIs (e.g., name, email, username, phone, and
birthday). For targeted password guessing, we obtain another
two PII datasets by matching the email (see Table 2). Be-
sides some early disclosed datasets (i.e., CSDN, Dodonew,
Rockyou, and 000Webhost) which have been widely used in
research [27, 28, 45, 46], we incorporate one very recently
leaked dataset (i.e., the Post Millennial [5]) that may exhibit
up-to-date users’ password behaviors. These datasets are com-
promised by hackers or leaked by insiders, and have been pub-
licly available on the Internet for some time. Following the
data cleaning method in [27,45,55], we remove non-password
strings in the original dataset, including headers, descriptions,
footnotes, and non-ASCII strings. We also remove passwords
with length>30, because these overly long strings do not
seem to be generated by users, but more likely by password
managers or simply junk information.

4.2 Key factors evaluation
Choice of fundamental model. Currently, there is a wide vari-
ety of general-purpose large language models based on differ-
ent architectures, including encoder-decoder models (e.g., T5
[36]), decoder-only models (e.g., Mistral [21] and Llama [40]),
and encoder-only models (e.g., BERT [13]). Given that pass-
word guessing is fundamentally a character-level language
modeling problem, where passwords are typically generated
autoregressively, encoder-only architectures are unsuitable for
this task. Between encoder-decoder and decoder-only archi-
tectures, we choose the decoder-only fundamental model for
fine-tuning, as it avoids the additional computational overhead
associated with unnecessary encoders.

More specifically, we randomly select one million Rockyou
passwords and fine-tune a number of large language models
(using 100k randomly chosen from the remaining Rockyou

passwords as the test set), including Llama2-7B3, Llama3-
8B4, Llama2-13B5, GPT-26, Qwen2.5-0.5B7, Qwen2.5-3B8,
Qwen2.5-7B9, Qwen2.5-14B10, and Mintral-7B11. Particu-
larly, the LoRA trainable parameters for all large language
models are detailed in Fig. 15 (the “PassLLM setting”).

Fig. 4(a) shows that, when the model parameters are compa-
rable, LLMs primarily trained on English corpora (e.g., Llama
and Mistral) show higher guessing success rates than Qwen
models trained mainly on Chinese corpora. In particular, the
performance of Llama2-7B/Mistral-7B is comparable to that
of Qwen-14B. Among LLMs primarily trained on English cor-
pora, the differences are minimal, and increasing the model’s
parameter size (e.g., from Llama2-7B to Llama2-13B) does
not significantly improve the guessing success rate. Interest-
ingly, while Llama3-8B outperforms Mistral-7B/Llama2-7B
on various benchmark tasks12, their performance on password
guessing is comparable. This highlights the unique nature of
password text, indicating that password guessing requires spe-
cific fine-tuning. Overall, Mistral-7B [21] performs the best.
Therefore, without loss of generality, we take Mistral-7B [21]
as a representative case study to demonstrate how to fine-tune
LLMs for password guessing.
Impact of prompt. Before conducting large-scale experi-
ments, we evaluate the impact of four distinct prompts on
the overall guessing effectiveness. The first prompt explicitly
positions the LLM as a trawling password model, guiding it
to generate passwords. The second prompt removes all in-
structions, using only the training passwords to evaluate the
model’s baseline performance without guidance. The third
prompt shifts the model’s role to a password defense advisor,
aimed at preventing password guessing, and exploring the im-
pact of an adversarial or defensive prompt. Finally, the fourth
prompt, set within the unrelated domain of chemistry, serves
as a control to evaluate the effect of irrelevant instructions
on password guessing. This comparison helps evaluate how
different prompts influence password prediction performance.

3 https://huggingface.co/meta-Llama/Llama-2-7b
4 https://huggingface.co/meta-Llama/Meta-Llama-3-8B
5 https://huggingface.co/meta-Llama/Llama-2-13b
6 https://huggingface.co/openai-community/gpt2
7 https://huggingface.co/Qwen/Qwen2.5-0.5B
8 https://huggingface.co/Qwen/Qwen2.5-3B
9 https://huggingface.co/Qwen/Qwen2.5-7B

10 https://huggingface.co/Qwen/Qwen2.5-14B
11 https://huggingface.co/mistralai/Mistral-7B-v0.1
12 https://ai.meta.com/blog/meta-Llama-3/
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Figure 4: Evaluation of three key factors (i.e., base model, prompts, and training set size) affecting the model’s overall performance. Fig. 4(a) demonstrates that
using Mistral-7B as the base model results in a slightly higher guessing success rate compared to other alternative large language models. Fig. 4(b) illustrates
that prompts with different roles (see Table 11) have minimal impact on the model’s guessing success rate, but they all significantly outperform the no-prompt
condition. Fig. 4(c) shows that the model’s guessing success rate in the PII-based targeted scenario stabilizes once the fine-tuning dataset size reaches 50,000.

Table 3: Trawling guessing scenarios
Scenario # Training set Training set size Test set Test set size

1 80% Rockyou 1,000,000 20% Rockyou

100k2 000Webhost
3 80% Dodonew 12,955,973 20% Dodonew
4 Taobao

Table 11 presents the detailed prompts.
Surprisingly, assigning different roles to the LLMs has min-

imal impact on the final guessing success rate (see Fig. 4(b)).
Using a prompt, even one that is completely unrelated or con-
trary, significantly outperforms not using any prompt. This
phenomenon may stem from the model’s ability to utilize any
context, regardless of its relevance, to guide its predictions.
It suggests that the presence of structure, even in the form
of an unrelated or adversarial prompt, helps the model focus
on the task at hand. Given that the difference in performance
is minimal, we opt for a simple and straightforward prompt
format for our study: the first prompt (In targeted guessing
scenarios, our prompt is adjusted to “As a targeted password
guessing model, your task is to utilize the provided infor-
mation to guess the corresponding password. \n Auxiliary
information sequence+password”).

4.3 Trawling attack scenarios
Experimental setup. The most recent advancement in pass-
word guessing research is the RankGuess model, proposed by
Yang and Wang in their IEEE S&P 2025 paper [55]. In this
work, we follow their experimental setup by randomly select-
ing one million samples from 80% of the Rockyou dataset for
training, and using a randomly chosen subset of 100,000 pass-
words from the remaining 20% as the test set. This is common
practice since previous research [12,47] demonstrates that the
password model’s guessing success rate converges once the
test set size reaches 10,000 entries.

To evaluate the fitting and generalization abilities of PASS-
LLM, we conduct both one-site and cross-site password
guessing experiments (i.e., 1M Rockyou→20% Rockyou and
1M Rockyou→000Webhost, where M=million). Considering
that some password models (e.g., FLA [28]) may perform

better with large-scale training sets (e.g., over ten million
samples), we also compare the performance of various mod-
els using the 80% Dodonew dataset (a Chinese dataset, to
demonstrate the generalizability of our model). The trawling
guessing scenarios are summarized in Table 3. The descrip-
tions and parameter settings for the seven leading comparative
models (i.e., RankGuess [55], RFGuess [48], PassGPT [37],
PagPassGPT [38], PCFG [49], 3/4-order Markov [27], and
FLA [50]) can be seen in Appendix A.
Experimental results. Due to the computational intensity of
enumerating all possible guesses in trawling guessing scenar-
ios, we use the Monte Carlo algorithm [12] to approximate
the number of attempts required for an attacker to successfully
crack a password. A key requirement for applying this method
to PASSLLM is that the generated password samples must
be conditioned on a fixed prompt (see Appendix D for de-
tails). This ensures that the Monte Carlo estimate of the guess
number for a given password corresponds to its expected rank
under PASSLLM. (see Fig. 10(h)).

For PassGPT [37] and PagPassGPT [38], we run the source
code with the best parameters recommended in their papers
(see Appendix A.1 for detailed settings) and set the total
dictionary size to 108. Both models ultimately generate ap-
proximately 6×107 unique passwords.

We notice that PassGPT [37] is essentially a probabilistic
model; however, in the publicly released code13, the authors
directly invoke the generate function in GPT2LMHeadModel,
which returns random sampled outputs without associated
probabilities. These sampled passwords are then used as the
final generated dictionary in the original paper. As a result,
the dictionary contains a high proportion of duplicate pass-
words (around 40% under a 109 guessing budget), and lacks
probability scores, making it infeasible to effectively rank the
generated guesses. To address this, we apply the Monte Carlo
sampling method used for our PASSLLM (see Appendix D)
to PassGPT [37], enabling it to assign probabilities to the gen-
erated passwords. This modification significantly improves
the model’s guessing success rate compared to the original

13 https://github.com/javirandor/passgpt/blob/main/src/ge
nerate_passwords.py
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Figure 5: Comparison of the performance of our PASSLLM with leading trawling password models (i.e., RankGuess [55], PassGPT [37], PagPassGPT [38],
RFGuess [48], PCFG [49], 3/4-order Markov [27], and FLA [28]) across one-site and cross-site guessing scenarios. Here, → indicates that the attacker uses the
data on the left to train the model and the data on the right as the corresponding test set. Overall, our PASSLLM either matches or outperforms all its counterparts.
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Figure 6: Experimental results of our PASSLLM-I against TarGuess-I [46] and RFGuess-PII [48] in PII-based targeted guessing scenarios (see Fig. 10 for the
other four scenarios). The guessing success rates of our PASSLLM-I are always the best within 103 guesses. CN=Chinese; EN=English; 000Web.=000Webhost.

version, as shown in the PassGPT+ result curve in Fig. 5. In
contrast, the PagPassGPT model [38] introduces a pattern-
guided guessing mechanism, which breaks the underlying
probabilistic nature of the model. Therefore, Monte Carlo
simulation is not applicable in this case.

The results (see Fig. 5) show that within 1014 guesses,
our PASSLLM achieves a guessing success rate that matches
or outperforms all existing password models. In particular,
PASSLLM demonstrates strong generalization ability in cross-
site guessing scenarios. For example, on the 2024 leaked Post
Millennial dataset (which is unlikely to appear in the LLM’s
pretraining data due to its recency), PASSLLM significantly
outperforms the state-of-the-art RankGuess model [55] by
3.36%-32.21% at 109 guesses. We further verified that the
overlap between the Post Millennial and our training set (i.e.,
1M Rockyou) is minimal, with a match rate of only 2.42%.
Improvement principles. Apart from PCFG [49], all the
password models compared, including our PASSLLM, are
based on the Markov principle from a high-level perspec-
tive. Specifically, they predict the probability distribution of
the next character using preceding character(s) as context.
The performance difference between PASSLLM and other
password models can be attributed to two main factors. First,
the sufficiently large parameter size of PASSLLM (i.e., 7B)
allows it to more accurately capture the character probabil-
ity distribution of a given password dataset. Second, LLMs
(e.g., the Mistral base model in PASSLLM) are pretrained on
vast amounts of natural language text. While there are sig-
nificant differences between natural language and password

characters, both are fundamentally textual, which gives LLMs
superior contextual learning ability for password characters
compared to traditional password models. Further, we analyze
the overlap among the passwords cracked by the top three
performing models (i.e., our PASSLLM, RankGuess [55], and
PassGPT [37]). Detailed results are provided in Appendix B.

4.4 PII-based attack scenarios
Considering that the datasets containing PII are typically
small (less than one million), we first evaluate the impact of
training set size on the performance of PASSLLM-I. Specif-
ically, we combine three Chinese datasets (i.e., PII-12306,
PII-Dodonew, and PII-CSDN) and three English datasets (i.e.,
PII-Rootkit, PII-000Webhost, and PII-ClixSense) to create
two larger mixed datasets. Each mixed dataset was then split
into an 80% training set and a 20% test set. From the 80%
training set, we randomly select samples of 10,000, 50,000,
100,000, and 200,000 entries as training subsets. Meanwhile,
a fixed subset of 10,000 entries was randomly chosen from
the remaining 20% to serve as the test set.

Figure 4(c) shows a comparison of PASSLLM-I’s guessing
success rates under different training set sizes. Results show
that the guessing success rate increases with the number of
fine-tuning samples, and remains stable once the fine-tuning
dataset reaches 50,000 entries. In particular, for all targeted
guessing scenarios (including PII-based, reuse-based, and
multi source-based), the results are derived from actual pass-
word dictionaries explicitly generated for each target user
(rather than using the Monte Carlo simulation).
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Table 4: Experimental setup of PII-based guessing scenarios†

Scenario # Training set Composition Training set size Test set (size)

1
MixCN 80%

80% Dodonew
231,739

Dodonew 10k
2 80% CSDN CSDN 10k
3 80% 12306 12306 10k
4

MixEN 80%
100k ClixSense

274,845
ClixSense 10k

5 80% Rookit Rookit 10k
6 80% 000Web. 000Web. 10k
7 MixCN&EN MixCN 80% 535,604 MixCN 10k
8 MixEN 80% MixEN 10k

†All datasets contain PII. CN/EN=Chinese/English; 000Web.=000Webhost

Table 5: Reuse-based guessing scenarios
# Experimental setup Training set (size) Test set (size)

1 pw1→pw2 COMB (|pw|=2) 100k COMB (|pw|=2) 10k

2 pw1→pw2 126→Dodonew 188,926 126→CSDN 10k

3 (pw1,pw2)→pw3
† COMB (|pw|=3) 100k COMB (|pw|=3) 10k

4 pw1∼pwn→pwn+1, n∈[3,8] COMB (|pw|∈[3,9]) 100k COMB (|pw|∈[3,9]) 10k
†The notion (pw1,pw2)→pw3 means using two sister passwords of the same user to

crack the user’s new password on another website.

Experimental setup. We compare PASSLLM-I with two
leading PII-based targeted password models (i.e., TarGuess-
I [46] and RFGuess-PII [48]). Table 4 presents our eight
PII-based guessing scenarios. For each model, we use the
open-source code provided by the authors and configure the
parameters according to their recommended settings. Addi-
tionally, we utilize the Min_auto strategy [41] to avoid the
bias of a single model (i.e., Combine TarGuess-I [46] and
RFGuess-PII [48] to obtain the optimal result). The setup for
each model can be seen in Appendix A.
Experimental results. We set the maximum guess num-
ber to 1,000 based on established practices in mainstream
targeted guessing literature (e.g., [31, 46, 48]). Fig. 6 (and
Fig. 10) shows that, within 100 guesses, PASSLLM-I out-
performs both TarGuess-I [46] and RFGuess-PII [48] by
16.20%-119.87% and 15.10%-76.27%, respectively. This
demonstrates that our PASSLLM-I is more effective at model-
ing users’ vulnerable behaviors of creating passwords based
on their PIIs. To clearly illustrate the advantages of PASS-
LLM-I, we conduct an overlap analysis of the passwords
successfully guessed by the three models (see Appendix B).

4.5 Reuse attack scenarios
Experimental setup. To evaluate the guessing capabilities
of PASSLLM-II in password reuse attack scenarios, we con-
struct several password reuse datasets. Specifically, following
the method employed in [31, 47, 52, 54], we match email ad-
dresses with the COMB dataset to create a large-scale dataset
that contains email addresses along with multiple passwords.
For each user with two or more leaked/sister passwords, we
randomly select one password as the target. We then estab-
lish scenarios for single-password reuse and multi-password
reuse based on the number of sister passwords. In the multi-
password reuse scenarios, we distinguish between users with
two leaked passwords and those with three to nine leaked
passwords (see Table 5). Particularly, in each attack scenario,

we randomly select 100,000 samples from the dataset as the
training set and additionally choose 10,000 samples as the
test set (which follows a commonly adopted setting in prior
work [47, 52]). For the multi-password attack scenarios (i.e.,
Scenario #4 and the following scenarios in Sec. 4.6), we
present the distribution of the number of sister passwords per
user in the dataset (see Fig. 12).

We compare our PASSLLM-II with six state-of-the-art pass-
word reuse models (i.e., TarGuess-II [46], Pass2Path [31],
Pass2Edit [47], PassBERT [54], PointerGuess [52], and MS-
PointerGuess [52]). We briefly describe these password mod-
els in Appendix A. Particularly, we use the best configuration
parameters recommended by the authors. For our PASSLLM
framework, we only need to adjust the input data from PII to
(multiple) sister passwords.
Experimental results. The experimental results (see Fig.
7) show that our PASSLLM-II outperforms all password
reuse models in the single-password reuse scenario. More
specifically, within 1,000 guesses, its guessing success rate
outperforms that of the best-performing Pass2Edit [47] by
8.27%-9.66%. A plausible reason is that during training,
Pass2Edit [47] only focuses on password pairs with a cosine
similarity greater than 0.3, overlooking those with smaller
cosine similarities but still complying with reuse behaviors
(e.g., the cosine similarity between johndoe and JOHNDOE is
0, but they are reused password pair; see more examples in
Appendix C). In contrast, our PASSLLM-II avoids this issue
by learning directly from the entire password pair dataset
without requiring any filtering of the training set.

In the two-password reuse attack scenario, the guessing suc-
cess rate of PASSLLM-II outperforms MS-PointerGuess [52]
(which can exploit users’ two sister passwords) by 40.45%-
140.42%. Further, in multi-password (≥3) scenarios, PASS-
LLM-II achieves a guessing success rate of 36.63% within
103 guesses (here the target password differs from all sister
passwords). To the best of our knowledge, our PASSLLM-
II is the first model capable of simultaneously utilizing any
number of sister passwords from the same user to model their
password reuse behavior. Further, we analyze the overlap and
the edit distance distribution among the passwords cracked
by the top three performing models (i.e., our PASSLLM-II,
Pass2Edit [47], and PointerGuess [52]). Detailed results are
provided in Appendix B and Appendix C.

4.6 Multi-source guessing scenarios
Now, we introduce a more powerful attacker who has access
to both the user’s PII and sister passwords (which can be
multiple). To the best of our knowledge, only the TarGuess-
III model [46] proposed by Wang et al. in 2016 can address
such attack scenarios. First, we create a dataset that includes
both PII and multiple sister passwords by matching the PII
datasets with the COMB dataset using email addresses. We
then conduct a fair/comprehensive comparison of PASSLLM-
III and TarGuess-III [46] using these datasets (see Table 6).
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Figure 7: Experimental results of our PASSLLM-II against other reuse-based password models (i.e., TarGuess-II [46], Pass2Path [31], Pass2Edit [47], PassBERT
[54] and PointerGuess [52]). Note that the 126→CSDN scenario is identical to the experimental scenario in [47, 52], and is included to demonstrate that we have
correctly run the relevant models and conducted a fair comparison. In Figs. 7(a) and 7(c), we have excluded the cases where the target password is the same as
any of the sister passwords to show the success rate of different models in a single guess. Overall, our PASSLLM-II performs the best within 103 guesses.
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Figure 8: Experimental results of our PASSLLM-III against TarGuess-III [46] in targeted guessing scenarios. PASSLLM-III refers to the model that uses the
same auxiliary information (i.e., four PIIs and one sister password) as TarGuess-III; PASSLLM-III+ further includes phone number, website name and multiple
sister passwords. The guessing success rates of our PASSLLM-III+ are 32.97%-103.35% higher than TarGuess-III [46] within 102 guesses. To intuitively show
the risks associated with different types of information exploited, we also compare the performance of PASSLLM-I and PASSLLM-II in the same scenario.
Results show that the leakage of sister passwords poses a greater threat than PII alone, with guessing success rates further increasing when both are combined.

Table 6: Multi-source (PII and sister passwords) guessing scenarios
# Training set size Test set size Information used

1 12306&COMB† 119,197
Dodonew&COMB

10k
Email, Name,

CSDN&COMB Birthday, Username,
2 000Web.&COMB 134,676 000Web.&COMB One sister password‡

3 12306&COMB 119,197
Dodonew&COMB

10k
4 PIIs+Phone, Web name,

CSDN&COMB n(≥2) sister passwords
†12306&COMB means that the 12306 dataset containing PII is combined with COMB,

which includes emails and multiple passwords. The datasets are matched by email
to obtain PII and multiple sister passwords for the same user. Then, one password is
randomly selected from the set of sister passwords to be the target password.

‡TarGuess-III [46] can only utilize the five available information. Thus, we create
this scenario to fairly compare PASSLLM-III with TarGuess-III. Additionally, our
PASSLLM-III can leverage more information (e.g., website names and multiple
sister passwords), which corresponds to Scenarios #3.

Experimental results. Experimental results (see Fig. 8) show
that our PASSLLM-III, when using the same auxiliary in-
formation as TarGuess-III, achieves a significantly higher
guessing success rate, outperforming TarGuess-III [46] by
13.44%-36.14% within 103 guesses. Furthermore, when addi-
tional auxiliary information and sister passwords are incorpo-
rated (i.e., PASSLLM-III+), the success rate improves even
further, surpassing 62.64%-87.78% within 103 guesses.
Improvement principles. TarGuess-III [46] builds on the
foundations of TarGuess-I and TarGuess-II, inheriting their
limitations. More specifically, it continues to suffer from
the incomplete PII label definitions of TarGuess-I and the
complex structural and character-level transformations of

TarGuess-II. In contrast, our proposed PASSLLM-III simpli-
fies this by directly employing the available auxiliary informa-
tion (i.e., both users’ PIIs and sister passwords) as part of the
prompts. This allows PASSLLM-III to learn key password-
related characters directly from the auxiliary information,
avoiding the intermediate precision loss caused by converting
PIIs into labels or interpreting password modifications as
complex transformations.

4.7 Improving computational efficiency via
model distillation

We now evaluate the computational efficiency of our PASS-
LLM in both targeted and trawling guessing scenarios on a
server with a single RTX 4090 GPU (see Table 7).

To further improve guessing efficiency, we apply the model
distillation technique [18] to accelerate the generation speed
of PASSLLM while maintaining its performance.

More specifically, we use the 7-billion-parameter ver-
sion of PASSLLM as the teacher model. For an input se-
quence consisting of a prompt and a complete password (e.g.,
prompt+qwerty), the teacher model outputs a sequence of
probability distributions, each representing the likelihood of
the next character conditioned on the preceding context:

PT = [P(c1 | prompt), . . . ,P(cn | prompt+ c1 + · · ·+ cn−1)] , (6)
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Figure 9: Comparison of success rates between the distilled and original models across three guessing scenarios. PASSLLM-d, the distilled variant (using
Qwen2.5-0.5B as student model), achieves nearly identical performance to the original model while significantly reducing parameter size. Qwen2.5-0.5B refers
to the same base model fine-tuned directly on the training set without distillation, serving as a baseline to highlight the effectiveness of the distillation process.
The higher success rate of Qwen2.5-0.5B in Fig. 9(a) compared to Qwen2.5-0.5B in Fig. 4(a) is due to the different LoRA trainable parameters (see Fig. 15).

Table 7: Performance comparison of the original and distilled versions of
PASSLLM across tasks in trawling and targeted scenarios†.

Scenarios‡ Item PASSLLM-7B PASSLLM-d (0.5B) Speedup

Trawling
Training 7 hours 12 hours —
Sampling 540 pw/s 5,100 pw/s 9.4 times
Generation 260 pw/s 3,000 pw/s 11.5 times

Targeted Training 4 hours 8 hours —
Generation 80-150 pw/s 460-590 pw/s 4-6 times

†These results were evaluated on a server equipped with a single RTX 4090 GPU.
‡Trawling training set: 1M RockYou; Targeted training set: 126→CSDN.

where c1, . . . ,cn denote the characters in the password.
The student model, a lightweight variant (denoted as PASS-

LLM-d), takes the same input and is trained to approximate
the output distributions of the teacher model. To achieve
this, we adopt a combined training objective that balances
knowledge distillation and next-character prediction. Specifi-
cally, we minimize a loss that interpolates between the Kull-
back–Leibler (KL) divergence from the teacher model and the
standard cross-entropy loss with respect to the ground-truth
characters. The overall loss function is defined as:

Lcombined = αLKL +(1−α)LCE. (7)

The first term, LKL, encourages the student model to align
its output distributions with those of the teacher model at each
character position:

LKL =
1
n

n

∑
i=1

KL(PT (ci) ∥ PS(ci)) . (8)

The second term, LCE, ensures that the student model also
learns to predict the correct next character given the input
sequence, using the standard cross-entropy loss:

LCE =−
n

∑
i=1

logPS(ci | c1, . . . ,ci−1). (9)

Here, PT (ci) and PS(ci) denote the predicted distributions
over the vocabulary for character position i from the teacher
and student models, respectively. This combination allows
the student model to benefit both from the teacher’s soft su-
pervision and from direct supervision via labeled data. In our
experiments, we set α=0.5.

This distillation process enables the student model (i.e.,

PASSLLM-d) to approximate the behavior of the larger
teacher model while achieving significantly improved com-
putational efficiency, making it better suited for large-scale
password enumeration tasks.

We experiment with student models of various sizes (e.g.,
Qwen2.5-3B, 1.5B, and 0.5B). The experimental results (see
Fig. 9 and Fig. 10(i) in Appendix) demonstrate that the 0.5B
model achieves the smallest parameter size without reducing
the guessing success rate. Table 7 presents the performance
evaluation of the distilled model.

Since 0.5B is the smallest model size available in the
Qwen2.5 family, we include a lightweight GPT-2 model with
only 124M parameters for further comparison. However, the
124M GPT-2 model shows a substantial decline in guessing
success rate (see Fig. 10(i)). Designing effective student mod-
els with fewer parameters remains an open challenge and will
be an important direction for our future work.

5 Security implications and future work

Digital forensics. The PASSLLM framework proposed in this
paper plays a significant role in digital forensics, particularly
in targeted guessing scenarios. It is capable of leveraging a
wide range of contextual data, including but not limited to
various forms of personally identifiable information (PIIs) and
multiple sister passwords. With its carefully designed training
paradigm and generation algorithms, PASSLLM achieves a
much higher guessing success rate compared to existing state-
of-the-art password models. As a result, PASSLLM is highly
effective for digital forensic applications, such as unlocking
critical devices of suspects, recovering hashed password files,
and other urgent forensic needs.
Password strength meter. An important application of pass-
word guessing models is to accurately evaluate password
strength from an attacker’s perspective, functioning as a
password strength meter (PSM). Our PASSLLM can serve
as a server-side or locally deployed PSM, providing rapid
estimates of the guess number for a given password. Par-
ticularly, we use the unsafe error metric (which is widely
used [28,53,55]) to evaluate our PASSLLM-PSM against two
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leading PSM (i.e., FLA-PSM [50] and RankGuess-PSM [55].
Experimental results (see Fig. 16 in Appendix) show that
our PASSLLM-PSM has fewer unsafe errors compared to
FLA-PSM [50] and RankGuess-PSM [55].
Interpretable PSM in future. A major advantage of current
LLMs (e.g., ChatGPT-4o) in evaluating password strength
lies in their ability to provide natural language explanations
and their strong conversational capabilities, allowing them to
continuously offer optimization suggestions through dialogue.
However, as previously mentioned, due to the limitations of
training data, these LLMs can sometimes provide mislead-
ing advice (see Table 14). To address this issue, a feasible
solution is to pre-train large models using the latest corpus
reflecting advancements in password security, followed by
fine-tuning with expert-constructed training data that includes
interpretable password strength evaluations. This approach
aims to develop a tool capable of accurately evaluating pass-
word strength and offering interpretable analyses tailored to
different user-provided information.
Direct password generation using LLMs. We have tested
several prominent LLMs by prompting them with PII to gener-
ate a number of passwords (see Table 14). While most models
produce seemingly reasonable outputs, our initial findings
show that their guessing success rates are generally low (<2%
within 20 guesses). This is primarily because these models
are not trained on password-specific datasets, which limits
their ability to accurately model real-world user password
creation behaviors. Additionally, some models, due to built-in
security mechanisms, do not directly generate passwords and
instead offer advice on creating strong, secure ones. Typical
suggestions include creating long passwords, avoiding per-
sonal information, and using password managers. However,
some of this guidance, such as requiring complex character
combinations and regularly changing passwords, is outdated
and inaccurate. For example, NIST’s latest authentication
guidelines [16] recommend that the most secure password
policies focus on ensuring sufficient length without additional
compositional constraints, and advise against password expi-
ration, a view also supported by Tan et al. [39].

These observations highlight an important direction for our
future work: building a specialized large language model for
the field of password security. An interesting finding is that
even models designed to restrict direct password generation
(based on provided PII) can be adapted through minor prompt
modifications. For example, when the prompt language is
switched to Chinese, ChatGPT-4o successfully generates the
corresponding passwords.
Large-scale offline guessing using LLMs. Despite the gener-
ation algorithm proposed in this paper allowing large models
to efficiently generate password guesses at scale, utilizing
LLMs for even larger-scale tasks (e.g., over 1010) in trawling
guessing remains a significant challenge. However, this chal-
lenge could potentially be addressed through an alternative
approach: instead of enabling LLMs directly generate massive

guess dictionaries, LLMs could be leveraged to produce scal-
able transformation rules based on an input set of passwords.
These rules can then be applied to large-scale training data to
efficiently generate extensive guess dictionaries. We consider
investigating this approach as part of our future work.

6 Conclusion

This paper, for the first time, introduces efficient parame-
ter fine-tuning for LLM-based password guessing, and de-
signs four new guessing models for the four most representa-
tive guessing scenarios: trawling guessing, targeted guessing
based on PII and/or on reuse. Extensive experiments on 11
real-world password datasets show the effectiveness and scal-
ability of our PASSLLM. This work provides a brand new
technical route for modeling users’ password guessability and
opens up new directions for password guessing using LLMs.
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Ethical considerations

Our study uses publicly available password datasets that were
leaked through past breaches and have been widely used in
prior password research (e.g., [27, 28, 33, 35, 45, 46]). How-
ever, besides passwords, our study incorporates associated
personally identifiable information (PII), such as usernames
and emails, in the context of targeted guessing scenarios. We
acknowledge that this introduces a potentially higher risk to
data subjects than studies using passwords alone. Also, we
recognize that the individuals whose data were exposed in
these breaches have not consented to the use of their data
in research, nor have any meaningful opportunity to consent.
Although these datasets are already publicly available, their
continued use still raises important ethical considerations.

To mitigate potential risks to affected individuals, we take
four precautions to ensure that our research does not cause
any additional harm to users: (1) We make sure no further
dissemination of password data to other parties; (2) All our
datasets are (ever) publicly available, and are stored and pro-
cessed on computers not linked to the Internet; (3) We only
report the aggregated statistical information and treat each
individual account as confidential (so that using it in our re-
search will not increase the risk to the corresponding victim,
i.e., no personally identifiable information can be learned);
(4) We delete the sensitive information (e.g., PII) once our
analysis is completed.
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In particular, our analysis has been guided by the related
Scenario B from [24], which explores the moral dilemma of
studying stolen data that subjects have explicitly asked to be
deleted. That scenario highlights the tension between deonto-
logical ethics (which emphasizes the rights of data subjects
and the duty to respect privacy) and consequentialist ethics
(which justifies data use if it leads to substantial public ben-
efit). In line with the latter view, we believe the additional
scientific insights gained from analyzing real-world password
data can significantly enhance password security. Given the
data’s prior public exposure and our strict safeguards, the ad-
ditional knowledge gained from the research outweighs what
is believed to be a small risk of additional harm to the data
subjects. Specifically, our work aims to improve password
security through the responsible use of real-world leaked pass-
word datasets. By analyzing password vulnerabilities in both
trawling and targeted attack scenarios, we develop practical
defenses such as a password strength meter based on LLMs.
This tool evaluates the strength of passwords by estimating
their guessability, and does not explicitly generate passwords,
thereby reducing the risk of misuse.
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A Password models for comparison

In this section, we provide the detailed parameter settings for
each of the counterparts of PASSLLM(-I∼III), including the
trawling password models, the PII-based password models,
and the reuse-based password models.

A.1 Trawling password models for comparison
• RankGuess. We adopt the same experimental setup as

Yang-Wang [55], with a penalty factor γ of 0.1 applied,
using KL divergence as the loss function. The optimizer
is Adam, with an initial learning rate of 0.001 and mo-
mentum parameters β1=0.5 and β2=0.999. The model
is trained for 20 epochs, including 5 pre-training epochs.
The guesser and the ranker are trained with 17 group
numbers and a dropout rate of 0.3.

• RFGuess. We configure RFGuess parameters following
Wang et al. [48], using scikit-learn to train a random
forest with 30 trees. The minimum samples per leaf is
10, and the maximum feature ratio is 80%.

• PCFG. The PCFG we use follows the approach in [27],
where the probability of the L(etter) segment is derived
from the training set, improving upon the original ver-
sion employed by Weir et al. [49].

• Markov. Due to the influence of order, this work imple-
ments both 3-order and 4-order Markov simultaneously,
applying Laplace smoothing and end symbol regulariza-
tion as recommended by Ma et al. [27].

• FLA. We use the source code of FLA [28] and follow its
recommended parameters. More specifically, we train a
model with three LSTM layers, each containing 200 cells
(i.e., the small model in [28]), and two fully connected
(FC) layers, for 20 epochs.

• PassGPT. We use the publicly available implementa-
tion of PassGPT [37], adhering closely to its suggested
configuration. In particular, the model is trained using
the AdamW optimizer with a learning rate of 5e-5 and a
linear decay schedule over the training steps.

• PagPassGPT. We use the open-source implementation
of PagPassGPT [38] and follow its original training set-
tings. Specifically, the model is trained with the AdamW
optimizer and an initial learning rate of 5e-5. The archi-
tecture is based on GPT2, with 12 hidden layers and 8
attention heads per layer, a maximum input length of 32
tokens, and an embedding size of 256.

A.2 PII-based targeted password models
• TarGuess-I. As with [46], we employ the 26 types of

labels (see Table 8) defined by the TarGuess-I [46] model
across five categories of PIIs.

17

https://arxiv.org/pdf/2302.13971
https://techcrunch.com/2024/02/26/loandepot-millions-sensitive-personal-data-ransomware/
https://techcrunch.com/2024/02/26/loandepot-millions-sensitive-personal-data-ransomware/


100 101 102 103

Guess number
0.00
0.05
0.10
0.15
0.20
0.25
0.30
0.35
0.40
0.45
0.50

Fr
ac

tio
n 

of
 su

cc
es

sf
ul

ly
 c

ra
ck

ed PassLLM-I
RFGuess-PII&TarGuess-I optimal 
RFGuess-PII
TarGuess-I
Trawling optimal

(a) 80% MixCN→20% PII-CSDN

100 101 102 103

Guess number
0.00
0.05
0.10
0.15
0.20
0.25
0.30
0.35
0.40
0.45
0.50

Fr
ac

tio
n 

of
 su

cc
es

sf
ul

ly
 c

ra
ck

ed PassLLM-I
RFGuess-PII&TarGuess-I optimal 
RFGuess-PII
TarGuess-I
Trawling optimal

(b) 80% MixCN→20% PII-12306

100 101 102 103

Guess number
0.00

0.05

0.10

0.15

0.20

0.25

0.30

Fr
ac

tio
n 

of
 su

cc
es

sf
ul

ly
 c

ra
ck

ed PassLLM-I
RFGuess-PII&TarGuess-I optimal 
RFGuess-PII
TarGuess-I
Trawling optimal

(c) 80% MixEN→20%PII-ClixSense

100 101 102 103

Guess number
0.00

0.05

0.10

0.15

0.20

0.25

0.30

Fr
ac

tio
n 

of
 su

cc
es

sf
ul

ly
 c

ra
ck

ed PassLLM-I
RFGuess-PII&TarGuess-I optimal 
RFGuess-PII
TarGuess-I
Trawling optimal

(d) 80% MixEN→20% PII-Rookit

100 101 102 103

Guess number
0.00

0.05

0.10

0.15

0.20

0.25

0.30

Fr
ac

tio
n 

of
 su

cc
es

sf
ul

ly
 c

ra
ck

ed PassLLM-I
RFGuess-PII&TarGuess-I optimal
RFGuess-PII
TarGuess-I
Trawling optimal

(e) 80% CN&EN→20% PII-EN

101 103 105 107 109 1011 1013 1015

Guess number
0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 su

cc
es

sf
ul

ly
 c

ra
ck

ed PassLLM
RankGuess
RFGuess
FLA
Markov_3order
Markov_4order
PagPassGPT
PassGPT +

PassGPT
PCFG

PassLLM
RankGuess
RFGuess
FLA
Markov_3order
Markov_4order
PagPassGPT
PassGPT +

PassGPT
PCFG

(f) 80% Dodonew→Taobao (trawling)

101 103 105 107 109 1011 1013 1015

Guess number
0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 su

cc
es

sf
ul

ly
 c

ra
ck

ed PassLLM
RankGuess
RFGuess
FLA
Markov_3order
Markov_4order
PagPassGPT
PassGPT +

PassGPT
PCFG

PassLLM
RankGuess
RFGuess
FLA
Markov_3order
Markov_4order
PagPassGPT
PassGPT +

PassGPT
PCFG

(g) 80% Dodonew→The rest Dodonew (trawling)

101 103 105 107 109 1011 1013 1015

Guess number
0.0

0.2

0.4

0.6

0.8

1.0

Fr
ac

tio
n 

of
 su

cc
es

sf
ul

ly
 c

ra
ck

ed PassLLM-d-monto_carlo
PassLLM-d-real_attack

(h) Monte Carlo simulation vs. Actual generation (108)

100 101 102 103

Guess number
0.30

0.35

0.40

0.45

0.50

0.55

0.60

Fr
ac

tio
n 

of
 su

cc
es

sf
ul

ly
 c

ra
ck

ed PassLLM-II
PassLLM-II-d(Qwen2.5-3B)
PassLLM-II-d(Qwen2.5-1.5B)
PassLLM-II-d(Qwen2.5-0.5B)
PassLLM-II-d(GPT2-124M)

PassLLM-II
PassLLM-II-d(Qwen2.5-3B)
PassLLM-II-d(Qwen2.5-1.5B)
PassLLM-II-d(Qwen2.5-0.5B)
PassLLM-II-d(GPT2-124M)

(i) Effect of model size on distillation (reuse)

Figure 10: Supplementary experimental results. Subfigures 10(a)-10(e) show results for PII-based targeted guessing scenarios. Subfigures 10(f) and 10(g) present
results for the trawling guessing scenario. Subfigure 10(h) compares Monte Carlo simulation with actual generation (108 guesses) in the trawling guessing
scenario. Subfigure 10(i) shows the distillation performance across different model sizes (Here we take the 126→CSDN reuse scenario for example).

• RFGuess-PII. As with [48], we train a random forest
model consisting of 30 decision trees, with a minimum
of 10 leaf nodes per tree and a maximum feature ratio
of 80%. All other hyperparameters are set to the default
values provided by the scikit-learn framework.

Since RFGuess-PII [48] shares a similar modeling prin-
ciple with Targeted-Markov [44], but consistently achieves
higher guessing success rates (as evidenced by comprehensive
experimental results in [48]), we choose RFGuess-PII as a
representative baseline in our comparative evaluation.

A.3 Reuse-based targeted password models
• Pass2Edit. It was proposed by Wang et al. [47] in 2023,

which employs a “multi-step decision” mechanism for
generating edit operations. It takes both the original pass-
word and the current modified password as inputs to pre-
dict the next edit operation. The predicted operation is
then applied to the modified password to generate input
for the subsequent timestep. As with [47], we use a 3-
layer GRU and a 2-layer FC (fully connected layer). The

learning rate is 0.001 and the dropout rate is 0.4.

• PointerGuess. This password model, proposed by Xiu
and Wang [52] at USENIX Security’24, redefines the
conditional password probability as the combination of
copying characters from the sister password and generat-
ing new characters. As with [52], we set ε=1×10−12 for
smoothing, use Bahdanau attention [8], a learning rate
of 0.001, and a dropout rate of 0.5.

• PassBERT. Proposed by Xu et al. [54] in 2023, Pass-
BERT utilizes the BERT model to predict the sequence
of edit operations based on each user’s sister password.
As with [54], we use two attention heads, a learning rate
of 10−5, the Adam optimizer, a dropout rate of 0.1, and
a sequence length of 32/34.

• Pass2Path. We use the open-source code provided by
[31] and adopt their recommended hyperparameters. The
model consists of a three-layer RNN with 128 hidden
units per layer and a dropout rate of 0.4. It is trained using
a learning rate of 0.0003 for 20 epochs, during which the
validation loss converges without noticeable overfitting.
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Table 8: 26 types of PII labels defined by TarGuess-I [46]
Category Label Meaning of the label Example

Name

N0 Full name johndoe
N1 Abbreviation jd
N2 Surname doe
N3 Given name john
N4 Given name abbr. + surname jdoe
N5 Surname + Given name abbr. doej
N6 Capitalized surname Doe

Birthday

B0 Full date of birth 19850415
B1 Year at the end 04151985
B2 Day-Month-Year format 15041985
B3 Month-Day format 0415
B4 Year only 1985
B5 Year and month 198504
B6 Month and year 041985
B7 Year (YY) + month + day 850415
B8 Month + day + Year (YY) 041585
B9 Day + month + Year (YY) 150485

Email
E0 Original email user.doe88@ex.com
E1 First L-segment user
E2 First D-segment 88

Account
A0 Original account account_man99
A1 First L-segment account
A2 First D-segment 99

Phone
P0 Full phone number 1234567890
P1 Last 4 digits of phone number 7890
P2 First 3 digits of phone number 123

†This table represents a user’s personally identifiable information (PII) with
various formats for each category. Example PII includes: full name “john-
doe”, birth date “1985-04-15”, email “user.doe88@ex.com”, account name
“account_man99”, and phone number “1234567890”.

We note that both Pass2Edit [47] and TarGuess-II [46]
leverage an additional popular password dictionary to
enhance their ability to guess common passwords. Fol-
lowing the same strategy, we augment Pass2Path by mix-
ing its reuse dictionary with passwords from the popular
dictionary at a 2:1 ratio (a setting identified as most ef-
fective in [47]). This enhanced version is referred to as
Pass2Path-mix in Figures 7(a) and 7(b).

• MS-PointerGuess. It was introduced by Xiu and Wang
[52] in 2024, and incorporates a “two-encoder” module
that leverages two sister passwords from the same user.
It is important to note that while this password model
can potentially accommodate a larger number (≥3) of
sister passwords, its scalability is constrained, as it can
only employ a fixed number of encoders.

B Overlap analysis

Trawling scenarios. We analyze the overlap among the
cracked passwords generated by the three most effective mod-
els in terms of guessing success rate: PASSLLM, RankGuess
[55], and PassGPT [37], as shown in Figure 11(b). Among
the 99,647 testing accounts, a total of 40,785 passwords are
cracked within 1010 guesses. Specifically, PASSLLM success-
fully cracks 38,794 passwords, surpassing RankGuess with
30,318 and PassGPT with 32,977. In terms of overlap, 27,656
passwords, accounting for 67.8% of all cracked results, are

successfully guessed by all three models. More importantly,
PASSLLM uniquely cracks 5,399 passwords, representing
13.2% of the total cracked passwords. This is significantly
higher than the proportions uniquely cracked by RankGuess
and PassGPT, which are 2.5% and 1.8% respectively. These
results highlight the superior generalization and guessing ca-
pability of PASSLLM over existing methods.
PII-based scenarios. We analyze the passwords uniquely
cracked by our PASSLLM-I compared to TarGuess-I [46] and
RFGuess-PII [48]. Figure 11(a) illustrates the overlap in the
passwords cracked by PassLLM, RFGuess-PII, and TarGuess-
I in the MixCN→Dodonew scenario. More specifically, over
70% of the passwords cracked by PassLLM, RFGuess-PII,
and TarGuess-I overlap. Notably, PASSLLM-I cracks approx-
imately 13% more passwords that the other two models do
not. We show several typical examples in Appendix C.
Reuse-based scenarios. We analyze the overlap among the
cracked passwords by PASSLLM-II, Pass2Edit [47], and
PointerGuess [52]. As shown in Figure 11(c), within 100
guesses, a total of 2,326 passwords are successfully cracked.
Among these, PASSLLM-II uniquely cracks 252 passwords,
which accounts for 10.8% of all cracked passwords and is
significantly higher than the numbers achieved by Pass2Edit
and PointerGuess, which uniquely crack 41 and 39 passwords
respectively. In addition, 67.7% of the cracked set, are suc-
cessfully guessed by all three models, while 297 passwords
are cracked by both PASSLLM-II and Pass2Edit but missed
by PointerGuess. These findings demonstrate the strong indi-
vidual effectiveness of PASSLLM-II and its complementary
nature with other leading approaches.

C Analysis of typical cracking examples

We present representative examples of passwords indepen-
dently cracked by our PASSLLM model across three ma-
jor guessing scenarios: trawling-based, PII-based and reuse-
based scenarios. These examples illustrate the unique capa-
bilities of PASSLLM in capturing users’ password creation
behaviors that are difficult for existing methods to model. All
personal information in the examples has been anonymized
to protect user privacy, while preserving the structural and
semantic features relevant to the cracking process.

C.1 Trawling guessing scenarios
Since password length is a primary factor in characterizing
password strength [23], we analyze the distribution of cracked
passwords with respect to length across different models in
the trawling guessing scenario. As shown in Figure 13, our
PASSLLM is particularly effective at cracking medium to
long passwords (e.g., ≥8), which are typically more secure
and harder to guess. Overall, all password models show a
declining success rate as password length increases, which
aligns with the NIST recommendation [16] that longer pass-
words tend to provide better security.
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(c) Reuse-based scenarios (COMBpw1→pw2)
Figure 11: Overlap analysis of guessed passwords among different models in three guessing scenarios (i.e., trawling, PII-based, and reuse-based). In each
scenario, we select the three most effective guessing models in terms of success rate. The results show that over 67% of the guessed passwords overlap across
models in all three scenarios. Notably, our PASSLLM(-I/II) achieves the highest proportion of independently guessed passwords.
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Figure 12: Distribution of password numbers per user in multi-password
guessing scenarios (i.e., Figure 7(c) and Figures 8(a)-8(c)).
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Figure 13: Proportion of cracked passwords by length across different models.
Results show that our PASSLLM consistently outperforms the baselines for
passwords of length ≥8. Proportion=cracked / total per length in the test set.

C.2 PII-based guessing scenarios

Semantic segmentation. For semantic segments in pass-
words, both TarGuess-I [46] and RFGuess-PII [48] apply
coarse-grained segmentation based on character types (or PII
types). In contrast, our PASSLLM-I can perform finer-grained
segmentation. For example, the password orange1984 comes
from the semantic segment orangejuice (the username) and
1984 (the birth year). TarGuess-I and RFGuess-PII would
treat orangejuice as a whole (i.e., a letter segment with
length 11) during training and generation, thus failing to gen-
erate the password orange1984.
Semantic/homophonic substitution. PASSLLM-I is capable
of identifying semantic/pronounce connections between pass-
words and auxiliary information. For example, if the victim’s
birthday is 15/04/1985, PASSLLM-I can convert the number 4
into the word april, successfully guessing the victim’s pass-
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Figure 14: Edit distance distribution of password pairs cracked by different
reuse models. Proportion=cracked / total per length in the test set.

word 15april1985. Additionally, PASSLLM-I can generate
the password venky123 from the username venkivoice, rec-
ognizing that ki and ky are phonetically similar.
Auxiliary information reuse. PII-based targeted guessing
can essentially be viewed as a ‘reuse/modification’ process
of personal information character sequences. This includes
operations such as capitalizing the first letter of the username,
removing the last letter of the email prefix, adjusting the birth
year by adding or subtracting 1, or performing character sub-
stitutions (e.g., s→$ and a→@). Our PASSLLM-I can directly
capture these vulnerable password creation behaviors from
the training data, whereas models like TarGuess-I [46] and
RFGuess-PII [48], which rely on heuristic label definitions,
struggle to fully account for them.

We present 12 typical examples in Table 12, along with de-
tailed descriptions. For privacy reasons, personal information
in the examples has been anonymized while preserving the
original password creation patterns.

C.3 Reuse-based guessing scenarios
In the password reuse scenario, we present the distribution
of edit distances between cracked password pairs across dif-
ferent models, as shown in Figure 14. Results show that our
PASSLLM-II performs particularly well on reused passwords
with relatively larger modifications (i.e., edit distance ≥3).
Table 9 further presents five typical password examples in-
dependently cracked by our PASSLLM-II (compared to the
Pass2Edit model [47]). Generally, these password pairs in-
volve case transformations, which results in a low cosine
similarity between the pairs. As a result, Pass2Edit cannot
effectively capture them, since during training it excludes
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Name PassLLM setting Distillation setting

Trawling batch size 1,024 1,024

Targeted batch size 64 64

Trawling LR 1e-4 1e-4

Targeted LR 5e-4 5e-4

Epochs 3 10

Optimizer AdamW AdamW

Weight decay 0.05 0.05

Warmup type Linear Cosine

Warmup ratio 0.1 0.2

LoRA rank (r) 16 16

LoRA alpha 32 32

Trawling LoRA dropout 0.3 0.2

Targeted LoRA dropout 0.2 0.2

LoRA modules q/k/v q/k/v/o/mlp

Figure 15: Hyperparameter settings for our PASSLLM and model distillation.
Table 10 summarizes the detailed neural network architecture of PASSLLM.

password pairs with cosine similarity <0.3 to avoid negative
interference from dissimilar pairs.

Figure 12 shows that a considerable proportion of users
(e.g., 56.33%–89.58%) had multiple previously used pass-
words leaked. Combined with the experimental results in Fig-
ure 7(c) and Figures 8(a)-8(c), it becomes clear that the leak-
age of multiple sister passwords substantially increases the
risk of credential tweaking attacks. Furthermore, when such
leaked passwords are combined with PII (e.g., names, birth-
dates, usernames), the success rate of PASSLLM increases
even further. This highlights a key insight: password reuse
is not limited to simple modifications of previously leaked
password strings but typically involves the semantic reuse of
personal information (such as incorporating parts of a name,
birth year, or phone number into new passwords). To this end,
existing password leak checking services (e.g., [6, 32]) could
be further enhanced by integrating PII leak detection into their
frameworks, allowing users to assess not only the exposure of
their sister passwords but also the potential risks associated
with reused/modified PII data.

D Monte carlo simulation using PassLLM

In large-scale trawling guessing scenarios, we adopt the
Monte Carlo approach [12] to estimate the guess number of a
target password. More specifically, PASSLLM is queried with
a fixed prompt: As a trawling password guessing model, your
task is to generate passwords. This prompt induces a fixed
generative distribution over the space of possible passwords,
implicitly defining a probability distribution p(·|prompt) such
that the total probability mass sums to 1.0.

To estimate the guess number of a target password α in this
fixed prompt-induced distribution, we compare it against a
sample set Θ = β1,β2, . . . ,βn, where each β is independently
sampled from PASSLLM using the same prompt. Both the
samples β and the target α are assigned probabilities under

Algorithm 3: Breadth-first search with probability
threshold pruning

Input: Prompt p0, probability threshold τ, maximum sequence
length L, large language model M

Output: Completed password list C
1 Q← Queue(); /* Initialize queue for sequence expansion */
2 C← /0; /* Store completed sequences */
3 Q.enqueue(p0,1); /* Initialize with prompt and its probability */
4 while Q is not empty do
5 (s,Pr(s))← Q.dequeue(); /* Dequeue a sequence and its

probability */
6 if s.length()> L then
7 break

8 S′←M.GenerateNextTokens(s); /* Generate candidate
sequences extended by one token */

9 for each s′ ∈ S′ do
10 Pr(s′)← Pr(s)×Pr(next token | s)
11 if Pr(s′)≥ τ then
12 if s′ contains EOS then
13 C←C∪{s′}
14 else
15 Q.enqueue(s′,Pr(s′))

16 return C

the same model-defined distribution p(·|prompt), ensuring
consistency within the shared probabilistic space. Following
the Monte Carlo estimation approach of Dell’Amico et al.
[12], we estimate the guess number C∆(α) of password α as:

C∆ = ∑
β∈Θ

{
1

n·p(β) if p(β)> p(α)

0 otherwise
(10)

While sampling from large language models (LLMs) pro-
portional to generation probability is generally non-trivial, the
use of a fixed prompt ensures that each generated password
lies within the same probability space.

E Password generation in trawling scenarios

To explicitly generate trawling password dictionaries, we em-
ploy the Breadth-First Search (BFS) algorithm with probabil-
ity threshold pruning (see Algorithm 3). The process begins
with the initial input prompt, from which the model generates
the first layer of candidate tokens. Each candidate sequence is
assigned a cumulative probability, and sequences containing
only non-end-of-sequence tokens are added to the queue.

During the search loop, the algorithm iteratively dequeues
sequences, computes the next-token logits using the language
model, and updates the cumulative probability by multiplying
the current sequence probability with the probability of the
newly generated token. Sequences with cumulative probabili-
ties below a predefined threshold are pruned. If a sequence
ends with the end-of-sequence token, it is added to the list of
completed sequences; otherwise, it is re-enqueued for further
expansion. The search continues until the queue is empty or
the maximum sequence length is reached. Finally, completed
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Figure 16: We compare our PASSLLM-PSM with FLA-PSM [28] and RankGuess-PSM [55] using the unsafe error metric. PASSLLM-PSM significantly
outperforms all its counterparts. For example, in Fig. 16(b), our PASSLLM-PSM evaluates 6,838 passwords as being guessable between 104 and 108 guesses,
while the RankGuess-PSM [55] rates them as requiring more than 108 guesses. Overestimates of strength are indicated in shades of red, underestimates in purple,
and accurate estimates in green. The intensity of the color increases with the number of passwords in each cell.

Table 9: Examples of passwords cracked independently by PassLLM-II.
Number Sister passwords Targeted passwords

1 FOOTBALL1979 football
2 anjing2008 ANJING2009
3 24770481614WJW wjw123456
4 liuhuiguang198723 LIU198723
5 LUCKY88070325 lucky0703

sequences are sorted in descending order of their probability
to form the password dictionary.

In trawling guessing scenarios, large-scale password gen-
eration (e.g., 109 guesses) can also be achieved using our
proposed dynamic beam search algorithm through the fol-
lowing process: (1) sample a set of high-frequency n-gram
prefixes (e.g., 104); (2) treat each prefix as auxiliary infor-
mation to guide the model in generating approximately 105

guesses per prefix using the dynamic beam search; and (3)
merge all candidates and rank them by descending probability
to construct a trawling password dictionary of around 109

entries. However, our exploratory experiments reveal that, to
match the results achieved by Monte Carlo under a given
guess budget (e.g., 107), this generation algorithm needs to
generate a larger number of guesses (e.g., generate 108 candi-
dates and then select the top 107). Fortunately, our proposed
two-stage trawling password generation algorithm (see Sec.
3.2.1) effectively addresses this issue. More specifically, in-
stead of sampling high-frequency n-gram prefixes, we use a
priority queue to generate a prefix set that covers all possible
password generation paths. Furthermore, we replace the beam
search procedure with a breadth-first search (BFS) algorithm
with probability-based pruning. This design allows the gener-
ation of the highest-probability guesses under any given guess
budget, making it particularly suitable for trawling scenarios.

F Evaluation of PassLLM-PSM

Unsafe errors. Unsafe errors refer to the misclassification of
passwords as “strong” when they are, in fact, easily guessable
or weak, leading to an inaccurate evaluation of their security.
These errors arise when password strength meters mistakenly
label weak passwords as secure, giving users a false sense
of protection. This overestimation of password strength can
have serious consequences, as users may be unaware of the
vulnerabilities in their passwords, exposing them to attacks
and weakening overall system security. In this work, we use
the unsafe error metric to evaluate and compare our PASS-

LLM-PSM with FLA-PSM [28] and RankGuess-PSM [55].
Results (see Fig. 16) show that our PASSLLM-PSM consis-
tently demonstrates fewer unsafe errors compared to both
RankGuess-PSM [55] and FLA-PSM [28]. Here, the training
set and the test set are the same as Fig. 5.

G Hyperparameter configuration

In this section, we detail the hyperparameter settings used for
training the PASSLLM model and its distilled variant (see Fig.
15). Specifically, in the trawling scenarios, we use a batch
size of 1,024 and a learning rate of 1e-4, while in the targeted
scenarios, a smaller batch size of 64 and a higher learning
rate of 5e-4 are adopted to better suit the task characteristics.
For the optimization process, we use the AdamW optimizer
with a weight decay of 0.05. The original PASSLLM model
is trained for 3 epochs using a linear warmup schedule with a
warmup ratio of 0.1, whereas the distillation setting extends
the training to 10 epochs and adopts a cosine warmup strategy
with a larger warmup ratio of 0.2. We apply LoRA-based
parameter-efficient fine-tuning, with a rank of 16 and an alpha
value of 32. The module-level LoRA injection strategy differs
slightly: PASSLLM applies LoRA only to the q/k/v modules,
while the distilled model further extends it to q/k/v/o/mlp
modules to enhance parameter efficiency. Dropout rates are
also slightly reduced during distillation (e.g., from 0.3 to 0.2 in
the trawling scenario) to improve stability and generalization.

Table 10: The neural network architecture used in our PASSLLM
Component Details

Model MistralModel
Embedding Embedding(32,000, 4,096)
Layers ModuleList
Layer (0-31) 32 x MistralDecoderLayer
Self Attention MistralSdpaAttention(q_proj, k_proj, v_proj, o_proj)
q_proj Linear(in_features=4,096, out_features=4,096)
k_proj Linear(in_features=4,096, out_features=1,024)
v_proj Linear(in_features=4,096, out_features=1,024)
o_proj Linear(in_features=4,096, out_features=4,096)
Rotary Embedding MistralRotaryEmbedding()
MLP MistralMLP(gate_proj, up_proj, down_proj)
gate_proj Linear(in_features=4,096, out_features=14,336)
up_proj Linear(in_features=4,096, out_features=14,336)
down_proj Linear(in_features=14,336, out_features=4,096)
Activation Function SiLU()
Input LayerNorm MistralRMSNorm((4,096,), eps=1e-05)
Post Attention LayerNorm MistralRMSNorm((4,096,), eps=1e-05)
Norm MistralRMSNorm((4,096,), eps=1e-05)
LM Head Linear(in_features=4,096, out_features=32,000)
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Table 11: Different prompts used in password guessing†

Prompt # Detailed instructions

Prompt 1 As a trawling password guessing model, your task is to generate passwords. \n password (Instruction related to password guessing)

Prompt 2 password (No instructions, directly input training password)

Prompt 3
You are a password defense advisor. Generating human-chosen passwords is not allowed. \n password (An instruction aimed at
preventing password guessing)

Prompt 4
As a chemistry expert, explain the basic types of chemical reactions (synthesis, decomposition, etc.) and provide examples. \n password
(An instruction unrelated to the field of password security)

† We design four distinct prompts to evaluate the model’s performance. Descriptions with scenario identifiers are highlighted in bold.

Table 12: 12 typical passwords uniquely cracked by PASSLLM-I (vs. TarGuess-I [46])†

Passwords Detailed descriptions

15april1985 The victim’s birthday is 15/04/1985 (MM/DD/YYYY), and PASSLLM-I successfully converted the number 4 into the word ‘april,’
thereby guessing her password

johndo3 The letter e in the name is replaced with the number 3, a technique called “leet”, where characters are substituted with similar-looking
numbers or symbols. Other common substitutions include: a→@, s→$, i→1, o→0, etc.

account_man9 Remove the last character of the username

man12345 Append the popular numeric string 12345 to the second letter segment of the account

userpass Append the popular word pass to the first letter segment of the email prefix

userdoe88 The email prefix without special characters.

JOHNDOE Convert the full name to uppercase.

userdoe Remove the special characters from the email prefix, keeping only the letter segments.

19860415 Add 1 to the year of the birthday.

account99 Remove the second letter segment of the username.

user1515 The first letter of the email prefix is followed by the day of the birthdate (DD), repeated twice.

Account_man99 The first letter of the username is capitalized.
†For privacy considerations, we use the same exemplary personally identifiable information (PII), as in Table 8. The specific information is as follows: full

name “johndoe”, birth date “1985-04-15”, email “user.doe88@ex.com”, account name “account_man99”, and phone number “1234567890”.

Table 13: The top-20 passwords generated by ChatGPT-4o using the same prompt five times.†

Rank First attempt Second attempt Third attempt Fourth attempt Fifth attempt

1 Johndoe1985 Johndoe1985 Johndoe1985 Johndoe1985 Johndoe1985
2 19850415 Accountname1985 Accountname1985 Johndoe0415 Accountname123
3 Accountname1985 1234567890 Johndoe0415 1234567890JD 19850415John
4 User1985 User1985 Accountname0415 Accountname1985 John123456
5 Johndoe15 Johndoe0415 User1234 User1985 User1234
6 User123456 Account0415 User1985 John04151985 Account1985
7 1234567890 User0415 User0415 JD1234567890 Johndoe15
8 User0415 19850415 Johndoe1234 Account0415 123456John
9 Accountname123 Accountname123 Accountname1234 User@0415 Account198504
10 Userexample1985 Johndoe123 Userexample1985 Johndoe15 Doe1985April
11 Johndoe85 User@123 JohndoeApril15 Accountname123 UserAccount85
12 Johndoe0415 Account1234 AccountnameApril15 JD1985! 1985Johndoe
13 Accountname15 Accountname85 Userexample0415 JohndoeUser! Example1985
14 Example1985 123456 Johndoe1234567890 04151985JD JohnDoe1234567890
15 04151985 User7890 Accountname1234567890 UserAccount1985 AccountUser15
16 Johndoe123456 Account@1985 April151985 JDUser123 JohndoeExample
17 Useraccount1985 Doe0415 Useraccount1985 Johndoe#1985 Account1234
18 Account123456 1985Account Example1985 1234Account 1985Accountname
19 User85 Johndoe85 Example0415 AccountJD1985 April151985
20 Userexample0415 UserExample123 Account1234567890 User123456 JohndoeUser

†The prompt is: “Full name ‘johndoe’, birth date ’1985-04-15’, email ’user@example.com’, account name ’accountname’, and phone number ’1234567890’.
Based on the above information, generate the 20 most likely passwords for this user” (The last instruction is in Chinese).
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Table 14: Using large language models to directly generate 20 passwords based on provided PII†

LLMs Output

ChatGPT-4o‡1

I’m unable to assist with requests that involve generating specific passwords related to personal or private data, as this could be
used maliciously or pose privacy and security risks. However, if you’re looking for password safety tips or general advice on how
to make your passwords more secure, I’d be glad to help! Let me know if that would be of interest to you.
Question: How to create strong passwords or enhance password security?
Answer: Use Long and Complex Passwords
• Length Matters: Aim for passwords that are at least 12–16 characters long.
• Complexity: Combine uppercase and lowercase letters, numbers, and special characters (e.g., !@#$ % ˆ & *()).

Qwen2

I cannot generate or suggest actual passwords based on personal information, as doing so would compromise security. Using
personal details like names, dates of birth, email addresses, account names, or phone numbers to create passwords is generally a
bad practice because such information can often be found or guessed by others.
Instead, I recommend creating strong, unique passwords that do not contain personal information. A strong password typically
includes: A mix of uppercase and lowercase letters, numbers, special characters, a length of at least 12 characters.
For better security, consider using a password manager to generate and store complex passwords. This way, you don’t have to
remember each password, and your accounts will be more secure. If you need help generating a strong password, I can provide
tips or suggest a random, secure password for you.

Kimi3

I understand you’re asking for an example of how someone might generate passwords based on personal information, but I must
emphasize that it’s not safe or ethical to create or guess passwords using someone’s personal details. This kind of activity can lead
to privacy breaches and is against best practices for online security.
Instead, I would like to encourage you to follow these guidelines for creating strong passwords: Length: Use passwords that are at
least 12 characters long. Complexity: Include a mix of upper and lower case letters, numbers, and special characters.
Uniqueness: Ensure each of your passwords is unique and not reused across different accounts. Unpredictability: Avoid using
easily guessable information like names, dates of birth, or common words. Update Regularly: Change your passwords
periodically and do not use old or expired passwords.
For your own security, it’s best to use a password manager to generate and store complex passwords safely. These tools can create
strong, unique passwords for each of your accounts without the risk of using personal information that could be compromised.

Mistral4

johndoe johndoe1985 johndoe1504 johndoe15 johndoe85

johndoe@1985 johndoe@1504 johndoe@15 johndoe@85 johndoe19850415

johndoe123 johndoe1234567890 johndoe@1234567890 johndoe123456 johndoe12345

johndoe1234 johndoe123456789 johndoe12345678 johndoe1234567 johndoe123456

ChatGLM5

johndoe1985 JohnDoe1985 user123 accountname123 example123

1234567890 john15 Doe1985 JDoe1985 User@example

accountname1985 johnDoe15 John15 johndoe@ accountname1234

johndoeuser johndoe415 JohnDoe415 examplejohndoe accountholder

ERNIE Bot6

johndoe1985 user1985 accountname123 15041985 john.doe@123

1234567890j example123 user@1985 john123doe doe1985

15april1985 account1985 user123456 johndoe@acc john.doe123

1985john exampleuser useraccount1 april151985 doe.john123

Gemini7

19850415 04-15-1985 15april1985 jdoe1985 jd85

accountname1 accountname_123 johndoe john.doe johnny

user@example 123-456-7890 (123)456-7890 jdoe19850 jd0e19851

jdoe1985! 1985johndoe jd1234567890 j0hnD0e1985 54810495

Doubao8

johndoe1985 johndoe85 johndoe0415 johndoe415 johndoe19850415

accountname1985 accountname85 accountname0415 accountname415 user19850415

user@example1985 user@example85 user@example0415 1234567890johndoe 1985johndoe

1985accountname 85johndoe 85accountname 0415johndoe 0415accountname
†We note that certain large models incorporate security defense mechanisms to avoid directly generating passwords. Instead, they typically provide guidance

on creating secure passwords. However, these suggestions often contain common misconceptions, which are highlighted in bold for clarity. For large models
that are capable of directly generating passwords, we disregard the accompanying textual descriptions and only retain the generated output.

‡We note that as of November 7, 2024, if the instructions for generating passwords are given in Chinese, ChatGPT-4o can directly generate 20 passwords.
However, if the requested number is too large, such as 50, ChatGPT-4o will also refuse to generate the passwords.

1https://chatgpt.com/; 2https://tongyi.aliyun.com/qianwen/; 3https://kimi.moonshot.cn/; 4https://chat.mistral.ai/chat.
5https://chatglm.cn/main; 6https://yiyan.baidu.com/; 7https://gemini.google.com/app; 8https://www.doubao.com/chat/.
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